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Arenadata Streaming
Control

Arenadata Streaming Control (ADS Control) is a solution for
managing Arenadata Streaming (ADS) clusters. It supports managing
multiple ADS clusters that have the Kafka and Kafka Connect
services installed. The manager provides the ability to create, edit,
and delete Kafka connectors.
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This tutorial guides you through the process of installing an Arenadata Streaming Control (ADS Control) cluster. The easiest way to install it is to use Arenadata Cluster Manager
(ADCM) — a separate Arenadata product designed for simple, convenient, and fast software deployment and exploitation.

4 )
ADS Control is only available in the Enterprise version.
For ADS Control, only offline installation can be performed.

An ADS Control cluster can be integrated with multiple ADS clusters, including clusters installed after ADS Control was installed. The ability to integrate with an ADS Control
cluster is available starting with ADS 1.7.1.b1.

It is recommended to switch off any antivirus software before ADS Control installation and during the ADS Control operation process. In case of using antivirus, please
contact your antivirus software vendor to find out the settings necessary to allow ADS Control.

G /

For offline installation, you need to install and configure Arenadata Enterprise Tools (ET). ET is a solution that provides the necessary infrastructure for Arenadata product deployment in
environments with limited internet access. The solution is a part of the Arenadata data platform. It provides the repositories necessary for installing and updating the platform
components.

Installation of ADS Control can be performed before and after installing and configuring an ADS cluster with the monitoring service, except for the final step Integrate with ADS cluster,
which can only be performed based on the added ADS cluster.

Below are the offline installation steps for ADCM, ET, ADS and monitoring (1-5), which are detailed in the ADS documentation, as well as installing ADS Control.

For ADCM, ADS, and monitoring, online installation can also be performed.
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Step 1. Get the Enterprise version of a cluster bundle

Step 2. Upload a cluster bundle to ADCM

Step 3. Create a cluster based on the uploaded bundle

In ADCM a cluster means a set of services running on a set of hosts.

Clusters distributions for ADCM are made in the form of so-called bundles. Generally a bundle is a regular archive that includes a description and software logic of cluster deployment
and exploitation.

The steps for adding a cluster to ADCM are listed below.

Step 1. Get the Enterprise version of a cluster bundle

Please get a cluster bundle from the Arenadata support team.

Step 2. Upload a cluster bundle to ADCM

To upload a bundle to ADCM, follow the steps:

1. Select the Bundles item in the left navigation menu and click Upload bundle.

2. Select a bundle in the Open File Dialog.
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3. As aresult of the performed actions, a bundle is displayed on the Bundles page.
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The result of successful uploading a bundle

Step 3. Create a cluster based on the uploaded bundle

S
IMPORTANT
When creating a cluster via the ADCM web interface, you generate a new ADCM cluster instance. It means only adding the cluster to ADCM — at this stage no @
services are deployed.

N

The steps for cluster creation are given below:

1. Select the Clusters item in the left navigation menu and click Create cluster.
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Switch to cluster creation

2. In the opened dialog, describe a new cluster instance:

m Select an uploaded cluster bundle in the Product field.

m  Select a bundle version in the Product version field. Several versions become available in the case of different versions of the same bundle being uploaded.
m  Enter a cluster name in the Cluster name field.

= Enter a cluster description in the Description field if necessary.

m  Set the I accept Terms of Agreement flag to sign the license agreement. This flag is displayed only for Enterprise bundles. To read the agreement text, refer to the Terms of
Agreement link. You can also sign the license agreement on the Bundles page by clicking the desired product bundle.

m  Click Create.
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Create a cluster

3. As aresult, the created cluster instance is displayed on the Clusters page.
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The result of successful cluster creation
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In ADCM a service means a software that performs some function. The steps for adding services to a cluster are listed below:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

2. Open the Services tab on the
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cluster page and click Add service.
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3. Inthe opened dialog, select services that should be added to the cluster and click Add.

Add services
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4. As aresult, the added services are displayed on the Services tab.
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The result of successful adding services to a cluster
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The steps for adding hosts to a cluster are listed below:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.
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2. Open the Hosts tab on the cluster page and click Add hosts.
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3. In the opened dialog, select hosts that should be added to the cluster and click Add.
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4. As a result, the added hosts are displayed on the Hosts tab.
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The result of successful adding hosts to a cluster
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In ADCM a component means a part of a service that should be deployed on one or several cluster hosts. The ADS Control service consists of the ADS Control component.

IMPORTANT

Initially, there are no components on any of cluster hosts. You should map components to hosts manually. @

The steps for adding components to hosts are listed below:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.
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Switch to mapping service components

3. Inthe window that opens, map components to hosts. To assign hosts for each component, click Add hosts and select hosts in the pop-up window.

4. After component distribution is completed, click Save.
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Save mapping of components

Starting with ADCM 2.2.0, you can use another mapping mode — by hosts. To do this, switch on the Hosts mode toggle and map components to hosts by clicking Add

components for each host sequ

entially.
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After adding all necessary services, you can configure its parameters. The steps for configuring cluster services are listed below:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.
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2. Open the Services tab on the cluster page, find the row that contains the desired service, and click its name in the Name column.
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3. In the window that opens:
= Open the Primary Configuration tab.

= Switch on the Show advanced toggle.
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Select a cluster
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m  Click Save.
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Create cluster

Actions
@ mj
1 < >

0@ 2

| ADS_Control Overview Services Hosts Mapping Configuration Import
Search service & D) Add service
Name Version State Concerns Actions
ADS Control » 2.1.1 created 6 s I T
Show | 10 per page > 1 < ?
Switch to configuring a service
Clusters 28 Aug 2024 14:00:10 UTC ,f_; @ o)
Clusters / ADS Control / Services / ADS Control / Primary configuration
@ ADS Control « Overview Services Hosts Mapping Configuration Import
ADS Control = 2.2.0 1/1 successful components @ Actions (i Delete
Primary configuration  Configuration groups  Components  Info
(2 |(z]||a]|ls][e]l7][<]]>
current
17/07/2024 09:32:26 17/07/202: 15/07/2024 09:14:34
ansible update ansible updat ansible update
Search input O, @ Expand content () Show advanced Save

Configuration

General >

Configure a service

For more information about services configuration parameters, see ADS Control configuration parameters.
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Primary configuration

Configuration groups

Ansible settings

IMPORTANT @
There is usually no need to change cluster configuration parameters. You can leave all parameters at the default values.

After creation a new cluster, you can configure it by performing the following steps:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.
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Select a cluster

2. Open the Configuration tab on the cluster page. The Configuration tab includes the following sections: Primary configuration, Configuration groups, Ansible settings.

3. Fillin all necessary parameters on the selected tab and click Save.

Primary configuration

The Configuration — Primary configuration tab allows you to configure the general cluster settings.

Cluster configuration parameters are listed below:

= Paths to the repositories that are used during the installation process depending on the cluster operating system (CentOS, Red Hat, Ubuntu, ALT Linux 8, or Astra Linux). Only the
marked repositories are registered on the cluster servers.

Repository name Parameter Description Default value

ADSCC desc Repository description ADS Control repository
url Arenadata repository path Specified depending on 0OS
enabled Enables use of the repository true

= Precheck packages — enables package availability check before installation.
= Docker registry url — specifies the location of the Arenadata Docker Registry. Displayed if the Show advanced switch is activated.

m Kerberos — configuration for authentication using the Kerberos protocol. The description of Kerberos parameters for ADS Control corresponds to the description of parameters for
working with Kerberos in ADS.

m SASL_PLAINTEXT fallback user — fallback user settings for use with imported ADS clusters with SASL PLAINTEXT authentication enabled (for ADS versions that do not import the
SASL_PLAINTEXT user into the ADS Control cluster — from 3.3.2.2.b71t0 3.7.2.1.b1). Displayed if the Show advanced switch is activated.

Name Description Default value

Username Username. A user with SASL PLAINTEXT authentication with the same adscc
name and password should be created in the ADS cluster to connect to
Kafka. It is recommended to use a separate user for this purpose, not
involved in regular (non-service) connections to Kafka

Password User password adscc-kafka-password

Clusters

+ adsc e Overview Services Hosts Mapping Configuration Import

Primary configuration  Configuration group
= Hosts 1

‘ current ‘

Configuration ~

Centos 7 repositories >
Redhat 7 repositories >
Ubuntu 22 repositories >
Altlinux 8 repositories >
Astra Linux repositories >
RedOS 7 repositories >
Precheck packages: true

L} Docker registry url: hub.ads

Kerberos >

[>» Logou ‘—{ SASL_PLAINTEXT fallback user >

Cluster configuration window

Configuration groups

The Configuration — Configuration groups tab is designed to set cluster configuration groups.

Ansible settings

The Configuration — Ansible settings tab allows you to set Ansible configuration options at the cluster level. The tab is available starting with ADCM 2.2.0.

Ansible settings

Name Description Default

forks The number of parallel processes to spawn when communicating with 5
remote hosts
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In order to determine that a new cluster should be installed offline, it is necessary to integrate it with the previously created Enterprise Tools (ET) cluster. Follow the steps:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.
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Select a cluster

2. Open the Import tab in the cluster menu.
3. Select Docker Registry and HTTP Mirror services of the previously created ET cluster.

4. Click Import.
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Integration with a ET cluster
S
NOTE
4
After successful import, the data stored locally in the Enterprise Tools cluster can be used at the cluster installation stage. So there is no need to extract this data v
via Internet.
.
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Prerequisites

Step 1. Run installation

Step 2. View the results of installation

Step 3. Check the cluster state after installation

Prerequisites

Before you install the ADS Control service on hosts with the CentOS 7 operating system, the current version of Docker must be preinstalled.

The Docker pre-installation is configured on the configuration page of the ADS Control service in the Advanced docker settings group (available after enabling the Show advanced
switch).

Advanced docker settings v ]

Install docker package: true

Disable seccomp: false

Options for configuring Docker pre-installation

The configuration can be done in two independent ways.

First way:
1. Set the Disable seccomp parameter in the Advanced docker settings group to true and save the configuration.
2. Run the cluster installation as described below.

Second way:

—_

Install Docker on the host according to the Install Docker Engine on CentOS instruction.

N

Install the python-docker-py package on the host.
3. Set the Install docker package parameter in the Advanced docker settings group to false and save the configuration.

4. Run the cluster installation as described below, with SELinux disabled on the host in installation options. After installation, reboot the host.

Step 1. Run installation

To install a cluster, you need to:

1. Apply the Install action to the cluster selected on the Clusters page by clicking the (3 icon in the Actions column.
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Switch to cluster installation

2. Inthe dialog box that opens, select the required options for installation.

Run an action: Install

1 Configuration

Search input ) [ ] Expand content ® Show advanced ) Cancel

Configuration

Disable SElinux: true
Disable Firewalld: true
Set vm.swappiness to 0: true

Configure /etc/hosts: false

Select parameters for installation

The purpose of the parameters is given below.

Parameter Description

Disable SELinux Disables SELinux on added hosts. In order for this setting to be applied, after the completion of the Install
operation, you must restart the hosts manually

Disable Firewalld Disables firewalld on hosts

Set vm.swappiness to 0 Disables swapping on hosts

Configure /etc/hosts Writes added nodes to /etc/hosts on cluster hosts. It is recommended to disable this option if DNS is
configured

3. Verify the action in the opened window.

Run an action: Install

Install will be started.

\:\ Verbose Cancel “

Verify the action

4. Wait until the job is completed.

NOTE

In case of errors, you can find logs on the Jobs page.

Step 2. View the results of installation

ADCM starts a single job for installation process, as well as for any other task. You can find out about the status of jobs more specifically on the Jobs page.

gm Cluster 15 Nov 2023 08:23:02 UTC (3 (7) I
&5 Manager Jobs : 8 B Zndz e @)
lobs
858 Clusters Search job Q Search object Q Status Al b3 O
2 Hostpr |
§6% Ne T Name Status Objects Duration Start time End time Actior
| o | pii
Hosts . 14/11/2023 14/11/2023
=1 =i v Insta )S_Col | 01
44 Install success ADS_Control 00:01:23 18:52.25 18:53:48
@ Jobs
14/11/2023 14/11/2023
. Ve ce S itoring Clients :01:
43 Remove servic success ADS / Monitoring Clien 00:01:18 18:49:43 18:51:01
.%jf'i'. Access manager
) 42 ~ Install statuschecker success SSH / sov-test-5.ru-centrall.internal 00:00:13 1;”31;28023 :;";;1’321023
(S Audit
S N 41 X Install statuschecker failed SSH / sov-test-5.ru-centrall.internal 00:00:33 13?;’[;22023 :3:’;;:’325023
g\.-,._? Bundles
14/11/2023 14/11/2023
i 40 ~ Remove service success ADS / ksqlDB 00:00:11 09:05.05 097’05 15
"(J\ admin
13/11/2023 13/11/2023
v Inste - Se ols_cluste; HEEX
S e 39 nstall success Enterprise_Tools_cluster 00:03:03 12:43:30 12:46:32
20p Settings
13/11/2023 13/11/2023
E’ Log out 38 + Check connection sSuccess SSH / sov-test-4.ru-centrall.internal 00:00:05 12:28:33 12:’23:37
The Jobs page

The successful completion of the service installation is determined by the transition of the job from the running statustothe success status on the Jobs page. If the job fails, it
switches to the failed status. In this case it is possible to see more detailed information about the errors that occurred by clicking the failed job on the Jobs page.

@@ Cluster 15 Nov 2023 08:24:02 UTC [* (7) e
4> Manager Jobs . 3 082402 U (3(7) Lt @

Jobs / Instal

@ Install

A_I_% Hostproviders

Object Duration Start time Finish time Logs

ili

Hosts ADS_Control 00:01:23 14/11/2023 18:52:25 14/11/2023 18:53:48 Download

Jobs

(&

Access manager Job Status Duration Start time Finish time Actions Details

[=(s}
o

~ Preinstall success 00:00:03 14/11/2023 18:52:27 14/11/2023 18:52:30
Audit

F
\p

~ Install SLCCESS 00:01:17 14/11/2023 18:52:3 14/11/2023 18:53:48

7N
W

Bundles

admin

®

o
o
e

05 Settings

[

Switch to a job page

A job page contains two sections: ansible [ stdout] and ansible [ stderr ]. These are technical logs of the job that include information from standard 1/0 streams stdout/stderr. These
logs can help to understand what caused the problems.

There can also be the optional third section ansible [ check ]. These are the logs of the most frequent errors checks. The description of these errors is more simple and specific, than in
two previous technical logs.

The contents of all three sections should be studied if errors occur.

BR Manager Jobs 15 Nov 2023 08:2523 UTC (3 (7) 9
Jobs / Install
® [nstall
.L:‘;S Cluste
5, Host T
Object Duration Start time Finish time Logs
g Ha8 ADS_Control 00:01:23 14/11/2023 18:52:25 14/11/2023 18:53:48 Bownload
=] Job
é.gl Access manager Job Status Duration Start time Finish time
D - Preinstall success 00:00:03 14/11/2023 18:52:27 14/11/2023 18:52:30
{;E'f Bundles Ansible [stdout]  Ansible [stderr]
i PLAY [Preinstallation tasks] #kdkkdkkkdkkkdkdkkkkhhkkihrihhkihdhhkhhdkhirkrhkkrik
o 3 PLAY RECAP #%kkkkkkkkkkkakhhhhhdhhhhhkhhkhhhhhkrkkrhhhhhhdhrrhrhhrrhrrrhiktrhkthis
Setti
Download
Job details
As a result of successful installation, the cluster and its services change their state according to the following rules:
m The cluster state, displayed in the State field on the Clusters page, is being changed from created to installed .
@ Cluste 15 Nov 2023 082729 UTe 2 (7) I+ [
"};,i"- Manager Clusters il st G R BRI
Clusters

8“%3 Clusters Search cluster name = Status | All > Product | All > =

gty Hostprov Name | State Product Version Description Concerns Actions

B2 Hosts " e 5 e = -

= o ADS = nstalled ADS 2.8.1_arenadatal_b1-1 O] (&Y i1

. ADS_Control =

show | 10 perpage > 1 4

(5 Audit

The cluster state after successful installation

m The service status displayed on the Services tab in the cluster menu changes from created to installed .

@ Cluster

&8 Manager Clusters 15 Nov 2023 08:28:23 UTC (% (7) ¢ (D
Clusters / ADS_Control / Services
ADS_Control & Overview Services Hosts Mapping Configuration Import

@ Clusters
h Hostproviders — .
o Search service )

=)
=) 1
Name Version State Concerns Actions

\S ] Jobs
* ADS Control 211 installed ® @ (T}
S Access
(D Audit ww 10 perpage > 1 7
&2 Bunde
@ admi
483 Setting

Log out

The state of cluster services after successful installation
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To set up an ADS Control cluster, you must integrate it with a pre-installed ADS cluster.

CAUTION

The ability to integrate with an ADS Control cluster is available starting with ADS 1.7.1.b71. A

To do this, perform in your ADS Control cluster the following actions:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

;vllu;erlmager Clusters 15 Nov2023 21:1505 UTC /3 (B) % [D

Clusters

@ Clusters | Search cluster name Q Status | All > Product | All > ) Create cluster
;!TI_& Hostproviders

Name | State Product Version Description Concerns Actions
= e =
= Hosts ADS installed ADS 2.8.1_arenadatal_b1-1 @ @ o W
@ Jobs -

ADS_Control *«___ installed ADS Control 21,1611 Q) @ &

— click
C?E% Access manager

ADS_test_cluster = created ADS 2.8.1_arenadatal_b1-1 @ @ |_ ﬁ
@ Audit

Enterprise_Tools_cluster = operational Arenadata Enterprise Tools 2023072000-1 @ @ 1 @
£3 Bundles
® admin Show | 10 perpage > 1 < >

{,9:} Settings
[5» Logout

Select a cluster

2. Open the Import tab in the menu.
3. Select the desired ADS cluster.

4. Click Import.

Cluster i N e - . ;
Manager Clusters 15Nov 2023 21:01:37 UTC (3 () &t [
Clusters / ADS / Import / Cluster

ADS @ Overview Services Hosts Mapping Configuration Import
@ Clusters |
c.':_i_é Hostproviders Cluster  Services
£ Hosts .
@ Jobs ADS = All Services

. Zookeeper

EC!)C% Access manager
([9 . Enterprise_Tools_cluster = il Servibes
Docker Registry
£ Bundles HTTP Mirror
@ admin Showi | T0.perpage > 1 < 5

{10:} Settings
[5 Logout

Integration with ADS cluster

Also, for one ADS Control cluster, it is possible to integrate with several ADS clusters.

§ ﬁ;;ager Clusters 15Nov2023 21:0509 UTC /3 (7) 4t (9

Clusters / ADS_Control / Import / Cluster

ADS_Control @ Overview Services Hosts Mapping Configuration Import
@ Clusters |
Fh Hostproviders Cluster = Services
= Hosts [ import_|
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o]} - - :
A FECESS Ihanage! ADS_test_cluster = |3 Cluster configuration
(@ Audit
Enterprise_Tools_cluster s All Services
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@ admin
Show | 10 perpage > 1 < >
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[S» Logout

Integration with multiple ADS clusters

As a result of successful integration in ADS Control user interface, you can manage all integrated ADS clusters. For more information about ADS Control features, see Start working with
ADS Control.

A0, CONTROL 15/11/2023 091815 uTe {3 9 @

Recently viewed clusters

50%

online

e online cluster 1

o offline cluster 1

@]

Sort | Manual > | status | All > | Show | Displayed >| |C_)| Manage |

® ads B » ads_test_cluster =

Toples 0 Topics 3
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Displayed & Displayed [ @]
Show | 10 per page » 1

ADS clusters in the ADS Control interface
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Arenadata Streaming Control (ADS Control) is a solution for managing ADS clusters. Supports managing multiple ADS clusters that have Kafka and Kafka Connect services installed.
Provides the ability to create, edit, and delete Kafka connectors.

Installation

Installation of ADS Control is described in the Get started with Arenadata Streaming Control article.

After installation, the ADCM interface displays the ADS Control cluster. All actions on ADS Control available in the ADCM interface are described in the articles:

m Cluster actions

m Service actions

Connect to ADS Control

After installation, in the address bar of the browser, enter the address of the host where the ADS Control cluster is deployed. As the port number, specify the value of the server.http.port
parameter from the General section, defined at the configuration stage of the ADS Control service when installing the ADS Control cluster.

Another way to connect to the ADS Control interface is to follow one of the links provided on the Info tab of the ADS Control service menu.

& Cluster
“s- Manager

@ Clusters

Clusters

lusters / ADS_Control / Services / ADS Contral / Info

ADS_Control ©

ADS Control «

IP

sov-test-14.ru-centrall.internal 10.92.40.245

Configuration groups

Componen

Overview Services Hosts

s Info

solution to manage katka clusters.

Link to connect to ADS Control

Mapping Configuration

@ Actions

Import

Il Delete

Next, in the login window that opens, enter your credentials (login and password) in the appropriate fields. The password for admin login is set on the configuration page of the ADS
Control service in the Basic authentication group when installing the ADS Control cluster. After entering your credentials, click Sign in.

Manage users

S AD.

CONTROL

Arenadata Streaming Control

User name

Password

Sign In

© Arenadata Software LLC, 2022

In order to create a user, do the following:

Login window

19/07/2023 14.04:39 UTC

1. Onthe configuration page of the ADS Control service, in the Basic authentication group, click + Add property to create a new user.

SS manager

ADS Control =

Primary configuration  Configuration groups

Configuration

General >

Basic authentication

Admin Password: <secret>

Basic authentication users <not sel>

+ Add property

Components  Info

o Expand content )

Show advanced

Creating a user for ADS Control

@ Actions

2. Inthe window that opens, enter the user name (field name), password (secret), confirm the password, and click Apply.

Usernames may include lowercase letters, numbers, periods, underscores, and/or hyphens.

3. Save the configuration by clicking Save.

4. Restart the ADS Control service. To do this, apply the Restart action by clicking (3 in the Actions column of the service.

o3

1 Delete

This gives the new user access to the ADS Control user interface. After authorization in ADS Control, the name of the new user is displayed in the authorization section.

20/07/2023

13:14:25 UTC

O ®
A

Username:

user]

Log out

User name display in ADS Control interface

In order to delete a user, on the configuration page of the ADS Control service in the Basic authentication group click [ij next to the user you want to delete and click Save.

To change user data, enter new data for the user and click Save.

After deleting or each change made, restart the ADS Control service. To do this, apply the Restart action by clicking on the @ in the Actions column of the service.

Use ADS Control

The ADS Control user interface features are described in the ADS Control Ul overview article.

At the moment, ADS Control allows you to configure Kafka Connect connectors, which are included in ADS by default for the 3.7.2.1. b1 version and above:

= MirrorCheckpointConnector, MirrorHeartbeatConnector, MirrorSourceConnector — connectors designed to replicate topics using the Mirror Maker 2 mechanism. For more
information on working with these connectors in ADS Control, see Mirror Maker 2 in ADS Control.

m SglServerConnector — connector designed to collect changed data in SQL Server databases and transfer it to Kafka. For more information, see Debezium connector for MS SQL

Server.

m PostgresConnector — connector designed to collect changed data in PostgreSQL Server databases and transfer it to Kafka. For more information, see Debezium connector for

PostgreSQL server.

= [cebergSinkConnector — connector designed for writing data from Kafka to Iceberg tables. For more information, see Iceberg connector.

General information on working with connectors in ADS Control is provided in the Work with Kafka Connect in ADS Control article.
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Overview

Enable LDAP authentication

Overview

Starting with 2 4.0 version of ADS Control, for connection to user interface, in addition to basic authentication users (required user admin and created users), users with an account in

MS Active Directory can be used.

To configure authentication in the user interface, distinguished name (DN) — the user account in Active Directory — is used (for example,
cn=user_ads, ou=users,dc=foo, dc=com ). At the same time, common name (CN) is used as a login for authentication in the user interface (for this example, user_ads ).

To configure authentication of several users, a DN for searching users in the cn={0}, ou=users, dc=foo, dc=com format can be specified, where the index {8} is used to replace
the CN of users. In this case, the CN of any user matching this DN is used as a login for authentication.

Enable LDAP authentication

To enable authentication for LDAP users, follow these steps on the configuration page of the ADS Control service:
1. Activate the LDAP Authentication switch and fill in the parameters in the drop-down list of parameters:

m  LDAP URL — URL of the LDAP server. The URL must begin with ldap:// or ldaps:// andinclude a port.

= Authentication Query — query for searching users. Can be a full DN of a user ( cn=user_ads, ou=users,dc=foo, dc=com ) or DN for searching users ( cn=
{0}, ou=users, dc=foo, dc=com ).

@ LDAP Authentication

[LDAP URL: Idap://ad01.adsw.i0:389 ]

Authentication Query: cn=user_ads,ou=users,dc=foo,dc=com

Enabling LDAP authentication

2. Save the configuration by clicking Save.

3. Restart the ADS Control service. To do this, apply the Restart action by clicking on the icon @ in the Actions column of the service.

As a result, the LDAP user or user group has access to the user interface of ADS Control. To authenticate in the authorization window, enter the user's CN and password for their
account in MS Active Directory. After authentication in ADS Control, the user's CN is displayed in the authorization section.
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This article describes the main actions available in the ADCM interface for working with an ADS Control cluster.

Actions with the cluster are performed on the Clusters page.

@fs) Cluster 27 Nov2023 11:29:22 UTC /% (7) 9

s> Manager Clusters e (N,

Clusters

@ Clusters Search cluster name Q | Status | All > | Product | All > O

J_i_é Hostproviders

Name | State Product Version Description Concerns Actions

= ADS - installed ADS 2.8.1_arenadatal bt- (©) Q@ ]

ADS_Control «

nstalled ADS Control 2.1.1.b1-1 @ @

CLD' Audit Show 10perpage > 1 < b4
.

§2 Bundles

@ admin

29y Settings

[5» Logout

Clusters page

Refer to ADCM documentation for an overview of the Clusters page and common actions.

The set of available actions depends on the cluster state:

For new cluster (cluster state created ) the Install action is available, which installs the cluster service.
After cluster installation (cluster state installed ) the following actions are available:

= Check — checks the health of the cluster.

= Restart — stops and then starts the cluster.

= Start — starts the cluster services.

= Stop — stops cluster services.

= Manage Kerberos — allows you to enable, reconfigure, and disable Kerberos authentication.

(
A description of how to enable and disable Kerberos for ADS Control, and all prerequisites for working with different Kerberos options, correspond to the descriptions of
working with Kerberos in ADS:
= Existing MIT KDC
= Existing Active Directory
Every option of the Manage Kerberos action can be combined with the Custom kerberization settings option.
If Kerberos in ADS Control and ADS is configured with the participation of different key distribution centers (KDCs), for the two clusters to interact correctly, it is necessary to
configure mutual trust between the KDCs.
After enabling Kerberos on ADS Control in the user interface, access to those ADS clusters on which Kerberos has already been configured appears. Before Kerberos is
enabled on ADS Control, ADS clusters with authentication enabled are displayed in the interface in the offline status.
g
X
Run an action: Manage Kerberos
[Seamh input ()] ] & Expand content & Show advanced o) Cancel “
Configuration
@  Existing MIT KDC
®  Existing Active Directory
@  Existing FreelPA
® Custom kerberization settings
Manage Kerberos options
= Manage SSL — allows you to enable, reconfigure, and disable channel security via SSL protocol.
(
A description of how to enable and disable SSL channel security for ADS Control, and all prerequisites for working with the SSL protocol, correspond to the description of
working with SSL in ADS, and ADS Control host certificates must trust the certificates of ADS hosts, that is, the truststore of each host in one cluster must contain the
certificate *.crt of each host in the other cluster.
Disable and re-enable SSL on a cluster using the Manage SSL action, if SSL on ADS was enabled later than on ADS Control.
After enabling SSL on ADS Control in user interface, access to those ADS clusters on which SSL has already been configured appears. Before enabling SSL on ADS Control,
already protected ADS clusters are displayed in the interface in the offline status.
N\

= Reinstall status-checker — initiates reconfiguration and restart of statuschecker for all cluster services. Used when migrating a cluster under the control of a new ADCM server.

For a cluster prepared for upgrade (the cluster state is upgrade from X.X.X ), the Upgrade action is available, which upgrades the cluster version.

To update the cluster version:

1.

2

3

4.

5.

Download ADS Control bundle new version — see step Upload a cluster bundle to ADCM in the Create a cluster article.

. Open the Clusters page. After downloading the bundle, the icon @ becomes active.

. Click on the icon @ . In the Upgrade Cluster window that opens, select the version available for upgrade and click Upgrade.

Upgrade Cluster

Cluster

ADS_Control

Upgrade to version

Z21.1-h1-1 >
.pt Terms of Agreement Cancel Upgrade

Start upgrade

In the dialog box that opens, click Run.

Run an action: 2.1.1_b1-1

2.1.1_b1-1 will be started

[ ] Vverbose Cancel m

Confirmation of preparation for update

As a result, the status in the State column changes to upgrade from XXX (depending on the cluster version) — the cluster is ready for upgrade.

Click the icon @ in the Actions column and run the Upgrade action.

@Js Cluster ) ~

7 Nov 2023 15:06:06 UTC v (7)) 3
U5~ Manager Clusters 27 Nov2023 15:0606 UTC (3 () x (9

Clusters

@ Clusters Search cluster name Q Status | All > Product | All > D Create cluster

,—h Hostproviders
20 Name | State Product Version Description Concerns Actions

= Hosts ADS + installed ADS 2.8.1_arenadatal_b1-1 @ G
fe] Jobs B
ADS_Contral = upgrade from 1.0.X ADS Control 2.1.1_b1-1 @ @ @ w

§S Access manager
Upgrade

k%\‘ Audit Show 10 perpage > | ¢ 5

&2 Bundles

=
(& admin

Performing an update

In the dialog box that opens, click Run to confirm the update. Once the upgrade process is complete, ADCM will change the cluster status to installed .
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ADCM Ul provides actions to manage service of ADS Control. These actions are available on the Services tab. To open this tab, click an ADS Control cluster name on the Clusters page
and switch to the Services tab.

&% Cluster S e 2094 (A . .
338 Manager Clusters 28 Nov 2023 07:30:48 UTC (3 (7) 3% (9

Clusters / ADS_Control / Services

ADS_Control & Overview Services Hosts Mapping Configuration Import
@ Clusters
£y Hostproviders : —
“ Search service ) D) Add service
& Hosts

Name Version State Concerns Actions

F%i Jobs -
I ADS Control « 205 installed ® @ WO
gg) Access manager

Show 10 perpage > 1 < >
@” Audit ! perpag
@ Bundles
® admin
{9"5 Settings
E—> Log out

ADS Control cluster service in the ADCM interface

Refer to ADCM documentation for an overview of the Services tab and common actions.

Actions in the ADS Control service:

m Check — checks the functionality of the service: the availability of the service on the port and the status of the service.
® Restart — stops and then starts the service.

= Start — starts the service.

m Stop — stops the service.

m Manage Ranger plugin — initiates the activation of the Ranger ADS Control plugin to enable authorization.
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Login window

Main window

— Authorization section

— Information section

— Search section

— Cluster management section

Cluster management

Below you can find the overview of the features contained in the ADS Control Ul.

Login window

This is the first window the user sees after connecting to ADS Control. In order to access to ADS Control, you are prompted to enter your credentials (login and password) in the
corresponding fields. After you entered your credentials, click Sign in.

£ AD.© CONTROL 18/07/2023 15:40:07 UTC Lt O

Arenadata Streaming Control

User name

Password

Sign In

© Arenadata Software LLC, 2022

Login window

Main window

This is the window that the user sees after logging into ADS Control. The main window contains four sections:
m Authorization section is located at the top of the screen.
® Information section is located in the upper half of the screen.
= Search section is located in the middle of the screen.

= The cluster management section is located in the lower half of the screen.

EEAD.. CONTROL 26/02/2025 18:05:32 U
cently viewed cluste
ads
online
® clu 1
® I iEl D
Manual Status All Show Displayed C_)
e ads
Topics 7
Brokers 1
Consumers (6]
Kafka connects 1
Schema Registry on
(8]
Show | 10 per page :

Main window

All subsections and their contents are described in detail below.

Authorization section

The authorization section appears after clicking on the icon ® located in the upper right corner. The authorization section contains:

® username under which the session was logged in;

m Log out button to exit ADS Control or change user.

18/07/2023 155548 UTC {f ) @

Username:
admin

\' Log out

Authorization section

Information section

The information section contains data on the percentage of the number of clusters in the online and offline state. The data is presented in graphical form. Also in this section is
available a list of the latest clusters with which work was carried out.

Recently viewed clusters

50%

online

e online cluster 1

e offline cluster 1

Information section

Search section

In this section, you can search for clusters by the entered designation. You can also set filters to search — cluster states.

Search section

As a result of the search, clusters matching the search conditions will appear in the cluster management section.

Cluster management section

This section selects a cluster for management.

Sort Manual Status All Show Displayed O

» ads

Topics 7
Brokers 1
Consumers 0
Kafka connects 1
Schema Registry on
Displayed a

Cluster management section

In the cluster management section, it is possible to set filters for sampling:
= Sort — defines the sorting method:

= Ascending — sorting by name in ascending alphabetical order;
= Descending — sorting by name in descending alphabetical order;

* Manual — manual sorting.

m Status — defines the cluster status for the sample:

= Online — clusters in the online state;
= Offline — clusters in the offline state;

= All —all clusters.

m  Show — indicates which clusters with which visibility should be included in the selection:
* Hidden — hidden clusters;
= Displayed — visible clusters

= All — all clusters.

After clicking Manage it becomes possible to hide or open the clusters using the Show and Hide buttons.

Sort | Descending >| Status | All >| Show | Displayed >||[C)| show | | Hide || | Manage
/ —

e ads lv]

Topics ]

Brokers 1

Consumers 2

Kafka Connects 1

Displayed a

4

Hiding and revealing clusters

At the bottom of the cluster management section there are graphical displays of the clusters in use.

)
e ads |
Topics 7
Brokers 1
Consumers (0]
Kafka connects 1
Schema Registry on
Displayed | @)

s

Cluster example in the online state

e ads

Topics

Brokers
Consumers
Kafka connects

Schema Registry on

Hidden ®

Cluster example in the offline state

The elements are described below using the example of the presented clusters:
m Cluster status indicator:
= @ —clusteris onling;

= @ —clusteris offline.
= ads — cluster name.
m Flag that enables the ability to control the visibility of the cluster using the Show and Hide buttons:

C — the cluster is available for visibility control;

C E] — the cluster is not available for visibility control.
Displayed only when Manage is enabled.

EE — icon, dragging which it is possible to move the cluster image in the cluster management section. Available only when Manage is disabled.

m Cluster data showing cluster elements:

number of topics;

= number of brokers;

= number of consumers;

= number of Kafka Connect instances;

= avalid instance of the Schema Registry service.

m switch to change cluster visibility:

= @) —clusterisdisplayed;

- @ — cluster hidden .

Cluster management

To manage a cluster, in the cluster management section, click on the graphical display of the cluster.

EAD. . CONTROL 26/02/2025 18:05:32 UTH

100%

online

® I ie D
Manual Status All Show Displayed C)
e ads H
A T
Topics 7
Brokers 1
Consumers 0
Kafka connects 1
Schema Registry on
Displayed a
show | 10 per page 1

Selecting a cluster to manage

Next, the General page opens with the available functionality and diagnostics for this cluster.

After opening the General window, you can switch to the following tabs for diagnosing and managing the cluster:
m Topics
m Brokers
m Kafka Connect

m Schema registry
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The Clusters — <cluster name> — General page in the ADS Control web interface is designed to display general information about the cluster and becomes available after selecting a
cluster in the cluster management section.
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