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Use cases
Eugenia Kuzina

ADPG is a powerful relational database management system (RDBMS). ADPG is based on the object-relational Open Source DBMS PostgreSQL. ADPG can be used in business critical

and non-critical applications in various industries.

ADPG is a good solution in the following cases:

Financial industry. ADPG is fully ACID compliant and suitable for OLTP (Online Transaction Processing) workloads. It is also an analytical database and can be integrated with math

software.

Industrial manufactures. ADPG is a reliable long-term data warehouse that offers reliable storage at a low cost. ADPG is the good choice because it can be configured for

automatic failover, full redundancy, and almost zero downtime upgrades.

GIS data. ADPG includes a powerful GIS extension — PostGIS, which provides hundreds of functions to process geographic data in various formats.

Web technologies and NoSQL workloads. Websites might require thousands or hundreds of thousands of requests per second to serve customers. ADPG meets this requirement

and can be used as a storage backend in scalable applications. ADPG works with modern web frameworks including Django (Python), node.js (JavaScript), Hibernate (Java), Ruby

on rails, PHP, and others.

Due to replication capabilities, websites can be scaled out to as many database servers as you need.

ADPG can also be used as a NoSQL-style data store.

Scientific data. Research and scientific projects can generate terabytes of data. ADPG has analytical capabilities and offers a powerful SQL engine that can easily process large

amounts of data. ADPG can also be extended. You can write aggregation functions and implement your own business logic in the database.

Metric storage. You can install the TimescaleDB extension and use ADPG to store time series data. For example, currency rates, vehicle movement telemetry, statistics of server

access or CPU load that change over time.

Storage for Arenadata products. Some Arenadata products use ADPG as their internal storage. For example, ADH saves meta-information in an ADPG cluster.

To Table of Contents
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ADPG architecture
Eugenia Kuzina

Arenadata Postgres (ADPG) is a DBMS for efficient work with loads of different profiles (primarily OLTP — Online Transaction Processing). ADPG allows you to work with various

amounts of data and supports a wide range of data types (including JSON and custom types) with the ability to create data processing mechanisms.

ADPG architecture

The main components of the ADPG cluster in the diagram:

BackupAgent — creates a backup and sends it to the repository. BackupAgent is based on the pgBackRest utility.

BackupManager — manages the creation and storage of backups.

ADPG leader — the main host that has the right to perform write transactions.

ADPG replica — additional hosts that are replicas of the leading ADPG host.

etcd — distributed configuration storage.

Proxies — distribute read/write transactions between leader host and replica hosts (HAProxy).

Connection Poolers — the PgBouncer instances installed on each ADPG node that manage the number of connections and reuse them.

ADPG uses Patroni to build the cluster based on the PostgreSQL streaming replication and implement High Availability (HA). An ADPG cluster that supports HA should contain several

ADPG nodes. Each node consists of a PostgreSQL server and a Patroni agent that serves the local PostgreSQL instance. One ADPG node is the leader, others are replica instances. The

leader serves read-write transactions (unless otherwise specified in ), and replicas process only read-only requests. In case of the leader failure, Patroni elects a

new leader from replicas and the ADPG cluster continues to operate.

Patroni saves the cluster configuration in the Distributed Configuration Storage (DCS). ADPG requires an etcd cluster to use it as Patroni DCS.

To implement load balancing, ADPG uses HAProxy (High Availability Proxy). HAProxy is a software TCP/HTTP load balancer. It listens on ports in pairs: connections to one port from

the pair are transferred to the leader (directly or throw PgBouncer), requests to another port are distributed across ADPG nodes (directly or throw PgBouncer). For more information, see

.

PgBouncer is used as a connection pooler. An application can connect to PgBouncer as an ADPG server, and PgBouncer creates a connection to the ADPG server, or reuses one of its

existing connections. PgBouncer is designed to reduce the performance impact of opening new connections. To avoid compromising transaction semantics, PgBouncer supports

multiple types of pooling when rotating connections:

Session pooling — when a client connects, a server connection is assigned to it for the entire time the client is connected. When the client disconnects, the server connection returns

to the pool. This is the default method.

Transaction pooling — a server connection is assigned to a client only during a transaction. When PgBouncer notices that the transaction is complete, the server connection is put

back into the pool.

Statement pooling — the server connection is returned to the pool immediately after a query completes. Multi-statement transactions are prohibited in this mode, because they may

be disrupted.

Another ADPG part is Storage that is a backup storage host. You can use any type of storage supported by the pgBackRest utility.

ADPG cluster management is performed via ADCM. The following actions are available in the ADCM UI:

 that allow you to manage the entire cluster with all services.

 that manage a single service.

To Table of Contents
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Load balancing
Eugenia Kuzina

The ADPG cluster implements load balancing, which distributes client requests across multiple database replicas. This technique allows ADPG to process more requests

simultaneously.

Load balancing in ADPG

ADPG uses HAProxy (High Availability Proxy) to implement load balancing. HAProxy is a software TCP/HTTP load balancer. It listens on two ports: connections to one of them are

transferred to the leader, requests to another are distributed across ADPG nodes. Write transactions should be sent to the first port, read only transactions to the second one. If you

send a write transaction to the port for read only requests, ADPG refuses it.

HAProxy chooses which node should process a client request according to specified rules. Only the leader can process write transactions. Read only transactions are passed to

replicas. You can also configure HAProxy to allow the leader to process read only transactions. See  for details.

If PgBouncer is enabled, write transactions will be sent to a PgBouncer instance of an ADPG leader node and read only transactions — to PgBouncer instances of replica nodes. See

.

The ADPG uses the  as DCS (Distributed Configuration Store). The Patroni service that implements streaming replication stores information about ADPG cluster

configuration in etcd. For more information about ADPG replication, see .

The conf.d service updates HAProxy configuration files when the cluster configuration changes. For example, a new node is added, or a leader is changed. The conf.d service is

installed on the host with HAProxy. It subscribes on ADPG cluster configuration updates stored in Etcd. When ADPG changes the configuration, the conf.d service generates new

configuration files for HAProxy and reloads HAProxy to apply the changes.

HAProxy also uses the Patroni REST API for additional verification which node is the leader and which is the replica.

To Table of Contents

NOTE

The load balancing feature is available for ADPG Enterprise Edition.

NOTE

HAProxy does not check whether a current request is a write or read-only transaction. Client applications must choose the correct port for connections.

Configure load balancing

Configure PgBouncer

Etcd cluster

ADPG high availability overview

TIP

To improve HAProxy high availability, you can use technologies that are not related to ADPG. For example, HAProxy instances may be added as A/AAAA records

with a single FQDN to DNS server. Also, the keepalived tool can be used to manage multiple HAProxy hosts.
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Monitoring
Eugenia Kuzina
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The Monitoring service implements monitoring in the ADPG cluster. It deploys the Prometheus server, which collects and stores metrics. The Monitoring service also supports Grafana

for data visualization.

Prometheus retrieves metrics through HTTP calls to specific endpoints. Metrics are transferred to these endpoints by exporters, which should be installed on the cluster hosts.

Monitoring in ADPG

The table below describes the components of the Monitoring service and on which hosts they should be installed.

Component Description Host

Prometheus The Prometheus server that collects and stores metrics A separate host for monitoring

Grafana The Grafana web interface for creating dashboards to

visualize metrics

A host for Grafana. It is recommended to

use a host with a Prometheus server

ADPG Exporter Sends PostgreSQL metrics All hosts with the ADPG service

Pgbouncer Exporter Sends Pgbouncer metrics All hosts with the ADPG service

PgBackRest Exporter Sends backup statistics All hosts with the ADPG service

Node Exporter Sends system metrics All hosts from which system metrics need

to be collected

Patroni and Etcd exposes the /metrics  endpoint by default. There is no need to configure a separate exporter for them to support Prometheus scraping. The Balancer (HAProxy)

service does not require installation of a separate component to export metrics, but you can configure the parameters of the built-in HAProxy exporter in the Monitoring service

settings.

To specify Monitoring service parameters, open the Services tab of the ADPG cluster and select the Monitoring service. The parameters are available on the Primary configuration tab.

HAProxy Exporter settings

Parameter Description Default value

Listen port Port on the host with the Balancer service to retrieve HAProxy metrics in

the Prometheus format

8405

Metrics endpoint Endpoint on the host with the Balancer service to retrieve HAProxy

metrics in the Prometheus format

/metrics

Pgbouncer Exporter settings

Parameter Description Default value

Listen port Port on the host with the ADPG service to retrieve connection pooler

metrics in the Prometheus format

9188

PgBackRest Exporter settings

Parameter Description Default value

Listen port Port on the host with the ADPG service to retrieve PgBackRest metrics in

the Prometheus format

9854

Metrics endpoint Endpoint on the host with the ADPG service to retrieve PgBackRest

metrics in the Prometheus format

/metrics

ADPG Exporter settings

Parameter Description Default value

Listen port Port on the host with the ADPG service to retrieve PostgreSQL metrics in

the Prometheus format

9187

Prometheus settings

Group Parameter Description Default value

 —  scrape_interval Specifies how frequently to scrape targets 1m

 —  scrape_timeout Specifies how long to wait until a scrape request times

out

10s

 —  Password for Grafana

connection

A password of a Grafana user ( admprom_grafana )

that is used to connect to Prometheus. The password

should contain a combination of uppercase [A-Z] and

lowercase [a-z] English letters, digits [0-9], special

characters and have a minimum length of 8

 — 

 —  Prometheus users to

login/logout to

Prometheus

User credentials for logging into the Prometheus web

interface

 — 

Service parameters config.file Path to the Prometheus server configuration file /etc/admprom/prometh

eus/prometheus.yml

storage.tsdb.path Path to the Prometheus server database /var/lib/admprom/prom

etheus

web.console.libraries Path to console management libraries /usr/share/admprom/pr

ometheus/console_librar

ies

web.console.templates Path to Prometheus server console templates /usr/share/admprom/pr

ometheus/consoles

web.config.file Specifies which web configuration file to load. The file

should have the YAML format

/etc/admprom/prometh

eus/prometheus-

auth.yml

storage.tsdb.retention.ti

me

Specifies how long to retain samples in the storage.

Supported units: y , w , d , h , m , s , ms
15d

web.listen-address Address to access the Prometheus web interface 0.0.0.0:11200

Grafana settings

Parameter Description Default value

Grafana administrator’s

password

Password of the Grafana admin  user. The password should include

uppercase [A-Z] and lowercase [a-z] English letters, digits [0-9], and special

characters

 — 

Grafana listen port Port to access the Grafana web interface 11210

Node Exporter settings

Parameter Description Default value

Listen port Port on the cluster’s host to access host system metrics in the

Prometheus format

11203

Metrics endpoint Endpoint on the cluster’s host to retrieve system metrics in the

Prometheus format

/metrics

The Prometheus settings → Password for Grafana connection and Grafana settings → Grafana administrator’s password parameters are mandatory and should be specified during the

monitoring installation.

For more information on the Monitoring service installation, refer to .

The Monitoring service metrics are described in .

To Table of Contents
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Connection pooling
Eugenia Kuzina
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ADPG/PostgreSQL implements a "process per user" client/server model. In this model, every client process connects to exactly one backend process. Since it is not determined how

many connections will be made, the PostgreSQL server has to use a supervisor process that spawns a new backend process every time a connection is requested. This supervisor

process is called postmaster and listens at a specified TCP/IP port for incoming connections. Whenever it detects a request for a connection, it spawns a new backend process. Those

backend processes communicate with each other and with other processes of the server instance using semaphores and shared memory to ensure data integrity throughout

concurrent data access. Each of these backend processes may grow depending on the data it is accessing.

Despite the fact that memory is allocated for each new backend process, the available memory is not the main limiting factor. A more subtle and important point is that postmaster and

its internal processes share memory for communication, and some parts of this shared space are global bottlenecks. For example, here is a structure that keeps track of every current

process and transaction. Operations that happen in any backend require walking the entire list of processes or transactions stored in this structure. An exclusive  is used to add a

new process to the structure. The cumulative effect is that the performance of any given backend is inversely proportional to the number of all active backends in the system.

The max_connections  ADPG/PostgreSQL configuration parameter determines the maximum number of concurrent connections to the server. The default value is 100 . It is highly

likely that this number of connections may not be enough in a production environment.

PgBouncer is a PostgreSQL connection pooler. The client application can connect to PgBouncer as an ADPG/PostgreSQL server. The important point is PgBouncer caches the

connections.

When PgBouncer receives a client connection, it performs authentication on behalf of the PostgreSQL server. PgBouncer supports all the authentication mechanisms that PostgreSQL

provides.

If authentication is successful, PgBouncer checks for a cached connection with the same username and database combination. If a cached connection is found, it returns the

connection to the client. Otherwise, PgBouncer creates a new connection. This operation must not violate the restrictions set in the following parameters: default_pool_size ,

max_client_conn , max_db_connections , and max_user_connections . All of these values can be defined in the . If creating a new connection would

violate any limits specified in these settings, PgBouncer queues the connection until a new one can be created, unless the max_client_conn  is exceeded. Violating the

max_client_conn  constraint aborts the connection.

In the transaction  or statement  pooling mode, the post-authentication operations are executed only when the client starts executing a transaction or statement, respectively.

The  are described below.

How PgBouncer works

Before returning a connection to the pool, PgBouncer performs a reset query to remove all session information — this makes it safe to share connections between clients.

PgBouncer can help you optimize:

network traffic;

overhead of starting a new backend process and authentication.

PgBouncer does not support automated load balancing or high availability, but ADPG Enterprise Edition provides this functionality. See .

PgBouncer has the following advantages:

It does not require client-side code changes.

It provides pass-through authentication. PgBouncer can securely authenticate users without access to their passwords. This makes PgBouncer more secure and easier to maintain 

— there is no need to update PgBouncer every time a user updates the password.

It is a single process, and all client commands and server responses pass through it without any processing. Therefore, it maintains a very small memory footprint.

It can significantly improve the number of transactions per second a server processes, and it scales very well to many clients.

PgBouncer modes allow users to decide when a connection should be returned to the pool. The following modes are available:

You can set the required mode on the Primary configuration tab of the ADPG service. See .

In the session  pooling mode, a connection is returned to the pool when a client closes a session. This is the default mode. This mode reduces the time and resources required to

establish connections and authenticate users.

In the transaction  pooling mode, a connection is returned to the pool when a client completes a transaction. There is no guarantee that two transactions run on the same client

PgBouncer connection will run on the same PgBouncer server connection. A server connection is assigned to the client connection whenever client starts a new transaction, and is

released to the pool not when client disconnects, but rather — when it finishes transaction, for example, using ROLLBACK  or COMMIT . Note that if you do not start a transaction

explicitly, each query in PostgreSQL is executed in a single transaction. See Transactions.

The transaction mode provides better performance and allows you to reduce the number of idle transactions, in addition to reducing time spent on establishing connections and user

authentication.

You need to be careful when using , , and %_SHARED  in PL/Perl functions. Also, query plans created by the PREPARE statements are cashed and exist

outside a transaction. Their use in the transaction mode may lead to errors or unexpected results.

This is the full list of the session-based PostgreSQL features that are not supported in the transaction mode:

SET / RESET;

LISTEN;

WITH HOLD CURSOR  option of the DECLARE command;

PREPARE / DEALLOCATE;

ON COMMIT PRESERVE ROWS  and ON COMMIT DELETE ROWS  options of the CREATE TABLE command for temporary tables;

LOAD;

Session-level .

For more information, see PgBouncer features.

In the statement  pooling mode, a connection is returned to the pool as soon as a statement is executed. It is the most aggressive mode. This is a transaction pool with one

limitation: multi-statement transactions are not allowed. This is intended to provide an autocommit mode on the client, primarily targeted at PL/Proxy.

To Table of Contents
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Hardware requirements
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ADPG service (PostgreSQL instance)

CPU: 2 cores

RAM: 4 GB

Disk storage: 30 GB

Monitoring service

CPU: 2 cores

RAM: 2 GB

Disk storage: 20 GB

ADPG service (PostgreSQL with Patroni and PgBouncer)

CPU: 4 cores

RAM: 8 GB

Disk storage: 30 GB

Monitoring service

CPU: 2 cores

RAM: 2 GB

Disk storage: 20 GB

Balancer service

CPU: 1 core

RAM: 1 GB

Disk storage: 5 GB

Etcd service

CPU: 2 cores

RAM: 2 GB

Disk storage: 10 GB

If you use ET along with your product, take into account the following requirements:

Virtual server.

CPU: 4 cores or more.

RAM: 8 GB or more.

Disk: 50 GB or more.

If you use ADM along with your product, take into account the following requirements:

Virtual server.

CPU: 8 cores or more.

RAM: 16 GB or more.

Disk: 10 GB per monitored host or more.

To Table of Contents
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IMPORTANT

The following system requirements are minimal. The target sizing should be calculated based on the customer requirements.
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Network requirements
Eugenia Kuzina

One or more dedicated and separate peer-to-peer Interconnect networks are required for internal cluster communication.

All cluster servers should be connected to Interconnect networks.

All servers should have fully qualified domain names (FQDN) and the ability to communicate with each other at required speeds.

The IP address of each server should be known.

Ping access to any server (ICMP) should be provided.

For online ADPG installation, access to Arenadata Cluster Manager deployed on a dedicated server is required. See the  article for details on how to install Arenadata

Cluster Manager.

For offline ADPG installation, access to Arenadata Enterprise Tools deployed on a dedicated server is required. The  section contains instructions on

how to install Arenadata Enterprise Tools.

ADPG hosts should resolve short host names to IP addresses to connect to each other. If your network does not include a DNS service to resolve host names, you can add FQDN

and a short name for each IP address to the hosts file on all ADPG hosts.

The ports listed below should be open on hosts where you install the specified service.

ADPG

Service Port Purpose

Common 11203 Port on cluster hosts to access system metrics in the Prometheus format

ADPG 5432 The default port that the ADPG service (PostgreSQL) listens on

15432 The default port that PgBouncer listens on

8008 Patroni REST API port — the port on a host with the ADPG service to retrieve Patroni metrics

in the Prometheus format

9187 Port on a host with the ADPG service to retrieve PostgreSQL metrics in the Prometheus

format

9188 Port on a host with the ADPG service to retrieve connection pooler (PgBouncer) metrics in

the Prometheus format

9854 Port on a host with the ADPG service to retrieve PgBackRest metrics in the Prometheus

format

Balancer 6432 Port on a host with the HAProxy component for write transactions

6433 Port on a host with the HAProxy component for read only transactions

7000 Port on which a web page with a HAProxy statistics report is available

16432 Port, all connections to which are transferred to a PgBouncer instance of an ADPG leader

node

16433 Port, all connections to which are transferred to PgBouncer instances of ADPG replica nodes

8405 Port on a host with the Balancer service to retrieve HAProxy metrics in the Prometheus

format

Etcd 2380 Port for peer communication

2379 Port for client requests — port on a host with the Etcd service to retrieve PgBackRest metrics

in the Prometheus format

Monitoring 11200 Port to access the Prometheus web interface

11210 Port to access the Grafana web interface

Enterprise Tools

Port Purpose

443 TCP port used by Arenadata Enterprise Tools (Docker Registry service)

81 TCP port used by Arenadata Enterprise Tools (access to the official repositories for offline installation)

ADCM

Port Purpose

8000 TCP port to send statuses of cluster components to ADCM

To Table of Contents

Install ADCM

Install Enterprise Tools cluster
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Software requirements
Eugenia Kuzina
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ADPG supports only x86_64 architecture and the following operating systems:

CentOS 7.9 (x86_64)

RHEL 7.9 (x86_64)

Ubuntu 22.04 (x86_64)

Alt Linux 8.4 SP (x86_64) in the ADPG Enterprise Edition

Astra Linux 1.7 SE "Orel", "Voronezh" (x86_64) in the ADPG Enterprise Edition

RED OS 7.3 Certified edition in the ADPG Enterprise Edition

You need to prepare all dependent repositories together with the chosen operating system.

It is required to use ADCM 2.6.0 or higher. When trying to load an ADPG bundle into ADCM of an unsupported version, the following error occurs: Map key
"flag_autogeneration" is not allowed here (rule "cluster_object") .

SELinux must be turned off. The full guide about this operation you can find in the  section.

It is recommended to switch off any antivirus software before ADPG installation and during the ADPG operation process. In case of using antivirus, please contact your antivirus

software vendor to find out the settings required to use ADPG.

Make sure that routing tables on each host contain the default route —  0.0.0.0/0 . For more information, see .

To Table of Contents

Operating system
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This page provides information about requirements and recommendations before ADPG installation.

Operating system

IMPORTANT

CentOS 7.9. Since the life cycle of CentOS 7 ended on June 30, 2024, it is strongly recommended to use Ubuntu as a free open-source software. In ADPG,

CentOS 7 support is retained for compatibility with the ADPG service used in other Arenadata products and will be deprecated in releases after January 1,

2026. ADPG v16.3.5 is the last release that supports CentOS 7, and ADPG v16.3.5 on CentOS 7 is not compatible with ADPG Control because ADPG Control

cannot be installed on CentOS 7.

Ubuntu 22.04 will be replaced with Ubuntu 24.04 in releases after April 1, 2026. Consider ADPG cluster backup/restore along with an OS upgrade, if planned.

Alt Linux 8.4 SP will be replaced with Alt Linux 10 SP in releases after January 1, 2026. Consider ADPG cluster backup/restore along with an OS upgrade, if

planned.

ADCM
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Install ADCM

Antivirus

Default network route

Prepare hosts
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Installation

To Table of Contents

This tutorial guides you through the process of installing an Arenadata Postgres (ADPG) cluster. The easiest way to install it is to use Arenadata Cluster Manager (ADCM) — a separate

Arenadata product designed for simple, convenient, and fast software deployment and exploitation.

You can install ADPG via ADCM in two ways.

on hosts with access to Internet

Online installation

on hosts without access to Internet

Offline installation

0eeb6e
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Online installation

To Table of Contents

This topic describes online installation of ADPG. It can be applied to the hosts with access to Internet.

The process of online installation via ADCM includes the following steps.

Install ADCM

Step 1.

Prepare hosts

Step 2.

Install ADPG cluster

Step 3.

Install monitoring

Step 4.

Step 5.

Install ADPG Control
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Install ADCM
Daria Barysheva

Contents

ADCM is a software that is distributed in the form of a Docker image. To install it, you need:

One of the following operating systems:

Ubuntu 22.04

CentOS 7

RHEL 7

Alt Linux SP 8

Alt Linux SP 10.2

Astra Linux SE 1.7 Orel

Astra Linux 1.7.6 Voronezh

RED OS 7.3 Certified edition

A user account with sudo  privileges.

An access to the official repository of CentOS Extras and CentOS Base. This repository is enabled by default, but if you have disabled it — you need to re-enable it (e.g. via editing the

repository configuration file in the /etc/yum.repos.d/ directory).

The software package installer YUM/APT.

The hardware that meets the following conditions:

CPU: 4 CPU cores;

RAM: 16 GB;

HDD: 50 GB.

To grant the user the necessary rights to install ADCM, do the following:

1. Grant the root  privileges for the user:

CentOS 7/RHEL 7/RED OS 7.3/Alt Linux SP 8

where <user>  is a username.

Ubuntu 22.04/Astra Linux SE 1.7 Orel

where <user>  is a username.

2. Make sure that the /etc/sudoers file contains the record specified below depending on the operating system with the following command:

To return to the command line, press Esc , type :q! , and press Enter .

CentOS 7/RHEL 7/RED OS 7.3

Ubuntu 22.04/Astra Linux SE 1.7 Orel

Alt Linux SP 8

Below are the step-by-step procedures of Docker installation on the examples of several operating systems supported by ADCM. These steps may differ for operating system versions

other than those specified on tabs.

CentOS 7/RHEL 7

1. Using root  privileges, update all packages that are currently installed in your system:

2. Install the packages required for Docker installation and usage:

where:

yum-utils  is the package that provides the yum-config-manager  utility;

device-mapper-persistent-data  and lvm2  are packages required by the devicemapper storage driver.

3. Start Docker:

4. Enable Docker as a system service:

Ubuntu 22.04

1. Using root  privileges, update all packages that are currently installed in your system:

2. Install the packages required for Docker installation and usage:

where:

ca-certificates  is the package of Root CA certificates;

curl  is the package for working with web resources.

Confirm the use of additional disk space during the execution of the command.

3. Add the official GPG key for the Docker repository:

4. Add the Docker repository:

5. Update all packages, including packages for the Docker repository:

6. Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

7. Start Docker:

8. Enable Docker as a system service:

Alt Linux SP 8

1. Using root  privileges, update all packages that are currently installed in your system:

2. Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

3. Start and enable Docker as a system service:

Astra Linux SE 1.7 Orel

1. Using root  privileges, update all packages that are currently installed in your system:

2. Install the packages required for Docker installation and usage:

where:

ca-certificates  is the package of Root CA certificates;

curl  is the package for working with web resources;

net-tools  is the package for controlling the network subsystem of the Linux kernel, in particular for executing the netstat  command.

Confirm the use of additional disk space during the execution of the command.

3. Add the official GPG key for the Docker repository:

4. Add the Docker repository:

5. Update all packages, including packages for the Docker repository:

6. Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

7. Start Docker:

8. Enable Docker as a system service:

RED OS 7.3

1. Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

2. Start and enable Docker as a system service:

To disable SELinux permanently, set SELINUX=disabled  in the /etc/selinux/config file, and reboot your system.

You can edit the file via the vi  or vim  command:

The content of the changed file should look like this:

You can also disable SELinux temporarily via the following command:

Still, it is strongly recommended to disable SELinux permanently, so that it does not restart on each system reboot.

If you use the firewalld service, stop it before installing ADCM.

Before stopping firewalld, make sure that it is installed, started, and enabled:

The example of the command execution result:

Stop firewalld:

As an alternative, you can disable the firewalld service, so that it will not apply rules to network packets:

If in the future you want to access the Docker CLI without using root  privileges, you should create a docker  user group (if it does not exist) and add the current user to this group

with the certain rights:

After running these commands, you should re-login under the current user.

To install ADCM, perform the following steps:

1. Pull a Docker image from the Arenadata Docker Registry:

<major>.<minor>.<patch>  — if you need a specific ADCM patch. For example, 2.0.0 .

<major>.<minor>  — if you need the last patch within the selected ADCM version. For example, 2.0 .

2. Add a container based on that image:

If you want to run ADCM with SELinux enabled, a Docker container should be created with the :Z  option in the data catalog parameter:

Optionally, when you create a container, you can specify the environment variables listed below. Each variable is specified in the following format: -e <name>="<value>" . For

example:

Environment variables

Name Description

DB_HOST Name or IP address of the host where the database is deployed

DB_PORT TCP port number that is used to connect to the database

DB_USER Username that is used to connect to the database

DB_NAME Database name

DB_PASS Password that is used to connect to the database

DB_OPTIONS Options for connecting to the database:

sslmode  — flag that is used for establishing an SSL connection. Possible values:

disable  — only try a non-SSL connection.

allow  — first try a non-SSL connection. If that fails, try an SSL connection.

prefer  (default) — first try an SSL connection. If that fails, try a non-SSL connection.

require  — only try an SSL connection. If a root certificate authority (CA) file is present, verify the

certificate in the same way as if verify-ca  was specified.

verify-ca  — only try an SSL connection, and verify that the server certificate is issued by a trusted

CA.

verify-full  — only try an SSL connection, and verify that the server certificate is issued by a

trusted CA and that the requested server host name matches that in the certificate.

sslcert  — specifies the file name of the client SSL certificate. This parameter is ignored if the

connection is made without SSL.

sslkey  — specifies the location for the secret key used for the client certificate. This parameter is

ignored if the connection is made without SSL.

sslrootcert  — specifies the name of a file containing SSL certificate authority certificate(s). If the

file exists, the server certificate will be verified to be signed by one of these authorities. A special system

value may be specified instead, in which case the system trusted CA roots will be loaded. The exact

locations of these root certificates differ by SSL implementation and platform.

DEFAULT_ADCM_URL URL of the host where the ADCM container is deployed. Use the following format: http://<IP>:8000/ .

If DEFAULT_ADCM_URL  is not specified, you should  in the ADCM’s URL field on the

Settings page

LOG_LEVEL Log level for all log types. Possible values:

DEBUG

INFO

WARNING

ERROR  (default value)

CRITICAL

STATUS_LOG_LEVEL Log level for status.log. Possible values:

DEBUG

INFO

WARNING

ERROR

CRITICAL

ADCM_LOG_LEVEL Log level for adcm.log and adcm_debug.log. Possible values:

DEBUG

INFO

WARNING

ERROR

CRITICAL

AUDIT_LOG_LEVEL Log level for audit.log. Possible values:

DEBUG

INFO  (default value)

WARNING

ERROR

CRITICAL

LDAP_LOG_LEVEL Log level for ldap.log. Possible values:

DEBUG

INFO

WARNING

ERROR

CRITICAL

BACKGROUND_TASKS_LOG_LEVEL Log level for cron_task.log. Possible values:

DEBUG

INFO

WARNING

ERROR

CRITICAL

TASK_RUNNER_LOG_LEVEL Log level for task_runner.err. Possible values:

DEBUG

INFO

WARNING

ERROR

CRITICAL

MIGRATION_MODE Flag that indicates whether migration mode (ability to migrate ADCM database from SQLite to PostgreSQL)

is turned on. For more information, see Migration. Possible values:

0  — migration mode is off;

1  — migration mode is on.

CONSUL_URL HashiCorp Consul server URL. Use the following format: http://<IP>:8500/

CONSUL_DATACENTER HashiCorp Consul Datacenter. If the variable value is not specified, the value specified in HashiCorp Consul

by default will be used

CONSUL_CACERT_FILE Path to the certificate authority (CA) certificate file if encryption is enabled in HashiCorp Consul

CONSUL_CLIENT_CERT_FILE Path to the client certificate file if encryption is enabled in HashiCorp Consul

CONSUL_CLIENT_KEY_FILE Path to the client private key file if encryption is enabled in HashiCorp Consul

ADCM is just a container operated by Docker. So you are able to use simple Docker commands to start and stop ADCM:

To start ADCM, use the following command.

To stop ADCM, use the following command.

In order to provide the automatic start of the Docker container after unexpected errors, use the following command.

To make sure that the Docker container adcm  is successfully deployed, run the following command:

The example of the command execution result is listed below. Make sure that the STATUS  value is equal to Up .

After ADCM is installed and started, its web interface should become available on the 8000  port of the deployed container.

For Ubuntu 22.04, first install the packages required for executing the netstat  command:

You can check the 8000 port availability using these commands:

The netstat  command — to display information about port listening.

The example of the command execution result:

The curl  command — to check the URL connection.

The example of the command execution result:

To log in to ADCM, use the user with administrator rights that is created by default:

User: admin

Password: admin

Log in to ADCM

Later you can change the password if necessary. To do this:

1. Open the user profile in the left navigation menu.

2. Enter the current password in the Current password field.

3. Fill in the New password field.

4. Confirm a new password in the Confirm password field.

5. Click Save.

Change the admin password

For successful communication between ADCM and product clusters deployed via ADCM, it is important to correctly define the external ADCM address. This address is used by cluster

components for sending information about their state to ADCM. To specify the ADCM URL, use the environment variable DEFAULT_ADCM_URL  when creating the ADCM container. If

you did not specify that variable, you should manually install the URL in the ADCM web interface. To do this, follow the steps:

1. Select the Settings item in the left navigation menu.

2. Expand the Global Options node in the tree of configuration settings.

3. Click the ADCM’s URL field value.

The Settings page

4. In the window that opens, edit the ADCM’s URL field value and click Apply.

Change the ADCM URL

5. Click Save to apply changes.

Save the ADCM URL

If you need to upgrade the previously installed version of ADCM, do the following:

1. Stop the adcm  container:

2. Remove the adcm  container:

3. Download the required Docker image from the Arenadata Docker Registry:

where <version>  is a desired ADCM image version in one of the following formats:

<major>.<minor>.<patch>  — if you need a specific ADCM patch. For example, 2.0.0 .

<major>.<minor>  — if you need the last patch within the selected ADCM version. For example, 2.0 .

4. Create a new container based on the downloaded image:

5. Start the new adcm  container:
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Step 5. Update ADCM

ADCM requires a separate host. Before installing ADCM, we recommend to read its documentation.

The installation steps are listed below.

Step 1. Check prerequisites

Software and hardware requirements

IMPORTANT

The following system requirements are minimal. The target sizing should be calculated based on the customer requirements.

IMPORTANT

Starting with ADCM 2.7.0, any Container Registry Client with downloaded images of ADPG, ADCM, and ADCM Installer will be required to install ADPG without the

Internet connection and use it as the ADCM database. The installation is done via the ADCM Installer by specifying the URL of the local storage of the ADCM and

ADPG images.

$ sudo usermod -aG wheel <user>

$ sudo usermod -aG sudo <user>

$ sudo vi /etc/sudoers

## Allows people in group wheel to run all commands
%wheel  ALL=(ALL)       ALL

# Allow members of group sudo to execute any command
%sudo   ALL=(ALL:ALL) ALL

## Uncomment to allow members of group wheel to execute any command
WHEEL_USERS ALL=(ALL:ALL) ALL

Install Docker

CAUTION

Do not install Docker from the official Docker site. Instead, use the official repositories of your Linux distribution. The repositories provided by operating system

developers tend to be more stable and secure.

$ sudo yum update -y

$ sudo yum install -y yum-utils docker device-mapper-persistent-data lvm2

$ sudo systemctl start docker

$ sudo systemctl enable docker

$ sudo apt-get update

$ sudo apt-get install ca-certificates curl

$ sudo install -m 0755 -d /etc/apt/keyrings
$ sudo curl -fsSL httрs://download․docker․com/linux/ubuntu/gpg -o /etc/apt/keyrings/docker․asc
$ sudo chmod a+r /etc/apt/keyrings/docker․asc

$ echo \
"deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker․asc] httрs://download․docker․com/linux/ubuntu \
$(․ /etc/os-release && echo "jammy") stable" | \
sudo tee /etc/apt/sources․list․d/docker․list > /dev/null

$ sudo apt-get update

$ sudo apt-get install docker-ce docker-ce-cli containerd․io docker-buildx-plugin docker-compose-plugin

$ sudo systemctl start docker

$ sudo systemctl enable docker

$ sudo apt-get update

$ sudo apt-get install docker-engine

$ sudo systemctl enable --now docker

$ sudo apt-get update

$ sudo apt-get install ca-certificates curl net-tools

$ curl -fsSL httрs://download․docker․com/linux/debian/gpg | sudo apt-key add -

$ echo "deb [arch=amd64] httрs://download․docker․com/linux/debian stretch stable" | sudo tee -a /etc/apt/sources․list

$ sudo apt-get update

$ sudo apt install docker-ce docker-ce-cli containerd․io

$ sudo systemctl start docker

$ sudo systemctl enable docker

$ sudo dnf install docker-ce docker-ce-cli

$ sudo systemctl enable docker --now

Disable SELinux

NOTE

It is recommended to disable SELinux only if CentOS 7 or RHEL 7 is used.

$ sudo vi /etc/selinux/config

# This file controls the state of SELinux on the system․
# SELINUX= can take one of these three values:
#       enforcing - SELinux security policy is enforced․
#       permissive - SELinux prints warnings instead of enforcing․
#       disabled - SELinux is fully disabled․
SELINUX=disabled
# SELINUXTYPE= type of policy in use․ Possible values are:
#       targeted - Only targeted network daemons are protected․
#       strict - Full SELinux protection․
SELINUXTYPE=targeted

$ sudo setenforce 0

CAUTION

Do not forget to reboot your host after SELinux is disabled.

Stop firewalld

$ sudo systemctl status firewalld

● firewalld․service - firewalld - dynamic firewall daemon
   Loaded: loaded (/usr/lib/systemd/system/firewalld․service; enabled; vendor preset: enabled)
   Active: active (running) since Mon 2024-12-02 10:02:57 UTC; 3min 25s ago
     Docs: man:firewalld(1)
 Main PID: 3023 (firewalld)
    Tasks: 2
   Memory: 22․8M
   CGroup: /system․slice/firewalld․service
           └─3023 /usr/bin/python2 -Es /usr/sbin/firewalld --nofork --nopid

$ sudo systemctl stop firewalld

$ sudo systemctl disable firewalld

Allow access to the Docker CLI without root privileges

$ sudo groupadd docker
$ sudo usermod -a -G docker $USER

Step 2. Install ADCM

NOTE

It is recommended to configure PostgreSQL as an external database or to deploy an embedded database using ADCM Installer. For more information on

configuring PostgreSQL, see the Work with an external database article.

Starting with ADCM 2.5.0, the minimum required version of PostgreSQL is 14.

To see the full list of images, refer to the ADCM repository on Docker Hub.

ADCM has some mandatory persistent information stored in the /adcm/data directory inside a container. This means that you have to map a volume to that

directory and provide backups for that volume.

$ sudo docker pull hub․arenadata․io/adcm/adcm:<version>

where <version>  is a desired ADCM image version in one of the following formats:

IMPORTANT

latest  was used for earlier versions of ADCM and is no longer supported starting from version 2.0.0 .

Before ADCM 2.0.0, the following format was used for versioning: YYYY.MM.DD.HH .

NOTE

The command below creates a container with ADCM on the 8000  port and establishes a connection to an external database. All its data will be stored on the

host machine in the /opt/adcm/ directory. The environment variables description is given in the table below.

$ sudo docker create --name adcm -p 8000:8000 -v /opt/adcm:/adcm/data -e DB_HOST="<DATABASE_HOSTNAME_OR_IP_ADDRESS>" -e DB_PORT="
<DATABASE_TCP_PORT>" -e DB_USER="<DATABASE_USERNAME>" -e DB_NAME="<DATABASE_NAME>" -e DB_PASS="<DATABASE_USER_PASSWORD>" -e 
DB_OPTIONS="<DATABASE_OPTIONS>" hub․arenadata․io/adcm/adcm:<version>

$ sudo docker create --name adcm -p 8000:8000 -v /opt/adcm:/adcm/data:Z hub․arenadata․io/adcm/adcm:<version>

$ sudo docker create --name adcm -p 8000:8000 -v /opt/adcm:/adcm/data -e LOG_LEVEL="INFO" hub․arenadata․io/adcm/adcm:<version>

NOTE

Special environment variables, such as STATUS_LOG_LEVEL , ADCM_LOG_LEVEL , AUDIT_LOG_LEVEL , LDAP_LOG_LEVEL ,

BACKGROUND_TASKS_LOG_LEVEL , and TASK_RUNNER_LOG_LEVEL  have higher priority than the LOG_LEVEL  variable.

set the URL manually

Step 3. Start ADCM

$ sudo docker start adcm

$ sudo docker stop adcm

$ sudo docker update --restart=on-failure adcm

NOTE

For more information about Docker restart policies, refer to the Docker documentation.

If you allowed your user to access the Docker CLI without root  privileges, then you can omit the sudo  keyword from the commands listed above.

Step 4. Check installation

Check the Docker container status

$ sudo docker container ls

CONTAINER ID        IMAGE                               COMMAND             CREATED             STATUS              PORTS                
NAMES
74b5628146e5        hub․arenadata․io/adcm/adcm:2․0   "/etc/startup․sh"   4 days ago          Up 21 minutes       0․0․0․0:8000-
>8000/tcp   adcm

Check the 8000 port availability

$ sudo apt-get install net-tools

$ sudo netstat -ntpl | grep 8000

tcp6       0      0 :::8000                 :::*                    LISTEN                                             
1514/docker-proxy-c

$ curl httр://localhost:8000

<!doctype html>
<html lang="en">
<head>
  <meta charset="utf-8">
  <title>Arenadata Cluster Manager</title>
  <base href="/">
  <meta name="viewport" content="width=device-width, initial-scale=1">
  <link rel="icon" type="image/x-icon" href="assets/favicon․ico">
<link rel="stylesheet" href="styles․10db6328264e0907c52f․css"></head>
<body>
  <app-root></app-root>
<script src="runtime-es2015․7eb406ed18bf0258cd35․js" type="module"></script><script src="runtime-es5․7eb406ed18bf0258cd35․js" 
nomodule defer></script><script src="polyfills-es5․2e224d70daec4412d3c2․js" nomodule defer></script><script src="polyfills-es2015․
37e0553ac06970d6a5b5․js" type="module"></script><script src="main-es2015․39851da0ebf9ed6fec45․js" type="module"></script><script 
src="main-es5․39851da0ebf9ed6fec45․js" nomodule defer></script></body>
</html>

Check the ADCM web-interface

Set the ADCM URL

Step 5. Update ADCM

CAUTION

Before upgrading, it is strongly recommended to back up ADCM data. For more information, see Backup and restore.

Downgrade of the ADCM version is not supported.

It is not recommended to update ADCM more than 5 minor versions ahead (see <minor>  in the versioning format below).

Before upgrading ADCM to version 2.7.0, migrate data from SQLite to PostgreSQL. Migration can be performed in any ADCM version (up to 2.6.0).

$ sudo docker stop adcm

$ sudo docker container rm adcm

$ sudo docker pull hub․arenadata․io/adcm/adcm:<version>

IMPORTANT

latest  was used for earlier versions of ADCM and is no longer supported starting from version 2.0.0 .

Before ADCM 2.0.0, the following format was used for versioning: YYYY.MM.DD.HH .

$ sudo docker create --name adcm -p 8000:8000 -v /opt/adcm:/adcm/data -e DB_HOST="<DATABASE_HOSTNAME_OR_IP_ADDRESS>" -e DB_PORT="
<DATABASE_TCP_PORT>" -e DB_USER="<DATABASE_USERNAME>" -e DB_NAME="<DATABASE_NAME>" -e DB_PASS="<DATABASE_USER_PASSWORD>" -e 
DB_OPTIONS="<DATABASE_OPTIONS>" hub․arenadata․io/adcm/adcm:<version>

NOTE

For more information on the environment variables ( DB_HOST , DB_PORT , DB_USER , DB_NAME , DB_PASS , and DB_OPTIONS ), see the Installation article.

$ sudo docker start adcm
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Prepare hosts

To manage a cluster and its nodes via ADCM, it is necessary to prepare hosts for a cluster and link these hosts to ADCM. This is the function of ADCM hostproviders — special plugins

for ADCM, which encapsulate the complex mechanism of interaction between ADCM and the hosts controlled by it.

ADCM supports several types of hostproviders. For more information on how to configure hostproviders and use them to create hosts, refer to the following documentation:

SSH

Yandex Cloud

VCloud (VMware)

Cloud.ru Advanced

CROC Cloud

Make sure that routing tables on each host contain the default route —  0.0.0.0/0 .

Use the route  command to check this:

The output should be similar to:

If the 0.0.0.0/0  default route is missing in the output, add it using the following command:

To Table of Contents

IMPORTANT

It is forbidden to use the reserved words adpg , balancer , chrony , etcd , and prometheus_monitoring  as hostnames in an ADPG cluster.

$ route

Destination     Gateway         Genmask         Flags Metric Ref    Use Iface
default         gateway         0․0․0․0         UG    100    0        0 eth0
10․92․40․0      0․0․0․0         255․255․252․0   U     100    0        0 eth0

$ sudo route add default gw 0․0․0․0 eth0
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1. Go to https://network.arenadata.io/ and choose Arenadata Postgres.

Switch to the bundle download page

2. On the next page, download a bundle for the required version of ADPG.

To upload a bundle to ADCM, follow the steps:

1. Select the Bundles item in the left navigation menu and click Upload bundle.

2. Select a bundle in the Open File Dialog.

Upload a bundle

3. As a result of the performed actions, a bundle is displayed on the Bundles page.

The result of successful uploading a bundle

The steps for cluster creation are given below:

1. Select the Clusters item in the left navigation menu and click Create cluster.

Switch to cluster creation

2. In the opened dialog, describe a new cluster instance:

Select an uploaded cluster bundle in the Product field.

Select a bundle version in the Product version field. Several versions become available in the case of different versions of the same bundle being uploaded.

Enter a cluster name in the Cluster name field.

Enter a cluster description in the Description field if necessary.

Set the I accept Terms of Agreement flag to sign the license agreement. This flag is displayed only for Enterprise bundles. To read the agreement text, refer to the Terms of

Agreement link. You can also sign the license agreement on the Bundles page by clicking the desired product bundle.

Click Create.

Create a cluster

3. As a result, the created cluster instance is displayed on the Clusters page.

The result of successful cluster creation

To Table of Contents

Step 1. Download a cluster bundle

Step 2. Upload a cluster bundle to ADCM

Step 3. Create a cluster based on the uploaded bundle

In ADCM a cluster means a set of services running on a set of hosts.

Clusters distributions for ADCM are made in the form of so-called bundles. Generally a bundle is a regular archive that includes a description and software logic of cluster deployment

and exploitation.

The steps for adding a cluster to ADCM are listed below.

NOTE

If you use the Enterprise Edition, skip the step 1, get a bundle from the Arenadata support team, and move to the step 2.

Step 1. Download a cluster bundle

Step 2. Upload a cluster bundle to ADCM

Step 3. Create a cluster based on the uploaded bundle

IMPORTANT

When creating a cluster via the ADCM web interface, you generate a new ADCM cluster instance. It means only adding the cluster to ADCM — at this stage no

services are deployed.
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In ADCM a service means a software that performs some function. Examples of services for ADPG clusters: ADPG, Chrony, etc. The steps for adding services to a cluster are listed

below:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Services tab on the cluster page and click Add service.

Switch to adding services

3. In the opened dialog, select services that should be added to the cluster and click Add.

Select services

The brief description of available services is listed below. CE means the ADPG Community Edition, EE — the ADPG Enterprise Edition.

Services that can be added to the ADPG cluster

Service Mandatory Edition Purpose

ADPG Yes CE/EE A core service corresponding to the object-relational

DBMS PostgreSQL

ADPG Control Agents No EE A service that allows you to manage an ADPG cluster

with ADPG Control

Balancer No EE The service is based on HAProxy that implements 

Chrony No CE/EE A time service. Provides time synchronization for the

cluster hosts, that is necessary for the cluster to work

correctly. If the time service is already configured on the

hosts, there is no need to install Chrony

Etcd No EE The ADPG enterprise edition requires etcd to use it as the

Patroni Distributed Configuration Store (DCS). You can

utilize the built-in ADPG Etcd service or an external etcd

cluster. If you want to use the external etcd cluster, do not

add the built-in Etcd service on the Services tab. Instead,

set External Etcd cluster settings on the Primary

configuration tab of the ADPG service. To specify them,

open Clusters → ADPG cluster → Services → ADPG →
Primary configuration as described in 

Monitoring No CE/EE Service for collecting and storing ADPG cluster

monitoring metrics based on the Prometheus monitoring

system and the Grafana service

4. As a result, the added services are displayed at the Services tab.

The result of successful adding services to a cluster

To Table of Contents

IMPORTANT

ADPG Enterprise Edition requires etcd (the built-in ADPG Etcd service or an external etcd cluster) to use it as Patroni Distributed Configuration Store (DCS). Its

settings must be specified during installation, after installation they cannot be changed.

load

balancing

Configure services

NOTE

You can also add services later. The process of adding new services to already running cluster does not differ from installing a service from scratch.
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The steps for adding hosts to a cluster are listed below:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Hosts tab on the cluster page and click Add hosts.

Switch to adding hosts

3. In the opened dialog, select hosts that should be added to the cluster and click Add.

Select hosts

4. As a result, the added hosts are displayed on the Hosts tab.

The result of successful adding hosts to a cluster

To Table of Contents
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In ADCM a component means a part of a service that should be deployed on one or several cluster hosts.

The steps for adding components to hosts are listed below:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Mapping tab on the cluster page.

Switch to mapping service components

3. In the window that opens, map components to hosts. To assign hosts for each component, click Add hosts and select hosts in the pop-up window.

Select hosts for a component

Mandatory components

Each service can have mandatory and optional components. Mandatory components are highlighted in red. The ADCM UI also displays how many mandatory components

should be installed.

Mandatory components

Currently, ADPG and NTP Master components are mandatory and should be placed on one host.

An example of components distribution for the ADPG Enterprise Edition is shown in the table below.

ADPG components distribution

Host Service Component Notes

Host 1 ADPG ADPG Can be a leader or replica in the  architecture

ADPG Control Agents ADPG Control Agent An agent that allows you to manage an ADPG cluster with

ADPG Control

ADPG Control ADBM

Agent

A backup manager agent that ADPG Control uses

Chrony NTP Master  — 

Host 2 ADPG ADPG Can be a leader or replica in the  architecture

ADPG Control Agents ADPG Control Agent An agent that allows you to manage an ADPG cluster with

ADPG Control

ADPG Control ADBM

Agent

A backup manager agent that ADPG Control uses

Chrony NTP Secondary  — 

Host 3 ADPG ADPG Can be a leader or replica in the  architecture

ADPG Control Agents ADPG Control Agent An agent that allows you to manage an ADPG cluster with

ADPG Control

ADPG Control ADBM

Agent

A backup manager agent that ADPG Control uses

Chrony NTP Secondary  — 

Host 4 Etcd Etcd You must use an odd number of nodes for the Etcd

component. Three or more nodes are recommended

Chrony NTP Slave  — 

Host 5 Etcd Etcd You must use an odd number of nodes for the Etcd

component. Three or more nodes are recommended

Chrony NTP Slave  — 

Host 6 Etcd Etcd You must use an odd number of nodes for the Etcd

component. Three or more nodes are recommended

Chrony NTP Slave  — 

Host 7 Balancer HAProxy  — 

4. After component distribution is completed, click Save.

Save mapping of components

Starting with ADCM 2.2.0, you can use another mapping mode — by hosts. To do this, switch on the Hosts mode toggle and map components to hosts by clicking Add components for

each host sequentially.

Use mapping by hosts

To Table of Contents

IMPORTANT

Initially, there are no components on any of cluster hosts. You should map components to hosts manually.

CAUTION

Without assigning a necessary number of hosts to mandatory components, the component mapping cannot be saved.

HA

HA

HA
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1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Services tab on the cluster page, find the row that contains the desired service, and click its name in the Name column.

Switch to configuring a service

3. In the window that opens:

Open the Primary Configuration tab.

Switch on the Show advanced toggle.

Fill in configuration parameters of the selected service. The fields highlighted in red are mandatory.

Click Save.

Configure a service

Pay attention to the following parameters:

Chrony → NTP servers. Though this parameter is optional, we recommend to set it to the nearest NTP server, e.g. the one that your company uses.

To Table of Contents

NOTE

If you need to install the ADPG Control ADBM Agent component that belongs to the ADPG Control Agents service, make sure that the  toggle

button is disabled. This component is a backup manager, and it is impossible to use both backup methods simultaneously.

For more information about service configuration parameters, see  in the References.

Enable backups

Configuration parameters
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The Configuration → Primary configuration tab allows you to configure the general cluster settings.

Available configuration parameters are listed below. Basically, they describe paths to the repositories that are used during the installing process — depending on the cluster operating

system (ALT Linux 8, Astra Linux 1.7, CentOS 7, or Ubuntu 22.04). Only the marked repositories are registered on the cluster servers. For each parameter, you can change the default url

to the required one.

General configuration parameters

Parameter Description

Cluster UUID Unique cluster identifier

Disable firewall Disables firewalld on the cluster hosts

Altlinux 8 repositories

Parameter Description

Set up ADPG repo Whether to use the repositories that are described in the ADPG CORE repo url  and ADPG repo url
fields

ADPG CORE repo url The ADPG CORE repository that is required to install ADPG

ADPG repo url The ADPG repository that is required to install ADPG

Set up ADPG Monitoring repo Whether to use the repository specified in the ADPG Monitoring repo url  field

ADPG Monitoring repo url The ADPG Monitoring repository that is required to install monitoring

Astra linux repositories

Parameter Description

Set up ADPG repo Whether to use the repositories that are described in the ADPG CORE repo url  and ADPG repo url
fields

ADPG CORE repo url The ADPG CORE repository that is required to install ADPG

ADPG repo url The ADPG repository that is required to install ADPG

Set up ADPG Monitoring repo Whether to use the repository specified in the ADPG Monitoring repo url  field

ADPG Monitoring repo url The ADPG Monitoring repository that is required to install monitoring

Centos 7 repositories

Parameter Description

Set up ADPG repo Whether to use the repositories that are described in the ADPG CORE repo url  and ADPG repo url
fields

ADPG CORE repo url The ADPG CORE repository that is required to install ADPG

ADPG repo url The ADPG repository that is required to install ADPG

Set up ADPG Monitoring repo Whether to use the repository specified in the ADPG Monitoring repo url  field

ADPG Monitoring repo url The ADPG Monitoring repository that is required to install monitoring

Ubuntu 22.04 repositories

Parameter Description

Set up ADPG repo Whether to use the repositories that are described in the ADPG CORE repo url  and ADPG repo url
fields

ADPG CORE repo url The ADPG CORE repository that is required to install ADPG

ADPG repo url The ADPG repository that is required to install ADPG

Set up ADPG Monitoring repo Whether to use the repository specified in the ADPG Monitoring repo url  field

ADPG Monitoring repo url The ADPG Monitoring repository that is required to install monitoring

Timeout to unlock package manager

The section is available when the Show advanced toggle button is activated. Parameters of this section are intended to set the timeout of the DNF software package manager

unlocking wait. In Ubuntu, after the host reboot, automatic update starts, which locks DNF.

Parameter Description Default value

retries The maximum number of retries 3

delay The time delay between retries (in seconds) 10

The cluster "Configuration" tab

The Configuration → Configuration groups tab is designed to set cluster configuration groups.

The Configuration → Ansible settings tab allows you to set Ansible configuration options at the cluster level. The tab is available starting with ADCM 2.2.0.

Ansible settings

Name Description Default

forks The number of parallel processes to spawn when communicating with

remote hosts

5

To Table of Contents

Primary configuration

Configuration groups

Ansible settings

After creation a new cluster, you can configure it by performing the following steps:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Configuration tab on the cluster page. The Configuration tab includes the following sections: Primary configuration, Configuration groups, Ansible settings.

3. Fill in all necessary parameters on the selected tab and click Save.

IMPORTANT

There is usually no need to change cluster configuration parameters. You can leave all parameters at the default values.

Primary configuration

Configuration groups

Ansible settings
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Before installing a new cluster it is recommended to run the Precheck action. By doing this, you make sure that all necessary repositories are available, the cluster does not contain

hosts with the same IP addresses, and all other prerequisites are met. Do the following:

1. 

Apply the Precheck action to the cluster selected on the Clusters page by clicking the icon in the Actions column.

Run the cluster precheck

2. Verify the requested action in the opened window.

Verify the action

3. Open the Jobs page to see the result of the Precheck action. If the action completes successfully, the corresponding task changes its status from running  to success . If the

job fails, it switches to the failed  status. Click the job on the Jobs page to see more detailed information about the errors that occurred.

View jobs

The window with job inner steps is opened. Click the ellipsis in the Details column for additional information on the current step.

Switch to job details

A job page contains two sections: ansible [ stdout] and ansible [ stderr ]. These are technical logs of the job that include information from standard I/O streams stdout/stderr.

These logs can help to understand what caused the problems. There can also be the optional third section ansible [ check ]. These are the logs of the most frequent errors checks.

The description of these errors is more simple and specific, than in two previous technical logs.

Job details

4. If a task fails, you can expand its description and see the detailed logs. Find the cause of the error, fix it, and run the Precheck action again.

There are two ways to install cluster services:

1. Whole cluster. In this method all services are installed automatically one by one after applying the Install action to a cluster.

2. Single services. In this method each service is installed manually after applying one or more actions to it. This way is also suitable for installing new services in the already

deployed cluster.

In both cases each service starts automatically after installation.

To install all cluster services within a single action, follow the steps:

1. 

Apply the Install action to the cluster selected on the Clusters page by clicking the icon in the Actions column.

Switch to the whole cluster installation

2. Verify the requested action in the opened window. Notice that setting the Reboot cluster servers after installation flag leads to the hosts being reboot after the installation is

completed. Otherwise, the reboot should be done manually.

Verify the action

3. Wait until the job is completed.

4. If some service fails during installation, but the preceding services are installed successfully, you can try to fix errors and restart installation of all the failed services. To do this,

choose the Reinstall action in the Actions column on the Clusters page.

Installation restart

To install one or several cluster services manually, add these services to the cluster and then perform the actions described in the following subsections.

1. 

Open the Services tab on the cluster page. For each service that should be installed, click the icon in the Actions column and select the Install action.

Switch to installation of single services

2. Verify the action in the opened window.

Verify the action for the Chrony service

Verify the action for all services except Chrony

3. Wait until the job is completed. Then check that the service state has changed from created  to installed .

4. Repeat the previous actions for other services that should be installed.

As a result of successful installation, the cluster and its services change their state according to the following rules:

The cluster state, displayed in the State field on the Clusters page, is being changed from created  to installed .

The cluster state after successful installation

The state of cluster services, displayed on the Services tab of the cluster page, is being changed from created  to installed .

The state of cluster services after successful installation

In order to check that PostgreSQL is successfully installed and all necessary databases are created, do the following:

1. Connect to the ADPG Server (via SSH, etc.) and login under the default user name postgres .

2. List all PostgreSQL databases.

The result should look like this.

3. Use one of the two commands:

psql  — to connect to the default database;

psql <database_name>  — to connect to the database with the specified name <database_name> .

After this you can send queries to the selected database via the psql  client.

To Table of Contents

Step 1. Precheck

Step 2. Run installation

Whole cluster

Single services

Step 3. Check the cluster state after installation

Step 4. Connect to PostgreSQL via psql

Step 1. Precheck

Step 2. Run installation

NOTE

In case of errors, you can find logs on the Jobs page.

Whole cluster

Single services

CAUTION

Notice that services are installed one by one. Do not install another service until the installation of the previous one is completed.

Step 3. Check the cluster state after installation

Step 4. Connect to PostgreSQL via psql

$ sudo su - postgres

$ psql -l

                                  List of databases
   Name    |  Owner   | Encoding |   Collate   |    Ctype    |   Access privileges
-----------+----------+----------+-------------+-------------+-----------------------
 postgres  | postgres | UTF8     | en_US․UTF-8 | en_US․UTF-8 |
 template0 | postgres | UTF8     | en_US․UTF-8 | en_US․UTF-8 | =c/postgres          +
           |          |          |             |             | postgres=CTc/postgres
 template1 | postgres | UTF8     | en_US․UTF-8 | en_US․UTF-8 | =c/postgres          +
           |          |          |             |             | postgres=CTc/postgres
(3 rows)

$ psql postgres

postgres=# SELECT 1 AS test;
 test
------
    1
(1 row)
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Open the Clusters page in ADCM UI and select an ADPG cluster. Open the Services tab and click Add services.

The "Services" tab

In the dialog that opens, select the Monitoring service and click Add.

Select the "Monitoring" service

As a result, the added Monitoring service is displayed on the Services tab.

The "Services" tab with the "Monitoring" service

The Concerns icon indicates that you need to specify required configuration parameters and distribute monitoring components across hosts.

Click the Monitoring service and set configuration parameters on the Primary configuration tab.

Set configuration parameters

You should set the following required parameters marked in red:

Prometheus settings → Password for Grafana connection — a password of a Grafana user ( admprom_grafana ) that is used to connect to Prometheus. The password should

contain a combination of numbers, symbols, lowercase and uppercase letters and have a minimum length of 8.

Grafana settings → Grafana administrator’s password — a password of the Grafana admin  user. The password should contain a combination of numbers, symbols, lowercase and

uppercase letters and have a minimum length of 8.

All monitoring parameters are described in the "Monitoring" section of the  article.

Then open the Mapping tab. Map components as described in  using the following recommendations:

ADPG Exporter, Pgbouncer Exporter, and PgBackRest Exporter — to each host with the ADPG service.

Prometheus Server and Grafana — to a separate host.

Node Exporter — to each host from which you need to collect system metrics.

Distribution of monitoring components across hosts

Click Save to save the configuration.

Execute the Install action of the Monitoring service.

The "Install" action of the Monitoring service

In the next dialog window, click Run to confirm the action. You can also activate the Verbose checkbox to see additional execution details on the Jobs page.

Confirm the "Install" action

As a result, the Monitoring service state is changed to installed .

The Monitoring service is installed

The ADPG monitoring system includes the Grafana component. Grafana visualizes metrics data. After monitoring with the Grafana component is installed, you will be able to view

dashboards that display metrics in a browser. Enter the address of the host where the Grafana component is deployed and add the port number — the Grafana listen port parameter

(the default value is 11210 ). For example, http://10.92.6.91:11210. For login, use admin  as a username, and the Grafana administrator’s password parameter value as a password.

You can find the Grafana parameters on the Configuration tab of the Monitoring service.

Enter Grafana credentials

Expand the Grafana menu and click the Dashboards item.

The Grafana interface

The page with the dashboard list will be displayed. Expand the ADPG Dashboard…  item for your cluster to display available dashboards.

ADPG Dashboards

Click on any desired item to view graphs, for example, ADPG DB overview.

ADPG DB overview graphs

To Table of Contents

Step 1. Add the Monitoring service

Step 2. Configure monitoring

Step 3. Install the Monitoring service

Step 4. View dashboards

ADPG bundle includes a monitoring system. To install monitoring, perform the steps described below.

Step 1. Add the Monitoring service

Step 2. Configure monitoring

Configuration parameters

Add components

Step 3. Install the Monitoring service

Step 4. View dashboards
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Offline installation

To Table of Contents

This topic describes offline installation of ADPG. It can be applied to the hosts without access to Internet.

For offline installation, you need to install and configure Arenadata Enterprise Tools (ET). ET is a solution that provides the necessary infrastructure for Arenadata product deployment in

environments with limited internet access. The solution is a part of the Arenadata data platform. It provides the repositories necessary for installing and updating the platform

components.

The process of offline installation via ADCM includes the following steps.

NOTE

This function is available only in the Enterprise Edition of ADPG.

Install ADCM

Step 1.

Prepare hosts

Step 2.

Install ET cluster

Step 3.

Install ADPG cluster

Step 4.

Install monitoring

Step 5. Step 6.

Install ADPG Control
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ADCM is a software that is distributed in the form of a Docker image. To install it, you need:

One of the following operating systems:

Ubuntu 22.04

CentOS 7

RHEL 7

Alt Linux SP 8

Alt Linux SP 10.2

Astra Linux SE 1.7 Orel

Astra Linux 1.7.6 Voronezh

RED OS 7.3 Certified edition

A user account with sudo  privileges.

An access to the official repository of CentOS Extras and CentOS Base. This repository is enabled by default, but if you have disabled it — you need to re-enable it (e.g. via editing the

repository configuration file in the /etc/yum.repos.d/ directory).

The software package installer YUM/APT.

The hardware that meets the following conditions:

CPU: 4 CPU cores;

RAM: 16 GB;

HDD: 50 GB.

To grant the user the necessary rights to install ADCM, do the following:

1. Grant the root  privileges for the user:

CentOS 7/RHEL 7/RED OS 7.3/Alt Linux SP 8

where <user>  is a username.

Ubuntu 22.04/Astra Linux SE 1.7 Orel

where <user>  is a username.

2. Make sure that the /etc/sudoers file contains the record specified below depending on the operating system with the following command:

To return to the command line, press Esc , type :q! , and press Enter .

CentOS 7/RHEL 7/RED OS 7.3

Ubuntu 22.04/Astra Linux SE 1.7 Orel

Alt Linux SP 8

Below are the step-by-step procedures of Docker installation on the examples of several operating systems supported by ADCM. These steps may differ for operating system versions

other than those specified on tabs.

CentOS 7/RHEL 7

1. Using root  privileges, update all packages that are currently installed in your system:

2. Install the packages required for Docker installation and usage:

where:

yum-utils  is the package that provides the yum-config-manager  utility;

device-mapper-persistent-data  and lvm2  are packages required by the devicemapper storage driver.

3. Start Docker:

4. Enable Docker as a system service:

Ubuntu 22.04

1. Using root  privileges, update all packages that are currently installed in your system:

2. Install the packages required for Docker installation and usage:

where:

ca-certificates  is the package of Root CA certificates;

curl  is the package for working with web resources.

Confirm the use of additional disk space during the execution of the command.

3. Add the official GPG key for the Docker repository:

4. Add the Docker repository:

5. Update all packages, including packages for the Docker repository:

6. Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

7. Start Docker:

8. Enable Docker as a system service:

Alt Linux SP 8

1. Using root  privileges, update all packages that are currently installed in your system:

2. Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

3. Start and enable Docker as a system service:

Astra Linux SE 1.7 Orel

1. Using root  privileges, update all packages that are currently installed in your system:

2. Install the packages required for Docker installation and usage:

where:

ca-certificates  is the package of Root CA certificates;

curl  is the package for working with web resources;

net-tools  is the package for controlling the network subsystem of the Linux kernel, in particular for executing the netstat  command.

Confirm the use of additional disk space during the execution of the command.

3. Add the official GPG key for the Docker repository:

4. Add the Docker repository:

5. Update all packages, including packages for the Docker repository:

6. Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

7. Start Docker:

8. Enable Docker as a system service:

RED OS 7.3

1. Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

2. Start and enable Docker as a system service:

To disable SELinux permanently, set SELINUX=disabled  in the /etc/selinux/config file, and reboot your system.

You can edit the file via the vi  or vim  command:

The content of the changed file should look like this:

You can also disable SELinux temporarily via the following command:

Still, it is strongly recommended to disable SELinux permanently, so that it does not restart on each system reboot.

If you use the firewalld service, stop it before installing ADCM.

Before stopping firewalld, make sure that it is installed, started, and enabled:

The example of the command execution result:

Stop firewalld:

As an alternative, you can disable the firewalld service, so that it will not apply rules to network packets:

If in the future you want to access the Docker CLI without using root  privileges, you should create a docker  user group (if it does not exist) and add the current user to this group

with the certain rights:

After running these commands, you should re-login under the current user.

Offline ADCM installation includes the following steps:

1. Get an archive with the sh.xz extension that contains a special installation shell script from the Arenadata support team.

2. Make a directory on the host where ADCM should be deployed, and put the received archive into it.

3. Unpack the archive into the created directory using any of the available methods.

4. Load the Docker image to the local storage using the received script:

where <script_name>  is the full script name with the extension (for example, adcm_2.5.0.sh).

The example of a successful command execution result:

5. Create a new container based on the downloaded image:

ADCM is just a container operated by Docker. So you are able to use simple Docker commands to start and stop ADCM:

To start ADCM, use the following command.

To stop ADCM, use the following command.

In order to provide the automatic start of the Docker container after unexpected errors, use the following command.

To make sure that the Docker container adcm  is successfully deployed, run the following command:

The example of the command execution result is listed below. Make sure that the STATUS  value is equal to Up .

After ADCM is installed and started, its web interface should become available on the 8000  port of the deployed container.

For Ubuntu 22.04, first install the packages required for executing the netstat  command:

You can check the 8000 port availability using these commands:

The netstat  command — to display information about port listening.

The example of the command execution result:

The curl  command — to check the URL connection.

The example of the command execution result:

To log in to ADCM, use the user with administrator rights that is created by default:

User: admin

Password: admin

Log in to ADCM

Later you can change the password if necessary. To do this:

1. Open the user profile in the left navigation menu.

2. Enter the current password in the Current password field.

3. Fill in the New password field.

4. Confirm a new password in the Confirm password field.

5. Click Save.

Change the admin password

For successful communication between ADCM and product clusters deployed via ADCM, it is important to correctly define the external ADCM address. This address is used by cluster

components for sending information about their state to ADCM. To specify the ADCM URL, use the environment variable DEFAULT_ADCM_URL  when creating the ADCM container. If

you did not specify that variable, you should manually install the URL in the ADCM web interface. To do this, follow the steps:

1. Select the Settings item in the left navigation menu.

2. Expand the Global Options node in the tree of configuration settings.

3. Click the ADCM’s URL field value.

The Settings page

4. In the window that opens, edit the ADCM’s URL field value and click Apply.

Change the ADCM URL

5. Click Save to apply changes.

Save the ADCM URL

To upgrade the previously installed ADCM version offline, follow these steps:

1. Stop the adcm  container:

2. Remove the adcm  container:

3. Download the required Docker image from the Arenadata Docker Registry on a host that has Internet access:

where <version>  is a desired ADCM image version in one of the following formats:

<major>.<minor>.<patch>  — if you need a specific ADCM patch. For example, 2.0.0 .

<major>.<minor>  — if you need the last patch within the selected ADCM version. For example, 2.0 .

4. Save the Docker image to a .tar file:

where <file_name>  is the full name of the created file with the extension (for example, adcm_2.5.0_arenadata.tar).

5. Copy the saved file from the current host to a host without Internet connection using any available methods.

6. Load the Docker image from the .tar file:

where <file_path>  is the absolute path to the .tar file with the Docker image.

The example of a successful command execution result:

7. Create a new container based on the downloaded image:

8. Start the new adcm  container:

To Table of Contents
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Step 5. Update ADCM

ADCM requires a separate host. Before installing ADCM, we recommend to read its documentation.

The installation steps are listed below.

Step 1. Check prerequisites

Software and hardware requirements

IMPORTANT

The following system requirements are minimal. The target sizing should be calculated based on the customer requirements.

IMPORTANT

Starting with ADCM 2.7.0, any Container Registry Client with downloaded images of ADPG, ADCM, and ADCM Installer will be required to install ADPG without the

Internet connection and use it as the ADCM database. The installation is done via the ADCM Installer by specifying the URL of the local storage of the ADCM and

ADPG images.

$ sudo usermod -aG wheel <user>

$ sudo usermod -aG sudo <user>

$ sudo vi /etc/sudoers

## Allows people in group wheel to run all commands
%wheel  ALL=(ALL)       ALL

# Allow members of group sudo to execute any command
%sudo   ALL=(ALL:ALL) ALL

## Uncomment to allow members of group wheel to execute any command
WHEEL_USERS ALL=(ALL:ALL) ALL

Install Docker

CAUTION

Do not install Docker from the official Docker site. Instead, use the official repositories of your Linux distribution. The repositories provided by operating system

developers tend to be more stable and secure.

$ sudo yum update -y

$ sudo yum install -y yum-utils docker device-mapper-persistent-data lvm2

$ sudo systemctl start docker

$ sudo systemctl enable docker

$ sudo apt-get update

$ sudo apt-get install ca-certificates curl

$ sudo install -m 0755 -d /etc/apt/keyrings
$ sudo curl -fsSL httрs://download․docker․com/linux/ubuntu/gpg -o /etc/apt/keyrings/docker․asc
$ sudo chmod a+r /etc/apt/keyrings/docker․asc

$ echo \
"deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker․asc] httрs://download․docker․com/linux/ubuntu \
$(․ /etc/os-release && echo "jammy") stable" | \
sudo tee /etc/apt/sources․list․d/docker․list > /dev/null

$ sudo apt-get update

$ sudo apt-get install docker-ce docker-ce-cli containerd․io docker-buildx-plugin docker-compose-plugin

$ sudo systemctl start docker

$ sudo systemctl enable docker

$ sudo apt-get update

$ sudo apt-get install docker-engine

$ sudo systemctl enable --now docker

$ sudo apt-get update

$ sudo apt-get install ca-certificates curl net-tools

$ curl -fsSL httрs://download․docker․com/linux/debian/gpg | sudo apt-key add -

$ echo "deb [arch=amd64] httрs://download․docker․com/linux/debian stretch stable" | sudo tee -a /etc/apt/sources․list

$ sudo apt-get update

$ sudo apt install docker-ce docker-ce-cli containerd․io

$ sudo systemctl start docker

$ sudo systemctl enable docker

$ sudo dnf install docker-ce docker-ce-cli

$ sudo systemctl enable docker --now

Disable SELinux

NOTE

It is recommended to disable SELinux only if CentOS 7 or RHEL 7 is used.

$ sudo vi /etc/selinux/config

# This file controls the state of SELinux on the system․
# SELINUX= can take one of these three values:
#       enforcing - SELinux security policy is enforced․
#       permissive - SELinux prints warnings instead of enforcing․
#       disabled - SELinux is fully disabled․
SELINUX=disabled
# SELINUXTYPE= type of policy in use․ Possible values are:
#       targeted - Only targeted network daemons are protected․
#       strict - Full SELinux protection․
SELINUXTYPE=targeted

$ sudo setenforce 0

CAUTION

Do not forget to reboot your host after SELinux is disabled.

Stop firewalld

$ sudo systemctl status firewalld

● firewalld․service - firewalld - dynamic firewall daemon
   Loaded: loaded (/usr/lib/systemd/system/firewalld․service; enabled; vendor preset: enabled)
   Active: active (running) since Mon 2024-12-02 10:02:57 UTC; 3min 25s ago
     Docs: man:firewalld(1)
 Main PID: 3023 (firewalld)
    Tasks: 2
   Memory: 22․8M
   CGroup: /system․slice/firewalld․service
           └─3023 /usr/bin/python2 -Es /usr/sbin/firewalld --nofork --nopid

$ sudo systemctl stop firewalld

$ sudo systemctl disable firewalld

Allow access to the Docker CLI without root privileges

$ sudo groupadd docker
$ sudo usermod -a -G docker $USER

Step 2. Install ADCM

NOTE

Running the command can take some time. Please wait until it is completed.

$ sudo bash <script_name> unpack_adcm

Loaded image: hub․arenadata․io/adcm/adcm:2․5․0

$ sudo docker create --name adcm -p 8000:8000 -v /opt/adcm:/adcm/data -e DB_HOST="<DATABASE_HOSTNAME_OR_IP_ADDRESS>" -e DB_PORT="
<DATABASE_TCP_PORT>" -e DB_USER="<DATABASE_USERNAME>" -e DB_NAME="<DATABASE_NAME>" -e DB_PASS="<DATABASE_USER_PASSWORD>" -e 
DB_OPTIONS="<DATABASE_OPTIONS>" hub․arenadata․io/adcm/adcm:<version>

Step 3. Start ADCM

$ sudo docker start adcm

$ sudo docker stop adcm

$ sudo docker update --restart=on-failure adcm

NOTE

For more information about Docker restart policies, refer to the Docker documentation.

If you allowed your user to access the Docker CLI without root  privileges, then you can omit the sudo  keyword from the commands listed above.

Step 4. Check installation

Check the Docker container status

$ sudo docker container ls

CONTAINER ID        IMAGE                               COMMAND             CREATED             STATUS              PORTS                
NAMES
74b5628146e5        hub․arenadata․io/adcm/adcm:2․0   "/etc/startup․sh"   4 days ago          Up 21 minutes       0․0․0․0:8000-
>8000/tcp   adcm

Check the 8000 port availability

$ sudo apt-get install net-tools

$ sudo netstat -ntpl | grep 8000

tcp6       0      0 :::8000                 :::*                    LISTEN                                             
1514/docker-proxy-c

$ curl httр://localhost:8000

<!doctype html>
<html lang="en">
<head>
  <meta charset="utf-8">
  <title>Arenadata Cluster Manager</title>
  <base href="/">
  <meta name="viewport" content="width=device-width, initial-scale=1">
  <link rel="icon" type="image/x-icon" href="assets/favicon․ico">
<link rel="stylesheet" href="styles․10db6328264e0907c52f․css"></head>
<body>
  <app-root></app-root>
<script src="runtime-es2015․7eb406ed18bf0258cd35․js" type="module"></script><script src="runtime-es5․7eb406ed18bf0258cd35․js" 
nomodule defer></script><script src="polyfills-es5․2e224d70daec4412d3c2․js" nomodule defer></script><script src="polyfills-es2015․
37e0553ac06970d6a5b5․js" type="module"></script><script src="main-es2015․39851da0ebf9ed6fec45․js" type="module"></script><script 
src="main-es5․39851da0ebf9ed6fec45․js" nomodule defer></script></body>
</html>

Check the ADCM web-interface

Set the ADCM URL

Step 5. Update ADCM

CAUTION

Before upgrading, it is strongly recommended to back up ADCM data. For more information, see Backup and restore.

Downgrade of the ADCM version is not supported.

It is not recommended to update ADCM more than 5 minor versions ahead (see <minor>  in the versioning format below).

Before upgrading ADCM to version 2.7.0, migrate data from SQLite to PostgreSQL. Migration can be performed in any ADCM version (up to 2.6.0).

$ sudo docker stop adcm

$ sudo docker container rm adcm

NOTE

For customers who use Enterprise editions of products, it is possible to contact the Arenadata support team to get an archive with the sh.xz extension that

contains a special installation shell script. After stopping the adcm  container, the ADCM update process includes the installation according to the instruction.

$ sudo docker pull hub․arenadata․io/adcm/adcm:<version>

IMPORTANT

latest  was used for earlier versions of ADCM and is no longer supported starting from version 2.0.0 .

Before ADCM 2.0.0, the following format was used for versioning: YYYY.MM.DD.HH .

$ sudo docker save -o <file_name> hub․arenadata․io/adcm/adcm:<version>

NOTE

Running the command can take some time. Please wait until it is completed.

IMPORTANT

Make sure you have configured access to hosts and necessary file permissions.

$ sudo docker load -i <file_path>

Loaded image: hub․arenadata․io/adcm/adcm:2․5․0

$ sudo docker create --name adcm -p 8000:8000 -v /opt/adcm:/adcm/data -e DB_HOST="<DATABASE_HOSTNAME_OR_IP_ADDRESS>" -e DB_PORT="
<DATABASE_TCP_PORT>" -e DB_USER="<DATABASE_USERNAME>" -e DB_NAME="<DATABASE_NAME>" -e DB_PASS="<DATABASE_USER_PASSWORD>" -e 
DB_OPTIONS="<DATABASE_OPTIONS>" hub․arenadata․io/adcm/adcm:<version>

NOTE

For more information on the environment variables ( DB_HOST , DB_PORT , DB_USER , DB_NAME , DB_PASS , and DB_OPTIONS ), see the Installation article.

$ sudo docker start adcm
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Prepare hosts

To manage a cluster and its nodes via ADCM, it is necessary to prepare hosts for a cluster and link these hosts to ADCM. This is the function of ADCM hostproviders — special plugins

for ADCM, which encapsulate the complex mechanism of interaction between ADCM and the hosts controlled by it.

ADCM supports several types of hostproviders. For more information on how to configure hostproviders and use them to create hosts, refer to the following documentation:

SSH

Yandex Cloud

VCloud (VMware)

Cloud.ru Advanced

CROC Cloud

For offline installation, the SSH hostprovider is recommended.

Make sure that routing tables on each host contain the default route —  0.0.0.0/0 .

Use the route  command to check this:

The output should be similar to:

If the 0.0.0.0/0  default route is missing in the output, add it using the following command:

To Table of Contents

IMPORTANT

It is forbidden to use the reserved words adpg , balancer , chrony , etcd , and prometheus_monitoring  as hostnames in an ADPG cluster.

$ route

Destination     Gateway         Genmask         Flags Metric Ref    Use Iface
default         gateway         0․0․0․0         UG    100    0        0 eth0
10․92․40․0      0․0․0․0         255․255․252․0   U     100    0        0 eth0

$ sudo route add default gw 0․0․0․0 eth0
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Create a cluster
Daria Barysheva

Contents

Please get a cluster bundle from the Arenadata support team.

To upload a bundle to ADCM, follow the steps:

1. Select the Bundles item in the left navigation menu and click Upload bundle.

2. Select a bundle in the Open File Dialog.

Upload a bundle

3. As a result of the performed actions, a bundle is displayed on the Bundles page.

The result of successful uploading a bundle

The steps for cluster creation are given below:

1. Select the Clusters item in the left navigation menu and click Create cluster.

Switch to cluster creation

2. In the opened dialog, describe a new cluster instance:

Select an uploaded cluster bundle in the Product field.

Select a bundle version in the Product version field. Several versions become available in the case of different versions of the same bundle being uploaded.

Enter a cluster name in the Cluster name field.

Enter a cluster description in the Description field if necessary.

Set the I accept Terms of Agreement flag to sign the license agreement. This flag is displayed only for Enterprise bundles. To read the agreement text, refer to the Terms of

Agreement link. You can also sign the license agreement on the Bundles page by clicking the desired product bundle.

Click Create.

Create a cluster

3. As a result, the created cluster instance is displayed on the Clusters page.

The result of successful cluster creation

To Table of Contents

Step 1. Get the Enterprise version of a cluster bundle

Step 2. Upload a cluster bundle to ADCM

Step 3. Create a cluster based on the uploaded bundle

In ADCM a cluster means a set of services running on a set of hosts.

Clusters distributions for ADCM are made in the form of so-called bundles. Generally a bundle is a regular archive that includes a description and software logic of cluster deployment

and exploitation.

The steps for adding a cluster to ADCM are listed below.

Step 1. Get the Enterprise version of a cluster bundle

Step 2. Upload a cluster bundle to ADCM

Step 3. Create a cluster based on the uploaded bundle

IMPORTANT

When creating a cluster via the ADCM web interface, you generate a new ADCM cluster instance. It means only adding the cluster to ADCM — at this stage no

services are deployed.
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Add services
Daria Barysheva

In ADCM a service means a software that performs some function. The steps for adding services to a cluster are listed below:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Services tab on the cluster page and click Add service.

Switch to adding services

3. In the opened dialog, select services that should be added to the cluster and click Add.

Select services

The brief description of available services is listed below.

Services that should be added to the Enterprise Tools cluster

Service Purpose

HTTP Mirror A service used for hosting packages of the repositories that are needed for offline installation of products

Docker Registry A service used to store Docker Images that are needed for offline installation of products

4. As a result, the added services are displayed on the Services tab.

The result of successful adding services to a cluster

To Table of Contents

NOTE

The CoreDNS service is deprecated — do not select it. The Diamond, Graphite, and Grafana services are used for building monitoring — they will be described

separately.
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Add hosts to a cluster
Daria Barysheva

The steps for adding hosts to a cluster are listed below:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Hosts tab on the cluster page and click Add hosts.

Switch to adding hosts

3. In the opened dialog, select hosts that should be added to the cluster and click Add.

Select hosts

4. As a result, the added hosts are displayed on the Hosts tab.

The result of successful adding hosts to a cluster

To Table of Contents
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Add components
Daria Barysheva

In ADCM a component means a part of a service that should be deployed on one or several cluster hosts.

The steps for adding components to hosts are listed below:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Mapping tab on the cluster page.

Switch to mapping service components

3. In the window that opens, map components to hosts. To assign hosts for each component, click Add hosts and select hosts in the pop-up window.

Select hosts for a component

4. After component distribution is completed, click Save.

Save mapping of components

To Table of Contents

IMPORTANT

Initially, there are no components on any of cluster hosts. You should map components to hosts manually.
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Install a cluster
Daria Barysheva

Contents

The last step of adding a new Enterprise Tools cluster is to install its services. To do this:

1. 

Apply the Offline Install action to the cluster selected on the Clusters page by clicking the icon in the Actions column.

Switch to cluster installation

2. In the opened window, enter a full path to the shell script that is received from the Arenadata support team and click Run.

Verify installation

3. Wait until the installation process is completed.

Cluster installation is completed

In addition to installing the cluster, you should process the shell script that is received from the Arenadata support team. It is necessary to enable offline installation of products in the

future. To do this:

1. 

Apply the Upload Pack action to the cluster selected on the Clusters page by clicking the icon in the Actions column.

Switch to uploading packages

2. In the opened window, enter a full path to the shell script received from the Arenadata support team and click Run.

Verify upload

3. Wait until the upload process is completed.

The steps for checking the installation results are listed below:

1. Check that ports 443  and 81  are listened at the host where cluster is installed. The first port is used by the Docker Registry service, the second one — by the HTTP Mirror

service.

The result should look like this:

2. Check that the /opt/arenadata/etools/httprepo/arenadata-repo folder exists at the host where the cluster is installed. This folder should contain the data necessary for offline

installation of the products that you have chosen before getting a shell script from the Arenadata support team.

The following example displays the data that can be placed in this folder for ADPG installation.

To Table of Contents

Step 1. Run installation

Step 2. Upload packages for offline installation

Step 3. Verify results

Step 1. Run installation

NOTE

In case of errors, you can find logs on the Jobs page.

Step 2. Upload packages for offline installation

NOTE

In case of errors, you can find logs on the Jobs page.

Step 3. Verify results

$ sudo netstat -ntlp|grep L|grep -E "81|443"

tcp6       0      0 :::443                  :::*                    LISTEN      1694/docker-proxy-c
tcp6       0      0 :::81                   :::*                    LISTEN      1708/docker-proxy-c

$ ls -la /opt/arenadata/etools/httрrepo/arenadata-repo

total 0
drwxr-xr-x 5 root root 40 Dec 26 17:46 ․
drwxr-xr-x 3 root root 28 Dec 26 17:46 ․․
drwxr-xr-x 4 root root 28 Dec 26 17:46 ADM
drwxr-xr-x 3 root root 29 Dec 26 17:46 ADPG
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Create a cluster
Eugenia Kuzina, Daria Barysheva

Contents

Please get a cluster bundle from the Arenadata support team.

To upload a bundle to ADCM, follow the steps:

1. Select the Bundles item in the left navigation menu and click Upload bundle.

2. Select a bundle in the Open File Dialog.

Upload a bundle

3. As a result of the performed actions, a bundle is displayed on the Bundles page.

The result of successful uploading a bundle

The steps for cluster creation are given below:

1. Select the Clusters item in the left navigation menu and click Create cluster.

Switch to cluster creation

2. In the opened dialog, describe a new cluster instance:

Select an uploaded cluster bundle in the Product field.

Select a bundle version in the Product version field. Several versions become available in the case of different versions of the same bundle being uploaded.

Enter a cluster name in the Cluster name field.

Enter a cluster description in the Description field if necessary.

Set the I accept Terms of Agreement flag to sign the license agreement. This flag is displayed only for Enterprise bundles. To read the agreement text, refer to the Terms of

Agreement link. You can also sign the license agreement on the Bundles page by clicking the desired product bundle.

Click Create.

Create a cluster

3. As a result, the created cluster instance is displayed on the Clusters page.

The result of successful cluster creation

To Table of Contents

Step 1. Get the Enterprise version of a cluster bundle

Step 2. Upload a cluster bundle to ADCM

Step 3. Create a cluster based on the uploaded bundle

In ADCM a cluster means a set of services running on a set of hosts.

Clusters distributions for ADCM are made in the form of so-called bundles. Generally a bundle is a regular archive that includes a description and software logic of cluster deployment

and exploitation.

The steps for adding a cluster to ADCM are listed below.

Step 1. Get the Enterprise version of a cluster bundle

Step 2. Upload a cluster bundle to ADCM

Step 3. Create a cluster based on the uploaded bundle

IMPORTANT

When creating a cluster via the ADCM web interface, you generate a new ADCM cluster instance. It means only adding the cluster to ADCM — at this stage no

services are deployed.
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Add services
Eugenia Kuzina, Daria Barysheva

In ADCM a service means a software that performs some function. Examples of services for ADPG clusters: ADPG, Chrony, etc. The steps for adding services to a cluster are listed

below:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Services tab on the cluster page and click Add service.

Switch to adding services

3. In the opened dialog, select services that should be added to the cluster and click Add.

Select services

The brief description of available services is listed below. CE means the ADPG Community Edition, EE — the ADPG Enterprise Edition.

Services that can be added to the ADPG cluster

Service Mandatory Edition Purpose

ADPG Yes CE/EE A core service corresponding to the object-relational

DBMS PostgreSQL

ADPG Control Agents No EE A service that allows you to manage an ADPG cluster

with ADPG Control

Balancer No EE The service is based on HAProxy that implements 

Chrony No CE/EE A time service. Provides time synchronization for the

cluster hosts, that is necessary for the cluster to work

correctly. If the time service is already configured on the

hosts, there is no need to install Chrony

Etcd No EE The ADPG enterprise edition requires etcd to use it as the

Patroni Distributed Configuration Store (DCS). You can

utilize the built-in ADPG Etcd service or an external etcd

cluster. If you want to use the external etcd cluster, do not

add the built-in Etcd service on the Services tab. Instead,

set External Etcd cluster settings on the Primary

configuration tab of the ADPG service. To specify them,

open Clusters → ADPG cluster → Services → ADPG →
Primary configuration as described in 

Monitoring No CE/EE Service for collecting and storing ADPG cluster

monitoring metrics based on the Prometheus monitoring

system and the Grafana service

4. As a result, the added services are displayed at the Services tab.

The result of successful adding services to a cluster

To Table of Contents

IMPORTANT

ADPG Enterprise Edition requires etcd (the built-in ADPG Etcd service or an external etcd cluster) to use it as Patroni Distributed Configuration Store (DCS). Its

settings must be specified during installation, after installation they cannot be changed.

load

balancing

Configure services

NOTE

You can also add services later. The process of adding new services to already running cluster does not differ from installing a service from scratch.
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Add hosts to a cluster
Eugenia Kuzina, Daria Barysheva

The steps for adding hosts to a cluster are listed below:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Hosts tab on the cluster page and click Add hosts.

Switch to adding hosts

3. In the opened dialog, select hosts that should be added to the cluster and click Add.

Select hosts

4. As a result, the added hosts are displayed on the Hosts tab.

The result of successful adding hosts to a cluster

To Table of Contents
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Add components
Eugenia Kuzina, Daria Barysheva

In ADCM a component means a part of a service that should be deployed on one or several cluster hosts.

The steps for adding components to hosts are listed below:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Mapping tab on the cluster page.

Switch to mapping service components

3. In the window that opens, map components to hosts. To assign hosts for each component, click Add hosts and select hosts in the pop-up window.

Select hosts for a component

Mandatory components

Each service can have mandatory and optional components. Mandatory components are highlighted in red. The ADCM UI also displays how many mandatory components

should be installed.

Mandatory components

Currently, ADPG and NTP Master components are mandatory and should be placed on one host.

An example of components distribution for the ADPG Enterprise Edition is shown in the table below.

ADPG components distribution

Host Service Component Notes

Host 1 ADPG ADPG Can be a leader or replica in the  architecture

ADPG Control Agents ADPG Control Agent An agent that allows you to manage an ADPG cluster with

ADPG Control

ADPG Control ADBM

Agent

A backup manager agent that ADPG Control uses

Chrony NTP Master  — 

Host 2 ADPG ADPG Can be a leader or replica in the  architecture

ADPG Control Agents ADPG Control Agent An agent that allows you to manage an ADPG cluster with

ADPG Control

ADPG Control ADBM

Agent

A backup manager agent that ADPG Control uses

Chrony NTP Secondary  — 

Host 3 ADPG ADPG Can be a leader or replica in the  architecture

ADPG Control Agents ADPG Control Agent An agent that allows you to manage an ADPG cluster with

ADPG Control

ADPG Control ADBM

Agent

A backup manager agent that ADPG Control uses

Chrony NTP Secondary  — 

Host 4 Etcd Etcd You must use an odd number of nodes for the Etcd

component. Three or more nodes are recommended

Chrony NTP Slave  — 

Host 5 Etcd Etcd You must use an odd number of nodes for the Etcd

component. Three or more nodes are recommended

Chrony NTP Slave  — 

Host 6 Etcd Etcd You must use an odd number of nodes for the Etcd

component. Three or more nodes are recommended

Chrony NTP Slave  — 

Host 7 Balancer HAProxy  — 

4. After component distribution is completed, click Save.

Save mapping of components

Starting with ADCM 2.2.0, you can use another mapping mode — by hosts. To do this, switch on the Hosts mode toggle and map components to hosts by clicking Add components for

each host sequentially.

Use mapping by hosts

To Table of Contents

IMPORTANT

Initially, there are no components on any of cluster hosts. You should map components to hosts manually.

CAUTION

Without assigning a necessary number of hosts to mandatory components, the component mapping cannot be saved.

HA

HA

HA

53 6

https://docs.arenadata.io/en/ADPGCONTROL/current/overview.html
https://docs.arenadata.io/en/ADPGCONTROL/current/overview.html
https://docs.arenadata.io/en/ADPGCONTROL/current/overview.html
https://docs.arenadata.io/en/ADCM/current/release-notes/release-notes.html#2-2-0


Configure services
Eugenia Kuzina, Daria Barysheva

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Services tab on the cluster page, find the row that contains the desired service, and click its name in the Name column.

Switch to configuring a service

3. In the window that opens:

Open the Primary Configuration tab.

Switch on the Show advanced toggle.

Fill in configuration parameters of the selected service. The fields highlighted in red are mandatory.

Click Save.

Configure a service

Pay attention to the following parameters:

Chrony → NTP servers. Though this parameter is optional, we recommend to set it to the nearest NTP server, e.g. the one that your company uses.

To Table of Contents

NOTE

If you need to install the ADPG Control ADBM Agent component that belongs to the ADPG Control Agents service, make sure that the  toggle

button is disabled. This component is a backup manager, and it is impossible to use both backup methods simultaneously.

For more information about service configuration parameters, see  in the References.

Enable backups

Configuration parameters
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Configure a cluster
Eugenia Kuzina, Daria Barysheva
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The Configuration → Primary configuration tab allows you to configure the general cluster settings.

Available configuration parameters are listed below. Basically, they describe paths to the repositories that are used during the installing process — depending on the cluster operating

system (ALT Linux 8, Astra Linux 1.7, CentOS 7, or Ubuntu 22.04). Only the marked repositories are registered on the cluster servers. For each parameter, you can change the default url

to the required one.

General configuration parameters

Parameter Description

Cluster UUID Unique cluster identifier

Disable firewall Disables firewalld on the cluster hosts

Altlinux 8 repositories

Parameter Description

Set up ADPG repo Whether to use the repositories that are described in the ADPG CORE repo url  and ADPG repo url
fields

ADPG CORE repo url The ADPG CORE repository that is required to install ADPG

ADPG repo url The ADPG repository that is required to install ADPG

Set up ADPG Monitoring repo Whether to use the repository specified in the ADPG Monitoring repo url  field

ADPG Monitoring repo url The ADPG Monitoring repository that is required to install monitoring

Astra linux repositories

Parameter Description

Set up ADPG repo Whether to use the repositories that are described in the ADPG CORE repo url  and ADPG repo url
fields

ADPG CORE repo url The ADPG CORE repository that is required to install ADPG

ADPG repo url The ADPG repository that is required to install ADPG

Set up ADPG Monitoring repo Whether to use the repository specified in the ADPG Monitoring repo url  field

ADPG Monitoring repo url The ADPG Monitoring repository that is required to install monitoring

Centos 7 repositories

Parameter Description

Set up ADPG repo Whether to use the repositories that are described in the ADPG CORE repo url  and ADPG repo url
fields

ADPG CORE repo url The ADPG CORE repository that is required to install ADPG

ADPG repo url The ADPG repository that is required to install ADPG

Set up ADPG Monitoring repo Whether to use the repository specified in the ADPG Monitoring repo url  field

ADPG Monitoring repo url The ADPG Monitoring repository that is required to install monitoring

Ubuntu 22.04 repositories

Parameter Description

Set up ADPG repo Whether to use the repositories that are described in the ADPG CORE repo url  and ADPG repo url
fields

ADPG CORE repo url The ADPG CORE repository that is required to install ADPG

ADPG repo url The ADPG repository that is required to install ADPG

Set up ADPG Monitoring repo Whether to use the repository specified in the ADPG Monitoring repo url  field

ADPG Monitoring repo url The ADPG Monitoring repository that is required to install monitoring

Timeout to unlock package manager

The section is available when the Show advanced toggle button is activated. Parameters of this section are intended to set the timeout of the DNF software package manager

unlocking wait. In Ubuntu, after the host reboot, automatic update starts, which locks DNF.

Parameter Description Default value

retries The maximum number of retries 3

delay The time delay between retries (in seconds) 10

The cluster "Configuration" tab

The Configuration → Configuration groups tab is designed to set cluster configuration groups.

The Configuration → Ansible settings tab allows you to set Ansible configuration options at the cluster level. The tab is available starting with ADCM 2.2.0.

Ansible settings

Name Description Default

forks The number of parallel processes to spawn when communicating with

remote hosts

5

To Table of Contents

Primary configuration

Configuration groups

Ansible settings

After creation a new cluster, you can configure it by performing the following steps:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Configuration tab on the cluster page. The Configuration tab includes the following sections: Primary configuration, Configuration groups, Ansible settings.

3. Fill in all necessary parameters on the selected tab and click Save.

IMPORTANT

There is usually no need to change cluster configuration parameters. You can leave all parameters at the default values.

Primary configuration

Configuration groups

Ansible settings

NOTE

During offline installation the Arenadata repo url and Monitoring repo url parameters are ignored. The data stored locally in the Enterprise Tools cluster is used

instead.
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Import ET settings
Eugenia Kuzina, Daria Barysheva

In order to determine that a new cluster should be installed offline, it is necessary to integrate it with the previously created Enterprise Tools (ET) cluster. Follow the steps:

1. Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

2. Open the Import tab in the cluster menu.

3. Select the HTTP Mirror service of the previously created ET cluster.

4. Click Import.

Integrate with the ET cluster

To Table of Contents

IMPORTANT

This step should be performed only in the case of offline installation.

NOTE

After successful import, the data stored locally in the Enterprise Tools cluster can be used at the cluster installation stage. So there is no need to extract this data

via Internet.
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Install a cluster
Eugenia Kuzina, Daria Barysheva
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Before installing a new cluster it is recommended to run the Precheck action. By doing this, you make sure that all necessary repositories are available, the cluster does not contain

hosts with the same IP addresses, and all other prerequisites are met. Do the following:

1. 

Apply the Precheck action to the cluster selected on the Clusters page by clicking the icon in the Actions column.

Run the cluster precheck

2. Verify the requested action in the opened window.

Verify the action

3. Open the Jobs page to see the result of the Precheck action. If the action completes successfully, the corresponding task changes its status from running  to success . If the

job fails, it switches to the failed  status. Click the job on the Jobs page to see more detailed information about the errors that occurred.

View jobs

The window with job inner steps is opened. Click the ellipsis in the Details column for additional information on the current step.

Switch to job details

A job page contains two sections: ansible [ stdout] and ansible [ stderr ]. These are technical logs of the job that include information from standard I/O streams stdout/stderr.

These logs can help to understand what caused the problems. There can also be the optional third section ansible [ check ]. These are the logs of the most frequent errors checks.

The description of these errors is more simple and specific, than in two previous technical logs.

Job details

4. If a task fails, you can expand its description and see the detailed logs. Find the cause of the error, fix it, and run the Precheck action again.

There are two ways to install cluster services:

1. Whole cluster. In this method all services are installed automatically one by one after applying the Install action to a cluster.

2. Single services. In this method each service is installed manually after applying one or more actions to it. This way is also suitable for installing new services in the already

deployed cluster.

In both cases each service starts automatically after installation.

To install all cluster services within a single action, follow the steps:

1. 

Apply the Install action to the cluster selected on the Clusters page by clicking the icon in the Actions column.

Switch to the whole cluster installation

2. Verify the requested action in the opened window. Notice that setting the Reboot cluster servers after installation flag leads to the hosts being reboot after the installation is

completed. Otherwise, the reboot should be done manually.

Verify the action

3. Wait until the job is completed.

4. If some service fails during installation, but the preceding services are installed successfully, you can try to fix errors and restart installation of all the failed services. To do this,

choose the Reinstall action in the Actions column on the Clusters page.

Installation restart

To install one or several cluster services manually, add these services to the cluster and then perform the actions described in the following subsections.

1. 

Open the Services tab on the cluster page. For each service that should be installed, click the icon in the Actions column and select the Install action.

Switch to installation of single services

2. Verify the action in the opened window.

Verify the action for the Chrony service

Verify the action for all services except Chrony

3. Wait until the job is completed. Then check that the service state has changed from created  to installed .

4. Repeat the previous actions for other services that should be installed.

As a result of successful installation, the cluster and its services change their state according to the following rules:

The cluster state, displayed in the State field on the Clusters page, is being changed from created  to installed .

The cluster state after successful installation

The state of cluster services, displayed on the Services tab of the cluster page, is being changed from created  to installed .

The state of cluster services after successful installation

In order to check that PostgreSQL is successfully installed and all necessary databases are created, do the following:

1. Connect to the ADPG Server (via SSH, etc.) and login under the default user name postgres .

2. List all PostgreSQL databases.

The result should look like this.

3. Use one of the two commands:

psql  — to connect to the default database;

psql <database_name>  — to connect to the database with the specified name <database_name> .

After this you can send queries to the selected database via the psql  client.

To Table of Contents

Step 1. Precheck

Step 2. Run installation

Whole cluster

Single services

Step 3. Check the cluster state after installation

Step 4. Connect to PostgreSQL via psql

Step 1. Precheck

Step 2. Run installation

NOTE

In case of errors, you can find logs on the Jobs page.

Whole cluster

Single services

CAUTION

Notice that services are installed one by one. Do not install another service until the installation of the previous one is completed.

Step 3. Check the cluster state after installation

Step 4. Connect to PostgreSQL via psql

$ sudo su - postgres

$ psql -l

                                  List of databases
   Name    |  Owner   | Encoding |   Collate   |    Ctype    |   Access privileges
-----------+----------+----------+-------------+-------------+-----------------------
 postgres  | postgres | UTF8     | en_US․UTF-8 | en_US․UTF-8 |
 template0 | postgres | UTF8     | en_US․UTF-8 | en_US․UTF-8 | =c/postgres          +
           |          |          |             |             | postgres=CTc/postgres
 template1 | postgres | UTF8     | en_US․UTF-8 | en_US․UTF-8 | =c/postgres          +
           |          |          |             |             | postgres=CTc/postgres
(3 rows)

$ psql postgres

postgres=# SELECT 1 AS test;
 test
------
    1
(1 row)
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Open the Clusters page in ADCM UI and select an ADPG cluster. Open the Services tab and click Add services.

The "Services" tab

In the dialog that opens, select the Monitoring service and click Add.

Select the "Monitoring" service

As a result, the added Monitoring service is displayed on the Services tab.

The "Services" tab with the "Monitoring" service

The Concerns icon indicates that you need to specify required configuration parameters and distribute monitoring components across hosts.

Click the Monitoring service and set configuration parameters on the Primary configuration tab.

Set configuration parameters

You should set the following required parameters marked in red:

Prometheus settings → Password for Grafana connection — a password of a Grafana user ( admprom_grafana ) that is used to connect to Prometheus. The password should

contain a combination of numbers, symbols, lowercase and uppercase letters and have a minimum length of 8.

Grafana settings → Grafana administrator’s password — a password of the Grafana admin  user. The password should contain a combination of numbers, symbols, lowercase and

uppercase letters and have a minimum length of 8.

All monitoring parameters are described in the "Monitoring" section of the  article.

Then open the Mapping tab. Map components as described in  using the following recommendations:

ADPG Exporter, Pgbouncer Exporter, and PgBackRest Exporter — to each host with the ADPG service.

Prometheus Server and Grafana — to a separate host.

Node Exporter — to each host from which you need to collect system metrics.

Distribution of monitoring components across hosts

Click Save to save the configuration.

Execute the Install action of the Monitoring service.

The "Install" action of the Monitoring service

In the next dialog window, click Run to confirm the action. You can also activate the Verbose checkbox to see additional execution details on the Jobs page.

Confirm the "Install" action

As a result, the Monitoring service state is changed to installed .

The Monitoring service is installed

The ADPG monitoring system includes the Grafana component. Grafana visualizes metrics data. After monitoring with the Grafana component is installed, you will be able to view

dashboards that display metrics in a browser. Enter the address of the host where the Grafana component is deployed and add the port number — the Grafana listen port parameter

(the default value is 11210 ). For example, http://10.92.6.91:11210. For login, use admin  as a username, and the Grafana administrator’s password parameter value as a password.

You can find the Grafana parameters on the Configuration tab of the Monitoring service.

Enter Grafana credentials

Expand the Grafana menu and click the Dashboards item.

The Grafana interface

The page with the dashboard list will be displayed. Expand the ADPG Dashboard…  item for your cluster to display available dashboards.

ADPG Dashboards

Click on any desired item to view graphs, for example, ADPG DB overview.

ADPG DB overview graphs

To Table of Contents

Step 1. Add the Monitoring service

Step 2. Configure monitoring

Step 3. Install the Monitoring service

Step 4. View dashboards

ADPG bundle includes a monitoring system. To install monitoring, perform the steps described below.

Step 1. Add the Monitoring service

Step 2. Configure monitoring

Configuration parameters

Add components

Step 3. Install the Monitoring service

Step 4. View dashboards
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Connect to ADPG
Eugenia Kuzina

You can use the following options to connect to the ADPG cluster:

Third-party client tools:

others

To Table of Contents

The standard psql tool

pgAdmin

DBeaver

NOTE

After the ADPG installation, you can use psql  out of the box. If you need to utilize third-party tools, install and configure them according to your requirements.
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Use the standard PostgreSQL tool — psql to connect to ADPG
Eugenia Kuzina

The psql tool is a standard PostgreSQL client application that you can use to connect to ADPG. It is an interactive terminal that allows you to run SQL queries and view their results. You

can execute queries from the command line or from an SQL file. The psql  tool is available on each ADPG cluster node.

Run the following commands to start working with psql :

The first command switches the shell to a login mode with the access rights for the postgres  user. The second one runs psql  for the default database ( postgres ).

You can use the psql  options from the table below to specify a database name, host, port, and user instead of default values.

psql options

Option Description

-d <dbname>

--dbname=<dbname>

Specifies the name of the database to connect to

-h <hostname>

--host=<hostname>

Specifies the host name where the server is located

-p <port>

--port=<port>

Specifies the TCP port on which the server listens for connections. The

default value is 5432

-U <username>

--username=<username>

Connects to a database as the specified user

Example:

When the psql  command is executed, the terminal displays the psql  prompt with the database name and the #  character at the end. All subsequent commands should be

written after # .

You can find examples of SQL queries executed from the command line in the article .

To run an SQL query from a file, use the meta-command \i :

To logout from psql , use the following command:

The table below lists some meta-commands.

psql meta-commands

Command Description

Establishes a new connection to the specified database

Lists all the databases on the server and shows their names, owners,

character set encodings, and access privileges

Lists all tables in the database

Lists all tables in the database with its persistence status ( permanent ,

temporary , or unlogged ), physical size on disk, and description

Lists all schemas in the database

Shows detailed information about the table

Lists all views in the current database

Lists functions with their result data types, argument data types, and

function types, which are classified as agg  (aggregate), normal ,

procedure , trigger , or window

Sets expanded table formatting mode

Lists database users (roles)

Meta-commands send queries to system tables and views to get the required information. To display these queries, set the ECHO_HIDDEN  variable to on :

Example:

To disable displaying queries with the result of a meta-command, set the ECHO_HIDDEN  variable to off :

To Table of Contents

$ sudo su - postgres

$ psql

$ psql -h 10․92․6․36 -p 5432 -U user1 -d postgres

TIP

If you face connection problems, use the pg_isready tool to check the connection status of a PostgreSQL database server.

psql (14․3)
Type "help" for help․

postgres=#

Example of working with tables via psql

\i /path/to/file/filename․sql

\q

\c <database_name>

\l

\dt

\dt+

\dn

\d+ <table_name>

\dv

\df

\x

\du

\set ECHO_HIDDEN on

postgres=# \set ECHO_HIDDEN on
postgres=# \dt
********* QUERY **********
SELECT n․nspname as "Schema",
  c․relname as "Name",
  CASE c․relkind WHEN 'r' THEN 'table' WHEN 'v' THEN 'view' WHEN 'm' THEN 'materialized view' WHEN 'i' THEN 'index' WHEN 'S' THEN 
'sequence' WHEN 's' THEN 'special' WHEN 't' THEN 'TOAST table' WHEN 'f' THEN 'foreign table' WHEN 'p' THEN 'partitioned table' 
WHEN 'I' THEN 'partitioned index' END as "Type",
  pg_catalog․pg_get_userbyid(c․relowner) as "Owner"
FROM pg_catalog․pg_class c
     LEFT JOIN pg_catalog․pg_namespace n ON n․oid = c․relnamespace
     LEFT JOIN pg_catalog․pg_am am ON am․oid = c․relam
WHERE c․relkind IN ('r','p','')
      AND n․nspname <> 'pg_catalog'
      AND n․nspname !~ '^pg_toast'
      AND n․nspname <> 'information_schema'
  AND pg_catalog․pg_table_is_visible(c․oid)
ORDER BY 1,2;
**************************

               List of relations
  Schema  |       Name       | Type  |  Owner
----------+------------------+-------+----------
 public   | author           | table | postgres
 public   | book             | table | postgres
 public   | us_gaz           | table | postgres
 public   | us_lex           | table | postgres
 public   | us_rules         | table | postgres
 public   | users            | table | postgres
(6 rows)

\set ECHO_HIDDEN off
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Use pgAdmin to connect to ADPG
Eugenia Kuzina

To connect to the PostgreSQL server, you can use pgAdmin — a third-party client tool that provides a graphical user interface.

Visit Download for information on how to install pgAdmin.

To connect to an ADPG host, launch pgAdmin, open the Dashboard tab, and click Add New Server in the Quick Links section.

The Dashboard tab in pgAdmin

Specify connection settings according to your environment.

Connection settings in pgAdmin

After the connection is established, pgAdmin displays the specified database in the pgAdmin browser.

The pgAdmin browser window

If you need to change authentication settings from pg_hba.conf for the pgAdmin connection, use ADCM UI. Open the Clusters page, select an ADPG cluster, and switch to the Services

tab. Select the ADPG service, click the PG_HBA option on the Primary configuration tab, and edit the value.

Edit the PG_HBA section

Enter a record of the  file in the pop-up window and click Apply.

Add a PG_HBA record

To save changes, click Save.

Save changes

Execute the  action to apply changes.

For more information on pgAdmin, refer to the official documentation.

To Table of Contents

pg_hba.conf

Reconfigure & Restart

CAUTION

We do not recommend editing postgresql.conf via pgAdmin. When the ADPG service executes the  action, postgresql.conf is rewritten with

settings specified on the Primary configuration tab of the ADPG service. If you make changes to postgresql.conf in any other way, the changes will be lost.

Reconfigure & Restart
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Use DBeaver to connect to ADPG
Eugenia Kuzina

The third-party client tool DBeaver supports different databases and can be used to connect to a PostgreSQL server.

For information on how to install DBeaver, refer to Installation.

To connect to an ADPG host, launch DBeaver and select PostgreSQL in the Connect to a database window.

Select a database type

If you connect to a PostgreSQL server for the first time, select a driver.

Select a PostgreSQL driver

Define the connection settings in the next window.

Connection settings

After the connection is established, DBeaver displays the specified database on the Database Navigator tab.

DBeaver Database Navigator

If you need to change authentication settings from pg_hba.conf for the DBeaver connection, use ADCM UI. Open the Clusters page, select an ADPG cluster, and switch to the Services

tab. Select the ADPG service, click the PG_HBA option on the Primary configuration tab, and edit the value.

Edit the PG_HBA section

Enter a record of the  file in the pop-up window and click Apply.

Add a PG_HBA record

To save changes, click Save.

Save changes

Execute the  action to apply changes.

For more information on DBeaver, refer to official documentation.

To Table of Contents

pg_hba.conf

Reconfigure & Restart
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Authentication in ADPG
Eugenia Kuzina

Authentication is the process of verifying the identity of a user who wants to establish the connection with the server. The server determines whether a client application or a user that

runs the client application is permitted to connect with the specified user name. ADPG uses  to manage access privileges. In the PostgreSQL terminology, a user is a role with the

LOGIN privilege.

PostgreSQL roles are separate from operating system users. A database server can accept remote connections with users who have no local operating system account.

ADPG supports the following authentication methods: trust, , GSSAPI, SSPI, ident, peer, , RADIUS, certificate, PAM, and BSD.

To Table of Contents

roles

password LDAP
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Overview of PG_HBA configuration
Eugenia Kuzina
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PG_HBA is supposed to contain a set of records with authentication rules, one per line. A record consists of fields separated by spaces or tabs. A field can contain white spaces if the

field value is double-quoted. Blank lines and any text after the #  comment character are ignored. To continue a record on the next line, end the line with a backslash ( \ ).

The PG_HBA records are processed from top to bottom. ADPG determines whether a requested connection (based on a connection type, database name, user, and IP address)

matches each record. If so, authentication is performed using the method specified in the record. If the result is successful, the connection is allowed, otherwise it is prohibited.

Subsequent records are not considered. So, entries should go from the particular to the general.

A record can have multiple formats and contain various fields:

For the database  and user  fields, you can specify a separate file by preceding the file name with @ . This file may contain database names or users, respectively. Files included by

the @  constructs are read as lists of names, which can be separated by either whitespaces or commas. The nested @  constructs are allowed. To add a comment to a file, use the #
symbol. Unless the file name following @  is an absolute path, it is taken to be relative to the directory containing the referencing file. When using @  in the PG_HBA field, the path is set

relative to the directory specified in the data_directory  configuration parameter. The default value is pg_data1/adpg16/ .

The record fields are described in detail in the following sections.

This section describes the authentication record fields. The number of fields may vary depending on the record type.

Except for records containing include , the first field of a record determines a connection type. The possible values are listed in the table below.

Name Description

local Matches connections using Unix-domain sockets. Without a record of this type, Unix-domain socket

connections are not allowed

host Manages connections made over TCP/IP. The host  entries correspond to different connection types. This

record matches an SSL or non-SSL connection as well as GSSAPI encrypted or non-GSSAPI encrypted

connection

hostssl Matches connections via TCP/IP, when the connection uses the SSL encryption. The SSL support is enabled in

ADPG during its build. To use hostssl , SSL must be enabled by setting the ssl  configuration parameter

as described in . Otherwise, the hostssl  entry is ignored, except to log a warning that

it cannot match any connection

hostnossl Matches connections made over TCP/IP that do not use SSL

hostgssenc Matches TCP/IP connections with the GSSAPI encryption

hostnogssenc Matches connections made over TCP/IP that do not use the GSSAPI encryption

The database  field specifies which database the record matches. This field accepts the following values:

The name of a specific database or a regular expression defining database names. You can specify multiple regular expressions and/or database names separated by commas

( , ). If a name starts with a slash ( / ), the value is treated as a regular expression. See Regular expression details. For example, the value /^db\d{2,4}$  allows connections to

any databases with a name starting with db  and ending with a number containing 2 to 4 digits. Such names can be db1234  or db98 .

all  — all databases.

sameuser  — the record matches if the requested database has the same name as the requested user. For example, if the user is postgres , they can only connect to the

postgres  database.

samerole  — specifies that a user must be a member of the role with the same name as a database. samegroup  is an obsolete name for the samerole  option that is

allowed. If a database name is customers , only users who are members of the customers  role can connect to it. Superusers are considered to match samerole  only when

they explicitly belong to such a role.

replication  — specifies that the record matches if a physical replication connection is requested. However, it does not match with logical replication connections.

A separate file containing database names and/or regular expressions. It can be specified by preceding the file name with @ .

For example, the configuration below allows user1  to connect to the book  and author  databases:

The field specifies which database user names (roles) this record matches. This field allows the following values:

A name of a specific role (user name) or a regular expression starting with a slash ( / ) that determines a role name. You can add multiple roles and/or regular expressions

separated by commas. For example, the regular expression /^.*support$  allows connections for users whose names end with support .

A group name preceded by + . There is no distinction between users and groups in ADPG/PostgreSQL. +  means that roles match the rule if they are direct or indirect members of

the specified role. A name without +  matches only the current role. A superuser is only considered to be a member of a role if they are explicitly a member of the role.

all  — all roles (users).

A separate file containing user names and/or regular expressions. It can be specified by preceding the file name with @ .

The configuration below allows all members of the support  role to connect to the access_stat  database:

This field specifies the client host addresses that this record matches. This field can contain either a host name, an IP address range, or one of the special keywords. The following

values are allowed:

An IP address range specified using CIDR notation.

all  — any IP address.

samehost  — any of the server’s IP addresses.

samenet  — any address in a subnet that the server is directly connected to.

A host name. Any value that is not an IP address range or a special keyword is treated as a host name. A host name that is used in this field should be the one that address-to-name

resolution of the client’s IP address returns, otherwise the value will not be matched. Some hostname databases allow associating an IP address with multiple host names, but the

operating system will only return one host name when resolving an IP address. A host name specification that starts with a dot ( . ) matches a suffix of the actual host name. So

.example.com  would match home.example.com  but not only example.com .

The examples below allow any user on the local system to connect to any database with any database user name.

Use local loopback TCP/IP connections:

Over IPv6:

Use a host name (it typically covers both IPv4 and IPv6):

Allow any user from any host with IP address 192.168.54.x  to connect:

These two fields can be used as an alternative to the IP-address/mask-length CIDR notation. Instead of specifying the mask length, the actual mask is set in a separate column. For

example, 255.0.0.0  represents an IPv4 CIDR mask length of 8, and 255.255.255.255  determines an IPv4 CIDR mask length of 32.

These fields cannot be applied to the records with the local  connection type.

The configuration below allows any user on the local system to connect to any database with any database user name:

The auth-method  field specifies the authentication method to use when a connection matches this record. All the options are lower case and treated case sensitively, so even

acronyms like ldap  must be specified as lower case. For more information on authentication methods, see Authentication methods.

The table below lists supported values for authentication method.

Value Description

trust Allows the connection unconditionally. This method allows anyone who can connect to the ADPG/PostgreSQL

database server, to log in as any PostgreSQL user without any authentication. See Trust authentication

reject Rejects the connection unconditionally. This is useful for filtering certain hosts from a group. For example, you

can block a specific host from connecting, while a later record allows the remaining hosts in a specific

network to connect

scram-sha-256 Performs the SCRAM-SHA-256  authentication to verify the user password. See 

md5 Performs the SCRAM-SHA-256  or MD5  authentication to verify a user’s password. See 

password Requires the client to supply an unencrypted password for authentication. Since the password is sent in clear

text over the network, this should not be used on untrusted networks. See 

gss Uses GSSAPI to authenticate the user. This is only available for TCP/IP connections. It can be used in

combination with GSSAPI encryption. See GSSAPI authentication

sspi Uses SSPI to authenticate the user. This is only available for Windows clients. See SSPI Authentication

ident Obtains a user name of the client operating system by contacting an ident server on the client. The system

checks if it matches the requested database user name. The ident  authentication can only be used on

TCP/IP connections. When it is specified for local connections, the peer  authentication will be used instead.

See Ident authentication

peer Obtains the client’s operating system user name and check if it matches the requested database user name.

This is only available for local connections. See Peer authentication

ldap Authenticates using an LDAP server. See 

radius Authenticates using a RADIUS server. See RADIUS Authentication

cert Authenticates using SSL client certificates. See 

pam Authenticates using the Pluggable Authentication Modules (PAM) service provided by the operating system.

See PAM Authentication

bsd Authenticates using the BSD Authentication service provided by the operating system. See BSD Authentication

The trust  method does not perform authentication. It only makes sense to use trust  for local connections. The reject  method unconditionally denies access. You can use it

to prohibit any connections of a specific type or from certain addresses. For example, you can prohibit unencrypted connections.

The scram-sha-256 , md5 , ldap , radius , and pam  methods prompt the user for a password and check it against a password stored in the DBMS or in an external service.

The peer , cert , gss , and sspi  methods provide external authentication. As a result of successful authentication, ADPG/PostgreSQL receives the name specified during

connection (internal DBMS name), the name identified by the external system (external name). Therefore, all the listed methods allow you to specify an additional parameter map  in

. The map  option defines the rules for matching internal and external names.

The following configuration allows all users to connect to all databases using the SSL encryption and SSL client certificates:

The auth-options  field specifies options for the given . Options should be added in the following format: <name>=<value> .

In addition to the method-specific options, there is a method-independent authentication option clientcert , which can be specified in any hostssl  record. It can take the

following values:

verify-ca  — requires the client to provide a valid (trusted) SSL certificate;

verify-full  — requires that the client must provide a valid (trusted) SSL certificate and CN  ( Common Name ) in the certificate must match the user name or an applicable

mapping.

This option works similarly to the cert  authentication method but allows the verification of client certificates to be associated with any authentication method that supports

hostssl  records.

In any record that includes client certificate authentication (a record with the cert  authentication method or the clientcert  parameter), the optional clientname  parameter

specifies which credential element in the client certificate should be matched during verification. This parameter can have one of two values:

CN  — the user name is matched against the Common Name  ( CN ) field. This is the default value.

DN  — the user name is matched against the Distinguished Name  ( DN ) field.

The map  option is specified for methods that use name mapping. It defines the rules for matching internal and external names. To set the map  option, you need to add the rules to

the pg_ident.conf file first. The ident_file  configuration parameter determines its location. The default path is pg_data1/adpg16/pg_ident.conf . For example:

Then you need to assign the mapping name to the map  parameter. The configuration below allows the operating system user admin  to connect as the database user admin_db
using the ident  authentication method only from 192.168.12.10 :

The records listed in the table below allow you to include the content of external files in the PG_HBA field.

Name Description

include The record will be replaced with the contents of the specified file

include_if_exists The record will be replaced with the content of the given file if the file exists. Otherwise, a message is logged

to indicate that the file has been skipped

include_dir The record will be replaced by the contents of all the files found in the directory if they do not start with .  and

end with .conf  processed in alphabetical order

Example:

You can use the pg_hba_file_rules view to display a summary of the pg_hba.conf contents. A row appears in this view for each non-empty, non-comment line in pg_hba.conf with an

annotation indicating whether the rule could be applied successfully.

Note that this view reports the current contents of the file, not the content that was last loaded by the server. A row reflecting an incorrect entry will have values only for the

line_number  and error  fields. In ADPG, the pg_hba.conf content is validated during the  action. If the validation fails, the action will be terminated with an

error and the old pg_hba.conf content will be used.

A possible result:

To edit the PG_HBA field, in ADCM UI, open the Clusters page, select an ADPG cluster, and switch to the Services tab. Select the ADPG service. Click the PG_HBA field in the

Configuration tree on the Primary configuration tab.

Edit the PG_HBA field

Enter a record in the pop-up window and click Apply.

Add a record

To save changes, click Save.

Save changes

Execute the  action to apply changes.
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PG_HBA format

Authentication record fields

Connection type

database

user

address

IP-address and IP-mask

auth-method

auth-options

Include external files

Display pg_hba.conf records

PG_HBA field

In ADPG, the  field is used to configure the client authentication that is controlled by the pg_hba.conf file in PostgreSQL. This field contains authentication records in the same

format as pg_hba.conf.

PG_HBA

CAUTION

We do not recommend editing the pg_hba.conf file directly. When the ADPG service executes the  action, pg_hba.conf is rewritten with

service settings and settings specified in the PG_HBA field from the Primary configuration tab of the ADPG service.

Reconfigure & Restart

PG_HBA format

local               database  user  auth-method [auth-options]
host                database  user  address     auth-method  [auth-options]
hostssl             database  user  address     auth-method  [auth-options]
hostnossl           database  user  address     auth-method  [auth-options]
hostgssenc          database  user  address     auth-method  [auth-options]
hostnogssenc        database  user  address     auth-method  [auth-options]
host                database  user  IP-address  IP-mask      auth-method  [auth-options]
hostssl             database  user  IP-address  IP-mask      auth-method  [auth-options]
hostnossl           database  user  IP-address  IP-mask      auth-method  [auth-options]
hostgssenc          database  user  IP-address  IP-mask      auth-method  [auth-options]
hostnogssenc        database  user  IP-address  IP-mask      auth-method  [auth-options]

include             file
include_if_exists   file
include_dir         directory

Authentication record fields

Connection type

Enable SSL encryption

database

# type      database        user      address       auth-method
  host      book,author     user1     0․0․0․0/0     md5

user

# type      database        user        address       auth-method
  host      access_stat     +support    0․0․0․0/0     md5

address

# type      database        user     address             auth-method
  host      all             all      127․0․0․1/32        trust

# type      database        user     address        auth-method
  host      all             all      ::1/128        trust

# type      database        user       address          auth-method
  host      all             all        localhost        trust

# type      database        user       address               auth-method
  host      all             all        192․168․54․0/24       trust

IP-address and IP-mask

# type     database    user    IP-address      IP-mask             auth-method
  host     all         all     127․0․0․1       255․255․255․255     trust

auth-method

Password authentication

Password

authentication

Password authentication

Kerberos authentication

Enable SSL encryption

auth-options

# type     database    user    address      auth-method
  hostssl     all      all     0․0․0․0/0    cert

auth-options

auth-method

# pg_ident․conf
# MAPNAME       SYSTEM-USERNAME     PG-USERNAME
  map_admin     admin               admin_db

# type     database    user         address            auth-method   auth-options
  host     all         admin_db     192․168․12․10/32   ident         map=map_admin

Include external files

include file1

Display pg_hba.conf records

Reconfigure & Restart

SELECT * FROM pg_hba_file_rules;

 rule_number |          file_name           | line_number | type  |   database    |     user_name     |   address    |     
netmask     |  auth_method  |  options   | error
-------------+------------------------------+-------------+-------+---------------+-------------------+--------------+-----------
------+---------------+------------+-------
           1 | /pg_data1/adpg16/pg_hba․conf |           3 | local | {all}         | {all}             |              |                 
| peer          |            |
           2 | /pg_data1/adpg16/pg_hba․conf |           4 | local | {replication} | {adpg_replicator} |              |                 
| scram-sha-256 |            |
           3 | /pg_data1/adpg16/pg_hba․conf |           5 | host  | {replication} | {adpg_replicator} | 10․92․40․105 | 255․255․
255․255 | scram-sha-256 |            |
           4 | /pg_data1/adpg16/pg_hba․conf |           6 | host  | {all}         | {adpg_replicator} | 10․92․40․105 | 255․255․
255․255 | scram-sha-256 |            |
           5 | /pg_data1/adpg16/pg_hba․conf |           7 | host  | {replication} | {adpg_rewind}     | 10․92․40․105 | 255․255․
255․255 | scram-sha-256 |            |
           6 | /pg_data1/adpg16/pg_hba․conf |           8 | host  | {all}         | {adpg_rewind}     | 10․92․40․105 | 255․255․
255․255 | scram-sha-256 |            |
           7 | /pg_data1/adpg16/pg_hba․conf |           9 | host  | {replication} | {adpg_replicator} | 10․92․40․214 | 255․255․
255․255 | scram-sha-256 |            |
           8 | /pg_data1/adpg16/pg_hba․conf |          10 | host  | {all}         | {adpg_replicator} | 10․92․40․214 | 255․255․
255․255 | scram-sha-256 |            |
           9 | /pg_data1/adpg16/pg_hba․conf |          11 | host  | {replication} | {adpg_rewind}     | 10․92․40․214 | 255․255․
255․255 | scram-sha-256 |            |
          10 | /pg_data1/adpg16/pg_hba․conf |          12 | host  | {all}         | {adpg_rewind}     | 10․92․40․214 | 255․255․
255․255 | scram-sha-256 |            |
          11 | /pg_data1/adpg16/pg_hba․conf |          13 | host  | {all}         | {postgres}        | 0․0․0․0      | 0․0․0․0         
| ident         | {map=test} |
          12 | /pg_data1/adpg16/file1       |           1 | host  | {all}         | {all}             | 0․0․0․0      | 0․0․0․0         
| trust         |            |

PG_HBA field

Reconfigure & Restart

c 5d65
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The following options control the password authentication settings:

The pg_hba.conf file defines client authentication settings.

The password_encryption parameter specifies the algorithm used to encrypt user passwords.

The pg_hba.conf file contains a set of records, one per line. Refer to the following link for the detailed field description: .

Use the ADCM UI to edit pg_hba.conf. To do this, open the Clusters → ADPG cluster → Services → ADPG → Primary configuration tab and add lines to the PG_HBA field. For example,

the following record allows a connection established over TCP/IP to all databases, by all users, from all IPv4 addresses with the scram-sha-256  authentication method:

Click Save on the Configuration tab and execute the  action to apply changes. The following lines are added to pg_data1/adpg16/pg_hba.conf:

If you set a password in the CREATE ROLE or ALTER ROLE SQL command, the password_encryption parameter determines the password encryption algorithm. Possible values are

scram-sha-256  (the default value) and md5 .

If md5  is specified as an authentication method in pg_hba.conf but the user’s password on the server is encrypted with the scram-sha-256  algorithm, the scram-sha-256
authentication is used as the most secure method.

You can change the password_encryption  parameter via ADCM UI. To do this, open the Clusters → ADPG cluster → Services → ADPG → Primary configuration tab, expand the

ADPG configurations section, and set a new value for password_encryption  in the postgresql.conf field (see ). For example, the following line sets the

md5  algorithm for the password encryption:

You can also execute the following SQL statement to change the password_encryption  parameter for the current session:

If you do not set a password for a user, the user’s password is NULL and the password authentication fails for this user.

Specify the PASSWORD  parameter of the CREATE ROLE SQL command to set the password for a new user .

To change the password for an existing role, execute the ALTER ROLE command.

The \password  meta-command also changes the password of the current role.

After the \password  command is executed, the command prompt asks you to enter a new password twice:

If the entered passwords match, the current password is changed.

The password hash for each database user is stored in the pg_authid catalog. You can run the following SQL command to view roles and passwords:

The command output:

An encrypted password starts with the method name. In this example, the postgres  role password is encrypted using the scram-sha-256  method and the user_md5  role

password is encrypted with the md5  algorithm.
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Specify the authentication settings

The pg_hba.conf file

The password_encryption parameter

Set and change a user password

View passwords

ADPG supports several password authentication methods that differ in how a password is stored on the server and transmitted over the connection. The table below contains

supported methods.

Password authentication methods

Name Description

scram-sha-256 Performs the scram-sha-256  authentication according to RFC 7677. This is a challenge-response scheme

that prevents password sniffing on untrusted connections. Passwords are stored on the server in a

cryptographically hashed form. scram-sha-256  is the most secure method, but older client libraries do not

support it

md5 Uses a custom secure challenge-response mechanism. It prevents password sniffing and stores passwords

on the server in a hashed form but provides no protection if the password hash is stolen from the server. The

md5 hash algorithm is not secure against collision attacks.

The md5  method does not support the db_user_namespace feature

password Sends the password in the clear text format. This method is vulnerable to password sniffing attacks. You can

use this method if the connection is protected by SSL encryption

Specify the authentication settings

The pg_hba.conf file

Overview of PG_HBA configuration

host  all  all 0․0․0․0/0 scram-sha-256

Reconfigure & Restart

# BEGIN Customs from ADCM
host  all  all 0․0․0․0/0 scram-sha-256
# END Customs from ADCM

The password_encryption parameter

Configuration parameters

password_encryption=md5

SET password_encryption = 'scram-sha-256';

Set and change a user password

role

CREATE ROLE user1 WITH LOGIN PASSWORD 'password1';

ALTER ROLE user1 WITH PASSWORD 'password2';

psql

\password

Enter new password for user "postgres":
Enter it again:

View passwords

SELECT rolname, rolpassword FROM pg_authid;

          rolname          |          rolpassword
---------------------------+----------------------------------------
 pg_database_owner         |
 pg_read_all_data          |
 pg_write_all_data         |
 pg_monitor                |
 pg_read_all_settings      |
 pg_read_all_stats         |
 pg_stat_scan_tables       |
 pg_read_server_files      |
 pg_write_server_files     |
 pg_execute_server_program |
 pg_signal_backend         |
 postgres                  | SCRAM-SHA-256$4096:2yHlw+fjx7PWll0dScESNA==$SETiIdi
xLSGgtE/EEk/5kfRBsIpu+09XuCDPWIFmAuE=:Fyy6OPtQmm1+Ms8ryqww47NT1YhLJ6/zik4iskkm3M
o=
 user_md5                  | md5ea4a7de3c817a0c8cc2670dab9aecc47
(13 rows)

68aee
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We use Docker CE to deploy the FreeIPA server on freeipa-host. Follow the steps below to install FreeIPA.

1. Execute the command below to add host names and their IP addresses to the hosts file:

2. Use the hostnamectl tool to set the hostname:

3. Execute the following commands to disable SELinux:

4. Install Docker CE:

5. Create the ipa-data directory for the FreeIPA configuration files, specify FreeIPA installation options, and write them to the ipa-server-install-options file:

6. Install the FreeIPA server:

Install the FreeIPA client on adpg-host.

1. Add host names and their IP addresses to the hosts file:

2. Use the hostnamectl tool to set the hostname:

3. Execute the following commands to disable SELinux:

4. Install the FreeIPA client:

5. Utilize the ipa-client-install command to configure adpg-host to use IPA:

The terminal displays the following notification:

Type yes  to continue with fixed values. The fixed values are displayed:

Type yes  to confirm the settings.

Specify admin  as the authorized user:

Enter the password that is passed as the PASSWORD  parameter of the docker run  command (in our example —  Password123 ).

6. Use the kinit  command to obtain a new Kerberos ticket. Execute the klist  command to check if a Kerberos ticket is created:

7. Add a user and set their password:

The result:

8. Services require Service Principal Name (SPN) to perform Kerberos authentication. Register the postgres service to obtain SPN:

The result:

Create a keytab on adpg-host:

Use the chown command to change the owner and the group of the krb5.keytab file:

Utilize ADCM to change the  settings. Open the Clusters → ADPG cluster → Services → ADPG → Primary configuration tab, expand the ADPG configurations

section, open the postgresql.conf field, and set listen_addresses  to * .

Also, add the following line to postgresql.conf:

Add the following line to the PG_HBA section:

Click the Save button and execute the  action to apply changes.

Create a user on adpg-host:

Test the GSSAPI-encrypted connection:

The result:

The openldap-clients package contains command line tools to view and modify directories on an LDAP server. Install openldap-clients on adpg-host:

Execute the klist  command to check if a current system user obtains a Kerberos ticket with IPA administrative privilege. If not, run the command kinit admin :

Add a user:

Test the connection:

Create the pgldap  user:

Add the following line to the PG_HBA section:

Click Save and execute the  action to apply changes.

Test the GSSAPI-encrypted connection:

The result:
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Install the FreeIPA server

Install the FreeIPA client

Configure ADPG for Kerberos

Install the openldap-clients package

Configure ADPG to use LDAP

Kerberos is a protocol for authentication service requests between trusted hosts across an untrusted network. Kerberos manages credentials (authentication), while LDAP holds

authoritative information about user accounts and their access rights (authorization).

We create a secure connection between two hosts (OS — CentOS):

10.92.6.36, adpg-host, adpg-host.domain.local;

10.92.6.201, freeipa-host, freeipa-host.domain.local.

ADPG is installed on adpg-host.

Install the FreeIPA server

$ sudo tee -a /etc/hosts > /dev/null <<EOT
10․92․6․36  adpg-host․domain․local adpg-host
10․92․6․201 freeipa-host․domain․local freeipa-host
EOT

$ sudo hostnamectl set-hostname freeipa-host․domain․local

$ sudo setenforce 0
$ sudo sed -i 's/SELINUX=enforcing/SELINUX=disabled/g' /etc/selinux/config
$ sudo reboot

$ sudo -i
$ yum remove docker \
               docker-client \
               docker-client-latest \
               docker-common \
               docker-latest \
               docker-latest-logrotate \
               docker-logrotate \
               docker-engine
$ yum install -y yum-utils
$ yum-config-manager \
    --add-repo \
    httрs://download․docker․com/linux/centos/docker-ce․repo
$ yum install docker-ce docker-ce-cli containerd․io docker-compose-plugin
$ systemctl start docker
$ systemctl enable docker

$ mkdir /var/lib/ipa-data
$ tee -a /var/lib/ipa-data/ipa-server-install-options > /dev/null <<EOT
--realm=DOMAIN․LOCAL
--ds-password=freeipaDSpass
--admin-password=freeipaADMINpass
EOT

$ docker run -ti -h freeipa-host․domain․local --read-only \
    -v /sys/fs/cgroup:/sys/fs/cgroup:ro \
    --name freeipa \
    --network host \
    -v /var/lib/ipa-data:/data:Z -v /etc/hosts:/etc/hosts \
    -e PASSWORD=Password123 \
    freeipa/freeipa-server:centos-7 ipa-server-install -U -r DOMAIN․LOCAL --no-ntp

Install the FreeIPA client

$ sudo tee -a /etc/hosts > /dev/null <<EOT
10․92․6․36  adpg-host․domain․local adpg-host
10․92․6․201 freeipa-host․domain․local freeipa-host
EOT

$ sudo hostnamectl set-hostname adpg-host․domain․local

$ sudo setenforce 0
$ sudo sed -i 's/SELINUX=enforcing/SELINUX=disabled/g' /etc/selinux/config
$ sudo reboot

$ sudo -i

$ yum install freeipa-client

$ ipa-client-install --mkhomedir --domain=domain․local --server=adpg-host․domain․local

Autodiscovery of servers for failover cannot work with this configuration․
If you proceed with the installation, services will be configured to always access the discovered server for all operations and 
will not fail over to other servers in case of failure․
Proceed with fixed values and no DNS discovery? [no]:

Client hostname: adpg-host․domain․local
Realm: DOMAIN․LOCAL
DNS Domain: domain․local
IPA Server: freeipa-host․domain․local
BaseDN: dc=domain,dc=local

Continue to configure the system with these values? [no]:

User authorized to enroll computers: admin

$ kinit admin
$ klist

$ ipa user-add pguser --first=pguser --last=PG --password

-------------------
Added user "pguser"
-------------------
  User login: pguser
  First name: pguser
  Last name: PG
  Full name: pguser PG
  Display name: pguser PG
  Initials: pP
  Home directory: /home/pguser
  GECOS: pguser PG
  Login shell: /bin/sh
  Principal name: pguser@DOMAIN․LOCAL
  Principal alias: pguser@DOMAIN․LOCAL
  User password expiration: 20220804150601Z
  Email address: pguser@domain․local
  UID: 1391600001
  GID: 1391600001
  Password: True
  Member of groups: ipausers
  Kerberos keys available: True

$ ipa service-add postgres/adpg-host․domain․local@DOMAIN․LOCAL --force

---------------------------------------------------------------
Added service "postgres/adpg-host․domain․local@DOMAIN․LOCAL"
---------------------------------------------------------------
  Principal name: postgres/adpg-host․domain․local@DOMAIN․LOCAL
  Principal alias: postgres/adpg-host․domain․local@DOMAIN․LOCAL
  Managed by: adpg-host․domain․local

Configure ADPG for Kerberos

$ ipa-getkeytab --principal=postgres/adpg-host․domain․local@DOMAIN․LOCAL --keytab=/etc/krb5․keytab

$ chown postgres:postgres /etc/krb5․keytab

ADPG configuration

krb_server_keyfile = '/etc/krb5․keytab'

host all pguser 0․0․0․0/0 gss  include_realm=0 krb_realm=DOMAIN․LOCAL

Reconfigure & Restart

$ sudo su - postgres
$ psql -c "CREATE USER pguser"

$ kinit pguser
$ psql -h adpg-host․domain․local -U pguser postgres

psql (14․3)
GSSAPI-encrypted connection
Type "help" for help․

postgres=#

Install the openldap-clients package

$ yum install openldap-clients -y

$ klist
$ kinit admin

$ ipa user-add pgldap --first=pgldap --last=PG --password

$ ldapsearch -x -h freeipa-host․domain․local  -b dc=domain,dc=local uid=pgldap

Configure ADPG to use LDAP

$ sudo su - postgres
$ psql -c "CREATE USER pgldap"

host all pgldap 0․0․0․0/0 ldap  ldapserver=freeipa-host․domain․local ldapbasedn="cn=users,cn=compat,dc=domain,dc=local" 
ldapsearchattribute=uid

Reconfigure & Restart

$ kinit pgldap
$ psql -h adpg-host․domain․local -U pgldap postgres

psql (14․3)
GSSAPI-encrypted connection
Type "help" for help․

postgres=#
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You can use LDAP authentication to access an ADPG cluster. This authentication method operates similarly to , except that it uses LDAP as the password

verification method. To validate the user name/password pairs, ADPG connects to an LDAP server, such as Active Directory or 389 Directory Server. Note that the user must already

exist in the PostgreSQL database before LDAP can be used for authentication.

LDAP authentication can operate in two modes:

;

.

The tables below list configuration options grouped by bind modes. All these options should be specified in the auth-options  field of . See: .

Parameters used in both modes

Parameter name Description

ldapserver Names or IP addresses of LDAP servers to connect to. You can specify multiple servers separated by spaces

ldapport Port number on LDAP server to connect to. If the port is not specified, the LDAP library’s default port setting

will be used (389)

ldapscheme Set this parameter to ldaps  to use LDAPS (LDAP over TLS/SSL) supported by some LDAP server

implementations. See the ldaptls  parameter for an alternative

ldaptls Set the ldaptls  value to 1  to make the connection between ADPG/PostgreSQL and the LDAP server use

TLS encryption. This approach utilizes the StartTLS operation described in RFC 4513

The ldapscheme  and ldaptls  settings encrypt only the traffic between the ADPG/PostgreSQL and LDAP servers. The connection between the ADPG/PostgreSQL server and

ADPG/PostgreSQL client is unencrypted.

In simple bind mode, the server binds to the distinguished name constructed as prefix + user name + suffix . Typically, the prefix is used to specify cn=  or DOMAIN\  in an

Active Directory environment. The suffix is used to specify the remaining part of DN.

Parameters used in simple bind mode

Parameter name Description

ldapprefix Specifies a string that is prepended to the user name when forming the bind DN for authentication

ldapsuffix Specifies a string that is appended to the user name when forming the bind DN for authentication

In this mode, the ADPG/PostgreSQL server binds to the LDAP directory with a fixed user name and password, specified with the ldapbinddn  and ldapbindpasswd  parameters,

and performs a search for a user. If no user name and password are configured, an anonymous bind will be attempted. The search is performed on the ldapbasedn  subtree,

checking for an exact match between the user name and ldapsearchattribute  values. Once the search finds a user, the server disconnects and reconnects to the LDAP directory

as that user, with the password supplied by the client, to ensure that the account is correct.

Parameters used in search + bind mode

Parameter name Description

ldapbasedn Root DN to begin the search for a user

ldapbinddn User’s DN to bind to the directory to perform the search

ldapbindpasswd User’s password to bind to the directory to perform the search

ldapsearchattribute Attribute to match against the user name during search + bind authentication. If not specified, the uid
attribute will be used

ldapsearchfilter The search filter that is used when doing search+bind authentication. $username  in the filter will be

replaced with the user name. This option implements more flexible search filters than

ldapsearchattribute . For example, ldapsearchfilter="(|(uid=$username)
(mail=$username))"

ldapurl Specifies RFC 4516 LDAP URL: ldap[s]://host[:port]/basedn[?[attribute][?[scope][?
[filter]]]] .

scope  is used to specify the scope of the search. The allowed values are:

base  — a base object search;

one  — a one-level search;

sub  — a subtree search.

This section contains instructions on how to set up and configure a FreeIPA server that is used in the  below.

Perform the following steps to install a FreeIPA server on a host with the CentOS or RHEL operating system.

1. Install the FreeIPA server:

2. The examples below use host names in LDAP authentication settings. If your network does not include a DNS service to resolve host names, you can execute the command below

to add host names and their IP addresses to the hosts file:

Where:

10.92.42.229  — IP address of the host with ADPG;

10.92.43.11  — IP address of the host with the FreeIPA server.

3. Configure the FreeIPA server:

4. Use the ipactl status  command to check the status of services:

The output should show that the Directory , krb5kdc , and kadmin  services are running:

5. Authenticate as the admin  user that is created automatically to perform administrative activities. To do this, run the kinit  command:

When the following prompt is shown, enter the password specified in the admin-password  option of the FreeIPA server configuration (in this example, pass1234 ):

6. Use the ipa user add  command to create a regular FreeIPA user:

Enter a new user’s password twice:

Result:

If your network does not include a DNS service to resolve host names, execute the command below on the ADPG/PostgreSQL host to add host names and their IP addresses to the

hosts file:

Where:

10.92.42.229  — IP address of the host with ADPG;

10.92.43.11  — IP address of the host with the FreeIPA server.

As mentioned above, a user must already exist in the database before LDAP can be used for authentication.

 for LDAP users to utilize it in a record of pg_hba.config format:

Create a role for a specific user in the ldap_users  group. Note that an ADPG user name should match an LDAP user name.

To configure connection options, open the Clusters page, select an ADPG cluster, and switch to the Services tab. Select the ADPG service and click the  field on the Primary

configuration tab in the Configuration tree. Add a new record in the format of the pg_hba.config file. The following record uses the simple binding mode to connect to the FreeIPA server:

Test the connection using the psql  tool:

When the following prompt is shown, enter the password specified for the john  LDAP user:

Since LDAP often uses commas and spaces to separate the different parts of DN, it is often necessary to use double-quoted parameter values when configuring LDAP options, as

shown in the examples below.

The configuration below uses the search + bind mode. Since ldapbinddn  is not specified, ADPG attempts to bind anonymously to the LDAP server and perform a search for a user

in the specified base DN (the ldapbasedn  parameter):

An example of the same configuration for search + bind mode but written as a URL (the ldapurl  attribute):

Methods that use anonymous binding are not secure. It is better to specify the ldapbinddn  and ldapbindpasswd  options to perform the search as an authorized user:

The code below shows how to configure LDAP authentication in search + bind mode for Microsoft Active Directory:

Active Directory configuration used in the example

url ldap://ad01.example.io:389

binddn cn=admin,dc=ad,dc=ranger-test

bind password bind_pass123

user nameattribute sAMAccountName

searchBase ou=Peoples,dc=ad,dc=ranger-test

group searchbase ou=Groups,dc=ad,dc=ranger-test

user searchBase ou=Peoples,dc=ad,dc=ranger-test
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$ sudo yum install ipa-server

$ sudo tee -a /etc/hosts > /dev/null <<EOT
> 10․92․42․229 adpg․example․com adpg-host
> 10․92․43․11 ipa․example․com ipa-host
> EOT

$ sudo ipa-server-install \
   --unattended \
   --hostname=ipa․example․com \
   --domain=example․com \
   --realm=EXAMPLE․COM \
   --ds-password=pass2345 \
   --admin-password=pass1234

$ sudo ipactl status

Directory Service: RUNNING
krb5kdc Service: RUNNING
kadmin Service: RUNNING
httрd Service: RUNNING
ipa-custodia Service: RUNNING
ntpd Service: RUNNING
pki-tomcatd Service: RUNNING
ipa-otpd Service: RUNNING
ipa: INFO: The ipactl command was successful

$ kinit admin

Password for admin@EXAMPLE․COM:

$ ipa user-add john \
 --first=John \
 --last=Smith \
 --password

Password:
Enter Password again to verify:

-----------------
Added user "john"
-----------------
  User login: john
  First name: John
  Last name: Smith
  Full name: John Smith
  Display name: John Smith
  Initials: JS
  Home directory: /home/john
  GECOS: John Smith
  Login shell: /bin/sh
  Principal name: john@EXAMPLE․COM
  Principal alias: john@EXAMPLE․COM
  User password expiration: 20250317133100Z
  Email address: john@example․com
  UID: 1414400003
  GID: 1414400003
  Password: True
  Member of groups: ipausers
  Kerberos keys available: True

Configure ADPG to use LDAP

$ sudo tee -a /etc/hosts > /dev/null <<EOT
> 10․92․42․229 adpg․example․com adpg-host
> 10․92․43․11 ipa․example․com ipa-host
> EOT

Create a role

CREATE ROLE ldap_users LOGIN;

CREATE ROLE john IN GROUP ldap_users;

PG_HBA

  host      all          +ldap_users     0․0․0․0/0     ldap            ldapserver=ipa․example․com ldapprefix="uid=" 
ldapsuffix=",cn=users,cn=accounts,dc=example,dc=com"

$ psql postgres -U john -h 10․92․42․229

Password for user john:

Examples

FreeIPA server

host    all     +ldap_users     0․0․0․0/0       ldap        ldapserver=ipa․example․com 
ldapbasedn="cn=users,cn=accounts,dc=example,dc=com"

host    all     +ldap_users     0․0․0․0/0       ldap ldapurl="ldap://ipa․example․com/cn=users,cn=accounts,dc=example,dc=com?uid?
sub"

host      all          +ldap_users     0․0․0․0/0     ldap         ldapserver=ipa․example․com 
ldapbasedn="cn=users,cn=accounts,dc=example,dc=com" ldapbinddn="uid=admin,cn=users,cn=accounts,dc=example,dc=com" 
ldapbindpasswd="pass1234"

MS Active Directory

host    all     +ldap_users     0․0․0․0/0       ldap        ldapserver=ad01․example․io ldapbasedn="OU=Peoples,DC=ad,DC=ranger-test" 
ldapbinddn="cn=admin,dc=ad,dc=ranger-test" ldapbindpasswd="bind_pass123" ldapsearchattribute="sAMAccountName"
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To enable SSL, follow the steps below:

1. On the Clusters page, run the Manage SSL action.

Run the "Manage SSL" action

2. In the window that opens, switch on the Enable SSL toggle button.

The "Run an action: Manage SSL" window

SSL settings are displayed below the Enable SSL toggle button. Parameters highlighted in red are required.

SSL parameters

3. Specify SSL settings according to your environment. All paths to certificates and keys should be specified as absolute. It is not recommended to save certificate and key files in

the ADPG data directory (the default path is /pg_data1/adpg16), since the data directory name will be changed during a major upgrade.  

The table below lists SSL parameters available for editing. The File location column describes on which cluster hosts a file should be stored at the specified path.

Parameter Description File location

ADPG generic certificate Path to a generic ADPG certificate that meets the

requirements for all ADPG services

On each cluster host where the ADPG,

Balancer, Etcd, or Monitoring services are

installed

ADPG generic certificate key Path to a generic ADPG certificate key that meets the

requirements for all ADPG services. The permissions for

the generic ADPG certificate key file should be set to

0644  — the file owner has read and write permissions,

while the group and other users can only read the file. If

the Balancer service (HAProxy) is used, the file name

should end with the following extension: .crt.key, for

example, generic.crt.key

On each cluster host where the ADPG,

Balancer, Etcd, or Monitoring services are

installed

Arenadata PostgreSQL certificate Path to a separate certificate with special rights for the

ADPG service (PostgreSQL). It is equivalent to the

ssl_cert_file  parameter from the postgresql.conf

file. The postgres  user should have the owner

permissions on the certificate file

On each cluster host where the ADPG

service is installed

Arenadata PostgreSQL certificate key Path to a key of a separate certificate for the ADPG

service (PostgreSQL). It is equivalent to the

ssl_key_file  parameter from the postgresql.conf file.

The permissions for the PostgreSQL certificate key file

should be set to 0600  — the file owner has read and

write permissions, while the group and other users do not

have any permissions. The postgres  user should have

the owner permissions on the certificate key file

On each cluster host where the ADPG

service is installed

CA file Path to a file containing the SSL server certificate

authority (CA) for verifying incoming connections

On each cluster host where the ADPG,

Balancer, Etcd, or Monitoring services are

installed

S3 backup CA file Path to a file containing the SSL server certificate

authority (CA) for an S3 repository storage. Specify this

parameter if  and the Repo type
parameter is set to s3

On each cluster host where the ADPG

service is installed

4. After you specify SSL parameters, click Next.

The "Run an action: Manage SSL" window with specified SSL settings

5. On the Confirmation tab, click Run to execute the Manage SSL action.

The "Confirmation" tab

After the Manage SSL action is executed, SSL settings are added to the SSL configuration section of the ADPG service configuration. It contains the following fields:

Enable SSL — a read-only field that is set to true  if SSL is enabled.

postgresql.conf — a read-only field that contains SSL settings.

PG_HBA — a field to specify rules for SSL connections.

6. After the Manage SSL action is finished, it is necessary to allow SSL connections for the ADPG server. To do this, open the Primary configuration tab of the ADPG service, expand

the SSL configuration section in the Configuration tree, and click the PG_HBA field.

The "SSL configuration" section

Add a new record to allow SSL connections to the PG_HBA field of the SSL configuration section. For example:

The "PG_HBA" field

This record allows all users ( all ) to utilize SSL connections ( hostssl ) to all databases ( all ) from all IPv4 addresses ( 0.0.0.0/0 ). Authentication is performed using

SSL client certificates ( cert ). See  for details.

7. Save the changes and run the  action to apply new settings.

For a hostssl  record in the PG_HBA section, you can add the clientcert=verify-ca  or clientcert=verify-full  authentication option.

For a hostssl  entry with clientcert=verify-ca , the server verifies that the client’s certificate is signed by one of the trusted certificate authorities. If clientcert=verify-
full  is used, the server does not only verify the certificate chain, but it also checks whether the user name or its mapping matches cn  (Common Name) of the provided certificate.

Note that certificate chain validation is always ensured when the cert  authentication method is used.

Intermediate certificates that chain up to existing root certificates can also be included in the file specified by the CA file  parameter if you wish to avoid storing them on clients.

Certificate Revocation List (CRL) entries are also checked if the ssl_crl_file or ssl_crl_dir parameter is set via ADCM in the postgresql.conf field.

The clientcert  authentication option is available for all authentication methods, but only in PG_HBA records specified as hostssl . When clientcert  is not used, the server

verifies the client certificate against its CA file only if a client certificate is provided and the CA is configured.

There are two approaches to ensuring that users provide a certificate when logging in:

Use the cert  authentication method for hostssl  entries in the PG_HBA records. The certificate will be used for both authentication and security of the SSL connection. See

Certificate authentication. (It is not necessary to specify any clientcert  options explicitly when using the cert  authentication method.) In this case, cn  (Common Name)

provided in the certificate is checked against the user name or an applicable mapping.

Use any authentication method for hostssl  entries with the verification of client certificates by setting the clientcert  authentication option to verify-ca  or verify-
full . The former option only enforces that the certificate is valid, while the latter also ensures that cn  (Common Name) in the certificate matches the user name or an applicable

mapping.

For information on how to set up certificates on the client, see SSL Support.

Instead of CA certificates, you can also create your own self-signed certificates, which can be used for development and testing, but are not recommended for use in a production

environment.

The test ADPG cluster for which the certificates will be created includes three hosts with the services described in the table below.

Host IP FQDN Service

eek-host-1 10.92.41.39 eek-host-1.ru-central1.internal ADPG

eek-host-2 10.92.40.233 eek-host-2.ru-central1.internal Etcd

eek-host-3 10.92.41.52 eek-host-3.ru-central1.internal Balancer

In this example, certificates are created on the eek-host-1  host with the ADPG service.

For the ADPG cluster, it is necessary to generate SSL certificates with the SAN (Subject Alternative Names) option. To do this, create a temporary configuration file with the

alt_names  section corresponding to the cluster topology. For example, you can place it at the following path: /tmp/san.cnf. For the test ADPG cluster, the file looks like this:

To generate SSL certificates, follow the steps below:

1. Create a directory where you want to generate certificates, grant full permissions, and navigate to it. For example:

2. To create a server certificate that clients can verify, create a certificate request (Certificate Signing Request, CSR) and public/private key files. Replace

<root.yourdomain.com>  with the desired value, for example, CN=eek-host-1 . It is also necessary to set the required permissions:

3. Sign the request with the key to create a root certificate authority. Note that the path to the openssl.cnf file (/etc/ssl/openssl.cnf) can be different in your environment:

Set the required permissions for the root.crt file:

As a result, the following files are created: root.crt, root.csr, and root.crt.key.

4. Create the ADPG generic certificate signed by the new root certificate authority and grant the required permissions:

The following files are created: generic_1.csr, generic_1.crt, and generic_1.crt.key.

5. Create the Arenadata PostgreSQL certificate signed by the new root certificate authority:

The following files are created: postgres_1.csr, postgres_1.crt, and postgres_1.crt.key.

6. Verify certificates. The commands below should return OK :

7. Change permissions for Arenadata PostgreSQL certificate and its key:

8. Copy the CA certificates to the standard directory for storing CA certificates (by default, this directory is /usr/local/share/ca-certificates/) and run the update-ca-
certificates  command to update the trusted certificate cache. This step should be performed on all hosts with the ADPG service after you copy the certificates to them.

9. Copy the generic_1.crt and generic_1.crt.key files to other cluster hosts using the same path (in this example — /etc/certificates) and set the permissions for generic_1.crt.key:

Paths to these files should also be specified in the ADPG generic certificate key and ADPG generic certificate parameters of the Manage SSL action.

10. Copy the postgres_1.crt and postgres_1.crt.key files to other cluster hosts with the ADPG service using the same path (in this example, /etc/certificates) and set the permissions for

the files:

Paths to these files should also be specified in the Arenadata PostgreSQL certificate and Arenadata PostgreSQL certificate key parameters of the Manage SSL action.

11. Copy the root.crt file to other cluster hosts using the same path (in this example, /etc/certificates) and set the permissions for root.crt:

The path to this file should be specified in the CA file parameter of the Manage SSL action.

12. Perform step 5 on all hosts with the ADPG service.

Create a certificate request (CSR) where CN  is a database user name:

For example:

Set the following permissions for client.key:

Create a signed certificate for the client using the root certificate generated in the example above:

Remove the CSR file:

The client.crt and client.key files should be stored on a client. See SSL client file usage.

After certificates are generated and placed on cluster hosts, specify the required ADPG service settings via ADCM UI:

1. Add a record that allows SSL connections to the PG_HBA field of the SSL configuration section. For example:

2. Set the ssl_ca_file  parameter in the postgresql.conf field of the ADPG configurations section. In this example, it has the following value:

3. Execute the  action of the ADPG service.
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For test purposes, you can use self-signed certificates. Their creation is described in the  section.

When SSL is enabled, all services of an ADPG cluster use SSL encryption and the HTTPS protocol instead of HTTP.

enable SSL via
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Create self-signed SSL certificates

IMPORTANT

It is strongly recommended to save certificate and key files outside the ADPG data directory (the default path is /pg_data1/adpg16), since the data directory

name will be changed during a major upgrade.

It is necessary to generate SSL certificates with SAN (Subject Alternative Names). Short host names and fully qualified domain names (FQDN) should be
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Keys protected with a passphrase are not supported.

When upgrading from ADPG v16.3.3 with enabled SSL, it is recommended to switch SSL off, then upgrade to ADPG 16.3.4 and use the Manage SSL cluster
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Enable SSL via ADCM

backups are enabled

hostssl     all     all     0․0․0․0/0     cert

Overview of PG_HBA configuration

Reconfigure & Restart

NOTE

The Manage SSL action overrides SSL parameters specified in the postgresql.conf and Custom postgresql.conf sections located in the Configuration tree of the

ADPG service. Note that if you disable SSL using the Manage SSL action, the SSL settings from these sections will be applied. To avoid ambiguous situations, it is

recommended to remove the SSL settings from these sections before you enable SSL via the Manage SSL cluster action.

Use client certificates

Create self-signed SSL certificates

Generate certificates for an ADPG cluster

[ req ]
default_bits = 4096
prompt = no
default_md = sha256
x509_extensions = v3_req
distinguished_name = dn

[ dn ]
C = RU
L = Moscow
O = Arenadata
CN = Common Name

[ v3_req ]
basicConstraints = CA:FALSE
keyUsage = digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth, clientAuth
subjectAltName = @alt_names

[ alt_names ]
IP․1 = 127․0․0․1
IP․2 = 10․92․41․39
IP․3 = 10․92․40․233
IP․4 = 10․92․41․52
DNS․1 = localhost
DNS․2 = eek-host-1․ru-central1․internal
DNS․3 = eek-host-2․ru-central1․internal
DNS․4 = eek-host-3․ru-central1․internal
DNS․5 = eek-host-1
DNS․6 = eek-host-2
DNS․7 = eek-host-3

$ sudo mkdir /etc/certificates
$ sudo chmod 777 /etc/certificates
$ cd /etc/certificates

$ openssl req -new -nodes -text -out root․csr -keyout root․crt․key -subj "/CN=<root․yourdomain․com>"
$ chmod 600 root․crt․key

$ openssl x509 -req -in root․csr -text -days 3650 \
  -extfile /etc/ssl/openssl․cnf -extensions v3_ca \
  -signkey root․crt․key -out root․crt

$ chmod 644 root․crt

$ openssl req -new -nodes -text -out generic_1․csr -keyout generic_1․crt․key -subj "/CN=$(hostname)" -config /tmp/san․cnf
$ chmod 644 generic_1․crt․key
$ openssl x509 -req -in generic_1․csr -text -days 365 -CA root․crt -CAkey root․crt․key -CAcreateserial -out generic_1․crt -extfile 
/tmp/san․cnf -extensions v3_req

$ openssl req -new -nodes -text -out postgres_1․csr -keyout postgres_1․crt․key -subj "/CN=$(hostname)" -config /tmp/san․cnf
$ openssl x509 -req -in postgres_1․csr -text -days 365 -CA root․crt -CAkey root․crt․key -CAcreateserial -out postgres_1․crt -
extfile /tmp/san․cnf -extensions v3_req

 $ openssl verify -CAfile root․crt generic_1․crt
 $ openssl verify -CAfile root․crt postgres_1․crt

$ sudo chown postgres:postgres /etc/certificates/postgres_1․*

$ sudo cp generic_1․crt /usr/local/share/ca-certificates/
$ sudo cp postgres_1․crt /usr/local/share/ca-certificates/
$ sudo cp root․crt /usr/local/share/ca-certificates/
$ sudo update-ca-certificates

$ sudo chmod 644 generic_1․crt․key

sudo chown postgres:postgres /etc/certificates/postgres_1․*

$ chmod 644 root․crt

Generate an SSL certificate for PostgreSQL clients

$ openssl req -days 3650 -new -nodes -subj "/CN=<database_username>" -keyout client․key -out client․csr

$ openssl req -new -nodes -subj "/CN=postgres" -keyout client․key -out client․csr

$ chmod 600 client․key

$ openssl x509 -days 3650 -req -CAcreateserial -in client․csr -CA root․crt -CAkey root․key -out client․crt

$ rm client․csr

hostssl all all 0․0․0․0/0 cert clientcert=1

ssl_ca_file='/etc/certificates/root․crt'

Reconfigure & Restart
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To create a role, use the CREATE ROLE SQL command. You can run commands in the  command line.

The command above creates the role user1  with the password password1 . The LOGIN parameter allows the role to log in: user1  can be an initial session authorization name

during client connection.

If you need to use special characters in a role name, enclose the name in double quotes. For additional information about SQL identifiers, refer to Identifiers and keywords.

You can also execute the createuser command from the shell command line to create a role. createuser  is a wrapper for the CREATE ROLE  SQL command. Connect to the ADPG

host as a superuser or a user with the CREATEROLE privilege to run the createuser  command.

The pg_roles view provides access to information about database roles. You can execute the following query to check if a role is added:

The user1  and user2  items should be in the result with PostgreSQL predefined roles :

The \du  meta-command also lists existing roles.

A database role can have attributes that define its privileges and interact with the client authentication system.

Role attributes

Name Description Example

LOGIN The role can be used as the initial role name for a database

connection (an equivalent of the CREATE USER command)

SUPERUSER A database superuser bypasses all permission checks,

except the right to log in. Since this role has high-level

privileges, minimize the use of this role for security reasons

CREATEDB The role has a permission to create databases

CREATEROLE The role has a permission to create roles. A role with

CREATEROLE privilege can alter and drop other roles, grant

or revoke membership in them

REPLICATION A role has a permission to initiate streaming replication.

This role must also have the LOGIN permission

PASSWORD Use this attribute if the client authentication method

requires a password. For more information, see 

Use the ALTER ROLE command to modify role attributes after creation. The following command changes the password of the user1  role:

You can also add the CREATEDB or CREATEROLE privileges to the user2  role:

You can group users to manage their privileges. To do this, create a group role:

There is no difference between a group role and individual user role, except the way of use. Group roles usually do not have the LOGIN attribute.

Execute the GRANT command to add members to the group role. The command below adds user1  and user2  to group1 .

To remove a group member, utilize the REVOKE command.

To use group privileges, call the SET ROLE command or add the INHERIT  attribute to a group member role.

Log in as a group member and execute the SET ROLE command:

As a result, the group member temporarily "becomes" group1 . The database session has access to group role privileges and creates database objects on behalf of a group role: the

owner of all created objects is group1 .

Group member roles that have the INHERIT  attribute automatically use group privileges. In the example below, user3  can utilize the group1  privileges after logging in.

To drop a role, drop or reassign all objects that the role owns. Granted permissions also must be revoked.

You can use the ALTER command to reassign an object. The command below assigns the database table table1  to the role user2 .

Alternatively, execute the REASSIGN OWNED command to reassign an entire role ownership to another role. The REASSIGN OWNED command transfers database objects to a new

owner, but it does not affect granted privileges for objects that do not belong to the role. Call the DROP OWNED command to drop these privileges.

Since the commands above cannot access objects in other databases, run them for each database that contains objects owned by the role.

After all dependencies are removed, call the DROP ROLE command to remove a role:

You can also execute the dropuser command from the shell command line to drop a role. dropuser  is a wrapper for the DROP ROLE  SQL command. Connect to the ADPG host as

a superuser or a user with the CREATEROLE privilege to run the dropuser  command.
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Drop a role

ADPG uses roles to manage database access permissions. A role represents a database user or a group of database users. Roles can own database objects (for example, tables and

functions) and allow access and actions on these objects (assign privileges). It is also possible to grant membership in a role to another role to use its privileges.

Database roles are separate from operating system users, but you can create roles corresponding to operating system users. Roles are global to the entire ADPG cluster, not to a single

database.

The ADPG cluster contains a predefined superuser role postgres . Connect as postgres  to create additional roles.

Create a role

psql

CREATE ROLE user1 WITH LOGIN PASSWORD 'password1';

$ createuser user2

SELECT rolname FROM pg_roles;

pg_database_owner
pg_read_all_data
pg_write_all_data
pg_monitor
pg_read_all_settings
pg_read_all_stats
pg_stat_scan_tables
pg_read_server_files
pg_write_server_files
pg_execute_server_program
pg_signal_backend
postgres
user1
user2

psql

NOTE

Only a user with superuser privileges can create a new superuser role or grant superuser privileges.

Role attributes

CREATE ROLE name LOGIN;

CREATE ROLE name SUPERUSER;

CREATE ROLE name CREATEDB;

CREATE ROLE name CREATEROLE;

CREATE ROLE name REPLICATION LOGIN;

Password

authentication

CREATE ROLE name PASSWORD 
'password_string';

NOTE

We recommend you to create a role that has the CREATEDB or CREATEROLE privileges instead of a superuser role and use this role for routine operations. This

approach restricts superuser access and reduces security risks.

ALTER ROLE user1 WITH PASSWORD 'password2';

ALTER ROLE user2 CREATEROLE CREATEDB;

Role membership

CREATE ROLE group1 CREATEROLE CREATEDB;

GRANT group1 TO user1, user2;

REVOKE group1 FROM user1;

The SET ROLE command

SET ROLE 'group1';

The INHERIT attribute

CREATE ROLE user3 LOGIN INHERIT;
GRANT group1 TO user3;

Drop a role

ALTER TABLE table1 OWNER TO user2;

REASSIGN OWNED BY user1 TO user2;
DROP OWNED BY user1;

DROP ROLE user1;

$ dropuser user1
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Column and row level security
Eugenia Kuzina

In addition to the SQL-standard , PostgreSQL provides row security policies and additional options to set up column security.

This technique is useful if you need to delimit user access to certain rows or columns in a table. Refer to the following articles for details:

To Table of Contents
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To enable row security, execute the ALTER TABLE command with the ENABLE ROW LEVEL SECURITY  parameter.

When row security is enabled on a table, access to the table for selecting and modifying rows must be allowed by a row security policy. If no policy is defined for a table, the default

deny policy is applied: no rows are visible or can be modified. Operations that are applied to the whole table, for example, TRUNCATE , REFERENCES , are not subject to row security.

Superusers and roles with the BYPASSRLS  attribute always bypass the row security system. Table owners are also not affected by row security, but they can enable it for themselves

with the ALTER TABLE …  FORCE ROW LEVEL SECURITY  command.

Reconnect to the database as the user james :

If you try to select rows from the users  table, you will get the following result:

The user james  cannot access table data because row security is enabled and no row security policy is created.

Row security policies can be specific to commands, or to roles, or both. A policy can be specified to apply to ALL  commands, or to SELECT , INSERT , UPDATE , or DELETE .

Multiple roles can be assigned to a current policy. See CREATE POLICY for details.

PostgreSQL also applies standard role membership and inheritance rules to row security policies.

Each policy has a name. Multiple policies can be defined for a single table. Policies are table-specific, each policy for a table must have a unique name. Different tables can have policies

with the same name.

Reconnect to the database as the postgres  user and define the following row security policy:

This policy allows all roles to execute all commands if the particular value from the user_name  column of the users  table is equal to the current user name.

PUBLIC  is used instead of a role name and applies the policy to all roles.

The USING  expression is any SQL conditional expression returning a boolean value.

According to this policy, the users james  and mary  created above can manipulate rows that contain information about each of them.

Reconnect to the database as james  and select data:

The result:

Reconnect to the database as mary  and select data:

The result:

Reconnect to the database as the postgres  user, create a new user alice  and add a new policy:

The WITH CHECK  expression should return true  to allow a user to insert and update rows.

This policy allows alice  all operations on all rows from the table.

Reconnect to the database as alice  and check the result:

The result:

You can also use the ALTER POLICY command to update a policy. The following code renames policy1  to policy_for_users :

The DROP POLICY command deletes a policy:

To disable row security, execute the ALTER TABLE  command with the DISABLE ROW LEVEL SECURITY  parameter.
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You can apply row security policies to a table. These policies determine, on a per-user basis, which rows can be processed. You can create a row security policy for specific commands

like SELECT , INSERT , UPDATE , and DELETE , or specify it for ALL  commands. This feature is also known as row-level security.

Connect to the database as the postgres  user and create a table for examples. You can use  for this:

In the code above, 10.92.6.36  is the server address, 5432  is the port for connections, -U postgres  is a user name, and postgres  is the database name.

Insert data to the table:

Create  and use the GRANT command to define their access privileges on the users  table:

Now users james  and mary  have ALL  privileges on the users  table.

psql

$ psql -h 10․92․6․36 -p 5432 -U postgres postgres

CREATE TABLE users (
user_id serial PRIMARY KEY,
user_name  VARCHAR NOT NULL,
pwhash VARCHAR,
real_name  VARCHAR NOT NULL
);

INSERT INTO users (user_name, pwhash, real_name)
    VALUES
   ('james', 'xxx', 'James Brown'),
   ('mary', 'xxx', 'Mary Smith'),
   ('alice', 'xxx', 'Alice Gray');

roles

CREATE ROLE james WITH LOGIN PASSWORD 'password1';
GRANT ALL ON users TO james;

CREATE ROLE mary WITH LOGIN PASSWORD 'password2';
GRANT ALL ON users TO mary;

Enable row security

ALTER TABLE users ENABLE ROW LEVEL SECURITY;

$ psql -h 10․92․6․36 -p 5432 -U james postgres

 SELECT * FROM users;
 user_id | user_name | pwhash | real_name
---------+-----------+--------+-----------
(0 rows)

NOTE

Only a table owner can enable and disable row security and add policies to a table.

Manage row security policies

$ psql -h 10․92․6․36 -p 5432 -U postgres postgres

CREATE POLICY policy1 ON users FOR ALL TO PUBLIC USING (user_name=current_user);

$ psql -h 10․92․6․36 -p 5432 -U james postgres

 SELECT * FROM users;

 user_id | user_name | pwhash |  real_name
---------+-----------+--------+-------------
       1 | james     | xxx    | James Brown

$ psql -h 10․92․6․36 -p 5432 -U mary postgres

 SELECT * FROM users;

user_id | user_name | pwhash | real_name
--------+-----------+--------+-----------
      2 | mary      | xxx    | Mary Smith

$ psql -h 10․92․6․36 -p 5432 -U postgres postgres

CREATE ROLE alice WITH LOGIN PASSWORD 'password3';
GRANT ALL ON users TO alice;

CREATE POLICY policy2 ON users TO alice USING (true) WITH CHECK (true);

$ psql -h 10․92․6․36 -p 5432 -U alice postgres

DELETE FROM users WHERE user_id=1;

SELECT * FROM users;

 user_id | user_name | pwhash |  real_name
---------+-----------+--------+-------------
       2 | mary      | xxx    | Mary Smith
       3 | alice     | xxx    | Alice Gray

ALTER POLICY policy1 ON users RENAME TO policy_for_users;

DROP POLICY policy_for_users ON users;

Disable row security

ALTER TABLE users DISABLE ROW LEVEL SECURITY;
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You can create a view that includes only the allowed columns and grant the user access to this view, and not to the underlying table. For example, you can hide the salary  column

from user1 . Create a view with the user_name , real_name , and address  columns and grant user1  privileges on this view:

Reconnect to the database as user1 :

Select data from the users_info  view:

Since user1  has permissions to this view, the result is the following:

If you try to select all data from the users  table on behalf of user1 , an error occurs, because user1  does not have access rights to the entire table.

The result:

You can grant access to a user only to certain columns of a table. For example, you can hide the salary  column from user2 . Reconnect to the database as the postgres  user

and add permissions to user2  for all columns of the users  table except salary :

Reconnect to the database as user2 :

Select data from allowed columns of the users  table:

The result:

Note, if user2  tries to select all columns from the users  table, an error occurs:

The result:

It is also possible to encrypt specific database columns to protect data. You can use an additional pgcrypto module for this. For information on how to install and use this module, see

.

The pgp_sym_encrypt  and pgp_sym_decrypt  function from the pgcrypto module are used in the example below.

Reconnect to the database as user1  and create the users_encryption  table:

Add data and encrypt the salary  column using the pgp_sym_encrypt  function:

Select data to check if the salary  column is encrypted:

The result:

Reconnect to the database as the postgres  user and add permissions to user2  for the users_encryption  table:

Reconnect as user2  and select data:

The result is the same:

Execute the SELECT  statement with the pgp_sym_decrypt  function to view decrypted data from the salary  column:

The result:

Note, any user that has the encryption key can decrypt the column data. In the example above, user1  encrypts data and user2  decrypts data using the encryption key.
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PostgreSQL allows you to restrict access to a particular column or set of columns for a user. This way, the user cannot view or modify column data.

You can use the following options to implement column-level security:

Connect to the database as the postgres  user and create a table for examples. You can use  for this:

In the code above, 10.92.6.36  is the server address, 5432  is the port for connections, -U postgres  is a user name, and postgres  is the database name.

Insert data to the table:

Create :

Create a table view

Grant access to specific columns

Use column encryption

psql

$ psql -h 10․92․6․36 -p 5432 -U postgres postgres

CREATE TABLE users (
user_id serial PRIMARY KEY,
user_name VARCHAR NOT NULL,
real_name VARCHAR NOT NULL,
address VARCHAR,
salary INT
);

INSERT INTO users (user_name, real_name, address, salary)
    VALUES
   ('james', 'James Brown', '123 2nd Street', 5000),
   ('mary', 'Mary Smith', '456 13th Street', 6000),
   ('alice', 'Alice Gray', '789 19th Street', 5700);

roles

CREATE ROLE user1 WITH LOGIN PASSWORD 'password1';
CREATE ROLE user2 WITH LOGIN PASSWORD 'password2';

Create a table view

CREATE VIEW users_info AS SELECT user_name, real_name, address FROM users;
GRANT ALL ON users_info TO user1;

$ psql -h 10․92․6․36 -p 5432 -U user1 postgres

SELECT * FROM users_info;

 user_name |  real_name  |     address
-----------+-------------+-----------------
 james     | James Brown | 123 2nd Street
 mary      | Mary Smith  | 456 13th Street
 alice     | Alice Gray  | 789 19th Street

SELECT * FROM users;

ERROR: permission denied for table users

Grant access to specific columns

$ psql -h 10․92․6․36 -p 5432 -U postgres postgres

GRANT SELECT (user_name, real_name, address) ON users TO user2;

$ psql -h 10․92․6․36 -p 5432 -U user2 postgres

SELECT user_name, real_name, address FROM users;

 user_name |  real_name  |     address
-----------+-------------+-----------------
 james     | James Brown | 123 2nd Street
 mary      | Mary Smith  | 456 13th Street
 alice     | Alice Gray  | 789 19th Street

SELECT * FROM users;

ERROR: permission denied for table users

Use column encryption

Encryption

$ psql -h 10․92․6․36 -p 5432 -U user1 postgres

CREATE TABLE users_encryption (
user_id serial PRIMARY KEY,
user_name VARCHAR NOT NULL,
real_name VARCHAR NOT NULL,
address VARCHAR,
salary TEXT
);

INSERT INTO users_encryption (user_name, real_name, address, salary)
    VALUES
   ('james', 'James Brown', '123 2nd Street', pgp_sym_encrypt('5000','secret_encryption_key')),
   ('mary', 'Mary Smith', '456 13th Street', pgp_sym_encrypt('6000','secret_encryption_key')),
   ('alice', 'Alice Gray', '789 19th Street', pgp_sym_encrypt('5700','secret_encryption_key'));

SELECT * FROM users_encryption;

user_id | user_name |  real_name  |     address     |            salary
--------+-----------+-------------+-----------------+-----------------------------------------------
      1 | james     | James Brown | 123 2nd Street  | \xc30d04070302ec4106d9f16a58767ed23501d9679․․․
      2 | mary      | Mary Smith  | 456 13th Street | \xc30d04070302a972f63c44aa0b8270d23501ce960․․․
      3 | alice     | Alice Gray  | 789 19th Street | \xc30d04070302edf9f8629c0fb48669d23501560fe․․․

$ psql -h 10․92․6․36 -p 5432 -U postgres postgres

GRANT ALL ON users_encryption TO user2;

$ psql -h 10․92․6․36 -p 5432 -U user2 postgres

SELECT * FROM users_encryption;

user_id | user_name |  real_name  |     address     |            salary
--------+-----------+-------------+-----------------+-----------------------------------------------
      1 | james     | James Brown | 123 2nd Street  | \xc30d04070302ec4106d9f16a58767ed23501d9679․․․
      2 | mary      | Mary Smith  | 456 13th Street | \xc30d04070302a972f63c44aa0b8270d23501ce960․․․
      3 | alice     | Alice Gray  | 789 19th Street | \xc30d04070302edf9f8629c0fb48669d23501560fe․․․

SELECT user_id, user_name, real_name, address, pgp_sym_decrypt(salary::bytea, 'secret_encryption_key') AS salary FROM 
users_encryption;

user_id | user_name |  real_name  |     address     | salary
---------+-----------+-------------+-----------------+--------
       1 | james     | James Brown | 123 2nd Street  | 5000
       2 | mary      | Mary Smith  | 456 13th Street | 6000
       3 | alice     | Alice Gray  | 789 19th Street | 5700
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ADPG cluster management via ADCM
Eugenia Kuzina

You can use ADCM to manage the ADPG cluster.

The following actions are available in the ADCM UI:

 that allow you to manage the entire cluster with all services.

 that manage a single service.
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You can find cluster actions on the Clusters page.

The "Clusters" page

Refer to ADCM documentation for an overview of the Clusters page and common actions.

Click in the Actions column to display a drop-down list with the available actions and select an action to run it.

Actions

The Precheck action verifies if hosts have correct settings and all components and services are configured according to the ADPG cluster requirements. Precheck is available before the

cluster installation.

The Check action includes Precheck and also checks if the installed cluster components operate correctly. Check is available after the cluster installation.

You can find the result on the Jobs page. If the action completes successfully, the corresponding task changes its status from running  to success . If the job fails, it switches to

the failed  status. The actions also store the result in the global_adcm_precheck_fail  ADCM variable to implement a postponed failure. The result is a boolean value. It is

true  if the last Check or Precheck action is successful. The false  value indicates that an error occurred during checking. In this case, the status of the Check

global_adcm_precheck_fail operation is changed to failed . In some cases, when Check global_adcm_precheck_fail is failed, you need to review inner steps of the Check or Precheck

action that are marked as successful to determine the cause of the problem.

An error occurs while performing the action

The Manage SSL action enables or disables SSL in an ADPG cluster. To enable SSL, switch on the Enable SSL toggle button in the Run an action: Manage SSL window and follow the

instructions from .

The "Run an action: Manage SSL" window

To disable SSL, switch off the Enable SSL toggle button and click Run on the Confirmation tab to execute the Manage SSL action.

The Reinstall action reinstalls the ADPG cluster. In its Run an action dialog window, you can choose whether ADCM reboots cluster servers after installation.

The "Run an action" window

The Reinstall statuschecker action reconfigures and restarts the status checker for all cluster services.

The Start action starts all cluster services.

The Stop action stops all cluster services.
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This article describes the actions available for the ADPG cluster in the ADCM UI.
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Upload a new bundle. To do this, go to the Bundles page, click Upload bundle, and select a new bundle file in your environment.

The Bundles page

When a new bundle is loaded, open the Clusters page. Click the icon  that becomes active for the cluster in the Actions column.

Start the "Upgrade" action

In the Upgrade Cluster window that opens, select a version to upgrade ADPG and click Upgrade.

Select version

Click Run in the confirmation dialog window that appears.

Confirm the upgrade

The cluster will be prepared for upgrade. You can open the Jobs page to see details and check if this operation was successful.

Other steps are different for the  and  versions.

Note that on the Jobs page, the Stop the job button is available for the Upgrade minor EE action, major upgrade actions, and their inner steps.

Stop the job of an action terminates all jobs included in this action.

"Stop the job" of an action

Stop the job of an inner action job terminates the current job and the action continues to run starting with the job that follows the terminated one.

"Stop the job" of an inner action job

As a result of the previous action, ADCM changes the cluster state to ready to upgrade  and fills the drop-down list in the Actions column with two items: Precheck and Upgrade.

Click the icon in the Actions column and run the Precheck action to make sure that hosts have correct settings and all components and services are configured according to the

ADPG cluster requirements.

If Precheck is successful (you can find the result on the Jobs page), execute the Upgrade action. The action name includes versions: CE/EE. For example, Upgrade minor EE means that

the cluster will be upgraded to the next minor Enterprise Edition.

Run the "Upgrade" action

Click Run in the confirmation dialog window that appears. In this window, you can also choose whether ADCM reboots cluster servers after installation.

Confirm the "Upgrade" action

After upgrade, ADCM changes the cluster state to installed .

The Upgrade Cluster action prepares the cluster for upgrade. You can open the Jobs page to see details and check if this operation was successful.

ADCM changes the cluster state to ready for major upgrade  and fills the drop-down list in the Actions column with two items: Abort upgrade and Upgrade leader.

1. 

Click the icon in the Actions column and run the Upgrade leader to continue. At this step, you can also roll back the upgrade if some error occurs when the cluster was

prepared for upgrading. To do this, click Abort upgrade.

Cluster actions for major upgrade

2. On the Configuration tab of the opened window, the Run backup after upgrade option is available. If its value is set to true  and  is enabled in the cluster, after a

successful leader upgrade, a backup will be created according to the settings specified in the Enable backups section of the ADPG . If Run backup after

upgrade is set to true , but Enable backups is disabled, an entry indicating that the backup cannot be created will be added to the log.

The "Upgrade leader" window

To change the Run backup after upgrade value, click it, change the checkbox state in the window that appears, and click Apply.

Set "Run backup after upgrade"

In the Upgrade leader window, click Next — the Confirmation tab will be opened. Click Run to start updating the leader node.

The "Confirmation" tab

If Upgrade leader is successful, ADCM changes the cluster state to leader upgraded  and adds the Upgrade replica item to the drop-down list in the Actions column. If

Upgrade leader fails, run the Abort upgrade action to roll back changes in the cluster and investigate the Jobs page to find out the cause of the problem.

3. 

Click the icon in the Actions column and run Upgrade replica. Upgrade replica upgrades one replica from a cluster. This replica is selected randomly among the cluster

replicas. Changes are made only on one replica, so that if problems arise during the upgrade, working replicas with the previous version remain in the cluster.

Run the "Upgrade replica" action

4. Click Run to confirm the upgrade of a replica.

Confirm the "Upgrade replica" action

If the Upgrade replica operation is terminated successfully, ADCM changes the cluster state to replica upgraded  and adds the Upgrade balancer item to the drop-down list

in the Actions column. At this step, you also can use Abort upgrade to roll back changes.

5. Select Upgrade balancer from the drop-down list in the Actions column. Upgrade balancer updates the balancer components on the upgraded replica.

Run the "Upgrade balancer" action

6. Click Run to confirm the balancer upgrade.

Confirm the "Upgrade balancer" action

If the operation is finished successfully, ADCM changes the cluster state to balancer upgraded  and adds the Complete upgrade item to the drop-down list in the Actions

column. At this step, you have the last opportunity to cancel the cluster upgrade via the Abort upgrade action.

7. Select Complete upgrade from the drop-down list in the Actions column. Complete upgrade finalizes the cluster upgrade — it upgrades other replicas, services and components.

Run the "Complete upgrade" action

8. Click Run to confirm the operation.

Confirm the "Complete upgrade" action

After upgrade, ADCM changes the cluster state to installed .

9. If you have a backup repository set up in ADPG 14 and you want to continue backing up there, run the  action to update the backup stanza prefix to

adpg16* . Otherwise, you won’t be able to make backups in the upgraded ADPG 16 cluster.

To Table of Contents

Prepare cluster for upgrade

Upgrade of a minor version

Upgrade of a major version

At present, ADPG supports upgrades of minor versions and the upgrade of the major ADPG version from v14.3.8 to v16.3.1-v16.3.3. ADPG v16.3.x is based on PostgreSQL 16.3.

The following options for major upgrading of Enterprise Edition (EE) and Community Edition (CE) are possible:

from ADPG EE v14.3.8 to ADPG EE v16.3.1-v16.3.3;

from ADPG CE v14.3.8 to ADPG CE v16.3.1-v16.3.3.

If you need to upgrade CE v14.3.7 and lower to EE v16.3.1-v16.3.3, first upgrade CE v14.x.x to EE v14.3.8 and then upgrade EE v14.3.8 to EE v16.3.1-v16.3.3.

If you need to upgrade EE v14.3.8 to EE v16.3.4 or higher, first upgrade EE v14.3.8 to EE v16.3.3 and then upgrade EE v16.3.3 to EE v16.3.4 or higher.

CAUTION

It is highly recommended to create a backup before an upgrade, especially if you intend to upgrade ADPG to a new major version.

Before an upgrade, run the  cluster action and ensure that during the action execution there are no jobs in the failed  status. If errors are found, fix

them before you proceed to the steps below.

When upgrading from v16.3.3 with enabled SSL, it is recommended to switch SSL off, then upgrade to v16.3.4 and use the Manage SSL cluster action to

enable SSL.

Check

Prepare cluster for upgrade

minor major

CAUTION

It is important to remember that a job or action termination with Stop the job can result in an unpredictable cluster state, use it only if you are ready to restore the

cluster from a backup.

Upgrade of a minor version

Upgrade of a major version

CAUTION

The following section describes the major upgrade process for an ADPG cluster with two or more replicas and a balancer. Such configuration is recommended

for high availability (see an example in ). Note that for simpler cluster configurations, cluster actions and states mentioned below may be

absent or different during the major upgrade process.

It is prohibited to change the cluster configuration between major upgrade steps. You can update the cluster configuration or topology after the cluster status

has been changed to installed .

Before upgrading a major version, make sure that the cluster does not contain services from imported clusters. To do this, open the Import tab of the ADPG

cluster being upgraded and uncheck all connected services if they exist. Then click Save to store the configuration.

Also, remember that if you have a cluster without replicas and the leader upgrade has not completed successfully, the Abort upgrade action will not be

available and the cluster data recovery will only be possible from the backup.

If you need to call the Abort upgrade action, after it has successfully completed, you should run the Reconfigure & Restart ADPG service action and then the

Reconfigure and restart Monitoring service action (in case, Monitoring is used). Otherwise, the Check action may fail.

Add components

creating backups

configuration parameters

Reconfigure & Restart
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Service actions
Eugenia Kuzina

ADCM UI provides actions to manage services. The actions are available on the Services tab. To open this tab, click an ADPG cluster name on the Clusters page and switch to the

Services tab.

ADPG cluster services in the ADCM interface

Refer to ADCM documentation for an overview of the Services tab and common actions.

The following articles describe actions for each service of an ADPG cluster:

To Table of Contents

ADPG

ADPG Control Agents

Balancer

Chrony

Etcd

Monitoring
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ADPG service actions
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The Backup: Info action displays a list of cluster backups. The action is executed on behalf of the postgres  user.

To view the result, open the Jobs page, click the Backup: Info row in the task list, switch to the Ansible [check] tab of the job, find the Check valid backup row, and click it to expand.

Backups are grouped by node.

The result of the "Backup: Info" action

For more information on backups, see .

The Backup: Restore cluster action restores a cluster from the last backup on all nodes. The action is executed on behalf of the postgres  user.

The Backup: Start action allows you to create a cluster backup. The action is executed on behalf of the postgres  user.

When you choose Backup: Start, ADCM displays a dialog window to specify settings for the action.

The "Run an action: Backup: Start" window

In the Run an action: Backup: Start dialog window, specify the Backup type parameter that determines what type of backup should be created. You can use the following values:

full backup  —  pgBackRest  copies the entire contents of a cluster to the backup.

differential backup  —  pgBackRest  only copies database files that have changed since the last full backup.

incremental backup  —  pgBackRest  only copies database files that have changed since the last backup, which can be another incremental backup, a differential backup, or

a full backup.

The Check action verifies whether the settings of hosts, components, and related services match the requirements of the service, and whether the service itself works correctly.

You can find the action result and the process of its execution on the Jobs page.

The "Check" action result on the "Jobs" page

The Resume Cluster action switches Patroni from the pause mode, brings the cluster to the working state, returns the control over the cluster to Patroni. The action also resolves the

situation with several leaders if it occurs.

Use the  action to turn on Patroni pause mode.

The Pause Cluster action switches Patroni to the pause mode. In the pause mode, Patroni does not manage the cluster, but still saves the cluster state in DCS. The pause mode can be

helpful during major version upgrades or corruption recovery. These actions often start and stop nodes for reasons unknown to Patroni. Some nodes can be even temporary promoted,

breaking the assumption of running only one master. Therefore, Patroni needs to be able to stop controlling a running cluster.

Use the  action to switch off Patroni pause mode.

The Expand action adds new hosts to a service.

When you choose Expand, ADCM displays a dialog window to specify settings for the action.

The "Run an action" window

In the Run an action dialog window, you can choose whether ADCM reboots cluster servers after installation. Click Next to open the Host — Component tab where you can add cluster

hosts to the component.

The "Host — Component" tab

Components of the service for which the action is executed are highlighted in green. Click Add hosts and select a host for the component from the list that appears. The list displays

hosts added to the cluster. To add a new host to the cluster, go to the Hosts page.

Add a host to a component

After the host is added, click Next.

The Reconfigure & Restart action updates service configuration files with the  specified on the service Primary configuration tab. If a changed parameter requires

a restart, the action restarts the service. If not, the Reconfigure & Restart action only reloads configuration.

If you make changes directly to the postgresql.conf or pg_hba.conf file, these changes will be lost.

In the action’s confirmation window, you can enable the Service user password reset option. This option allows you to regenerate passwords for the adpg_replicator  and

adpg_rewind  system Patroni users. It can be useful if you need to update passwords for security reasons, for example, in case of password leaks.

You can also activate the Show advanced toggle button to display the Force reconfigure and restart checkbox that disables validation of the configuration settings before restarting

ADPG.

The Force reconfigure and restart option should be used when:

The ADPG service is stopped and cannot be started due to misconfiguration. In this case, configuration settings will be replaced with the default values.

You have changed  of the Patroni ADPG configurations section that require the restart of the Patroni service, for example, patroni_log_dir .

The "Run an action" window of Reconfigure & Restart

The Reinstall action reinstalls the service. It checks installed files and overwrites files with incorrect content. The Reinstall action also installs missing files.

In the Run an action dialog window, you can choose whether ADCM reboots cluster servers after installation.

The "Run an action" window

The Start action starts a service.

The Stop action stops a service.
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This article describes the actions available for the ADPG service.

Backup: Info

Backup and restore using pgBackRest

Backup: Restore cluster

IMPORTANT

The Backup: Restore cluster action restores the cluster to the end of the WAL archive. In case of an accidental deletion of database objects, use 

 with the --target  parameter, since it is most likely that the Backup: Restore Cluster action will restore the state of the cluster to the moment when the

database objects were already deleted/dropped.
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IMPORTANT

If you use the Monitoring service, call the Reconfigure and restart action of the Monitoring service after the Expand action is finished to ensure that metrics are

collected from added hosts.

If you are using ADPG Control for the ADPG cluster, it is necessary to run the actions for services in the following order:

1. the Add/Remove components action for the Monitoring service of the ADPG cluster;

2. the Add components action for the ADPG Control Agents service of the ADPG cluster;

3. the Expand action for the ADPG service of the ADPG cluster;

4. the Apply backup config action of the Backup manager of the ADPG Control cluster;

5. the Reconfigure and restart action for the Monitoring service of the ADPG cluster.
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Service actions of the ADPG Control Agents service
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The Add components action installs components of the ADPG Control Agents service on new hosts.

When you select this action, ADCM opens the Run an action window, where you can add new hosts on which you need to install ADPG Control Agents components.

The "Add components" action’s window

Click Add hosts to select a host to install the corresponding component. Note that the host must belong to the current cluster. You can add new hosts to the cluster on the Hosts page.

After you add components, click Next located at the top of the window.

The Check action verifies whether the settings of hosts, components, and related services match the requirements of the service, and whether the service itself works correctly.

You can find the action result and the process of its execution on the Jobs page.

The "Check" action result on the "Jobs" page

The Reinstall action reinstalls the service. It checks installed files and overwrites files with incorrect content. The Reinstall action also installs missing files.

The Restart action restarts a service. If you set true  to the Update configuration field in the confirmation window, service configuration parameters will be updated with values

specified in the ADCM UI.

The "Restart" action’s window

If Update configuration is set to false , the service will only restart with the parameters set previously.

The Start action starts a service.

The Stop action stops a service.

The Uninstall action uninstalls the service.

To Table of Contents

Add components

Check

Reinstall

Restart

Start

Stop

Uninstall

This article describes the actions available for the ADPG Control Agents service.

Add components

IMPORTANT

If you are using ADPG Control for the ADPG cluster, it is necessary to run the actions for services in the following order:

1. the Add/Remove components action for the Monitoring service of the ADPG cluster;

2. the Add components action for the ADPG Control Agents service of the ADPG cluster;

3. the Expand action for the ADPG service of the ADPG cluster;

4. the Apply backup config action of the Backup manager of the ADPG Control cluster;

5. the Reconfigure and restart action for the Monitoring service of the ADPG cluster.
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Balancer service actions
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The Check action verifies whether the settings of hosts, components, and related services match the requirements of the service, and whether the service itself works correctly.

You can find the action result and the process of its execution on the Jobs page.

The "Check" action result on the "Jobs" page

The Expand action adds new hosts to a service.

When you choose Expand, ADCM displays a dialog window to specify settings for the action.

The "Run an action" window

In the Run an action dialog window, you can choose whether ADCM reboots cluster servers after installation. Click Next to open the Host — Component tab where you can add cluster

hosts to the component.

The "Host — Component" tab

Components of the service for which the action is executed are highlighted in green. Click Add hosts and select a host for the component from the list that appears. The list displays

hosts added to the cluster. To add a new host to the cluster, go to the Hosts page.

Add a host to a component

After the host is added, click Next.

The Reconfigure & Restart action updates service configuration files with the  specified on the service Primary configuration tab. If a changed parameter requires

a restart, the action restarts the service. If not, the Reconfigure & Restart action only reloads configuration.

The Reinstall action reinstalls the service. It checks installed files and overwrites files with incorrect content. The Reinstall action also installs missing files.

In the Run an action dialog window, you can choose whether ADCM reboots cluster servers after installation.

The "Run an action" window

The Start action starts a service.

The Stop action stops a service.

The Uninstall action uninstalls the service.

To Table of Contents

Check

Expand

Reconfigure & Restart

Reinstall

Start

Stop

Uninstall

This article describes the actions available for the Balancer service.
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The Check action verifies whether the settings of hosts, components, and related services match the requirements of the service, and whether the service itself works correctly.

You can find the action result and the process of its execution on the Jobs page.

The "Check" action result on the "Jobs" page

The Expand action adds new hosts to a service.

When you choose Expand, ADCM displays a dialog window to specify settings for the action.

The "Run an action" window

In the Run an action dialog window, you can choose whether ADCM reboots cluster servers after installation. Click Next to open the Host — Component tab where you can add cluster

hosts to the component.

The "Host — Component" tab

Components of the service for which the action is executed are highlighted in green. Click Add hosts and select a host for the component from the list that appears. The list displays

hosts added to the cluster. To add a new host to the cluster, go to the Hosts page.

Add a host to a component

After the host is added, click Next.

The Reconfigure & Restart action updates service configuration files with the  specified on the service Primary configuration tab. If a changed parameter requires

a restart, the action restarts the service. If not, the Reconfigure & Restart action only reloads configuration.

If you make changes directly to the chrony.conf file, these changes will be lost.

The Reinstall action reinstalls the service. It checks installed files and overwrites files with incorrect content. The Reinstall action also installs missing files.

In the Run an action dialog window, you can choose whether ADCM reboots cluster servers after installation.

The "Run an action" window

The Start action starts a service.

The Stop action stops a service.

The Uninstall action uninstalls the service.
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This article describes the actions available for the Chrony service.
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The Check action verifies whether the settings of hosts, components, and related services match the requirements of the service, and whether the service itself works correctly.

You can find the action result and the process of its execution on the Jobs page.

The "Check" action result on the "Jobs" page

The Expand action adds new hosts to a service. The number of hosts with the Etcd service should remain odd.

When you choose Expand, ADCM displays a dialog window to specify settings for the action.

The "Run an action" window

In the Run an action dialog window, you can choose whether ADCM reboots cluster servers after installation. Click Next to open the Host — Component tab where you can add cluster

hosts to the component.

The "Host — Component" tab

Components of the service for which the action is executed are highlighted in green. Click Add hosts and select a host for the component from the list that appears. The list displays

hosts added to the cluster. To add a new host to the cluster, go to the Hosts page.

Add a host to a component

After the host is added, click Next.

The Reconfigure & Restart action updates service configuration files with the  specified on the service Primary configuration tab. If a changed parameter requires

a restart, the action restarts the service. If not, the Reconfigure & Restart action only reloads configuration.

The Reinstall action reinstalls the service. It checks installed files and overwrites files with incorrect content. The Reinstall action also installs missing files.

In the Run an action dialog window, you can choose whether ADCM reboots cluster servers after installation.

The "Run an action" window

The Start action starts a service.

The Stop action stops a service.

The Uninstall action uninstalls the service.
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This action opens the component-host mapping interface, where you can add and remove components of the Monitoring service.

The component-host mapping interface

Only components of the Monitoring service are available for editing.

You can click Add hosts and select a host for the component from the list that appears. It is also possible to remove hosts from a component if this component is not required. If the

host can be deleted, it will display a gray cross on the right side.

Components that can be removed

After you redistribute components, click Next located at the top of the window.

The Check action verifies whether the settings of hosts, components, and related services match the requirements of the service, and whether the service itself works correctly.

You can find the action result and the process of its execution on the Jobs page.

The "Check" action result on the "Jobs" page

The Reconfigure and restart action updates service configuration files with the  specified on the service Primary configuration tab. If a changed parameter

requires a restart, the action restarts the service. If not, the Reconfigure and restart action only reloads configuration.

When the action is executed for the Monitoring service, you can set the following options:

Reconfigure and restart balancer — whether to reconfigure and restart the Balancer service.

Grafana: apply password — whether the Grafana administrator password should be reset using the value of the Grafana settings → Grafana administrator’s password configuration

parameter located on the Primary configuration tab of the Monitoring service.

The "Run an action" window

The Reinstall action reinstalls the service. It checks installed files and overwrites files with incorrect content. The Reinstall action also installs missing files.

In the Run an action dialog window, you can choose whether ADCM reboots cluster servers after installation.

The "Run an action" window

The Start action starts a service.

The Stop action stops a service.

To Table of Contents

Add/Remove components

Check

Reconfigure and restart

Reinstall

Start

Stop

This article describes the actions available for the Monitoring service.

Add/Remove components

Check

Reconfigure and restart

configuration settings

Reinstall

Start

Stop

0 6a 9

https://docs.arenadata.io/en/ADCM/current/how-to/jobs.html


ADPG monitoring metrics
Eugenia Kuzina

Contents

This dashboard contains statistics of checkpoints and bgwriter.

ADPG Checkpointer dashboard

ADPG Checkpointer / Bgwriter / Block IO Stats includes the following graphs:

Checkpoints. It represents the number of checkpoints during the aggregation period.

Checkpointer Write / Sync durations.

Bgwriter Stats. It displays the buffers_checkpoint , buffers_clean , and buffers_backend  values.

Backend Read / Write times. It is based on the pg_stat_database  view. It requires that the track_io_timing  option is set to on .

Table / Index / Toast Blocks Read. Information about the numbers of blocks of each type read from the database. Note, that Reads could be served by the file system cache.

This dashboard contains visual graphs for ADPG node characteristics and helps to analyze the weaknesses of a particular node.

The ADPG DB overview dashboard

The ADPG DB overview dashboard includes the following states:

Instance state — PRIMARY/REPLICA.

Instance uptime.

TPS — transactions per second.

QPS — queries per second.

Query runtime — average query runtime.

DB size ch. (1h) — DB size that is calculated for each hour.

Approx Table Bloat.

Tuples fetched vs returned.

The ADPG DB overview dashboard contains the following graphs:

Tuple ins. / upd. / del. statistics.

Buffers hit ratio + Rollback ratio.

TPS / QPS avg.

WAL rate (avg.) + DB size.

Session by state (avg.).

Seq. / Idx. scans >10MB tables.

Temp bytes — it appears when large grouping and sorting operations require more memory than the work_mem  value.

This dashboard displays state characteristics of a specific database, which can be selected in the database filter at the top of the page.

The ADPG Health-check dashboard

The ADPG Health-check dashboard includes the following states:

Instance state.

Instance uptime.

PG version number.

Longest query runtime.

Active connections.

Max. connections.

Blocked sessions.

Shared buffer hit pct.

TX rollback pct. (avg.).

TPS(avg.).

QPS(avg.).

"Idle" in TX count.

DB size(last).

DB size change(diff).

Query runtime(avg.).

WAL archiving status.

WAL folder size.

Invalid/duplicate indexes.

Autovacuum issues.

Checkpoints requested.

Approx. table bloat.

WAL per second(avg.).

Temp. bytes per second(avg.).

Longest AUTOVACUUM duration.

Seq. scans on >100 MB tables (tot.).

INSERT-s per minute(avg.).

UPDATE-s per minute(avg.).

DELETE-s per minute(avg.).

Max replication lag.

Max table FREEZE age.

Max. XMIN horizon age.

Inactive replication slots.

The ADPG Replication dashboard contains replication metrics.

The ADPG Replication dashboard

The ADPG Replication dashboard includes the following states:

Inactive repl. slots.

Active repl. slots.

Active replicas.

Active "sync" replicas.

Slot max. restart_lsn lag.

Max. write lag.

Max. flush lag.

Max. replay lag.

The ADPG Replication dashboard contains the following graphs:

Replication slot restart_lsn lag (primary extra WAL size). It is calculated based on the pg_replication_slots view only for primary nodes.

Replication flush lag. It is calculated based on the pg_stat_replication view for primary nodes. Note that data is available only on connected replicas.

Replication replay lag. It is calculated based on the pg_stat_replication view for primary nodes. Note that data is available only on connected replicas.

Repl. slot XMIN age (in transactions). It is calculated based on the xmin  field of the pg_replication_slots view.

The ADPG Sessions overview dashboard provides session statistics.

The ADPG Sessions overview dashboard

The ADPG Sessions overview dashboard contains the following graphs:

TPS/QPS.

Longest query duration.

Longest TX duration.

Longest wait duration.

Longest session duration.

Longest Autovacuum duration / # AV workers.

Sessions by state.

Instance total connections.

The Etcd Cluster overview dashboard provides statistics on the Etcd cluster.

The Etcd Cluster overview dashboard

The Global ADPG dashboard provides general database statistics and can alert you to critical issues in the cluster.

The Global ADPG dashboard

The Global ADPG dashboard includes the following values:

Total Monitored DB-s.

It also contains the tables listed below:

Top N by checkpoints duration

Top N by TPS.

Top N by QPS.

Top N by shared buffers hit ratio.

Top N by TX rollback.

Top N by replication lag.

Top N by DB size.

Top N by idle sessions %.

Top N by blocked sessions %.

Top N by longest TX time.

Top N by WAL rate.

Top N by WAL folder size.

Top N by session duration.

Top N by used connections.

Top N by autovacuum warn percent.

Top N by temp files.

Top N by duration of running autovacuums.

Where "Top N" is the number of first values, the size of the output that is set by the top_limit  filter, the default value is 3 .

The HAProxy statistics dashboard provides statistics on the Balancer service (HAProxy).

The HAProxy statistics dashboard

The Node Exporter statistics dashboard provides system metrics for each node in the cluster, where the Node Exporter component is installed. You can select a node in the host filter at

the top of the page.

The Node Exporter statistics dashboard

The PgBackRest Exporter statistics dashboard displays backup statistics.

The PgBackRest Exporter statistics dashboard

The PgBouncer statistics dashboard contains statistics that reflect the PgBouncer performance.

PgBouncer statistics dashboard

The PgBouncer statistics dashboard includes the following values:

TPS — the total number of SQL transactions that have passed through PgBouncer.

QPS — the total number of requests processed by PgBouncer.

Avg. query runtime — average execution time of a query through PgBouncer. Calculated as the ratio of the total execution time of all queries that passed through PgBouncer to the

total number of queries processed by PgBouncer.

Avg. Pool wait time — average wait time to get a connection via PgBouncer. Calculated as the ratio of the wait time for clients to access the database via PgBouncer to the total

number of requests processed by PgBouncer.

Incoming traffic — the total amount of network traffic received by PgBouncer. It reflects the number of bytes received since PgBouncer started.

Outgoing traffic — the total amount of network traffic sent by PgBouncer. It reflects the number of bytes sent since PgBouncer started.

The PgBouncer statistics dashboard displays the following graphs:

TPS — transactions per second.

QPS — queries per second.

Avg. query runtime — the average query runtime, in microseconds.

Avg. pool wait time per Query — the average waiting time for queries in the pool, in microseconds.

Incoming traffic rate — the incoming traffic rate, bytes/sec.

Outgoing traffic rate — the outgoing traffic rate, bytes/sec.

The PostgreSQL Patroni overview dashboard provides information on the Patroni cluster.

The PostgreSQL Patroni overview dashboard
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This article describes available ADPG monitoring dashboards. For information on monitoring and its installation, refer to the  and  articles.

ADPG uses Grafana to visualize metrics. To view metric dashboards, enter the address of the host where the Grafana component is deployed and add the port number — the Grafana

listen port parameter value (the default value is 11210 ). For example, http://10.92.6.91:11210. For login, use admin  as a username and the Grafana administrator’s password

parameter value as a password. You can find the Grafana parameters on the Configuration tab of the Monitoring service.

Enter Grafana credentials

Expand the Grafana menu and click the Dashboards item.

The Grafana interface

The page with the dashboard list will be displayed. Expand the ADPG Dashboard…  item for your cluster to display available dashboards.

ADPG Dashboards

You can find the following dashboards in Grafana:

 — displays statistics of checkpoints and bgwriter.

 — visual graphs for ADPG node characteristics.

 — shows information on a selected cluster node.

 — displays replication parameters.

 — contains visual graphs for session analysis.

 — displays etcd cluster metrics.

 — includes the general information on the system state and is supposed to be the first warning dashboard to detect problems.

 — HAProxy statistics.

 — system metrics for each node in the cluster with the Node Exporter component.

 — PgBackRest metrics.

 — displays PgBouncer statistics.

 — Patroni cluster data.

Install monitoring Monitoring

NOTE

You need to create the pg_stat_statements  extension to display some dashboard charts. See .Work with extensions
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The streaming replication has two modes: the asynchronous mode, which is used by default, and the synchronous mode.

In asynchronous mode, a leader executes requests immediately, while changes from WAL are transmitted to replicas separately. If the leader crashes, uncommitted transactions may

not be replicated, causing data loss.

The maximum_lag_on_failover  parameter sets the amount of transaction log that can be lost in bytes. Exceeding this parameter does not affect the asynchronous replication

process, but replicas with a lag greater than maximum_lag_on_failover  do not participate in the leader election. You can change maximum_lag_on_failover  on the Primary

configuration tab of the ADPG service. To specify it, open Clusters → ADPG cluster → Services → ADPG → Primary configuration as described in  and expand the

Patroni ADPG configurations node, which contains Patroni settings.

The amount of lost data can be greater. In the worst case, it can be calculated as maximum_lag_on_failover  bytes of the transaction log plus the amount that is written in the

last ttl seconds. However, a typical replication delay is less than a second.

If the leader fails or becomes unavailable for any other reason, Patroni automatically promotes a replica to the leader. After this operation, it is impossible to recover any not replicated

transactions.

The advantage of the asynchronous replication mode is the fast transaction commit, you do not need to wait for all replicas to apply the changes.

The synchronous replication ensures that all changes made by a transaction are transferred to one or more replica nodes. Each commit of a write transaction waits for a confirmation

that the commit is written to WAL on the disk of the leader and replica hosts. The synchronous replication provides a higher level of durability, but it also increases the response time for

the requesting transaction. The minimum wait time is the round-trip time between a leader and a replica.

The following transactions do not wait for a response from replicas:

read-only transactions;

transaction rollbacks;

subtransaction commits.

Long-running actions such as data loading or index building do not wait for the final commit message.

To turn on Patroni synchronous mode, select the synchronous_mode  checkbox on the Primary configuration tab of the ADPG service. To do this, open Clusters → ADPG cluster →
Services → ADPG → Primary configuration as described in .

In this mode, Patroni can promote a replica only if the replica contains all transactions that returned a successful commit status to a client. However, Patroni synchronous mode does

not guarantee that commits will be stored on multiple nodes under all circumstances. When no suitable replica is available, the leader still provides write access but does not guarantee

replication. If the leader fails, no replica is promoted. When the host that used to be the leader comes back, Patroni promotes it to the leader automatically, unless a system

administrator changes the leader manually. This behavior allows you to use the synchronous mode with clusters that consist of two ADPG nodes.

If a replica crashes, commits are blocked until Patroni runs and switches the leader to standalone mode. In the worst case, the delay is ttl  seconds. Manually shutting down or

restarting a replica does not cause a commit service interruption. The replica signals the leader to release itself from synchronization before the PostgreSQL shutdown.

To guarantee that each record is stored on at least two nodes, enable synchronous_mode_strict  in addition to synchronous_mode . You can enable this option on the Primary

configuration tab of the ADPG service. This parameter prevents Patroni from switching off the synchronous replication on the leader when no replicas are available. As a result, the

leader does not provide write access and blocks all client write requests until at least one replica becomes available.

Patroni uses the synchronous_node_count  parameter to manage the number of synchronous standby databases. Its default value is 1 . This parameter has no effect when

synchronous_mode  is disabled. When synchronous_mode  is enabled, Patroni manages the precise number of synchronous standby databases based on

synchronous_node_count . For details, see Replication modes.

You can store Patroni log files to a custom directory. To set up custom logging, open the Clusters → ADPG cluster → Services → ADPG → Primary configuration tab, activate the Show

advanced toggle button, and expand the Patroni ADPG configurations node. Set the use_custom_patroni_log_dir parameter to true  and specify a path to a custom directory.

Patroni saves the cluster configuration in the Distributed Configuration Storage (DCS). ADPG requires an etcd cluster to use it as Patroni DCS. The listen_peer_urls_port  and

listen_client_urls_port  etcd settings must be specified during installation, after installation they cannot be changed.

You can use the built-in ADPG Etcd service or an external etcd cluster. If you wish to utilize the built-in Etcd service, refer to the  article that describes how to add services.

You must use an odd number of nodes for the Etcd service. Three or more nodes are recommended. Nodes for Etcd must not contain the ADPG service. Note, after you add nodes to

expand the working Etcd service, it is necessary to execute the Reconfigure & Restart action of the ADPG and Balancer services.

Etcd keeps the whole log on the disk until the compaction procedure is performed. This may result in the lack of the disk space. To avoid this problem, the autocompaction is enabled in

ADPG. The default Autocompaction mode  value is periodic , Autocompaction retention  —  10h . The max number of bytes the etcd db file can consume (the Space
quota  parameter) is set to 2147483648  bytes. You can change these settings on the Clusters → ADPG cluster → Services → Etcd → Primary configuration page.

The defragmentation of the disk space is required to return the disk space from the etcd backend to the host file system. It is recommended to schedule the defragmentation (e.g. with

cron). Note, that the defragmentation blocks the cluster nodes, and they become unavailable.

The defragmentation command for the whole cluster (it blocks the whole cluster for a period of time):

For the local node (it blocks only the local node for a period of time):

If SSL is enabled:

If you want to use an external etcd cluster, set  on the Primary configuration tab of the ADPG service. To specify them, open Clusters → ADPG cluster → Services

→ ADPG → Primary configuration as described in .
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Replication modes

Asynchronous mode

Synchronous mode

The etcd cluster

Database servers can work together to be able to switch quickly to another server in case of a primary server failure. This behavior is called high availability (HA). ADPG uses Patroni to

build the cluster based on the PostgreSQL streaming replication and implement HA. An ADPG cluster that supports HA should contain several ADPG nodes.

Each node consists of a PostgreSQL server and a Patroni agent that serves the local PostgreSQL instance. One ADPG node is the leader, others are replica instances. The leader serves

read-write transactions (unless otherwise specified in ), and replicas process only read-only requests. PostgreSQL streaming replication is a method that

transfers WAL records from a leader to replicas. In case of the leader failure, Patroni elects a new leader from replicas and the ADPG cluster continues to operate.

ADPG architecture

The Patroni settings available from ADCM are described in .

The Info tab of the ADPG service displays the names of the Patroni cluster members, as well as links: Postgres JDBC URL , Patroni REST API , and Pgbouncer JDBC URL .

The "Info" tab of the ADPG service

You can enable Patroni basic auth for Patroni REST API. To do this, activate the Enable Patroni basic auth toggle button in the ADPG service  and run the

Reconfigure & Restart action of the ADPG service.

After enabling Patroni basic auth, unsafe (POST) calls to Patroni are authenticated, but safe (GET) calls will be processed without authentication. Examples:

Auth is disabled, no password is required:

Auth is enabled, no password is specified:

Auth is enabled, the password is incorrect:

Auth is enabled, the password is correct:

NOTE

The high availability (HA) feature is available for ADPG Enterprise Edition.

load balancing settings

Configuration settings

configuration settings

$ curl -X POST httр://10․92․43․184:8008/reload

reload scheduled

$ curl -X POST httр://10․92․43․184:8008/reload

no auth header received

$ curl -X POST -u "admin:wrongpassword" httр://10․92․43․184:8008/reload

not authenticatedpostgres

$ curl -X POST -u "admin:12345678" httр://10․92․43․184:8008/reload

reload scheduled

Replication modes

Asynchronous mode

Configure services

Synchronous mode

Configure services

NOTE

Because of the way synchronous replication is implemented in PostgreSQL it is still possible to lose transactions even when the synchronous_mode_strict
is used. If the PostgreSQL backend is canceled while waiting to acknowledge a replication (as a result of a packet cancellation due to client timeout or backend

failure) transaction changes become visible for other backends. Such changes are not yet replicated and may be lost in case of replica promotion.

The etcd cluster

Add services

$ etcdctl defrag --cluster

$ etcdctl defrag

$ /usr/lib/adpg16/usr/bin/etcdctl defrag --cluster --cacert="/etc/adpg/ssl/etcd/ca․crt" \
--cert="/etc/adpg/ssl/etcd/client․crt" --key="/etc/adpg/ssl/etcd/client․key"

external Etcd settings

Configure services

TIP

You can use the Expand  to add new nodes to the ADPG cluster and built-in Etcd service.action
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Logical replication is a replication of data objects and their changes based on their replication identity (usually a primary key). We use the term "logical replication" as opposed to

physical replication, which uses block addresses and byte-by-byte replication. Logical replication allows you to control both data replication and .

The logical replication uses a publish/subscribe model with one or more subscribers that subscribe to one or more publications on the publishing node. Subscribers receive data from

the publications and can republish the data for cascading replication or more complex configurations.

The logical replication of a table starts with taking a snapshot of the data in the publisher database and copying it to the subscriber. For more information, see Architecture. After that,

the changes on the publisher are sent to the subscriber in real-time as they occur. The subscriber applies changes in the same order as the publishing node. Publications within the

same subscription are guaranteed transactional integrity. The subscriber applies data changes in the same order as the publisher so that transactional consistency is guaranteed for

publications within a single subscription. This method of data replication is also known as transactional replication.

The typical use cases for logical replication are:

sending incremental changes in a single database or a subset of databases to subscribers;

firing triggers for individual changes when a subscriber receives them;

combining multiple databases into one (for example, for analysis purposes);

replicating between different PostgreSQL major versions;

replicating between PostgreSQL instances on different platforms;

providing access to replicated data to different groups of users;

sharing a database subset across multiple databases.

The subscriber database behaves in the same way as any other PostgreSQL instance and can be a publisher if you create publications in it. When a subscriber acts as a read-only

application, there are no conflicts with a single subscription. If any applications or other subscribers write to the same set of tables, conflicts can occur.

For detailed information about restrictions of the logical replication, refer to Restrictions.

To set up a logical replication, perform the following steps:

 the publishing and subscriber nodes.

.

.

The logical replication requires several configuration options to be set. Use the ADPG configurations section on the Clusters → ADPG cluster → Services → ADPG → Primary

configuration tab in ADCM UI to specify these options. See  for details.

Specify the following parameters on the publisher side:

wal_level must be set to logical .

max_replication_slots must be set to at least the number of subscriptions expected to connect, plus some reserve for table synchronization.

max_wal_senders should be set to at least the max_replication_slots  value plus the number of physical replicas that are connected at the same time.

Set the following parameters on the subscriber side:

max_replication_slots should be set to at least the number of subscriptions added to the subscriber, plus some reserve for table synchronization.

max_logical_replication_workers should be also set to at least the number of subscriptions added to the subscriber, plus some reserve for table synchronization.

max_worker_processes should include additional worker processes for the replication, at least max_logical_replication_workers  plus 1. Note, some extensions and

parallel queries also occupy slots from max_worker_processes . Unlike other parameters, you can set this parameter in the ADPG configurations section on the Primary

configuration tab. See .

You also need to check if the settings specified in the PG_HBA section on the Clusters → ADPG cluster → Services → ADPG → Primary configuration tab in ADCM UI allow the

replication. These settings depend on your network configuration and the user you want to utilize for the connection.

A publication can be defined on any physical replication primary. A node that contains a publication is called a publisher. A publication is a set of changes generated from a table or a

group of tables. It is also can be described as a replication set. Each publication exists in only one database.

Publications are different from schemas and do not affect the table access. You can include each table in multiple publications. Currently, publications can only contain tables. Objects

must be explicitly added to them unless the publication is created for all tables with the ALL TABLES  specification.

Publications can limit the set of changes they contain. It is possible to choose any combination of the INSERT , UPDATE , DELETE , and TRUNCATE  operations, similar to how

triggers can fire on different event types. By default, all types of operations are replicated.

To replicate the UPDATE  and DELETE  operations, the published table must have a replica identity. It allows the system to find appropriate rows to update or delete them on the

subscriber side. By default, this is the primary key. You can also specify another unique index for a replica identity. If the table does not have a suitable key, the entire row can be used as

a key. To do this, set the replica identity to full . However, this approach is very inefficient and should be used if there is no other solution. If a replication identifier other than full
is selected on the publisher side, an identifier consisting of the same or fewer columns must also be defined on the subscriber side. For more information about assigning a replica

identity, see REPLICA IDENTITY. If a table without a replica identity is added to a publication, the replicated UPDATE  or DELETE  operation causes an error on the publisher. The

INSERT  operations can be processed without the specified replica identity.

Every publication can have multiple subscribers.

Use the CREATE PUBLICATION command to create a publication. The following command creates a publication that publishes all changes from the books  and orders  tables:

The code below creates a publication that publishes all changes from all tables:

The following publication publishes the DELETE  operations performed on the books  table:

You can use the ALTER PUBLICATION command to change the definition of a publication.

The command below changes the delete_publication  publication to publish deletes and updates:

The following code adds the authors  table to publication1 :

Both the ADD TABLE  and DROP TABLE  operations are transactional. A table replication only starts or stops after the transaction is committed.

To remove a publication, call the DROP PUBLICATION command:

The pg_publication catalog contains all publications created in a database. The pg_publication_tables  view provides information about the mapping between publications and

the tables they contain. To retrieve this data, use the following commands:

A subscription is the downstream side of logical replication. The node on which the subscription is defined is called the subscriber. A subscription defines the connection to another

database and set of publications to which the subscriber wants to subscribe.

A subscriber database works as any other PostgreSQL instance and can be used as a publisher for other databases if its own publications are defined.

A subscriber node can have multiple subscriptions. It is possible to define multiple subscriptions between a single publisher/subscriber pair. It is necessary to ensure that the

publication objects do not overlap.

Each subscription receives changes via one replication slot. Additional replication slots may be required for the initial data synchronization. They are dropped after the data

synchronization is finished. For more information, see Replication slot management.

A logical replication subscription can be a standby for synchronous replication.

Subscriptions can be archived when a dump-file is created. The pg_dump  utility adds subscriptions to an  file, if it is run on behalf of a superuser. Otherwise, subscriptions

are skipped, because non-superusers cannot read all subscription information from the pg_subscription catalog.

Use the CREATE SUBSCRIPTION command to add a subscription:

Utilize the ALTER SUBSCRIPTION command to change a subscription. The following code changes the subscribed publication to all_tables :

The command below disables (stops) the subscription:

To remove a subscription, use DROP SUBSCRIPTION:

When you drop and recreate a subscription, the synchronization information is lost. You need to resynchronize data after the recreation.

Only tables can be the target of replication. For example, you cannot replicate to a view.

The tables are matched between the publisher and the subscriber using the fully qualified table name. The replication to a table with a different name is not supported.

Table columns are also matched by name. The order of columns does not have to match. The data types of the columns do not need to match if a text representation of the data can

be converted to the target type. For example, you can replicate from a column of type integer  to a column of type bigint . The target table can also have additional columns that

the published table does not contain. These columns are filled with default values specified in the target table definition.

The logical replication behaves similarly to DML operations, the data is updated even if it was changed locally on the subscriber node. If incoming data violates any constraints, the

replication stops. This is considered as a conflict.

A conflict produces an error and stops the replication. You have to resolve it manually. You can find details about the conflict in the subscriber server . The default path is

/pg_data1/adpg16/log.

Example:

To resolve the conflict, change the data on the subscriber to match the incoming change, or skip the problematic transaction. To omit the transaction, call the

pg_replication_origin_advance function and pass a node name corresponding to the subscription name and a position as parameters. You can find the current position of origins in the

pg_replication_origin_status system view.

When replicating an UPDATE  or DELETE  operation, missing data does not produce a conflict, and such an operation is skipped.

If users can modify the schema of tables on the subscriber side, they also can execute arbitrary code as a superuser. Use roles to limit ownership and the TRIGGER  privilege on these

tables. Moreover, if untrusted users can create tables, use publications that list tables explicitly. Create the FOR ALL TABLES  subscription only when you trust every user permitted

to create a table on the publisher or subscriber.

The role used for the replication connection must have the REPLICATION  attribute or be a superuser. If a role does not have the SUPERUSER  or BYPASSRLS  attribute, the

publisher row security policies can execute. If a role does not trust all table owners, include options=-crow_security=off  in the connection string. If a table owner adds a row

security policy, this setting causes replication to halt rather than execute the policy. Use the PG_HBA section on the Clusters → ADPG cluster → Services → ADPG → Primary

configuration tab in ADCM UI to configure role access. A role for replication must have the LOGIN  attribute.

To copy the initial table data, the role used for the replication connection must have the SELECT  privilege on a published table or be a superuser.

To create a publication, the user must have the CREATE  privilege in the database.

To add tables to a publication, the user must have ownership rights on the table. To create a publication that publishes all tables, the user must be a superuser.

To create a subscription, the user must be a superuser.

The process of applying subscription changes is performed in the local database with superuser rights.
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Publication

CREATE PUBLICATION publication1 FOR TABLE books, orders;

CREATE PUBLICATION all_tables FOR ALL TABLES;

CREATE PUBLICATION delete_publication FOR TABLE books WITH (publish = 'delete');

ALTER PUBLICATION delete_publication SET (publish = 'update, delete');

ALTER PUBLICATION publication1 ADD TABLE authors;

DROP PUBLICATION all_tables;

SELECT * FROM pg_publication;

SELECT * FROM pg_publication_tables;

Subscription

SQL dump

CREATE SUBSCRIPTION subscription1
CONNECTION 'host=10․92․6․36 port=5432 user=postgres dbname=book_store password=postgres'
PUBLICATION publication1, delete_publication;

ALTER SUBSCRIPTION subscription1 SET PUBLICATION all_tables;

ALTER SUBSCRIPTION subscription1 DISABLE;

DROP SUBSCRIPTION subscription1;

Conflicts

log

2023-01-26 17:29:06․242 UTC [14525] LOG:  background worker "logical replication worker" (PID 1389) exited with exit code 1
2023-01-26 17:29:06․274 UTC [1390] ERROR:  duplicate key value violates unique constraint "test1_pkey"
2023-01-26 17:29:06․274 UTC [1390] DETAIL:  Key (employee_id)=(1) already exists․
2023-01-26 17:29:06․274 UTC [1390] CONTEXT:  COPY test1, line 1

Security
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Configure load balancing
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The ADPG cluster implements load balancing, which distributes client requests across multiple database hosts. For more information on this functionality, see .

The Balancer service performs balancing. To configure it, go to the Clusters page, select an ADPG cluster, and switch to the Services tab. Click the Balancer service and expand

HAProxy configurations node on the Primary configuration tab (see ).

Settings of the Balancer service

With the default settings, only the leader node processes write requests, and read only requests are passed to replicas. You can also allow the leader to handle read only transactions.

To do this, activate the leader as replica checkbox.

The leader_port option specifies a port on the host with the HAProxy component for write transactions. The default value is 6432 .

The replica_port option sets a port on the host with the HAProxy component for read only transactions. The default value is 6433 .

The balancer_stats_port option defines a port on which a web page with a HAProxy statistics report is available. The default value is 7000 .

The pgbouncer_leader_port and pgbouncer_replica_port options are used if PgBouncer is enabled. All connections to pgbouncer_leader_port  are transferred to a PgBouncer

instance of an ADPG leader node. The default pgbouncer_leader_port  value is 16432 . All connections to pgbouncer_replica_port  are transferred to PgBouncer

instances of ADPG replica nodes. The default pgbouncer_replica_port  value is 16433 . See .

After you change the settings, click Save and execute the  action. The Reconfigure & Restart action updates the service configuration files according to the

configuration settings and restarts the service.

Run Reconfigure & Restart

To Table of Contents

NOTE

The load balancing feature is available for ADPG Enterprise Edition.
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Configure PgBouncer
Eugenia Kuzina

ADPG includes the PgBouncer tool that is a lightweight connection pooler for PostgreSQL. An application can connect to PgBouncer as an ADPG server, and PgBouncer creates a

connection to the ADPG server, or reuses one of its existing connections. PgBouncer is designed to reduce the performance impact of opening new PostgreSQL connections. For more

information, see .

To enable PgBouncer and set its configuration parameters, open the Services tab of an ADPG cluster and select the ADPG service. On the Primary configuration tab, switch on the

Enable PgBouncer toggle button. When this toggle button is enabled, you can expand the corresponding node and specify required settings.

PgBouncer settings

All available settings are listed in the table below.

Parameter name Description Default value

listen_port The port that PgBouncer listens on. This port cannot be changed for a

running cluster

15432

pool_mode Specifies when a server connection can be reused by other clients. It can

contain the following values:

session  — a server is released back to the pool after a client

disconnects.

transaction  — a server is released back to the pool after a

transaction finishes.

statement  — a server is released back to the pool after a query

finishes. Transactions that include multiple statements are prohibited in

this mode.

session

max_client_conn The maximum number of client connections allowed 100

default_pool_size The number of connections to the server that are allowed for each

user/database pair

20

min_pool_size The minimum number of connections to the server to keep in the pool 0

reserve_pool_size The number of additional connections allowed to the pool if a client

connection exceeds the time specified in the reserve_pool_timeout
option

0

reserve_pool_timeout If a client needs to wait longer than the specified time in seconds, additional

connections from reserve_pool_size  are used

5

max_db_connections The maximum number of connections to a server for a database 0

max_user_connections The maximum number of connections to a server for a user 0

Enable all users When enabled, this option allows access to all users with password

authentication. If the option is disabled, utilize Users list  to allow

specified users to access ADPG with PgBouncer

Enabled

Users list List of users who are allowed to access ADPG using PgBouncer, when the

Enable all users  option is disabled. For example:

postgres,user1

Empty

Enable all databases When enabled, this option allows access to all existing databases with

PgBouncer. If the option is disabled, utilize Databases list  to allow

access to specified databases using PgBouncer

Databases list List of databases that are allowed to access using PgBouncer when the

Enable all databases  option is disabled. It has the same syntax as

the databases PgBouncer section. For example, postgres =
host=localhost port=5432

Empty

Use custom pg_hba.conf When disabled, the general PG_HBA section of the ADPG service will be

used for PgBouncer. If the option is enabled, it is necessary to add required

settings to Custom pg_hba.conf. In this case, PgBouncer will use settings

from Custom pg_hba.conf

Disabled

Custom pg_hba.conf Custom pg_hba.conf section for PgBouncer Empty

To apply changes, click Save, and execute the  action of the ADPG service.

In ADPG, PgBouncer utilizes the hba  client authentication. If Use custom pg_hba.conf is disabled, the actual authentication type is loaded from the pg_hba.conf file. If Use custom

pg_hba.conf is enabled, the settings from Custom pg_hba.conf is used.

By default, the Enable all users option is enabled. It allows access to all users with password authentication. You can disable this option and specify a list of users who are allowed to

access ADPG using PgBouncer in the Users list parameter.

The Enable all databases option allows access to all existing databases with PgBouncer. You can disable this option and specify a list of databases that are allowed to access using

PgBouncer in the Databases list parameter.

If the Balancer service is not added to the cluster, all the client requests should be sent to a PgBouncer listen_port  on both leader and replicas nodes.

If your ADPG cluster uses the Balancer service, connections to the leader node should be sent to the balancer port specified in the pgbouncer_leader_port  parameter of the

Balancer service. All connections to this port are transferred to a PgBouncer instance of an ADPG leader node. The default pgbouncer_leader_port  value is 16432 .

Connections to replica nodes should be sent to the balancer port specified in the pgbouncer_replica_port  parameter of the Balancer service. All connections to this port are

transferred to PgBouncer instances of ADPG replica nodes. The default pgbouncer_replica_port  value is 16433 .

To change the pgbouncer_leader_port  and pgbouncer_replica_port  parameters, open the Services tab of an ADPG cluster and select the Balancer service. Specify the

parameters on the Primary configuration tab.

Balancer settings

After you specify parameters, click Save and execute the  action of the Balancer service to apply changes.

To Table of Contents
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Switchover from leader to replica in ADPG
Eugenia Kuzina

As mentioned in , ADPG uses Patroni to build a cluster based on the PostgreSQL streaming replication and implement High Availability (HA). If you need to

switchover from the leader node of an ADPG cluster to a replica, you can do it manually via the patronictl switchover command.

This command can only be used in a healthy cluster that has:

leader node;

synchronized replica.

Follow the steps below to switchover a leader:

1. Run the  cluster action to ensure that the cluster is healthy. If no errors are found, you can proceed to the steps below.

2. Connect to one of the ADPG service nodes under the postgres  user:

3. Execute the patronictl list command to display cluster members:

where /etc/adpg16-patroni/adpg16-patroni.yml  is the path to the Patroni configuration file.

Result:

4. Run the patronictl switchover  command:

Use the names of the cluster members from the list above as parameters:

The following output will be displayed:

Press Enter  to confirm that the leader should be switched immediately.

Type y  in response to the following message:

Result:

5. Run the following command to make sure that the leader has been changed:

The Role  column displays if a node is a leader or a replica:

When the switchover command is executed, the timeline (the TL  column) grows. Its increase shows that the operation was successful.

6. Run the  cluster action to ensure that the cluster works correctly.

To Table of Contents
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$ sudo su - postgres

$ patronictl -c /etc/adpg16-patroni/adpg16-patroni․yml list

+ Cluster: test_adpg_cluster (7397708120470393282) ---------+---------+----+-----------+
| Member                           | Host         | Role    | State   | TL | Lag in MB |
+----------------------------------+--------------+---------+---------+----+-----------+
| test_adpg_cluster_eek-adpg-adpg1 | 10․92․40․49  | Leader  | running | 10 |           |
| test_adpg_cluster_eek-adpg-adpg2 | 10․92․42․110 | Replica | running | 10 |         0 |
| test_adpg_cluster_eek-adpg-adpg3 | 10․92․42․217 | Replica | running | 10 |         0 |
+----------------------------------+--------------+---------+---------+----+-----------+

$ patronictl -c <path to patroni․yml> switchover --leader <current leader> --candidate <new leader>

$ patronictl -c /etc/adpg16-patroni/adpg16-patroni․yml switchover --leader test_adpg_cluster_eek-adpg-adpg1 --candidate 
test_adpg_cluster_eek-adpg-adpg3

When should the switchover take place (e․g․ 2024-08-02T15:28 )  [now]:

Are you sure you want to switchover cluster test_adpg_cluster, demoting current master test_adpg_cluster_eek-adpg-adpg1? [y/N]:

2024-08-02 14:29:02․22919 Successfully switched over to "test_adpg_cluster_eek-adpg-adpg3"
+ Cluster: test_adpg_cluster (7397708120470393282) ---------+---------+----+-----------+
| Member                           | Host         | Role    | State   | TL | Lag in MB |
+----------------------------------+--------------+---------+---------+----+-----------+
| test_adpg_cluster_eek-adpg-adpg1 | 10․92․40․49  | Replica | stopped |    |   unknown |
| test_adpg_cluster_eek-adpg-adpg2 | 10․92․42․110 | Replica | running | 10 |         0 |
| test_adpg_cluster_eek-adpg-adpg3 | 10․92․42․217 | Leader  | running | 10 |           |
+----------------------------------+--------------+---------+---------+----+-----------+

$ patronictl -c /etc/adpg16-patroni/adpg16-patroni․yml list

+ Cluster: test_adpg_cluster (7397708120470393282) ---------+---------+----+-----------+
| Member                           | Host         | Role    | State   | TL | Lag in MB |
+----------------------------------+--------------+---------+---------+----+-----------+
| test_adpg_cluster_eek-adpg-adpg1 | 10․92․40․49  | Replica | running | 11 |         0 |
| test_adpg_cluster_eek-adpg-adpg2 | 10․92․42․110 | Replica | running | 11 |         0 |
| test_adpg_cluster_eek-adpg-adpg3 | 10․92․42․217 | Leader  | running | 11 |           |
+----------------------------------+--------------+---------+---------+----+-----------+

Check
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SQL dump
Eugenia Kuzina
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PostgreSQL includes the pg_dump utility that implements this functionality. It does not require blocking access of other users and makes consistent backups when the database is in

use.

The basic use of pg_dump  is:

Where:

<dbname>  is the database name to be backed up;

<dumpfile>  is a name of the backup file that will be created.

The pg_dump  utility writes its result to the standard output. Dumps can be output in script or archive file formats ( custom , directory , or tar ). See the Options section of the

pg_dump article for details. The command above creates a script text file.

Script dumps are plain text files that contain SQL commands. To  from a script file, use psql . You can utilize script files to create backups and reconstruct the

database on a machine with another architecture. It is also possible to manually modify script files to restore the database in another DBMS.

The pg_dump  application backs up a single database. To back up an entire cluster or global objects that are common to all databases in a cluster (roles and tablespaces), use

.

Since pg_dump  is a client application, you can create a backup from any remote host that has access to the database. It must have the read access to all tables that you want to back

up. To back up an entire database, you almost always have to run it as a database superuser. If you do not have this privilege, you can back up database parts to which you have the

read access. Use options -n  (schema) or -t  (table) as described in the following article: pg_dump.

The example below backs up the books_store  database to the books_store20221215.sql file:

The following example creates a backup of the books  table from the books_store  database:

To specify which database server pg_dump  should contact, use the command line options -h  (host) and -p  (port). The default host is localhost or the host specified in the

PGHOST  environment variable. The default port is set in the PGPORT  environment variable. If PGPORT  is not assigned, pg_dump  uses the value specified during compilation. The

default port value for the ADPG service is 5432 . The pg_dump  program connects with the database user name that is equal to the current operating system user name. To override

this, specify the -U  option or set the PGUSER  environment variable.

The following example backs up the books_store  database located on the host 10.92.6.26 , pg_dump  establishes the connection on behalf of the postgres  user:

The archive file formats are designed to be portable across architectures. See pg_dump for details.

Use the psql program to restore dump files. The basic command syntax to restore a dump is:

Where:

<dbname>  is the database name to be restored;

<dumpfile>  is a name of the backup file.

The command above does not create the dbname  database. You must create it from template0 before executing the command.

The psql  utility continues the script execution after an SQL error occurs. You can use the ON_ERROR_STOP  variable to alter this behavior and force the psql  exit with the exit

status 3  in case of SQL errors.

Before restoring an SQL dump, all the users who own objects or have permissions on objects in the dumped database must already exist. If they do not exist, errors occur when

restoring objects with the original ownership or permissions.

After restoring a backup, run ANALYZE on each database to provide the query optimizer with correct statistics.

For archive file dumps, use the pg_restore utility.

The pg_dump  program backs up a single database. It does not dump information about roles or tablespaces because they are specified for a cluster rather than for a database. The

pg_dumpall  utility supports dumping of the database cluster contents. pg_dumpall  backs up each database in a given cluster, and preserves cluster-wide data (role and

tablespace definitions). It has the following syntax:

Where <dumpfile>  is a name of the backup file that will be created.

The resulting dump can be restored with psql :

The -f  option means that psql  reads commands from the specified file ( dumpfile ). postgres  is a database name. You can specify any existing database name to start from

instead of postgres , but if you restore the backup of multiple databases into an empty cluster, postgres  should be used. It is also necessary to have the database superuser

access to restore a pg_dumpall  dump. If you use tablespaces, make sure that the tablespace paths in the dump are appropriate for the new installation.

The pg_dumpall  program adds to the dump file commands to re-create roles, tablespaces, and empty databases, after that invokes pg_dump  for each database. This means that

while each database is internally consistent, the snapshots of different databases are not synchronized.

To dump only cluster-wide data, use the pg_dumpall --globals-only  option.

Operating systems may have maximum file size limits that cause problems when creating large pg_dump  output files. Since pg_dump  writes to the standard output, you can use

standard Unix tools to solve this problem.

You can use a compression program, for example gzip:

You can restore the dump as follows:

or

The split command allows you to split the output into smaller files. The following example splits a file into 2 GB chunks:

You can restore the dump as follows:

If you utilize GNU split, it is possible to use it and gzip together:

Use the zcat utility to restore it.

Since ADPG includes the zlib library, the custom pg_dump format compresses data. In this format, the size of the dump file is close to the size obtained using gzip, but it allows you

to restore tables selectively. The following command dumps the database in the custom  format:

A dump file of the custom  format is not a script, use pg_restore utility to restore it:

For very large databases, you might need to combine using the split utility with the custom  dump format or compressed dump files.

To speed up the dump of a large database, you can use the pg_dump  parallel mode. It dumps multiple tables at the same time. You can control the degree of parallelism with the -j
parameter. Parallel dumps are only supported for the directory  archive format.

You can use pg_restore -j  to restore a dump in parallel. This works for any archive in the custom  or directory  format, even if the archive is not created with pg_dump -
j .
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The dump technique allows you to create a file with SQL commands that recreates a database in the same state as it was at the time the dump was created.

Create a backup

$ pg_dump <dbname> > <dumpfile>

restore a database

pg_dumpall

$ pg_dump books_store > books_store20221215․sql

$ pg_dump -d books_store -t books > books_20221215․sql

$ pg_dump -h 10․92․6․26 -U postgres books_store > books_store20221215․sql

NOTE

The pg_dump  output can be re-loaded into newer versions of PostgreSQL, whereas  and continuous archiving are both version-specific.file-level backups

Restore the dump

$ psql <dbname> < <dumpfile>

$ createdb -T template0 books_store

NOTE

The pg_dump  utility creates dumps that are relative to template0 . Languages, procedures, and others added via template1  are also be dumped. If you

utilize a customized template1 , create an empty database from template0 , as in the example above.

$ psql --set ON_ERROR_STOP=on books_store < books_store20221215․sql

TIP

To improve the performance of dump file restoring, pay attention to the recommendations in the  section.Improve pg_dump performance

Dump a database cluster

$ pg_dumpall > <dumpfile>

$ psql -f dumpfile postgres

Backup large databases

Use compressed dumps

$ pg_dump <dbname> | gzip > <filename․gz>

$ gunzip -c <filename․gz> | psql <dbname>

$ cat <filename․gz> | gunzip | psql <dbname>

Use split

$ pg_dump <dbname> | split -b 2G - <filename>

$ cat <filename>* | psql <dbname>

$ pg_dump <dbname> | split -b 2G --filter='gzip > $FILE․gz'

Use custom dump format

$ pg_dump -Fc <dbname> > <filename>

$ pg_restore -d <dbname> <filename>

Use parallel dump feature

$ pg_dump -j <number> -F d -f <out_directory> <dbname>
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File system level backup
Eugenia Kuzina
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You can use the pg_basebackup tool to take a base backup of a running PostgreSQL database cluster. The pg_basebackup  tool creates backups without affecting other database

clients.

The pg_basebackup  utility creates an exact copy of the cluster files, automatically enabling and disabling backup mode. Backups are created for the entire cluster. You cannot make

a copy of individual databases or database objects. For selective backups, use pg_dump  as described in the  article.

The pg_basebackup  tool makes backups over a regular PostgreSQL connection that uses the replication protocol. The connection must be made on behalf of a superuser or a user

that has a permission to initiate a replication, and pg_hba.conf must allow the replication connection.

The following example creates backup of the server at the 10.92.6.36  host and stores it in the local directory /usr/local/pgsql/data :

The code below backs up the local server with one compressed tar file for each tablespace and stores it in the directory backup2022-12-22 :

For more information on the pg_basebackup  options, see pg_basebackup.

It is also possible to create an archive file:

This method has two restrictions:

The database server must be shut down. Use the  action for this. You also need to shut down the server before restoring the data.

It is impossible to back up or restore only certain individual tables or databases from their respective files or directories. This does not work because the information contained in

these files is not usable without the commit log files, pg_xact/*, which contain the commit status of all transactions. A table file is only usable with this information. File system

backups must be used for complete backup and restoration of an entire database cluster.

An alternative file-system backup approach is to make a consistent snapshot of the data directory, if the file system supports that functionality. The typical procedure is to make a

"frozen snapshot" of the volume containing the database, then copy the whole data directory from the snapshot to a backup device, then release the "frozen snapshot". This works even

while the database server is running. However, a backup created in this way saves the database files in a state as if the database server is not properly shut down. When you start the

database server on the backed-up data, it operates as if the previous server instance crashes and replays the WAL log. Be sure to include the WAL files in your backup. You can execute

the CHECKPOINT command before you take the snapshot to reduce recovery time.

If your database is spread across multiple file systems, there might not be any way to obtain exactly-simultaneous "frozen snapshots" of all the volumes. For example, if your data files

and WAL log are on different disks, or if tablespaces are on different file systems, it might not be possible to use snapshot backup because the snapshots must be simultaneous. You

can shut down the database server and make all the "frozen snapshots".

Another option is to use the rsync utility to perform a file system backup. Run rsync  while the database server is running, then shut down the database server to execute rsync --
checksum  ( --checksum  is necessary because rsync  only has the file modification-time granularity of one second). The second rsync  is faster than the first because it needs

to transfer less data. The result is consistent because the server is down. This method allows you to back up your file system with minimal downtime.
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An alternative backup strategy is to directly copy the files that PostgreSQL uses to store data in the database. By default, ADPG places the database files at the following path:

/pg_data1/adpg16.

You can use any method that you prefer to back up the file system. Possible options are described below.

Use pg_basebackup

SQL dump

$ pg_basebackup -h 10․92․6․36 -D /usr/local/pgsql/data

$ pg_basebackup -D backup2022-12-22 -Ft

Create an archive file

$ tar -cf backup20221215․tar /pg_data1/adpg16

Stop

Make a snapshot

Use rsync

NOTE

Note that a file system backup is usually larger than an . For example, pg_dump  does not need to dump the contents of indexes, only the commands

to recreate them. However, backing up the file system might be faster.

SQL dump
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Continuous archiving and point-in-time recovery (PITR)
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PostgreSQL writes every change made to the database data files to the write-ahead log (WAL). WAL files are located in the pg_wal directory. By default, ADPG places this directory at the

following path: /pg_data1/adpg16/pg_wal, where pg_data1 is the Data directory  parameter value. See  for details. If the system crashes, PostgreSQL

"replays" WAL entries made since the last checkpoint.

It is possible to combine a  with WAL files for backup creation. The file system backup should be restored first, and after that WAL entries should be applied to a

database to bring the system to a current state. This approach has the following advantages:

It does not require a perfectly consistent file system backup as the starting point. When PostgreSQL applies WAL entries, it corrects any inconsistency in the backup. You do not

need a file system snapshot capability and can use tar or a similar archiving tool.

Since we can combine an indefinitely long sequence of WAL files for replay, continuous backup can be obtained by simply continuing to archive the WAL files. This is useful for large

databases that require a significant amount of resources to create full backups frequently.

It is not necessary to repeat operations from all WAL entries to the end. You can stop at any point and have a consistent point-in-time snapshot of the database. Therefore, this

technique supports point-in-time recovery: it is possible to restore the database to its state at any point in time since the base backup was taken.

If the server is continuously transferring WAL files to another machine that is loaded with the same base backup file, this machine has a current copy of the database and can

replace the server in case of failure.

Note that PITR supports restoring an entire database cluster, not a part of it. It also requires additional storage for the base backup and archived WAL files.

To successfully use continuous archiving, you need a continuous sequence of archived WAL files that starts no later than the backup start. You should set up and test the procedure for

archiving WAL files before you take the first base backup.

PostgreSQL produces an indefinitely long sequence of WAL records. The system divides this sequence into WAL segment files, which are typically 16 MB in size. The segment files have

numeric names that reflect their position in the abstract WAL sequence. If the server does not use WAL archiving, the system creates a few segment files and then "recycles" them by

renaming segment files to higher segment numbers. It is assumed that segment files whose contents precede the last checkpoint can be recycled.

To archive WAL data, you need to capture the contents of each segment file once it is filled and save it somewhere before the segment file is recycled. For example, you can copy the

segment files to an NFS-mounted directory on another machine or write them to any external drive. PostgreSQL lets the administrator specify a shell command for making a copy of a

completed segment file. The command can be simple or invokes a complex shell script.

To enable WAL archiving, set the wal_level configuration parameter to replica  or higher, archive_mode to on , and specify the shell command for the archive_command

configuration parameter. Use the ADPG configurations section on the Clusters → ADPG cluster → Services → ADPG → Primary configuration tab in ADCM UI to specify these

parameters. See  for details.

In archive_command , use %p  instead of a path name of the file to archive, and %f  instead of a file name. The path name is relative to the cluster data directory. For example, the

following archive_command  copies WAL segments to the /mnt/server/archivedir directory:

During execution the server replaces the %p  and %f  parameters with values and the command looks as follows:

A similar command is generated for each new file to be archived. The archive command is executed on behalf of the same user that runs ADPG.

The archive command should not overwrite any existing archive file. This is an important security feature to preserve the archive integrity in case of administrator errors (for example,

when sending the output of two different servers to the same archive directory). In the example above, the archive command includes the test command for this purpose.

An example of setting the archive_command  parameter with a shell script:

Since archived WAL files contain information from your database, make sure that the directory with these files has appropriate access permissions.

The archive command should only return a zero exit status if it succeeds. When PostgreSQL gets a zero result, it indicates that the file has been successfully archived and can be

recycled. If the command returns a non-zero status, PostgreSQL periodically tries to archive the file until it succeeds.

When a signal (other than SIGTERM  that is used as part of a server shutdown) or a shell error terminates an archive command execution, the archive process is aborted and

restarted. In such cases, the failure is not reported in pg_stat_archiver.

PostgreSQL invokes the archive command for completed WAL segments. If the server generates little WAL traffic, it can cause a long delay between the completion of a transaction

and its recording in the archive storage. You can set the archive_timeout parameter to limit this delay. This parameter forces the server to switch to a new WAL segment file after the

specified period of time.

You can also force the server to switch to a new WAL file with the pg_switch_wal  function if you want to archive a completed transaction as soon as possible. Other utility

functions related to WAL management are listed in Backup Control Functions.

You can use the pg_basebackup tool as described in  to create a base backup.

To make use of the backup, you need to keep all the WAL segment files generated during and after the file system backup. The base backup process creates a backup history file that is

stored in the WAL archive directory. This file is named after the first WAL segment file that you need for the file system backup. For example, if the starting WAL file is

0000000100001234000055CD the backup history file is named as 0000000100001234000055CD.007C9330.backup. The second part of the filename indicates the exact position in the

WAL file and can be ignored.

It is necessary to keep all archived WAL files since the last base backup. That is why the base backup interval is usually chosen based on the size of storage for the WAL file archive.

You should also consider the time required for recovering data. The system should replay all WAL segments that are archived since the last base backup to be restored.

Low level base backups can be made in a non-exclusive or an exclusive way. The non-exclusive method is recommended and the exclusive is deprecated. Non-exclusive backup allows

you to run other concurrent backup processes that can use the same backup API or the pg_basebackup  tool.

The base backup creation with the low level API contains more steps than the method using pg_basebackup . It is very important that these steps are performed in order, and the

next step is only executed if the previous one is successful.

1. Ensure that WAL archiving is enabled and working.

2. Connect to the server as a user with rights to run the pg_start_backup function and execute the command:

The pg_start_backup  function has the following syntax:

Where:

<unique_identifier>  is a string that is a unique identifier for the backup operation.

<quick_backup> . By default, pg_start_backup  can take a long time to complete. The pg_start_backup  function performs a checkpoint, and I/O operations

required for the checkpoint are spread out over a significant period of time that equals to half the inter-checkpoint interval. See the checkpoint_completion_target

configuration parameter. It minimizes the impact on query processing. If you want to start the backup as soon as possible, change the second parameter to true . It starts

an immediate checkpoint using as much I/O as available.

<exclusive>  specifies if pg_start_backup  initiates an exclusive base backup. In our example, a non-exclusive base backup is performed.

The connection that calls pg_start_backup  must be maintained until the backup is completed, otherwise, the process is automatically aborted.

3. Use any  tool to create a backup. See Backing up the data directory for more information on what directories must be copied.

4. In the same connection as in step 2, execute pg_stop_backup:

The pg_stop_backup  function has the following syntax:

Where:

<exclusive>  specifies if the backup is created in the exclusive mode. This parameter must match the value from the pg_start_backup  call.

<wait_for_archive>  specifies whether pg_stop_backup  should wait until the WAL files are archived.

This command terminates the backup mode. On a primary, it also performs an automatic switch to the next WAL segment. On a standby, it is not possible to automatically

switch WAL segments, you can run pg_switch_wal  on the primary to perform a manual switch. This operation makes the last WAL segment file written during the backup

ready to archive.

The pg_stop_backup  function returns one row with three values. Write the second value to the backup_label file in the backup root directory. The third value should be

written to the tablespace_map file unless the value field is empty. These files are critical and must be written byte by byte unchanged, which may require a file to be opened in

the binary mode.

5. The WAL segment files used during the backup should be archived. The file identified by the pg_stop_backup  first returned value is the last segment that is required to form a

complete set of backup files. On a primary, if archive_mode  is enabled and the wait_for_archive  parameter of the pg_stop_backup  function is true ,

pg_stop_backup  does not return values until the last segment is archived. On a standby, archive_mode  must be always  to force pg_stop_backup  to wait for

archiving. Archiving WAL files occurs automatically if you configure archive_command .

To recover from the backup, perform the following steps:

1. Stop the server.

2. Copy the cluster data directory and any tablespaces to a temporary location. This operation requires that you have enough free space on your system to hold two copies of your

database. If you do not have enough space to save all the data, you must save the contents of the pg_wal directory, because it might contain logs that are not archived before the

system failure.

3. Remove all existing files and subdirectories under the cluster data directory and root directories of any tablespaces.

4. Restore the database files from your file system backup. Make sure that they are restored with the correct ownership (the database system user, not root ) and with the correct

permissions. If you are using tablespaces, verify that the symbolic links in pg_tblspc/ are restored properly.

5. Remove any files present in pg_wal/. These files are from the file system backup and are probably obsolete. If you did not use pg_wal/, create this directory with proper

permissions. If you use a symbolic link, recreate it.

6. If you have unarchived WAL segment files that you saved in step 2, copy them into pg_wal/. Do not move them, so you still have the unmodified files if a problem occurs, and you

have to start all over again.

7. Set recovery configuration settings in ADPG configurations and create the recovery.signal file in the cluster data directory (the default data directory in ADPG is /pg_data1/adpg16).

You can also temporarily modify the PG_HBA section in ADCM UI to prevent user connections until you recover the system.

8. Start the server. The server goes into recovery mode and reads the required archived WAL files. If the recovery is terminated because of an external error, the server can be

restarted and the recovery will continue. When the restore process is complete, the server deletes recovery.signal to prevent an accidental re-entry into recovery mode and begins

standard database operations.

9. Inspect the database contents to ensure that the desired state is restored. If so, edit the PG_HBA section to allow users to connect to the restored database. If not, return to step 1.

In step 7, you need to set up the recovery configuration that describes how the restore is performed and to what point. Use the restore_command parameter that specifies how to

retrieve archived WAL file segments. This parameter is similar to archive_command . It contains a shell command string with %p  instead of a path name to copy the log file to and

%f  instead of a log file name. The path name is relative to the cluster data directory.

Example:

The restore_command  parameter can also contain a shell script.

If the server cannot find WAL segments in the archive, it searches for them in the pg_wal/ directory. It allows using recent non-archived segments. Segments from the archive have a

higher priority than files from pg_wal/.

The recovery process handles all available WAL segments and restores the database to the current point in time or as close as possible given the available WAL segments. Therefore, a

recovery ends with a "file not found" message, the exact text of the error message depends on the current restore_command . You may also see an error message at the start of

recovery for a file named similar to 00000001.history. This also does not indicate a problem in most cases. See Timelines for details.

If you need to recover to some previous point in time, set a stopping point. You can specify a stopping point ("recovery target") by date/time, a named restore point, or by completion of

a specific transaction ID. At present, only the date/time and named restore point options are usable since there are no tools to help you identify which transaction ID to use.

If the recovery process finds corrupted WAL data, the recovery halts at that point and the server does not start. In this case, run the recovery process from the beginning and specify a

"recovery target" before the point of corruption. The recovery can complete successfully. If the recovery fails for an external reason, such as a system crash or if the WAL archive

becomes inaccessible, the recovery can be restarted, and it restarts from the point of the failure. The recovery restart works in the same way as checkpoints: the server periodically

saves the current state to the disk and updates the pg_control file. This way, already processed WAL data is not rescanned.

To Table of Contents

Overview

Set up WAL archiving

Make a base backup

Use the low level API to make a base backup

Recover from a continuous archive backup

Overview

Configuration parameters

file system level backup

NOTE

The pg_dump  and pg_dumpall  tools do not produce file system level backups and cannot be used as part of a continuous-archiving solution.

Set up WAL archiving

Configuration parameters

archive_command : 'test ! -f /mnt/server/archivedir/%f && cp %p /mnt/server/archivedir/%f'

test ! -f /mnt/server/archivedir/0000000600000000000000A0 && cp pg_wal/0000000600000000000000A0 
/mnt/server/archivedir/0000000600000000000000A0

archive_command : 'local_backup_script․sh "%p" "%f"'

Make a base backup

File system level backup

Use the low level API to make a base backup

SELECT pg_start_backup('label', false, false);

pg_start_backup(<unique_identifier>, <quick_backup>, <exclusive>)

file system backup

SELECT * FROM pg_stop_backup(false, true);

pg_stop_backup(<exclusive>, <wait_for_archive>)

Recover from a continuous archive backup

restore_command : 'cp /mnt/server/archivedir/%f %p'
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ADPG uses the functionality of the pgBackRest  utility to create backups of the cluster and restore it from the backups. This solution easily scales for large databases and significant

workloads. All backup actions are executed on behalf of the postgres  user.

A backup is a consistent copy of a database cluster that can be used to recover the cluster from a hardware failure, to perform Point-In-Time Recovery ( ), or to bring up a new

standby. The pgBackRest  utility can create the following types of backups:

Full backup —  pgBackRest  copies the entire contents of a cluster to the backup. The first backup of the database cluster is always a full backup. pgBackRest  can restore a

cluster directly from a full backup. The full backup does not depend on any files outside it.

Differential backup —  pgBackRest  only copies database files that have changed since the last full backup. To restore a differential backup, pgBackRest  copies all files from

the current differential backup and appropriate unchanged files from the previous full backup. A differential backup takes up less disk space but requires a valid full backup to be

restored.

Incremental backup —  pgBackRest  only copies database files that have changed since the last backup, which can be another incremental backup, a differential backup, or a full

backup. Due to the fact that incremental backups only include files changed since the prior backup, they are generally much smaller than full or differential backups. The

incremental backup also depends on other backups. All prior incremental, differential, and full backups must be valid to perform a restore of the incremental backup. The backup

sequence may not include differential backups.

To enable creating backups, switch on the Enable backups toggle button displayed on the Primary configuration tab of the ADPG service (Clusters → ADPG cluster → Services → ADPG

→ Primary configuration). When this toggle button is enabled, you can expand the corresponding node and specify the pgBackRest  settings described below.

Enable backups

In pgBackRest  settings, each PostgreSQL/ADPG cluster to back up has its configuration called stanza. A stanza defines where a cluster is located, how it should be backed up,

archiving options, and others. In ADPG, a stanza is created with the name specified in the Backup stanza field and the added prefix: adpg<version>- . For example, if the specified

name is mystanza , the result —  adpg16-mystanza .

You can also set the Archive timeout(s) parameter that specifies the amount of time (in seconds) to wait before forcing a switch to the next WAL file. The default value is 1800 . It is

helpful when the database is lightly loaded and the WALs are slowly filling up, to ensure that WAL archiving does not stop for a long period.

Use Backup repo to specify the path to the repository where pgBackRest  stores backups and archives WAL segments. The repository must exist and be accessible to all ADPG

nodes in the cluster.

To determine the storage type, specify the Repo type option. You can use the following types of storage to save backups:

posix  — a storage that is compatible with POSIX. This is the default value. Directories on all nodes must be synchronized with each other, for example, using network file system

tools.

s3  — an S3 storage. If you select the S3 type, specify settings located in the S3 configuration section. The S3 settings are listed in the table below. The bucket used to store the

repository must be created in advance. The repository can be located in the bucket root ( / ) but it is usually best to place it in a subfolder. So, object store logs or other data can

also be stored in the bucket without conflicts.

cifs  — a storage that supports the CIFS protocol.

Parameter Description

S3 URI style An S3 URI style. The following URI styles are supported:

host  —  <bucket>.<endpoint>.<host> . For example, mybucket.us-east-1.amazonaws.com.

path  —  <endpoint>.<host>/<bucket> . For example, us-east-1.amazonaws.com/mybucket.

The default value is path

S3 Region An S3 repository region where the bucket was created

S3 Bucket An S3 bucket used to store the repository with backups

S3 Endpoint An S3 repository endpoint. The endpoint should be valid for the specified region

S3 Key An S3 repository access key used to access the bucket

S3 Key Secret An S3 repository secret access key used to access this bucket

You can specify backup retention options. It is possible to choose whether a time (days) or a number will be used to determine which backups are expired. Retention full type

determines whether the Retention full setting represents a time period (days) or a number of full backups to keep. The following Retention full type values are available:

count  — the number of backup to keep. The default value.

time  — full backups older than the Retention full value (in days) will be removed from the repository if there is at least one backup that expires in a number of days equal to or

greater than Retention full. For example, if Retention full is 30 (days) and there are two full backups: one 25 days old and one 35 days old, no full backups will expire because once

the 35-day backup expires, only the 25-day backup will remain, which would violate the retention policy of having at least one backup 30 days old before an older one can be expired.

When a full backup expires, all differential and incremental backups associated with the full backup will also expire.

You can use the Retention diff option to specify the number of differential backups to retain. When a differential backup expires, all incremental backups associated with the differential

backup will also expire. If this option is not specified, all differential backups will be retained until the full backups on which they depend have expired.

To enable the backup compression, check the Enable compression checkbox and specify the Compression type option. Use the one of the following values: bz2 , gz , lz4 , and

zst . The default value is gz .

You can also set Compress level — a file compression level (from 0  to 9 ) used when Compression type does not equal none . If this option is not specified, the following levels are

used based on the Compression type value:

bz2 — 9;

gz — 6;

lz4 — 1;

zst — 3.

By default, ADPG places pgBackRest  log files at the following path: /var/log/adpg16-pgbackrest. Use the Log path option to change the log file directory.

You can also set a pgBackRest  log level in the Log level field. Possible values are : off , error , warn , info , detail , debug , and trace . The default value is info .

You can set pgBackRest  settings that are not available in UI. For this, check the Use custom config checkbox and specify the required settings in the Global options and Custom

options fields. In this case, all the pgBackRest  settings except the Backup stanza parameter are applied from these fields. Settings from Global options are added to the [global]
section of the pgBackRest  configuration file. The configuration file is located at the following path: /etc/adpg16-pgbackrest/adpg16-pgbackrest.conf.

After you enable backups and set all the required settings as described above, use the  action of the ADPG service to create a backup. When you run this action, ADCM

displays a dialog window where you can select a backup type from a drop-down list.

Change the backup type

In the opened window, select a backup type.

Select a backup type

By default, pgBackRest  creates incremental backups. However, an incremental backup must be based on a full backup. If there are no full backups, pgBackRest  creates a full

backup, regardless of which backup type is selected.

After the backup type is selected, click Run to confirm the action. A backup will be created in the specified repository (Backup repo). If errors occur during backup creation, you can find

information about them on the Jobs page.

Use the  action of the ADPG service to restore a cluster from the last backup on all nodes. You can find information about the last backup in the output of the

 action. If errors occur during the operation, information about them will be displayed on the Jobs page.

Run the  action of the ADPG service to get a list of created backups. You can find the action result on the Jobs page. To view the backup list, click the Backup: Info row in

the task list, switch to the Ansible [check] tab of the job, find the Show backups information row at the end of the list, and click it to expand.

The result of the "Backup: Info" action

If errors occur during the operation, information about them will also be displayed on the Jobs page.

In the automatic mode, you can restore cluster only from the last backup. To restore a cluster to a specific point in time, use the steps below:

1. Make sure that an appropriate backup exists. You can use the  action for this.

2. Set the ${TIME}  variable to a time to which you need to restore the cluster:

3. Use the  action to stop the ADPG service. Make sure that all ADPG instances are stopped. You can check this on the Jobs page.

4. You can optionally delete the contents of the /pg_data1/adpg16 directory on each ADPG node and run recovery without the --delta  option. Alternatively, you can start the

recovery with the --delta  option, as shown below. In this case, it is not necessary to delete the contents, but you can copy them to another directory, which can be useful if the

recovery fails.

5. Remove the cluster /initialize  key on any etcd node using the following command:

Where <cluster_uuid>  is a cluster UUID (see General configuration parameters → Cluster UUID in ), and <cluster_name>  is a cluster name in a snake

case.

For example:

6. Use pgBackRest  to restore the cluster on each ADPG node to the time specified by the ${TIME}  variable:

Where <stanza-name>  is the Backup stanza field value with the adpg<version>-  prefix.

For example:

7. Make sure that the postgresql.auto.conf and recovery.signal files exist in the /pg_data1/adpg16 directory.

8. Start PostgreSQL on the leader node on behalf of the postgres  user using the following command:

9. Search for the starting point-in-time recovery  string entry in the ADPG log files (the default path is /pg_data1/adpg16/log) to make sure that point-in-time-recovery

has been started. See  for details.

10. Stop PostgreSQL on the leader node on behalf of the postgres  user using the following command:

11. Use the  action to start the ADPG service.
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Get a list of backups

Manual PITR restore of ADPG cluster

Overview

IMPORTANT

This functionality is deprecated and will be removed after a major ADPG upgrade supporting PostgreSQL 17. Instead, use the part of ADPG Control — backup

manager.

Note that migration of previously created backups to the storage of the ADPG Control backup manager is not supported.

PITR

Backup configuration

NOTE

After you set all required settings on the Primary configuration tab, click Save to save the current configuration and run the  action of the

ADPG service.

Reconfigure & Restart

Backup storages

NOTE

You need to configure POSIX and CIFS storages yourself for the cluster to work correctly. ADPG does not check the POSIX and CIFS configuration and mounted

directories.

Make sure that the postgres  user is the owner of POSIX folders or has read/write access to them on each host. If not, recreate the POSIX folders under the

postgres  user.

The backup retention

The backup compression

Logging

Custom pgBackRest configuration

NOTE

If you check Use custom config and specify custom pgBackRest  settings, ADPG writes these settings to the pgBackRest  configuration file without

checking. In case of incorrect settings, an error message will not be displayed in the ADCM UI. You need to verify the settings and check if the directory for storing

backups exists and is accessible by yourself.

Create a backup

Backup: Start

Restore an ADPG cluster

Backup: Restore cluster

Backup: Info

IMPORTANT

The  action restores the cluster to the end of the WAL archive. In case of an accidental deletion of database objects, use 

 with the --target  parameter, since it is most likely that the Backup: Restore Cluster action will restore the state of the cluster to the moment when the

database objects were already deleted/dropped.

Backup: Restore cluster manual PITR

restore

Get a list of backups

Backup: Info

Manual PITR restore of ADPG cluster

Backup: Info

$ TIME="2024-04-23 09:00:00+00"

Stop

$ /usr/lib/adpg16/usr/bin/etcdctl del --prefix=true "/arenadata/adpg16/<cluster_name>/<cluster_uuid>/initialize

Configure a cluster

$ /usr/lib/adpg16/usr/bin/etcdctl del --prefix=true "/arenadata/adpg16/test_adpg_cluster_1/81cb4ace-6ee0-4daa-bb5a-
d181f7196caa/initialize"

$ /usr/lib/adpg16/usr/bin/pgbackrest --config=/etc/adpg16-pgbackrest/adpg16-pgbackrest․conf --stanza=<stanza-name> --delta --
type=time "--target=${TIME}" --target-action=promote restore

$ /usr/lib/adpg16/usr/bin/pgbackrest --config=/etc/adpg16-pgbackrest/adpg16-pgbackrest․conf --stanza=adpg16-mystanza --delta --
type=time "--target=${TIME}" --target-action=promote restore

$ /usr/lib/adpg16/bin/pg_ctl start -D /pg_data1/adpg16

View log files

․․․
2024-04-23 14:16:11․478 UTC [25516] LOG: starting point-in-time recovery to 2024-04-23 09:00:00+00
․․․

$ /usr/lib/adpg16/bin/pg_ctl stop -D /pg_data1/adpg16

Start
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ADPG/PostgreSQL maintains data consistency by using a multi-version model (Multiversion Concurrency Control, MVCC). It utilizes tuple multi-versioning — data is not changed and is

not deleted during transaction processing, but a new version of the record is added to the table. This record is called a tuple. Tuples that are deleted or obsoleted by an update are not

physically removed from their tables but are marked using special fields. A row in a table that has been marked for deletion but has not yet been physically removed is called a dead

tuple. Vacuuming reclaims storage occupied by dead tuples.

It is necessary to vacuum each table regularly for several reasons:

to  space occupied by updated or deleted rows;

to  used by the query planner;

to , which speeds up index-only scans;

to  or .

Different reasons dictate that vacuuming be performed at different frequencies and to different extents, as discussed in the subsections below.

For the most scenarios, it is preferable to let vacuuming be performed by the  that automates the execution of the VACUUM  command.

As mentioned above, tuples that are deleted or obsoleted by an update are not physically removed from tables. Each tuple contains service information — HeapTupleHeaderData that

allows you to determine if the current tuple is the valid row version or is outdated. (For more information on the HeapTupleHeaderData structure, refer to Table row layout.)

Create and populate a table with data to view HeapTupleHeaderData fields:

Delete a row from this table and update another row:

View table data with columns that contain hidden tuple attributes:

Two rows are displayed, and the second one has a new number of the inserting transaction:

The following hidden fields are shown:

xmin  — the identity (transaction ID) of the inserting transaction for this row version.

xmax  — the identity (transaction ID) of the deleting transaction, or zero for an undeleted row version.

cmin  — the command identifier (starting at zero) within the inserting transaction.

cmax  — the command identifier within the deleting transaction, or zero.

ctid  — the physical location of the current row version within its table. For the most current version of a row, ctid  refers to this version itself. It has the following form:

(<page number>, <the index number in the array>) .

To view dead tuples, install the pageinspect extension:

Run the following query that uses the heap_page_items function to display all tuples:

Result:

The test  table contains two dead tuples ( 2  and 3 ).

Then, run the VACUUM command. You can use the VERBOSE  key word to print a detailed vacuum activity report:

Result:

Also, each backend running VACUUM  without the FULL  option will report its progress in the pg_stat_progress_vacuum  view.

Execute the query mentioned above to view all tuples in the test  table:

Result:

From the result, you can see that VACUUM  deletes the dead tuples, but does not free up the disk space. However, VACUUM  makes it available for re-use, and new tuples will be written

in place of the deleted dead tuples.

You can also use the query against the pg_stat_user_tables  view to obtain tuple statistics:

Result:

If tables and columns are not specified in the VACUUM  command, it processes every table and materialized view in the current database. Also, VACUUM  cannot be executed inside a

transaction block.

VACUUM  generates a significant amount of I/O traffic, which can cause poor performance for other active sessions. PostgreSQL provides configuration parameters that can be

adjusted to reduce the performance impact of background vacuuming — see Cost-based vacuum delay. Set vacuum parameters in the ADPG configurations section as described in

.

You can retrieve current vacuum settings from the pg_settings view using the following query:

Result:

There are two variants of VACUUM : standard VACUUM  and VACUUM FULL . VACUUM FULL  can reclaim more disk space but runs much more slowly. Also, the standard form of

VACUUM  can run in parallel with production database operations. The SELECT , INSERT , UPDATE , and DELETE  commands will continue to operate normally, though you cannot

modify the definition of a table with commands such as ALTER TABLE  while VACUUM  is running.

Run VACUUM FULL  for the test  table:

Execute the query mentioned above to view all tuples in the test  table:

As a result, the empty rows have been deleted:

VACUUM FULL  creates a new copy of the table and recovers the disk space. VACUUM FULL  requires an ACCESS EXCLUSIVE  lock on the table, and cannot be done in parallel

with other operations on the table. VACUUM FULL  can reclaim more space, but takes much longer. This method also requires extra disk space, since it writes a new copy of the table

and does not release the old copy until the operation is complete. Generally, VACUUM FULL  should only be used when a significant amount of space needs to be reclaimed.

Administrators should strive to use standard VACUUM  and avoid VACUUM FULL .

As mentioned above, an UPDATE  and DELETE  command does not immediately remove the old version of the row. This approach is necessary to gain the benefits of multi-version

concurrency control: the row version must not be deleted while it is still potentially visible to other transactions. Eventually, an outdated or deleted row version is no longer of interest to

any transaction. The space it occupies must be reclaimed for reuse by new rows, to avoid unbounded growth of disk space requirements. As described above, the standard form of

VACUUM  removes dead row versions in tables and indexes and marks the space available for future reuse. However, it does not return the space to the operating system, except in the

special case where one or more pages at the end of a table become entirely free and an exclusive table lock can be easily obtained. In contrast, VACUUM FULL  writes a new version of

the table file with no dead space. This minimizes the size of the table, but can take a long time and requires extra disk space.

The usual goal of regular vacuuming is to perform standard VACUUM  frequently enough to avoid the need for VACUUM FULL . The main idea of this approach is not to minimize the

size of tables, but to keep disk space usage at a stable level: each table occupies a space equal to its minimum size plus the space used up between vacuum operations. Although you

can use VACUUM FULL  to shrink a table to its minimum and return disk space to the operating system, there is little point in doing so if the table grows again in the future. For tables

that are updated frequently, it is better to run VACUUM  at a moderate frequency than to run VACUUM FULL  very rarely.

The query planner relies on statistical information about the contents of tables in order to generate good plans for queries. These statistics are gathered by the ANALYZE command,

which can be invoked by itself or as an optional step in VACUUM . It is important to have accurate statistics, otherwise poorly chosen query plans can reduce database performance.

The autovacuum daemon runs the ANALYZE  command whenever the content of a table has changed sufficiently. However, administrators may prefer to perform ANALYZE
manually, because the daemon schedules ANALYZE  execution based only on the number of rows inserted or modified. The daemon does not have information whether these

changes will lead to meaningful changes in statistics.

Tuples changed in partitions and inheritance children do not trigger ANALYZE  on the parent table. If the parent table is empty or rarely changed, it may never be processed by

autovacuum, and the statistics for the inheritance tree will not be collected. It is necessary to run ANALYZE  on the parent tables manually in order to keep the statistics up to date.

Vacuuming maintains a visibility map for each table to keep track of which pages contain only tuples that are visible to all active transactions (and all future transactions, until the page

is modified). This has two purposes. First, vacuuming can skip such pages on the next run, since there is nothing to clean up. Second, it allows ADPG/PostgreSQL to execute some

queries using only the index, without reference to the underlying table. Since indexes do not contain tuple visibility information, a standard index scan fetches a tuple for each matching

index entry, to check whether it can be seen by the current transaction. An index-only scan checks the visibility map first. If all tuples on the page are visible, the fetch for checking

visibility can be skipped. This is most useful for large data sets where the visibility map can prevent disk access.

PostgreSQL MVCC transaction semantics depend on being able to compare transaction ID (XID) numbers: a row version with an XID greater than the current transaction’s XID is "in the

future" and should not be visible to the current transaction. Since transaction IDs have a limited size (32 bits), a cluster that runs for a long time (more than 4 billion transactions) would

suffer transaction ID wraparound. The XID counter wraps around to zero, and transactions that were "in the past" appear to be "in the future". It means their output becomes invisible

resulting in data loss. Actually, the data is still there, but you cannot get it. To avoid this, it is necessary to vacuum every table in every database at least once every two billion

transactions.

Periodic vacuuming solves the problem. VACUUM  marks rows as frozen, indicating that they were inserted by a transaction that was committed sufficiently far in the past and should

be visible to all current and future transactions.

PostgreSQL allocates 32 bits for XID (about 4 billion values). This means that for every transaction, there are two billion XIDs that are "older" and two billion that are "newer". The XID

space is circular with no endpoint. Therefore, once a row version has been created with a particular XID, it will appear to be "in the past" for the next two bilbillionlion transactions. If the

row version still exists after more than two billion transactions, it will suddenly appear to be "in the future". To prevent this, PostgreSQL reserves a special XID,

FrozenTransactionId , which does not follow the normal XID comparison rules and is always considered older than every normal XID. Frozen row versions are "in the past" to all

normal transactions, and such row versions will be valid until deleted, no matter how long that is.

The vacuum_freeze_min_age parameter specifies the cutoff age of transactions that VACUUM  should use to decide whether to freeze row versions (set it in the ADPG configurations

section). Increasing this setting may avoid unnecessary work if the rows that would otherwise be frozen will soon be modified again, but decreasing this setting increases the number

of transactions that can elapse before the table must be vacuumed again.

VACUUM  uses the visibility map to determine which pages of a table must be scanned. Normally, it will skip pages that do not have any dead row versions even if those pages still have

row versions with old XID values. Therefore, VACUUM  does not always freeze every old row version in the table. Periodically, VACUUM  performs an aggressive vacuum that skips only

pages, which contain neither dead rows nor any unfrozen XID or MXID values. The vacuum_freeze_table_age parameter controls when VACUUM  does that. All visible but not all frozen

pages are scanned if the number of transactions that have passed since the last such scan is greater than vacuum_freeze_table_age  minus vacuum_freeze_min_age .

Setting vacuum_freeze_table_age  to 0  forces VACUUM  to use this more aggressive strategy for all scans.

The maximum time that a table can be unvacuumed is two billion transactions minus the vacuum_freeze_min_age  value at the time of the last aggressive vacuum. If a table is

not vacuumed for longer, data loss would be possible. To ensure that this does not happen, autovacuum is invoked on any table that might contain unfrozen rows with XIDs older than

the age specified by the autovacuum_freeze_max_age  parameter. This happens even if autovacuum is disabled.

To track the age of the oldest unfrozen XIDs in a database, VACUUM  stores XID statistics in the system tables pg_class and pg_database. In particular, the relfrozenxid  column

of pg_class  contains the freeze cutoff XID that was used by the last aggressive VACUUM  for the current table. All rows inserted by transactions with XIDs older than this cutoff XID

are guaranteed to have been frozen. Similarly, the datfrozenxid  column of pg_database  contains a lower bound on the unfrozen XIDs appearing in the current database. It is

the minimum of the per-table relfrozenxid  values within the database. A convenient way to examine this information is to execute the queries below. In their results, the age
column measures the number of transactions from the cutoff XID to the current transaction’s XID.

The query to pg_class :

Result:

The query to pg_database :

Result:

If for some reason autovacuum fails to clear old XIDs from a table, the system begins to emit warning messages when the database’s oldest XIDs reach forty million transactions from

the wraparound point:

Manual VACUUM  should fix the problem, as suggested by the hint. Note that VACUUM  should be performed by a superuser.

If these warnings are ignored, the system will refuse to assign new XIDs once there are fewer than three million transactions left until wraparound. In this condition, any transactions

already in progress can continue, but only read-only transactions can be started. Operations that modify database records or truncate relations will fail.

Multixact IDs are used to support row locking by multiple transactions. Since there is only limited space in a tuple header to store lock information, that information is encoded as a

multiple transaction ID (multixact ID), whenever there is more than one transaction concurrently locking a row. Information about which transaction IDs belong to a particular multixact

ID is stored separately in the pg_multixact  subdirectory, and only the multixact ID is stored in the xmax  field of the tuple header. Like transaction IDs, multixact IDs are

implemented as a 32-bit counter and are stored similarly, which requires careful management of their age, storage cleanup, and wraparound handling.

Whenever VACUUM  scans any part of a table, it will replace any multixact ID (the xmax  field) it encounters which is older than vacuum_multixact_freeze_min_age by a different value,

which can be the zero value, a single transaction ID, or a newer multixact ID. For each table, pg_class.relminmxid  stores the oldest possible multixact ID from any tuple of the

current table. If this value is older than vacuum_multixact_freeze_table_age, an aggressive vacuum is forced.

For safety reasons, an aggressive vacuum scan will occur for any table whose multixact age is greater than autovacuum_multixact_freeze_max_age. Also, if the storage occupied by

members of multi-transactions exceeds 2 GB, aggressive vacuum scans will occur more often for all tables, starting with tables that have the oldest multixact age. Both of these kinds

of aggressive scans will occur even if autovacuum is nominally disabled.

Similar to the XID case, if autovacuum fails to clear old MXIDs from a table, the system will begin to emit warning messages when the database’s oldest MXIDs reach forty million

transactions from the wraparound point. If these warnings are ignored, the system will refuse to generate new MXIDs once there are fewer than three million left until wraparound.

ADPG/PostgreSQL has highly recommended feature called autovacuum that automates the execution of the VACUUM  and ANALYZE  commands. When enabled, autovacuum checks

for tables that have a large number of inserted, updated, or deleted tuples. These checks use the statistics collection facility; therefore, autovacuum cannot be used unless the

track_counts parameter is set to true  (the default value).

The autovacuum daemon consists of multiple processes. There is a persistent daemon process, called the autovacuum launcher, which is in charge of starting autovacuum worker

processes for all databases. The launcher will distribute the work across time, attempting to start one worker within each database every autovacuum_naptime seconds. If there are N
databases, a new worker is launched every autovacuum_naptime / N  seconds. The autovacuum_max_workers parameter is set the maximum of worker processes that are

allowed to run at the same time. If there are more than autovacuum_max_workers  databases to be processed, the next database will be processed as soon as the first worker

finishes. Each worker process will check each table within its database and execute VACUUM  and/or ANALYZE  as needed.

By default, autovacuuming is enabled, and the related configuration parameters are appropriately set. You can use the following query to display values of the autovacuum parameters:

Result:

For more information on the autovacuum settings, refer to Automatic vacuuming.

Autovacuum runs not by a timer, but when certain conditions are met. Tables with the relfrozenxid  value is more than autovacuum_freeze_max_age transactions old are always

vacuumed. Otherwise, if the number of tuples obsoleted since the last VACUUM  exceeds the vacuum threshold , the table is vacuumed. The vacuum threshold  is defined as:

Where:

vacuum base threshold  — autovacuum_vacuum_threshold;

vacuum scale factor  — autovacuum_vacuum_scale_factor;

number of tuples  — pg_class.reltuples (number of live rows in the table).

The table is also vacuumed if the number of tuples inserted since the last vacuum has exceeded insert threshold , which is defined as:

Where:

vacuum base insert threshold  — autovacuum_vacuum_insert_threshold;

vacuum insert scale factor  — autovacuum_vacuum_insert_scale_factor;

number of tuples  — pg_class.reltuples (number of live rows in the table).

Such vacuuming may allow a part of the table pages to be marked as all visible, and also allow tuples to be frozen, which can reduce the work required in subsequent vacuuming. For

tables, which receive INSERT  operations but no or almost no UPDATE / DELETE  operations, it may be beneficial to lower the table’s autovacuum_freeze_min_age as this may allow

tuples to be frozen by earlier vacuums. The number of obsolete tuples and the number of inserted tuples are obtained from the statistics collector; it is an approximate number that is

updated by each UPDATE , DELETE , and INSERT  operation. It is only approximate because some information might be lost under heavy load. If the relfrozenxid  value of the

table is more than vacuum_freeze_table_age  transactions old, an aggressive vacuum is performed to freeze old tuples and advance relfrozenxid ; otherwise, only pages

that have been modified since the last vacuum are scanned.

Autovacuum uses a similar condition for ANALYZE  — the analyze threshold  is compared to the total number of tuples inserted, updated, or deleted since the last ANALYZE
and is defined as:

Where:

analyze base threshold  — the autovacuum_analyze_threshold  parameter;

analyze scale factor  — the autovacuum_analyze_scale_factor  parameter;

number of tuples  — pg_class.reltuples (number of live rows in the table).

Root  do not directly store tuples and consequently are not processed by autovacuum, but autovacuum processes the partitions, which are regular PostgreSQL tables.

This means that autovacuum does not run ANALYZE  on root partitioned tables, and this can cause suboptimal plans for queries that reference partitioned table statistics. You can

work around this problem by manually running ANALYZE  on partitioned tables when they are first populated, and whenever the distribution of data in their partitions changes

significantly. See .

Temporary tables cannot be accessed by autovacuum. Therefore, VACUUM  and ANALYZE  operations can be performed via SQL commands.

You can also override the autovacuum control parameters on a per-table basis. See Storage parameters for more information. If any values are defined through table storage

parameters, they are used when processing the current table, otherwise, global parameters are utilized.
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VACUUM and VACUUM FULL commands

CREATE TABLE test (
   id serial PRIMARY KEY,
   num int
);
INSERT INTO test (num) VALUES (10),(20),(30);

UPDATE test SET num = 25 where id = 2;
DELETE FROM test WHERE id = 3;

SELECT id, num, xmin,xmax,cmin,cmax,ctid FROM test;

 id | num |  xmin   | xmax | cmin | cmax | ctid
----+-----+---------+------+------+------+-------
  1 |  10 | 2339945 |    0 |    7 |    7 | (0,1)
  2 |  25 | 2339949 |    0 |    0 |    0 | (0,4)
(2 rows)

CREATE EXTENSION pageinspect;

SELECT lp as tuple, t_xmin, t_xmax, t_ctid FROM heap_page_items(get_raw_page('test',0));

 tuple | t_xmin  | t_xmax  | t_cid | t_ctid
-------+---------+---------+-------+--------
     1 | 2339945 |       0 |     7 | (0,1)
     2 | 2339945 | 2339949 |     0 | (0,4)
     3 | 2339945 | 2339949 |     1 | (0,3)
     4 | 2339949 |       0 |     0 | (0,4)

VACUUM VERBOSE test;

INFO:  vacuuming "public․test"
INFO:  scanned index "test_pkey" to remove 1 row versions
DETAIL:  CPU: user: 0․00 s, system: 0․00 s, elapsed: 0․00 s
INFO:  table "test": removed 1 dead item identifiers in 1 pages
DETAIL:  CPU: user: 0․00 s, system: 0․00 s, elapsed: 0․00 s
INFO:  index "test_pkey" now contains 2 row versions in 2 pages
DETAIL:  1 index row versions were removed․
0 index pages were newly deleted․
0 index pages are currently deleted, of which 0 are currently reusable․
CPU: user: 0․00 s, system: 0․00 s, elapsed: 0․00 s․
INFO:  table "test": found 2 removable, 2 nonremovable row versions in 1 out of 1 pages
DETAIL:  0 dead row versions cannot be removed yet, oldest xmin: 2378768
Skipped 0 pages due to buffer pins, 0 frozen pages․
CPU: user: 0․00 s, system: 0․00 s, elapsed: 0․00 s․
VACUUM

SELECT lp as tuple, t_xmin, t_xmax, t_ctid FROM heap_page_items(get_raw_page('test',0));

 tuple | t_xmin  | t_xmax | t_ctid
-------+---------+--------+-------
     1 | 2339945 |      0 | (0,1)
     2 |         |        |
     3 |         |        |
     4 | 2339949 |      0 | (0,4)
(4 rows)

SELECT relname, n_live_tup, n_dead_tup
   FROM pg_stat_user_tables WHERE relname = 'test';

 relname | n_live_tup | n_dead_tup
---------+------------+------------
 test    |          2 |          2

Configuration parameters

SELECT name, setting, context, short_desc
    FROM pg_settings WHERE name like 'vacuum%';

               name                |  setting   | context |                                     short_desc
-----------------------------------+------------+---------+----------------------------------------------------------------------
---------------
 vacuum_cost_delay                 | 0          | user    | Vacuum cost delay in milliseconds․
 vacuum_cost_limit                 | 200        | user    | Vacuum cost amount available before napping․
 vacuum_cost_page_dirty            | 20         | user    | Vacuum cost for a page dirtied by vacuum․
 vacuum_cost_page_hit              | 1          | user    | Vacuum cost for a page found in the buffer cache․
 vacuum_cost_page_miss             | 2          | user    | Vacuum cost for a page not found in the buffer cache․
 vacuum_defer_cleanup_age          | 0          | sighup  | Number of transactions by which VACUUM and HOT cleanup should be 
deferred, if any․
 vacuum_failsafe_age               | 1600000000 | user    | Age at which VACUUM should trigger failsafe to avoid a wraparound 
outage․
 vacuum_freeze_min_age             | 50000000   | user    | Minimum age at which VACUUM should freeze a table row․
 vacuum_freeze_table_age           | 150000000  | user    | Age at which VACUUM should scan whole table to freeze tuples․
 vacuum_multixact_failsafe_age     | 1600000000 | user    | Multixact age at which VACUUM should trigger failsafe to avoid a 
wraparound outage․
 vacuum_multixact_freeze_min_age   | 5000000    | user    | Minimum age at which VACUUM should freeze a MultiXactId in a table 
row․
 vacuum_multixact_freeze_table_age | 150000000  | user    | Multixact age at which VACUUM should scan whole table to freeze 
tuples․

VACUUM FULL test;

SELECT lp as tuple, t_xmin, t_xmax, t_ctid FROM heap_page_items(get_raw_page('test',0));

 tuple | t_xmin  | t_xmax | t_ctid
-------+---------+--------+--------
     1 | 2339945 |      0 | (0,1)
     2 | 2339949 |      0 | (0,2)

TIP

You can use the query to the pg_stat_user_tables  view to obtain the number of dead and live tuples in the specified table:

Result:

SELECT relname, n_live_tup, n_dead_tup
   FROM pg_stat_user_tables WHERE relname = 'test';

 relname | n_live_tup | n_dead_tup
---------+------------+------------
 test    |          2 |          3

Recover disk space

TIP

VACUUM  may not be sufficient when a table contains large numbers of dead tuples as a result of massive update or delete operations. If you have such a

table, and you need to reclaim the excess disk space it occupies, use VACUUM FULL . Alternatively, you can utilize the CLUSTER command or one of the

table-rewriting variants of ALTER TABLE. These commands create a copy of the table and build new indexes for it. All these options require an ACCESS
EXCLUSIVE  lock. Note that they also temporarily use extra disk space approximately equal to the size of the table, since the old copies of the table and

indexes cannot be deleted until the new ones are complete.

If you have a table whose entire contents need to be deleted periodically, consider doing it with the TRUNCATE command rather than using DELETE  followed

by VACUUM . TRUNCATE  removes the entire content of the table immediately and does not require VACUUM  or VACUUM FULL  to reclaim the unused disk

space. The disadvantage of this approach is that it violates the strict MVCC semantics.

Update planner statistics

Update the visibility map

Prevent transaction ID wraparound failures

SELECT c․oid::regclass as table_name,
       greatest(age(c․relfrozenxid),age(t․relfrozenxid)) as age
FROM pg_class c
LEFT JOIN pg_class t ON c․reltoastrelid = t․oid
WHERE c․relkind IN ('r', 'm');

                 table_name                 |   age
--------------------------------------------+---------
 books_log                                  |  649725
 books                                      |  650456
 book_orders                                |  929364
 accounts                                   |  486357
 pg_statistic                               | 2300534
 pg_type                                    | 2300534
 employees                                  |  447694
 pg_foreign_table                           | 2300534
 pg_authid                                  | 2300534
 pg_statistic_ext_data                      | 2300534
 pg_user_mapping                            | 2300534
 pg_subscription                            | 2300534
 pg_attribute                               | 2300534
 pg_proc                                    | 2300534
 pg_class                                   | 2300534
 pg_attrdef                                 | 2300534
 pg_constraint                              | 2300534
 pg_inherits                                | 2300534
 ․․․

SELECT datname, age(datfrozenxid) FROM pg_database;

   datname    |   age
--------------+---------
 postgres     | 2300549
 adpg_metrics | 2300549
 template1    | 2300549
 template0    | 2300549
 bookstore    | 2300549
 adpg_db1     | 2300549
 adpg_db2     | 2300549
 sb_tpcc      | 2300549

WARNING:  database "mydatabase" must be vacuumed within 39985967 transactions
HINT:  To avoid a database shutdown, execute a database-wide VACUUM in that database․

Multixacts and wraparound

Autovacuum

SELECT name, setting, context, short_desc
    FROM pg_settings WHERE name like 'autovacuum%';

                name                 |  setting |  context   |                                        short_desc
-------------------------------------+----------+------------+-------------------------------------------------------------------
------------------------
autovacuum                           | on       | sighup     | Starts the autovacuum subprocess․
autovacuum_analyze_scale_factor      | 0․1      | sighup     | Number of tuple inserts, updates, or deletes prior to analyze as a 
fraction of reltuples․
autovacuum_analyze_threshold         | 50       | sighup     | Minimum number of tuple inserts, updates, or deletes prior to 
analyze․
autovacuum_freeze_max_age            | 200000000| postmaster | Age at which to autovacuum a table to prevent transaction ID 
wraparound․
autovacuum_max_workers               | 3        | postmaster | Sets the maximum number of simultaneously running autovacuum 
worker processes․
autovacuum_multixact_freeze_max_age  | 400000000| postmaster | Multixact age at which to autovacuum a table to prevent multixact 
wraparound․
autovacuum_naptime                   | 60       | sighup     | Time to sleep between autovacuum runs․
autovacuum_vacuum_cost_delay         | 2        | sighup     | Vacuum cost delay in milliseconds, for autovacuum․
autovacuum_vacuum_cost_limit         | -1       | sighup     | Vacuum cost amount available before napping, for autovacuum․
autovacuum_vacuum_insert_scale_factor| 0․2      | sighup     | Number of tuple inserts prior to vacuum as a fraction of 
reltuples․
autovacuum_vacuum_insert_threshold   | 1000     | sighup     | Minimum number of tuple inserts prior to vacuum, or -1 to disable 
insert vacuums․
autovacuum_vacuum_scale_factor       | 0․2      | sighup     | Number of tuple updates or deletes prior to vacuum as a fraction 
of reltuples․
autovacuum_vacuum_threshold          | 50       | sighup     | Minimum number of tuple updates or deletes prior to vacuum․
autovacuum_work_mem                  | -1       | sighup     | Sets the maximum memory to be used by each autovacuum worker 
process․

partitioned tables

ANALYZE on partitioned and child tables
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The ANALYZE command collects statistics about the contents of tables in the database and stores the results in the pg_statistic system catalog. Subsequently, the query planner uses

these statistics to determine the most efficient execution plans for queries. ANALYZE  has the following syntax:

where <option>  can be one of:

and <table_and_columns>  is:

Parameters of the ANALYZE command

VERBOSE Enables display of progress messages. When VERBOSE  is specified, ANALYZE  emits progress messages

to indicate which table is currently being processed and prints various statistics

SKIP_LOCKED Specifies that ANALYZE  should not wait for any  to be released when processing a relation.

If a relation cannot be locked without waiting, the relation is skipped. Note that even with this option,

ANALYZE  can wait when opening relation indexes or when acquiring sample rows from partitions, child

tables in the inheritance hierarchy, and some types of foreign tables. This option also forces ANALYZE  to

skip all partitions if there is a conflicting lock on a partitioned table

<boolean> Specifies whether the selected option should be turned on or off. You can write TRUE , ON , or 1  to enable

the option, and FALSE , OFF , or 0  to disable it. If the boolean value is omitted, TRUE  is assumed

<table_name> A name (possibly schema-qualified) of a table to analyze. If omitted, all regular tables, partitioned tables, and

materialized views in the current database are analyzed but not foreign tables. If the specified table is the

partitioned table, both the statistics of the entire partitioned table and the statistics of the individual partitions

are updated

<column_name> A name of a specific column to analyze. By default, all columns are analyzed

To analyze a table, a user must be the table’s owner or a superuser. Database owners are allowed to analyze all tables in their databases, except shared catalogs. The ANALYZE  skips

over any tables that the user does not have permission to analyze.

ANALYZE VERBOSE on a database

To run ANALYZE  on a database, first connect to the database. For example, you can do it using :

Run the ANALYZE VERBOSE  command:

Result:

Since the VERBOSE  option is used, the output contains detailed information on analyzed relations.

ANALYZE on a table

To analyze a table, specify its name in the command:

ANALYZE for specific columns

To analyze a column, specify a table name and a column name in parentheses:

Foreign tables are analyzed only when explicitly selected. Not all foreign data wrappers support ANALYZE . If a table’s wrapper does not support ANALYZE , the command prints a

warning and does nothing.

The  daemon runs ANALYZE  for tables when they are first loaded with data, and if they are changed during regular operations. If autovacuum is disabled (not

recommended), you should run ANALYZE  periodically and after major changes in the contents of tables. Accurate statistics help the planner to choose the most appropriate query

plan, and improve the speed of query processing. A common strategy for databases that are mainly intended for reading is to run VACUUM  and ANALYZE  once a day during a low-

usage time of day. This is not sufficient if a database is being actively updated.

ANALYZE  requires only a read lock on the target table, so it can run in parallel with other operations on the table.

If a table is empty, ANALYZE  does not write new statistics for that table. Any existing statistics are retained.

Each backend running ANALYZE  reports its progress to the pg_stat_progress_analyze  view. For more information, see ANALYZE progress reporting.

The statistics collected by ANALYZE  usually include a list of the most common values and a histogram showing the approximate data distribution in each column. One or both of

them can be omitted if they are not useful or if the column data type does not support the appropriate operators. For example, there are no common values in a column with unique

keys.

For large tables, ANALYZE  takes a random sample of the table’s contents, rather than examining each row. This allows even very large tables to be analyzed in a short period of time.

Note, that the statistics are only approximate, and will change slightly each time ANALYZE  is run, even if the actual contents of the table have not changed. It results in small changes

in the planner’s estimated costs shown by EXPLAIN . In rare situations, this non-determinism will cause the planner’s choice of a query plan to change after ANALYZE  is run. To avoid

this, increase the amount of statistics collected by the ANALYZE  command as described below.

The amount of statistics can be controlled by setting the default_statistics_target configuration parameter. Specify this parameter in the ADPG configurations section on the Clusters →
ADPG cluster → Services → ADPG → Primary configuration tab in ADCM UI (see ). You can also set the per-column statistics target with the following

command ALTER TABLE …  ALTER COLUMN …  SET STATISTICS . See ALTER TABLE for details.

The target value sets the maximum number of entries in the most common value list and the maximum number of bins in the histogram. The default target value is 100 , but it can be

increased or decreased to find a balance between the accuracy of the planner’s estimates and the time required to run ANALYZE , as well as the amount of statistics in

pg_statistic . Setting the statistics target to 0  disables collection of statistics for that column. It can be useful for columns that are never used as part of the WHERE , GROUP
BY , or ORDER BY  clauses of queries, since the planner does not use the statistics on such columns.

The largest statistics target among the columns determines the number of table rows selected for preparing statistics. Increasing the target causes a proportional increase in the time

and space required for ANALYZE .

The second value estimated by ANALYZE  is the number of distinct values that appear in each column. Because only a subset of the rows is examined, this estimate can be quite

inaccurate, even with the largest possible statistics target. If this leads to bad query plans, a more accurate value can be determined manually and installed with the command: ALTER
TABLE …  ALTER COLUMN …  SET (n_distinct = <value>) .

If a table has inheritance children, ANALYZE  collects two sets of statistics: one on the rows of the parent table only, and the second including rows of the parent table and all of its

children. The planner uses the second set of statistics when processing queries that operate with the entire inheritance tree. In this case, the child tables are not individually analyzed.

The autovacuum daemon only considers inserts or updates on the parent table itself when deciding whether to trigger an automatic ANALYZE  for that table. If the table is rarely

updated, the statistics will be outdated unless you run ANALYZE  manually.

For partitioned tables, ANALYZE  gathers statistics by sampling rows from all partitions. In addition, it will recurse into each partition and update its statistics. Each partition is

analyzed only once, even with multi-level partitioning. ANALYZE  does not collect statistics for a partitioned table (without data from its partitions), because it is empty.

The autovacuum daemon does not process partitioned tables, and parent tables if only children or partitions were modified. It is usually necessary to periodically run ANALYZE
manually to keep the statistics of the table hierarchy up to date.

If any child tables or partitions are foreign tables whose foreign data wrappers do not support ANALYZE , these tables are ignored while gathering statistics.

As mentioned above, the query planner needs to estimate the number of rows retrieved by a query to make efficient query plans. This section provides a quick look at the statistics that

the system uses for these estimates.

One component of the statistics is the total number of entries and the number of disk blocks occupied by each table and index. The pg_class table contains this information in the

reltuples  and relpages  columns.

Result:

The pgbench_accounts  table and its index contain 5.000048e+06  rows, but the index is smaller than the table.

For efficiency reasons, reltuples  and relpages  are updated by VACUUM , ANALYZE , and a few DDL commands such as CREATE INDEX . The VACUUM  or ANALYZE
operation may not scan the entire table but incrementally updates reltuples  on the basis of the part of the table it did scan, resulting in an approximate value. The planner scales

the values from pg_class  to match the current physical table size and obtain a closer approximation.

Most queries retrieve only a fraction of the rows in a table limited by the WHERE  clauses. The planner needs to estimate the selectivity of WHERE  clauses, that is, the fraction of rows

that match each condition in the WHERE  clause. To do this, the planner uses information stored in the pg_statistic system catalog. The ANALYZE  and VACUUM ANALYZE
commands update entries in pg_statistic , but they are always approximate even immediately after an update.

Rather than look at pg_statistic  directly, it is better to look at the pg_stats view when examining the statistics. The pg_stats  view is readable by all, whereas pg_statistic
is only available for a superuser. This prevents unprivileged users from obtaining information about the contents of other user’s tables from the statistics. The pg_stats  view is

restricted to show only rows of information about those tables that the current user can read.

You can execute the following query to pg_stats  where terminals  is a table name:

Result:

where:

attname  — name of column described by this row.

n_distinct  — if greater than zero, the value is the estimated number of distinct values in the column. If this number is less than zero, its modulus represents the number of

distinct values divided by the number of rows. The negated form is used when ANALYZE  expects that the number of distinct values is likely to increase as the table grows; the

positive form is used when the column seems to have a fixed number of possible values. -1  indicates a unique column in which the number of distinct values is the same as the

number of rows.

most_common_vals  — a list of the most common values in the column. Null  (empty in the result above) if no values seem to be more common than any others.

It is common to see slow queries running bad execution plans because multiple columns used in the query clauses are correlated. The planner usually assumes that multiple

conditions are independent of each other. Regular statistics cannot take into account cross-column correlation. However, ADPG/PostgreSQL can compute multivariate statistics that

collect such information.

Since the number of possible column combinations is very large, it is impractical to compute multivariate statistics automatically. Instead, ADPG/PostgreSQL allows you to create

extended statistics objects to obtain statistics on selected sets of columns.

Statistics objects are created using the CREATE STATISTICS command. The creation of such an object adds an entry expressing the need for these statistics. ANALYZE  collects the

required statistical data, which can be viewed in the pg_statistic_ext_data catalog.

The simplest type of extended statistics is tracking functional dependencies. This concept is used in the definitions of database normal forms. The b  column is functionally dependent

on the a  column if knowing the value of a  is sufficient to determine the value of b , that is, there are no two rows with the same value of a  but different values of b .

The existence of functional dependencies directly affects the accuracy of estimates in certain queries. To inform the planner about functional dependencies, ANALYZE  can gather

measurements of cross-column dependency. Data is collected only for those groups of columns that are referenced in the extended statistics object defined with the dependencies
option. It is recommended to create dependencies statistics only for column groups that are strongly correlated to avoid unnecessary overhead in ANALYZE  and later query planning.

The following code creates the stat1  extended statistics object to collect functional-dependency statistics on the terminal_name  and city  columns of the terminals
table:

Check the result:

Result:

The column 2  ( terminal_name ) fully determines the column 3  ( city ) — the coefficient is 1.0 , while city  only determines terminal_name  about 87% of all cases,

meaning that there are cities that have more than one terminal.

For more examples of multivariate statistics, refer to How the planner uses statistics.
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Database statistics play a significant role in improving performance. The  command collects statistics about the contents of tables in a database. The query planner uses

these statistics to create efficient query plans.

ANALYZE

The ANALYZE command

Overview

ANALYZE [ ( <option> [, ․․․] ) ] [ <table_and_columns> [, ․․․] ]
ANALYZE [ VERBOSE ] [ <table_and_columns> [, ․․․] ]

    VERBOSE [ <boolean> ]
    SKIP_LOCKED [ <boolean> ]

    <table_name> [ ( <column_name> [, ․․․] ) ]

conflicting locks

Examples

psql

\c example

ANALYZE VERBOSE;

INFO:  analyzing "public․pgbench_accounts"
INFO:  "pgbench_accounts": scanned 30000 of 81968 pages, containing 1830000 live rows and 0 dead rows; 30000 rows in sample, 
5000048 estimated total rows
INFO:  analyzing "public․pgbench_branches"
INFO:  "pgbench_branches": scanned 1 of 1 pages, containing 50 live rows and 0 dead rows; 50 rows in sample, 50 estimated 
total rows
INFO:  analyzing "public․pgbench_history"
INFO:  "pgbench_history": scanned 0 of 0 pages, containing 0 live rows and 0 dead rows; 0 rows in sample, 0 estimated total 
rows
INFO:  analyzing "public․pgbench_tellers"
INFO:  "pgbench_tellers": scanned 3 of 3 pages, containing 500 live rows and 0 dead rows; 500 rows in sample, 500 estimated 
total rows
INFO:  analyzing "pg_catalog․pg_type"
INFO:  "pg_type": scanned 15 of 15 pages, containing 609 live rows and 0 dead rows; 609 rows in sample, 609 estimated total 
rows
INFO:  analyzing "pg_catalog․pg_foreign_table"
INFO:  "pg_foreign_table": scanned 0 of 0 pages, containing 0 live rows and 0 dead rows; 0 rows in sample, 0 estimated total 
rows
INFO:  analyzing "pg_catalog․pg_authid"
INFO:  "pg_authid": scanned 1 of 1 pages, containing 16 live rows and 3 dead rows; 16 rows in sample, 16 estimated total rows
INFO:  analyzing "pg_catalog․pg_statistic_ext_data"
INFO:  "pg_statistic_ext_data": scanned 0 of 0 pages, containing 0 live rows and 0 dead rows; 0 rows in sample, 0 estimated 
total rows
․․․

ANALYZE pgbench_accounts;

ANALYZE pgbench_accounts (bid, abalance);

autovacuum

Configuration parameters affecting ANALYZE

Configuration parameters

ALTER TABLE table1 ALTER COLUMN column1 SET STATISTICS 0;

ALTER TABLE table2 ALTER COLUMN column2 SET (n_distinct = 500);

ANALYZE on partitioned and child tables

Statistics used by the planner

Single-column statistics

SELECT relname, relkind, reltuples, relpages
FROM pg_class
WHERE relname LIKE 'pgbench_accounts%';

        relname        | relkind |  reltuples   | relpages
-----------------------+---------+--------------+----------
 pgbench_accounts      | r       | 5․000048e+06 |    81968
 pgbench_accounts_pkey | i       | 5․000048e+06 |    13713

SELECT attname, n_distinct,
array_to_string(most_common_vals, E'\n') as most_common_vals
FROM pg_stats
WHERE tablename = 'terminals';

   attname     | n_distinct  |  most_common_vals
---------------+-------------+--------------------
 terminal_code |          -1 |
 timezone      | -0․16346154 | Europe/Moscow     +
               |             | Asia/Yekaterinburg+
               |             | Asia/Krasnoyarsk  +
               |             | Asia/Irkutsk      +
               |             | Asia/Yakutsk      +
               |             | Europe/Samara     +
               |             | Asia/Vladivostok  +
               |             | Asia/Novokuznetsk +
               |             | Europe/Volgograd
 terminal_name |          -1 |
 city          | -0․97115386 | Moscow            +
               |             | Ulyanovsk

Extended statistics

CREATE STATISTICS stat1 (dependencies) ON terminal_name, city FROM terminals;

ANALYZE terminals;

SELECT stxname, stxkeys, stxddependencies
FROM pg_statistic_ext join pg_statistic_ext_data on (oid = stxoid)
WHERE stxname = 'stat1';

 stxname | stxkeys |             stxddependencies
---------+---------+------------------------------------------
 stat1   | 2 3     | {"2 => 3": 1․000000, "3 => 2": 0․86751}

668b a6
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https://www.postgresql.org/docs/16/sql-createstatistics.html
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https://www.postgresql.org/docs/16/planner-stats-details.html
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Use ADCM to define log settings.

Open the Clusters page and click the ADPG cluster. Open the Services tab and click the ADPG service.

ADPG cluster services

The Primary configuration tab of the ADPG service is opened. Expand the ADPG configurations node and click postgresql.conf.

ADPG settings

The text field with configuration parameters is displayed. In this field, you can specify the required logging parameters.

The "postgresql.conf" field

The most frequently used log settings are listed in the table.

ADPG log settings

Parameter name Description Default value

logging_collector Enables the logging collector. The logging collector is a background process that captures

log messages sent to stderr and redirects them into log files

The logging collector is

enabled ( true )

log_directory Determines the directory that contains log files. It can be specified as an absolute path, or

relative to the cluster data directory

log

(the absolute path is

/pg_data1/adpg16/log)

log_filename Specifies the log file name pattern. The value can include strftime %-escapes to define time-

varying file names. If you specify a file name pattern without escapes, use a log rotation

utility to save disk space

postgresql-%a.log

log_rotation_age Determines the maximum period of time to use a log file, after which a new log file is

created. If this value is specified without units, it is taken as minutes. Set

log_rotation_age  to 0  to disable time-based log file creation

1d

log_rotation_size Determines the maximum size of a log file. After a log file reaches the specified size, a new

log file is created. If the value is set without units, it is taken as kilobytes. Set

log_rotation_size  to 0  to disable size-based log file creation

0

Specifies the minimum severity level of messages that are written to a log file. Valid values

are debug5 , debug4 , debug3 , debug2 , debug1 , info , notice , warning ,

error , log , fatal , and panic  (see the  table). Messages with the

specified severity or higher are included in the log file. For example, if you set

log_min_messages  to warning , the log file will include the warning , error ,

log , fatal , and panic  messages

warning

log_min_error_statement Specifies which SQL statements that cause errors are logged. Valid values are debug5 ,

debug4 , debug3 , debug2 , debug1 , info , notice , warning , error , log ,

fatal , and panic  (see the  table). The log file includes SQL statements

for messages of the specified severity or higher. To disable error statement logging, set

log_min_error_statement  to panic

error

Log message severity levels are listed below.

If you modify log settings, run the  action of the ADPG service to apply changes.

The settings listed above are standard PostgreSQL server configuration parameters. For additional information about these settings, see the following topic: Error Reporting and

Logging.

You can find logs on the host where ADPG is installed.

1. Connect to the host (for example, via SSH), run the ls command, and pass a path to the log file directory as a parameter:

Log files in the specified directory are listed:

2. You can use the tail command to view a log file content:

Result:

To Table of Contents

Configure log settings

View log files

This topic describes how to configure ADPG log settings and view log files.

Configure log settings

log_min_messages

Severity levels

Severity levels

Severity levels

Value Description

Debug1..Debug5 Detailed information for developers. Debug1  — the least detailed information, Debug5  — the most detailed

information

Info Information implicitly requested by a user, for example, output from VACUUM VERBOSE

Notice Information that can be helpful to users, for example, a notification about truncation of long identifiers

Warning A warning about a possible problem, for example, COMMIT  outside a transaction block

Error An error that aborts the current command

Log Information for administrators, for example, checkpoint activity

Fatal The current session is aborted due to an error

Panic All database sessions are aborted

Reconfigure & Restart

CAUTION

When the ADPG service executes the  action, postgresql.conf is rewritten with settings specified in Services → ADPG → Configuration. If you

make changes directly to postgresql.conf, these changes will be lost.

Reconfigure & Restart

View log files

$ sudo ls -la /pg_data1/adpg16/log

total 10708
drwx------  2 postgres postgres     136 May 26 00:00 ․
drwx------ 20 postgres postgres    4096 May 26 08:54 ․․
-rw-------  1 postgres postgres    1009 May 20 13:31 postgresql-Fri․log
-rw-------  1 postgres postgres     596 May 23 06:30 postgresql-Mon․log
-rw-------  1 postgres postgres 3803084 May 26 10:04 postgresql-Thu․log
-rw-------  1 postgres postgres     988 May 24 07:37 postgresql-Tue․log
-rw-------  1 postgres postgres 3343041 May 25 23:59 postgresql-Wed․log

$ sudo tail /pg_data1/adpg16/log/postgresql-Mon․log

2022-05-23 06:30:40․804 GMT [951] LOG:  starting PostgreSQL 14․2 on x86_64-pc-linux-gnu, compiled by gcc (GCC) 4․8․5 20150623 (Red 
Hat 4․8․5-44), 64-bit
2022-05-23 06:30:40․804 GMT [951] LOG:  listening on IPv6 address "::1", port 5432
2022-05-23 06:30:40․804 GMT [951] LOG:  listening on IPv4 address "127․0․0․1", port 5432
2022-05-23 06:30:40․813 GMT [951] LOG:  listening on Unix socket "/tmp/․s․PGSQL․5432"
2022-05-23 06:30:40․845 GMT [1079] LOG:  database system was shut down at 2022-05-20 13:31:40 GMT
2022-05-23 06:30:40․972 GMT [951] LOG:  database system is ready to accept connections

9 8 0eb c50ae

https://docs.arenadata.io/en/ADCM/current/introduction/intro.html
https://linux.die.net/man/3/stderr
https://pubs.opengroup.org/onlinepubs/007908799/xsh/strftime.html
https://www.postgresql.org/docs/16/runtime-config-logging.html
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https://linux.die.net/man/1/ls
https://linux.die.net/man/1/tail
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This section contains general guidelines on configuration parameter values that can be used as a starting point. Optimal parameter values depend on the load of a particular cluster

and used hardware. Please note that there are open-source configurators that calculate basic PostgreSQL settings based on the specified hardware configuration. Some of them are

available online.

The table below contains base recommendations on memory settings based on the server memory.

Parameter name Description Recommended value

effective_cache_size Sets the planner’s assumption about the effective size of the disk cache that is available to a

single query. This is taken into account when estimating the cost of using the index. A higher

value makes it more likely index scans will be used, a lower value makes it more likely

sequential scans will be applied. When setting this parameter, you should consider both

PostgreSQL shared buffers and the portion of the kernel’s disk cache that will be used for

PostgreSQL data files, though some data might exist in both places. Also, take into account

the expected number of concurrent queries on different tables, since they will have to share

the available space. This parameter does not affect the size of shared memory allocated by

PostgreSQL, and it does not reserve kernel disk cache. It is used only for estimation

purposes. The system also does not assume data remains in the disk cache between

queries. If this value is specified without units, it is taken as blocks, that is BLCKSZ  bytes,

typically 8 KB

2/3 RAM

shared_buffers Sets the amount of memory the database server uses for shared memory buffers. If you

have a dedicated database server with 1 GB or more of RAM, a reasonable starting value for

shared_buffers  is 25% of the memory in your system. There are some workloads

where even larger settings for shared_buffers  are effective, but because PostgreSQL

also relies on the operating system cache, it is unlikely that an allocation of more than 40%

of RAM to shared_buffers  will work better than a smaller amount. Larger settings for

shared_buffers  usually require a corresponding increase of the max_wal_size
parameter to spread out the process of writing a large amount of new or changed data over

a longer period of time. If this value is specified without units, it is taken as blocks, that is

BLCKSZ  bytes, typically 8 KB

RAM/4

temp_buffers Sets the maximum amount of memory used for temporary buffers within each session.

These are session-local buffers used only for access to temporary tables. If this value is

specified without units, it is taken as blocks, that is BLCKSZ  bytes, typically 8 KB

256 MB

work_mem Sets the planner’s assumption about the effective size of the disk cache that is available to a

single query. This is taken into account when estimating the cost of using the index. A higher

value makes it more likely index scans will be used, a lower value makes it more likely

sequential scans will be applied. When setting this parameter, you should consider both

PostgreSQL shared buffers and the portion of the kernel’s disk cache that will be used for

PostgreSQL data files, though some data might exist in both places. Also, take into account

the expected number of concurrent queries on different tables, since they will have to share

the available space. This parameter does not affect the size of shared memory allocated by

PostgreSQL, and it does not reserve kernel disk cache. It is used only for estimation

purposes. The system also does not assume data remains in the disk cache between

queries. If this value is specified without units, it is taken as blocks, that is BLCKSZ  bytes,

typically 8 KB

RAM/32

maintenance_work_mem Specifies the maximum amount of memory to be used by maintenance operations, such as

VACUUM , CREATE INDEX , and ALTER TABLE ADD FOREIGN KEY . If this value is

specified without units, it is taken as kilobytes. Since only one of these operations can be

executed at a time by a session, and they are usually not executed in parallel in a cluster, it is

safe to set this value significantly larger than work_mem . Larger settings might improve

performance of vacuuming and restoring database dumps .

Note that when autovacuum runs, this memory may be allocated up to

autovacuum_max_workers times, so be careful not to set the value too high. It may be useful

to utilize the autovacuum_work_mem configuration parameter to control autovacuum

RAM/16

You can set all the described parameters except autovacuum_work_mem  and temp_buffers  in the ADPG configurations section of the Configuration tree on the Clusters →
ADPG cluster → Services → ADPG → Primary configuration page in ADCM UI. To specify autovacuum_work_mem  and temp_buffers , use the ADPG configurations section of

the Configuration tree. See  for details.

After changing the described settings, execute the  action of the ADPG service to apply changes.

The table below lists parameters related to I/O operations, changing the values of which can significantly affect performance.

Parameter name Description

fsync If this parameter is on, the PostgreSQL server tries to make sure that updates are physically written to disk, by

issuing fsync()  system calls or various equivalent methods (see wal_sync_method). This ensures that the

database cluster can recover to a consistent state after an operating system or hardware crash. While turning

off fsync  is often a performance benefit, this can result in unrecoverable data corruption in case of a power

failure or system crash. It is only advisable to turn off fsync  if you can easily recreate your entire database

from external data.

Examples where disabling fsync  is safe include the initial loading of a new database cluster from a backup

file, using a database cluster for processing a batch of data after which the database will be thrown away and

recreated, or for a read-only database clone which is recreated frequently and is not used for failover. High

quality hardware is not a sufficient reason to turning off fsync .

In many situations, turning off synchronous_commit  for noncritical transactions can provide much of the

potential performance benefit of turning off fsync , without the attendant risks of data corruption.

You can set this parameter in ADPG configurations on the Clusters → ADPG cluster → Services → ADPG →
Primary configuration page in ADCM UI (see ).

synchronous_commit Specifies how much WAL processing must complete before the database server returns a success indication

to the client. See synchronous_commit for detailed description.

Setting this parameter to off  does not create any risk of database inconsistency: an operating system or

database failure may result in the loss of the last transactions considered committed, but the database state

will be just the same as if those transactions are aborted. So, turning synchronous_commit  off can be a

useful alternative when performance is more important than a reliable guarantee of the safety of each

transaction. For additional information, refer to Asynchronous commit.

The behavior of each transaction is determined by the setting in effect when it commits. It is possible to

commit some transactions synchronously and others asynchronously. For example, to make a single

multistatement transaction commit asynchronously when the default is the opposite, issue SET LOCAL
synchronous_commit TO OFF  in that transaction

checkpoint_completion_target Specifies the target time of checkpoint completion as a fraction of total time between checkpoints. The

default is 0.9 , which spreads the checkpoint across almost of the available interval, providing fairly

consistent I/O load while also leaving some time for checkpoint completion overhead. Reducing this

parameter is not recommended because it causes the checkpoint to complete faster. This results in a higher

rate of I/O during the checkpoint, followed by a period of less I/O between the checkpoint completion and the

next scheduled checkpoint

effective_io_concurrency Sets the number of concurrent disk I/O operations that can be executed simultaneously. Raising this value will

increase the number of I/O operations that a PostgreSQL session attempts to initiate in parallel. The allowed

range is 1  to 1000 , or zero  to disable issuance of asynchronous I/O requests. Currently, this setting only

affects bitmap heap scans.

For magnetic drives, a good starting point for this setting is the number of separate drives comprising a RAID

0 or RAID 1 being used for the database. For RAID 5 the parity drive should not be counted. If the database is

often busy with multiple queries issued in concurrent sessions, lower values may be sufficient to keep the disk

array busy. A value higher than needed to keep the disks busy will only result in extra CPU overhead. SSD

storages can often process many concurrent requests, so the best value might be in the hundreds.

This value can be overridden for tables in a particular tablespace by setting the tablespace parameter of the

same name (see ALTER TABLESPACE)

random_page_cost Sets the planner’s estimate of the cost of a non-sequentially-fetched disk page. The default is 4.0 .

Reducing this value relative to seq_page_cost  will cause the system to prefer index scans; raising it will

make index scans look relatively more expensive. You can raise or lower both values together to change the

importance of disk I/O costs relative to CPU costs.

Random access to mechanical disk storage is normally much more expensive than four times sequential

access. However, a lower default is used ( 4.0 ) because the majority of random accesses to disk, such as

indexed reads, are assumed to be in cache. The default value can be thought of as modeling random access

as 40 times slower than sequential, while expecting 90% of random reads to be cached.

If you believe a 90% cache rate is an incorrect assumption for your workload, you can increase

random_page_cost  to better reflect the true cost of random storage reads. Correspondingly, if your data is

likely to be completely in cache, such as when the database is smaller than the total server memory,

decreasing random_page_cost  can be appropriate. Storage that has a low random read cost relative to

sequential, e.g., SSDs, might also be better modeled with a lower value for random_page_cost , for

example, 1.1 .

This value can be overridden for tables and indexes in a particular tablespace by setting the tablespace

parameter of the same name (see ALTER TABLESPACE)

In ADPG/PostgreSQL, each table has a primary heap disk file where most of the data is stored. If a table has columns with potentially large values, there can also be a  file

associated with the table, which is used to store these large values. There will be one valid index on each TOAST table on a disk. In addition, there can be indexes associated with the

base table. PostgreSQL stores each table and index in a separate disk file. If a file exceeds 1 GB, additional files will be created. Naming conventions for these files are described in the

Database file layout article.

You can monitor disk space in three ways:

.

.

.

These SQL functions are the easiest to use and are generally recommended. They are listed in the Database object size functions table.

For example, the pg_relation_size()  function returns the size of the specified table ( pgbench_accounts  in this example) in bytes. You can use the  tool to run the

following query:

Result:

The pg_size_pretty()  function converts a size in bytes into a more human-readable format with size units: bytes, KB, MB, GB, or TB:

Result:

You can use the pg_database_size()  function to compute the total disk space used by the specified database ( example  in this example):

Result:

You can issue queries in psql  to see the disk usage of a table. For correct results, a  or ANALYZE operation can be performed on the table. The following query determines

the number of pages (the relpages  column) that belong to the pgbench_accounts  table:

Result:

Each page is typically 8 kilobytes. This is the same result that the pg_relation_size()  function returns: KB. Note that relpages  is only updated by

VACUUM , ANALYZE , and a few DDL commands such as CREATE INDEX . The file path (the pg_relation_filepath  column) is of interest if you want to examine the table’s

disk file directly.

To determine the space used by the TOAST tables associated with the my_table  table, use the following query:

Result:

The query below displays the index size for the pgbench_branches  table:

Result:

To find the largest tables and indexes, use the following query:

Result:

The oid2name utility program helps administrators examine the file structure used by ADPG/PostgreSQL.

oid2name  connects to a target database and extracts OID, filenode (a unique numeric identifier used to name on-disk files belonging to a relation), and/or table name information:

Result:

For example, consider the example  database from the list above. To do this, change the current catalog to the database catalog:

where 19191  is Oid of the example  database from the command output above.

Display the first 5 database objects in the default tablespace, ordered by size (the biggest):

Result:

Determine what the 19244  file is:

Result:

The oid2name  utility requires a running database server with non-corrupt system catalogs. In situations with catastrophic database corruption, its use is limited.

This section provides some suggestions on how to efficiently insert a large amount of data when populating a database for the first time or during the process of database use.

When using multiple INSERT  operators, turn off autocommit and do one commit at the end. In plain SQL, this means issuing BEGIN at the start and COMMIT at the end. Some client

libraries can do this automatically, in such cases you need to check this behaviour. If you allow each insertion to be committed separately, PostgreSQL does a lot of work for each added

row. An additional benefit of doing all insertions in one transaction is that if the insertion of one row fails, the insertion of all rows will be rolled back. So, you will not be stuck with

partially loaded data.

Use COPY to load all the rows in one command, instead of using a series of INSERT  commands. The COPY  command is optimized for loading large numbers of rows. It is less

flexible than INSERT  but has significantly less overhead for large data loads. Since COPY  is a single command, there is no need to disable autocommit if you use this method to

populate a table.

If you cannot use COPY , it may be useful to utilize PREPARE to create a prepared INSERT  statement, and then use EXECUTE as many times as required. This allows you to avoid the

overhead of repeatedly parsing and planning INSERT .

Note that loading a large number of rows using COPY  is almost always faster than using INSERT , even if PREPARE  is used and multiple insertions are batched into a single

transaction.

If the wal_level  parameter is minimal , COPY  is fastest when executed in the same transaction as the CREATE TABLE  or TRUNCATE  commands. In such cases, there is no

need to write WAL, since in case of an error, the files containing the newly loaded data will be removed.

If you load data into a table you just created, the fastest method is to add data using COPY  and then create indexes. It takes less time to create an index for existing data than to

update it sequentially as each row is added.

If you need to add large amounts of data to an existing table, it may make sense to drop the indexes, load the table, and then recreate the indexes. Note that the database performance

for other users might suffer during the time the indexes are missing. Additionally, you should think twice before dropping unique indexes, as without them the corresponding key checks

will not be performed.

Just as with indexes, a foreign key constraint can be checked "in bulk" more efficiently than row-by-row. It can be useful to drop foreign key constraints, load data, and re-create the

constraints. In this case, you have to choose between the speed of loading data and loss of error checking while the constraint is missing.

Moreover, when you load data into a table with existing foreign key constraints, each new row requires an entry in the server’s list of pending trigger events, since it is the firing of a

trigger that checks the row’s foreign key constraint. Loading many millions of rows can cause the trigger event queue to overflow available memory, leading to intolerable swapping or

even the failure of the command. Therefore, it may be necessary, not just desirable, to drop and re-apply foreign keys when loading large amounts of data. If temporarily removing the

constraint is not acceptable, the only possible solution may be to split the load operation into smaller transactions.

Temporarily increasing the maintenance_work_mem configuration parameter when loading large amounts of data can improve performance. It helps to speed up the CREATE INDEX
commands and ALTER TABLE ADD FOREIGN KEY  commands. This does not affect the speed of the COPY  command, so this tip is only useful when you are using one or both of

the techniques described above. maintenance_work_mem  is located in the ADPG configurations section of the Configuration tree on the Clusters → ADPG cluster → Services →
ADPG → Primary configuration page in ADCM UI. See .

Temporarily increasing the max_wal_size configuration parameter can also make large data loads faster. Loading a large amount of data causes checkpoints to occur more often than

the normal checkpoint frequency (specified by the checkpoint_timeout  configuration parameter). Whenever a checkpoint occurs, all dirty pages must be flushed to disk. The

number of checkpoints that are required can be reduced by increasing max_wal_size  during bulk data loads. max_wal_size  is also located in the ADPG configurations section of

the Configuration tree on the Clusters → ADPG cluster → Services → ADPG → Primary configuration page in ADCM UI.

When loading large amounts of data to a cluster that uses WAL archiving and streaming replication, it might be faster to take a new base backup after the load is complete than to

process a large amount of incremental WAL data.

To disable WAL archiving, set the following configuration parameters:

wal_level to minimal ;

archive_mode to off ;

max_wal_senders to 0 .

Use ADPG configurations on the Clusters → ADPG cluster → Services → ADPG → Primary configuration tab in ADCM UI to specify these parameters. See  for

details.

To disable , switch off the Enable backups toggle button displayed on the Primary configuration tab of the ADPG service (Clusters → ADPG cluster → Services → ADPG

→ Primary configuration).

To apply changes of these settings, execute the  action.

These settings also make certain commands run faster because they do not write WAL if wal_level  is set to minimal .

Whenever you have significantly altered the distribution of data within a table, running the ANALYZE command is strongly recommended. Running ANALYZE  (or VACUUM ANALYZE )

ensures that the planner has up-to-date statistics about the table. With no statistics or obsolete statistics, the planner might make poor decisions during query planning, leading to poor

performance. Note that if the  daemon is enabled, it might run ANALYZE  automatically.

Dump scripts generated by  automatically apply several, but not all, of the above guidelines. To restore a dump as quickly as possible, you need to do a few extra things

manually. Note that these points apply while restoring a dump, not while creating it.

By default, pg_dump  uses COPY , and when it is generating a complete schema-and-data dump, it is careful to load data before creating indexes and foreign keys. So, several

guidelines are handled automatically. All you have to consider is the following:

Set appropriate (larger than normal) values for maintenance_work_mem  and max_wal_size .

If using WAL archiving or streaming replication, disable them during the restore as described in the  section.

Experiment with the parallel dump and restore modes of both the pg_dump  and pg_restore  utility and find the optimal number of concurrent jobs. Parallel data copying and

restoring, controlled by the -j  option, should give you a significantly higher performance over the serial mode.

In some cases, it may be preferable to restore the dump in a single transaction. To do this, pass the -1  or --single-transaction  command-line option to psql  or

pg_restore . COPY  commands will also run faster if you use a single transaction and disable WAL archiving. Please note that when using this mode, any error will roll back the

entire restore, potentially resulting in the loss of many hours of processing.

If multiple CPUs are available in the database server, consider using the --jobs  option of pg_restore . This allows concurrent data loading and index creation.

Run ANALYZE  after backup restoring.

A data-only dump also uses COPY , but it does not drop or recreate indexes, and it does not operate with foreign keys by default. So, when loading a data-only dump, it is your

responsibility to drop and recreate indexes and foreign keys. It is still useful to increase max_wal_size  while loading the data, but not maintenance_work_mem .

maintenance_work_mem  is worth changing only if you manually recreate indexes and foreign keys. It is also recommended to run ANALYZE  at the end of the recovery.
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Query performance can be affected by many factors. A part of them can be controlled by a user or administrator, while others are mostly influenced by the underlying system

architecture. This article provides some tips for understanding and tuning PostgreSQL performance.

Optimize resource consumption
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Determine disk usage

TOAST

Use database object size functions

Inspect system catalogs manually

Use the oid2name module

Use database object size functions

psql

SELECT pg_relation_size('pgbench_accounts');

 pg_relation_size
------------------
          671481856

SELECT pg_size_pretty(pg_relation_size('pgbench_accounts'));

 pg_size_pretty
----------------
 640 MB

SELECT pg_size_pretty (pg_database_size('example'));

 pg_size_pretty
----------------
  756 MB

Inspect system catalogs

VACUUM

SELECT pg_relation_filepath(oid), relpages FROM pg_class WHERE relname = 'pgbench_accounts';

 pg_relation_filepath | relpages
----------------------+----------
 base/19191/19244     |    81968

SELECT relname, relpages
FROM pg_class,
(SELECT reltoastrelid
FROM pg_class
WHERE relname = 'my_table') AS ss
WHERE oid = ss․reltoastrelid OR
oid = (SELECT indexrelid
FROM pg_index
WHERE indrelid = ss․reltoastrelid)
ORDER BY relname;

        relname        | relpages
-----------------------+----------
 pg_toast_295925       |        0
 pg_toast_295925_index |        1

SELECT c2․relname, c2․relpages
FROM pg_class c, pg_class c2, pg_index i
WHERE c․relname = 'pgbench_branches' AND
      c․oid = i․indrelid AND
      c2․oid = i․indexrelid
ORDER BY c2․relname;

        relname        | relpages
-----------------------+----------
 ind_bbalance          |        2
 pgbench_branches_pkey |        2

SELECT relname, relpages
FROM pg_class
ORDER BY relpages DESC LIMIT 5;

       relname         | relpages
-----------------------+----------
 pgbench_accounts      |    81968
 pgbench_accounts_pkey |    13713
 pg_proc               |       94
 pg_depend             |       65
 pg_toast_2618         |       63

Use the oid2name module

$ oid2name

All databases:
     Oid  Database Name  Tablespace
-----------------------------------
  19191        example  pg_default
  14486       postgres  pg_default
  14485      template0  pg_default
      1      template1  pg_default

$ cd /pg_data1/adpg16/base/19191

$ ls -lS * | head -5

-rw------- 1 postgres postgres 671481856 Jul 31 10:54 19244
-rw------- 1 postgres postgres 112336896 Jul 31 11:03 19261
-rw------- 1 postgres postgres    770048 Jul 31 10:43 1255
-rw------- 1 postgres postgres    532480 Aug  1 08:11 2608
-rw------- 1 postgres postgres    516096 Jul 31 10:43 2838

$ oid2name -d example -f 19244

  Filenode        Table Name
----------------------------
     19244  pgbench_accounts

Populate a database

Disable autocommit

Use COPY

Remove indexes

Remove foreign key constraints

Increase maintenance_work_mem

Configuration parameters

Increase max_wal_size

Disable WAL archiving and backups

Configuration parameters

backup creation

Reconfigure & Restart

IMPORTANT

When you disable WAL archiving, it makes any backups taken before unavailable for archive recovery and a standby server, which may lead to data loss.

Run ANALYZE afterwards

autovacuum

Improve pg_dump performance

pg_dump

Disable WAL archiving and backups
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Using huge pages reduces overhead when ADPG/PostgreSQL utilizes large contiguous chunks of memory. In particular, this occurs when the shared_buffers parameter is set to a large

value. In ADPG, the default value of the huge_pages  is try , but typically huge pages are not enabled in the operating system. To effectively use huge

pages, enable them on operating system side. To do this, perform the steps below:

1. Check if a Linux kernel has the settings required for huge pages: CONFIG_HUGETLBFS=y  and CONFIG_HUGETLB_PAGE=y . Utilize the following command:

The output should be similar to:

2. Check that currently huge pages are not in use. Obtain the information from the virtual memory subsystem:

Output:

Also, you can get information related to huge pages from /proc/meminfo — the file that reports statistics about memory usage on the system:

Output:

3. Make sure that the huge_pages  ADPG parameter value is set to try , for example, using the psql  tool:

Result:

4. Find the number of huge pages to reserve.

Stop the cluster:

Get a huge page size used in the system:

The runtime-computed PostgreSQL parameter shared_memory_size_in_huge_pages  reports the number of huge pages required. This parameter value can be displayed

with the postgres  command. /pg_data1/adpg16  is the path to postgresql.conf, it can be replaced by the $PGDATA  environment variable if it is set:

Output:

In this example, at least 73 huge pages are required, a larger setting would be appropriate if other programs also need huge pages.

The command below displays a number of subdirectories of the form hugepages-<size>kB , where <size>  is the size of the huge pages supported by the kernel/CPU

combination.

Output:

The default huge page size is 2 MB, but you can also explicitly request either 2 MB or 1 GB with the huge_page_size configuration parameter. To set this parameter, you can use

the ADPG configurations section on the Primary configuration page of the ADPG service (see ). The number of pages calculated by

shared_memory_size_in_huge_pages  will be adapted to the page size. To determine the optimal size of huge pages, test different page sizes with your database.

5. Set the vm.nr_hugepages  kernel parameter that specifies the number of huge pages to reserve. You need to execute the following command on behalf of the root  user:

Load kernel parameters from all files:

Check the result using the commands below:

Output:

The output should contain the specified vm.nr_hugepages  value:

6. Start the cluster:

See how the statistics changed:

Output:

The optimal size and number of huge pages are determined as a result of testing, and if the first calculation method described above does not suit your needs, you can try to calculate

the number of huge pages on a running cluster. The results obtained also need to be tested.

1. Determine pid of the postmaster process:

Output:

2. Get the peak memory usage of the postmaster process using pid:

Output:

3. Calculate the number of huge pages as VmPeak  divided by the huge page size plus 1  —  403440/2048+1 . In this example, the required number of huge pages is 197.

Since this method does not require stopping the cluster, you need to restart it instead of starting it after specifying the vm.nr_hugepages  parameter (step 6 described above). Press

y  and Enter  when needed to confirm the operation:

Where:

a80bfefc-755f-4ccb-8614-989f0ddda0e7  is a cluster UUID. You can find it in ADCM UI on the cluster Configuration tab.

test_adpg_cluster_eek1-adpg-adpg3  is a Patroni member name of the current node. In the ADCM UI, you can find this name on the Info tab of the ADPG service.

Alternatively, it can be obtained from the output of the list  Patroni command: /usr/lib/adpg16/usr/bin/patronictl -c /etc/adpg16-patroni/adpg16-
patroni.yml list .
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Enable huge pages

configuration parameter

$ grep HUGETLB /boot/config-$(uname -r)

CONFIG_ARCH_WANT_GENERAL_HUGETLB=y
CONFIG_CGROUP_HUGETLB=y
CONFIG_HUGETLBFS=y
CONFIG_HUGETLB_PAGE=y

$ cat /proc/sys/vm/nr_hugepages

0

$ grep ^HugePages /proc/meminfo

HugePages_Total:       0
HugePages_Free:        0
HugePages_Rsvd:        0
HugePages_Surp:        0

SHOW huge_pages;

 huge_pages
------------
 try

$ sudo systemctl stop adpg16-patroni․service

$ grep ^Hugepagesize /proc/meminfo

Hugepagesize:       2048 kB

$ postgres -D /pg_data1/adpg16 -C shared_memory_size_in_huge_pages

73

$ ls /sys/kernel/mm/hugepages

hugepages-1048576kB  hugepages-2048kB

Configuration parameters

$ sudo su -

$ echo 'vm․nr_hugepages = 73' >> /etc/sysctl․d/30-postgresql․conf

$ sysctl -p --system

$ grep ^HugePages /proc/meminfo

HugePages_Total:      73
HugePages_Free:       73
HugePages_Rsvd:        0
HugePages_Surp:        0

$ sudo sysctl -a | grep 'huge*page'

․․․
vm․nr_hugepages = 73
․․․

$ sudo systemctl start adpg16-patroni․service

$ grep ^HugePages /proc/meminfo

HugePages_Total:      73
HugePages_Free:       63
HugePages_Rsvd:       63
HugePages_Surp:        0

Calculate the required number of huge pages on a running cluster

$ sudo head -1 /pg_data1/adpg16/postmaster․pid

895

$ grep ^VmPeak /proc/895/status

VmPeak:   403440 kB

$ /usr/lib/adpg16/usr/bin/patronictl -c /etc/adpg16-patroni/adpg16-patroni․yml \
    restart a80bfefc-755f-4ccb-8614-989f0ddda0e7 test_adpg_cluster_eek1-adpg-adpg3

NOTE

Huge pages are configured individually for each host. Enable huge pages on all hosts where it is necessary.
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The directory specified in Data directory contains a subdirectory for the current cluster. For ADPG v16.x.x, it is adpg16. The contents of the cluster subdirectory are listed in the table

below.

Item Description

PG_VERSION File containing the ADPG/PostgreSQL major version number

base Directory containing per-database subdirectories

current_logfiles File that records what log files the logging collector currently writes to

global Directory containing cluster-wide tables, such as pg_database

pg_commit_ts Directory containing transaction commit timestamp data

pg_dynshmem Directory containing files used by the dynamic shared memory subsystem

pg_logical Directory containing status data of subscriptions or replication slots for logical decoding

pg_multixact Directory containing multi-transaction status data used for shared row locks

pg_notify Directory containing LISTEN/NOTIFY  status data

pg_replslot Directory containing replication slot data

pg_serial Directory containing information about committed serializable transactions

pg_snapshots Directory containing exported snapshots

pg_stat Directory containing permanent files for the statistics subsystem

pg_stat_tmp Directory containing temporary files for the statistics subsystem

pg_subtrans Directory containing subtransaction status data

pg_tblspc Directory containing symbolic links to tablespaces

pg_twophase Directory containing state files for prepared transactions

pg_wal Directory containing WAL files

pg_xact Directory containing transaction commit status data

postgresql.auto.conf File used for storing configuration parameters that are set by the ALTER SYSTEM  SQL command

postmaster.opts File recording the command-line options the server was last started with

postmaster.pid Lock file recording the current postmaster process ID (PID), cluster data directory path, postmaster start

timestamp, port number, Unix-domain socket directory path (could be empty), the first valid value of the

listen_address  parameter (IP address, or * , or empty if not listening on TCP), and shared memory

segment ID. This file is not present after server shutdown

For each database, there is a subdirectory within the base directory named after the database’s OID. You can obtain OID from the pg_database system catalog:

To list the contents of the base directory, run the following command:

Result:

The database subdirectory is the default location for the database’s files including system catalogs.

Standard relations such as tables or indexes are stored in separate files. These files are named by the table or index filenode  value, which is stored in the relfilenode  column

of the pg_class system catalog. As an example, display a relation name and filenode  number for the first five records from pg_class :

Since the listed relations belong to the postgres  database, the corresponding files with names 16390 , 16391 , 16396 , 16398 , and 16399  are located in the

/pg_data1/adpg16/base/5 directory.

For temporary relations, the file name has the t<backend>_<filenode>  format, where <backend>  is the number of the backend process, which creates the file, and

<filenode>  is the filenode  value. For example, t8_16433 .

In addition to the main file, each table and index has a free space map, which stores information about free space available in the relation. The free space map has the same file name

as a corresponding relation plus the _fsm  suffix. For example, 16432_fsm .

Tables also have visibility maps to track pages that do not contain dead tuples. A visibility map is stored using the same file name as a corresponding table with the _vm  suffix. For

example, 16432_vm .

Unlogged tables and indexes have an additional file known as the initialization fork, which is stored with the suffix _init .

Note that although a table’s filenode  often matches its OID, this is not always the case. Some operations as TRUNCATE , REINDEX , CLUSTER , and some ALTER TABLE
forms can change filenode  while preserving the OID.

When a table or index exceeds 1 GB, it is divided into segments with a maximum size of 1 GB. The first segment’s file name is the same as filenode . Subsequent segments are

named filenode.1 , filenode.2 , etc. This arrangement avoids problems on platforms that have file size limitations.

If a table contains columns with potentially large entries, a TOAST table is created to store these large values separately. The main table is linked to its TOAST table via the

reltoastrelid  field of the pg_class system catalog. For more information, see .

Temporary files required for resource-consuming operations are created within base/pgsql_tmp. The name of a temporary file has the following format: pgsql_tmp<PID>.
<Number> , where <PID>  is the PID of the owning backend process, <Number>  distinguishes different temporary files of the current backend process. For example,

pgsql_tmp29522.1 .

Each user-defined  has a symbolic link in the pg_tblspc subdirectory located in the cluster data directory (by default, /pg_data1/adpg16), which points to the physical

tablespace directory — the location specified in the CREATE TABLESPACE  command. This symbolic link is named according to the tablespace OID. Inside the physical tablespace

directory, ADPG creates a subdirectory with a name that depends on the ADPG version, for example, PG_16_202307071. Within this subdirectory, there is a subdirectory for each

database that has elements in the tablespace. It is named according to the database’s OID. Tables and indexes are stored within this directory using the filenode  naming scheme

described above.

The pg_default  tablespace is not accessed through pg_tblspc, but corresponds to the base subdirectory located in the cluster data directory. Similarly, the pg_global  tablespace

is not accessed through pg_tblspc, but corresponds to global.

Temporary files are created within the pgsql_tmp subdirectory of a tablespace directory.

The pg_relation_filepath(relation regclass)  function returns the path relative to the cluster data directory for any relation. Keep in mind that this function gives the

name of the first segment related to the current relation. You may need to append a segment number and/or the _fsm , _vm , or _init  suffix to obtain all the files associated with

the relation.

Example:

It is also possible to display the relation name and its path to a file for each relation from the pg_class  system catalog:

1

Table from the default tablespace.

2

Table from a user-defined tablespace.

To Table of Contents

Contents of the cluster data directory

Relation files

Tablespace files

Obtain path to relation file

This article describes a data directory structure of an ADPG cluster.

ADPG stores data files in the directory specified by the Data directory . The default value is /pg_data1 . You can change this value during cluster installation

before the ADPG service is installed.

configuration parameter

Contents of the cluster data directory

SELECT oid, datname FROM pg_database;

 oid |  datname
-----+-----------
   5 | postgres
   1 | template1
   4 | template0

$ cd /pg_data1/adpg16/base && ls

1  4  5

Relation files

SELECT relname, relfilenode FROM pg_class LIMIT 5;

      relname      | relfilenode
-------------------+-------------
 books_book_id_seq |       16390
 books             |       16391
 books_pkey        |       16396
 authors_id_seq    |       16398
 authors           |       16399

TOAST

Tablespace files

tablespace

Obtain path to relation file

SELECT pg_relation_filepath('books');

pg_relation_filepath
----------------------
 base/5/16391

SELECT relname, pg_relation_filepath(oid) FROM pg_class;

 books_book_id_seq                              | base/5/16390
 books                                          | base/5/16391 1
 books_pkey                                     | base/5/16396
 authors_id_seq                                 | base/5/16398
 authors                                        | base/5/16399
 authors_pkey                                   | base/5/16403
 pg_statistic                                   | base/5/2619
 pg_type                                        | base/5/1247
 pgbench_accounts                               | base/5/16422
 pgbench_branches                               | base/5/16423
 pgbench_tellers                                | base/5/16425
 pgbench_branches_pkey                          | base/5/16426
 pgbench_tellers_pkey                           | base/5/16428
 pgbench_accounts_pkey                          | base/5/16430
 pgbench_history                                | base/5/16457
 pg_toast_1255                                  | base/5/2836
 pg_toast_1255_index                            | base/5/2837
․․․
 table1                                         | pg_tblspc/16451/PG_16_202307071/5/16454 2
․․․
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A database is the topmost hierarchical level for organizing SQL objects (database objects). The full hierarchy is cluster → database →  → table and other objects (functions,

views, operators).

Logical layer of ADPG cluster

An ADPG cluster can contain multiple databases, but it is possible to establish a connection to only one database. However, you can open multiple connections to different databases

or a single database.

Databases are physically separated. By default, ADPG places the database files at the following path: /pg_data1/adpg16. ADPG creates the adpg16 directory at the path specified in the

Data directory  parameter (see ). The default value of this parameter is /pg_data1 .

After installation, an ADPG cluster contains three databases described in the table below.

Template and default databases

Name Description

postgres This is a default database for initial connections. It is a copy of template1  and can be dropped and recreated if necessary

template0 This is a template database. It does not accept connections and should not be changed. You can specify this template in the

CREATE DATABASE command to create an initial database without changes made in template1

template1 This is a template database. It contains the same data as template0 , but you can change it. By default, template1  is

used for each new database that you create with the CREATE DATABASE  command. You can add objects that should be in

all new databases to this template. For example, add tables or install procedural languages

You can use the \l  meta-command or -l  command-line option to view existing databases:

The result:

Alternatively, select data from the pg_database catalog:

The result:

In the datallowconn  column, you can see that connections to template0  are not allowed.

The following command shows the database you connected to:

To determine the database size, use the pg_size_pretty  and pg_database_size functions as follows:

To create your first database, connect to the postgres  database. The psql  utility connects to the postgres  database by default. You should also have the correct privileges for

this operation or be a superuser.

Execute the CREATE DATABASE command to create a database. The following command creates the book_store  database:

The current  automatically becomes the owner of the new database. It is also possible to specify another database owner. The command below makes role1  the owner of the

newly created book_store  database:

You can also specify the template for a new database. The following code creates the book_store  database by copying template0 :

Only the database owner or superuser can drop a database. This operation deletes all objects contained in the database. Deleting a database is an irreversible operation.

Use the DROP DATABASE command to delete a database:

It is not possible to execute the DROP DATABASE  command while there is at least one connection to the specified database. However, you can connect to any other, including

template1 . The template1  database may be the only option if you need to drop the last user database of the cluster.

To Table of Contents

Overview

View existing databases

Create a database

Delete a database

Overview

schema

Configuration parameters

View existing databases

psql

$ psql

\l

$ psql -l

   Name    |  Owner   | Encoding |   Collate   |    Ctype    |   Access privileges
-----------+----------+----------+-------------+-------------+-----------------------
 postgres  | postgres | UTF8     | en_US․UTF-8 | en_US․UTF-8 |
 template0 | postgres | UTF8     | en_US․UTF-8 | en_US․UTF-8 | =c/postgres          +
           |          |          |             |             | postgres=CTc/postgres
 template1 | postgres | UTF8     | en_US․UTF-8 | en_US․UTF-8 | =c/postgres          +
           |          |          |             |             | postgres=CTc/postgres

SELECT oid, datname, datistemplate, datallowconn FROM pg_database;

  oid  |  datname  | datistemplate | datallowconn
-------+-----------+---------------+--------------
 14486 | postgres  | f             | t
     1 | template1 | t             | t
 14485 | template0 | t             | f

SELECT current_database();

SELECT pg_size_pretty(pg_database_size('postgres'));

Create a database

CREATE DATABASE book_store;

role

CREATE DATABASE book_store OWNER role1;

CREATE DATABASE book_store TEMPLATE template0;

Delete a database

DROP DATABASE book_store;

cd a0

https://www.postgresql.org/docs/16/sql-createdatabase.html
https://www.postgresql.org/docs/16/catalog-pg-database.html
https://www.postgresql.org/docs/16/functions-admin.html
https://www.postgresql.org/docs/16/sql-createdatabase.html
https://www.postgresql.org/docs/16/sql-dropdatabase.html
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A schema is a namespace that contains named database objects such as tables, views, indexes, data types, functions, stored procedures, and operators. A database can include one or

more schemas. Schemas belong to the logical layer of the data model.

Logical layer of ADPG cluster

The distribution of objects in different schemas can be helpful in the following cases:

to allow many users to use one database without interfering with each other;

to divide objects into logical groups to manage them effectively;

put third-party applications into separate schemas, so they do not collide with the names of other objects.

Schemas cannot be nested within each other.

Use the CREATE SCHEMA command to create a schema:

Schema names beginning with pg_  are reserved for system purposes and cannot be created by users.

To create or access objects in a schema, write a fully qualified name consisting of the schema name and the table name separated by a dot:

It is possible to use the same object names in different schemas without conflicts. Create a new schema and add table1  to it:

Utilize qualified names to access these tables:

You can use the ALTER SCHEMA command to rename a schema or change its owner. For example:

To drop a schema, execute the DROP SCHEMA command. The schema should be empty for this operation. If you need to delete a schema with all contained objects, use the

CASCADE  keyword:

For more information about the deletion of dependent objects, see Dependency tracking.

If you create a table or any other object without specifying a schema name, PostgreSQL puts this object into the public  schema. Each new database contains this schema and uses

it by default. The following code lines are equivalent:

The command below returns the current schema:

The result:

To list all available schemas, use the \dn psql  meta-command.

The result:

Alternatively, select the nspname  column from the pg_namespace catalog:

The result:

In addition to public , the result includes PostgreSQL system schemas. The table below describes them.

System schemas

Name Description

pg_toast Contains TOAST tables

information_schema Consists of a set of views with information about the current database objects

pg_catalog Contains the system tables and all the built-in data types, functions, and operators

In most cases, we refer to tables by unqualified names (without schema names) in queries. The system uses a search path to determine which table should be processed. The search

path is a list of schemas to look in. PostgreSQL operates with the first matching table. If there is no match in the search path schemas, an error occurs, even if matching table names

exist in other schemas that the search path does not include.

To display the current search path, use the following command:

The result:

The first element "$user"  refers to a schema with the same name as the current user. If this schema does not exist, PostgreSQL ignores this entry. The second element is the

public  schema. The first existing schema in the search path is the default location for new objects. That is why objects are created in the public  schema by default.

To add a new schema in the search path, use the following command:

Since schema1  is the first element in the path, new objects will be created in it.

The search path also works in the same way for data type, function, and operator names.

Note the pg_catalog  schema mentioned above is a part of the search path. You can use the current_schemas  function to check it. This function returns an array of the

schema names from the effective search path, in their priority order. If the boolean argument is true , implicitly-searched system schemas are included in the result.

The result:

If pg_catalog  is not explicitly included in the search path, PostgreSQL searches in it before inspecting path schemas. This behavior ensures that built-in objects are always be

found. However, you can explicitly place pg_catalog  at the end of your search path if you want user-defined object names to override built-in names.

Users cannot access any objects in schemas they do not own. To allow that, the schema owner must grant the USAGE  privilege on the schema. You may need to grant additional

privileges on objects to allow users to manipulate objects in the schema. For example, if you want users to be able to create objects, grant them the CREATE  privilege on the schema.

Everyone has CREATE  and USAGE  privileges on the public  schema.

The  prevents untrusted users from changing queries of other users. When a database does not use this pattern, users who want to securely execute

queries need to perform protective operations at the start of each session. They should set the search path to the empty string or remove schemas that are writable by non-superusers

from the search path.

Constrain ordinary users to user-private schemas and revoke their CREATE  privilege from the public  schema. To implement this, execute the following command:

Create a schema for each user with their name. Since the default search path starts with $user , which resolves to the user name, each user has a separate schema, and they access

their own schemas. When applying this pattern to a database that untrusted users may already be connecting to, check if there are any objects in the public  schema with the same

names as the objects in the pg_catalog  schema.

This pattern is secure unless an untrusted user is the database owner or has the CREATEROLE  privilege.

Execute the following command to remove the public  schema from the default search path:

Everyone retains the ability to create objects in the public  schema, but only qualified names can be used for these objects. While qualified table references are safe, function calls in

the public  schema are unsafe and unreliable. If you create functions or extensions in the public  schema, use the first pattern instead.

This pattern is secure unless an untrusted user is the database owner or has the CREATEROLE  privilege.

If you keep the default settings, all users access the public  schema implicitly. This simulates the situation where schemas are not available. However, this is not a secure pattern. It

is acceptable only if the database has a single user or a few trusted users.

To Table of Contents

Overview

Manage schemas

The default schema

The schema search path

Privileges on schemas

Usage patterns

Secure schema usage pattern

Delete the public schema from the search path

The default pattern

Overview

Manage schemas

CREATE SCHEMA schema1;

CREATE TABLE schema1․table1 (
    column1 serial PRIMARY KEY,
    column2 VARCHAR (50) UNIQUE NOT NULL
);

CREATE SCHEMA schema2;

CREATE TABLE schema2․table1 (
    column1 serial PRIMARY KEY,
    column2 VARCHAR (50) UNIQUE NOT NULL
);

SELECT * FROM schema1․table1;

SELECT * FROM schema2․table1;

ALTER SCHEMA schema2 RENAME TO myschema;

DROP SCHEMA myschema CASCADE;

The default schema

CREATE TABLE books ( ․․․ );

CREATE TABLE public․books ( ․․․ );

SELECT current_schema();

current_schema
----------------
 public
(1 row)

   List of schemas
   Name    |  Owner
-----------+----------
public     | postgres
schema1    | postgres

SELECT nspname FROM pg_namespace;

      nspname
--------------------
 pg_toast
 pg_catalog
 public
 information_schema

The schema search path

SHOW search_path;

 search_path
--------------
 "$user", public

SET search_path TO schema1, public;

SELECT current_schemas(true);

       current_schemas
------------------------------
 {pg_catalog,public}

Privileges on schemas

Usage patterns

Secure schema usage pattern

Secure schema usage pattern

REVOKE CREATE ON SCHEMA public FROM PUBLIC;

Delete the public schema from the search path

ALTER ROLE ALL SET search_path = "$user";

The default pattern
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To create a table, use the CREATE TABLE command. In this command, you need to specify a name of a new table, the names of columns, and the data type of each column. An

example of this command syntax is described below.

Basic clauses and arguments

TEMPORARY or TEMP If specified, the table is created as a temporary table. Temporary tables are automatically dropped at the end

of a session, or optionally at the end of the current transaction (see ON COMMIT  below)

UNLOGGED If specified, the table is created as an unlogged table. Data written to unlogged tables is not written to the

write-ahead log (WAL). It makes them faster than ordinary tables. However, they are not crash-safe. The

contents of an unlogged table are also not replicated to standby servers. Any indexes created on an unlogged

table are automatically unlogged

IF NOT EXISTS PostgreSQL creates a new table if the table with the same name does not exist. When this option is specified,

PostgreSQL does not throw an error if a relation with the specified name is in the database. There is no

guarantee that the existing relation matches the one that would be created

<table_name> The name of the new table. Can be schema-qualified ( <schema_name>.<table_name> )

<column_name> The name of a column to be created in the new table

<data_type> The column data type. This can include array specifiers. For more information on supported data types, refer

to Data types

COMPRESSION <compression_method> Sets the compression method for the column. Compression is supported only for variable-width data types

and is used only when the column’s storage mode is main or extended (see ALTER TABLE for information on

column storage modes). The supported compression methods are pglz and lz4. Also,

<compression_method>  can have the default  value to explicitly specify the default behavior, which is

determined by the default_toast_compression  setting

COLLATE <collation> Defines the column collation. If this setting is not specified, PostgreSQL uses the column data type’s default

collation

<column_constraint> Column constraints are described in the  section

<table_constraint> Table constraints are described in the  section

LIKE <source_table> [<like_option> …  ] Specifies a table ( <source_table> ) from which the new table automatically copies all column names,

their data types, and their NOT NULL  constraints. The new table and the original table become completely

independent after creation. The optional <like_option>  clause specifies which additional properties of

the original table should be copied. The INCLUDING  clause copies the property, and EXCLUDING  omits the

property. EXCLUDING  is the default value. If multiple specifications are made for the same kind of object, the

last one is used.

Syntax:

The available options with the INCLUDING  clause are listed below:

INCLUDING COMMENTS  — comments for columns, constraints, and indexes are copied. The default

behavior is to exclude comments — columns and constraints do not have comments in the new table.

INCLUDING COMPRESSION  — compression methods of the columns are copied. The default behavior is

to exclude compression methods — columns have the default compression method in the new table.

INCLUDING CONSTRAINTS  —  CHECK  constraints are copied. This option includes column and table

constraints. NOT NULL  constraints are always copied to the new table.

INCLUDING DEFAULTS  — default expressions for column definitions are copied. Otherwise, columns in

the new table have NULL  defaults.

INCLUDING GENERATED  — generation expressions of column definitions are copied.

INCLUDING IDENTITY  — identity specifications of column definitions are copied. A new sequence is

created for each identity column of the new table, separate from the sequences associated with the

source table.

INCLUDING INDEXES  — indexes, PRIMARY KEY , UNIQUE , and EXCLUDE  constraints on the

original table are created on the new table. Names for the new indexes and constraints are chosen

according to the default rules.

INCLUDING STATISTICS  — extended statistics are copied to the new table.

INCLUDING STORAGE  — storage settings for column definitions are copied. The default behavior is to

exclude storage settings — columns have type-specific default settings in the new table.

INCLUDING ALL  — an abbreviated form selecting all the available individual options. It can be useful to

write individual EXCLUDING  clauses after INCLUDING ALL  to copy all options except for some.

INHERITS ( <parent_table> [, …  ] ) Specifies a list of tables from which the new table automatically inherits all columns. Parent tables can be

ordinary tables or foreign tables. The use of INHERITS  creates a persistent relationship between the new

child table and parent tables. Parent schema modifications propagate to a child table, and the data of the

child table is included in scans of parents.

If the same column name exists in more than one parent table, an error is reported unless the data types of

the columns match each of the parent tables. If there is no conflict, then the duplicate columns are merged

into a single column in the new table. If the column name list of the new table contains a column name that is

also inherited, the data type must match the inherited column, and the column definitions are merged into

one. If the new table explicitly specifies a default value for the column, this default overrides any defaults from

inherited declarations of the column.

Compare to the LIKE  clause, the use of INHERITS  creates a persistent relationship between the new child

table and its parent table. All modifications applied to the parent table structure normally propagate to the

child one

PARTITION BY { RANGE | LIST | HASH } Specifies the partitioning strategy for the table. A created table is called a partitioned table. The list of

columns or expressions in parentheses forms the partition key. For the RANGE  or HASH  options, the key

can include multiple columns or expressions. For LIST  partitioning, the partition key must consist of a

single column or expression. RANGE  and LIST  partitioning requires a B-tree operator class ( <opclass> ),

while HASH  partitioning requires a hash operator class. If the operator class is not set explicitly, PostgreSQL

uses the default operator class of the appropriate type. A partitioned table is divided into sub-tables called

partitions, which are created using separate CREATE TABLE  commands. The partitioned table is itself

empty. A data row inserted into the table is routed to a partition based on the value of columns or expressions

in the partition key. If no existing partition matches the values in the new row, an error will be reported

ON COMMIT Specifies the behavior of temporary tables at the end of a transaction block. Possible values:

PRESERVE ROWS  — no special action is taken. This is the default behavior.

DELETE ROWS  — all rows in the temporary table should be deleted at the end of the current transaction.

DROP  — the temporary table should be dropped at the end of the current transaction.

TABLESPACE Defines the name of the  in which PostgreSQL creates the new table. If not specified,

default_tablespace  is used for ordinary tables and temp_tablespaces  for temporary tables

The following example creates the table1  table with two columns:

The first column is named first_column  and has a data type of text, the second column has the second_column  name and the integer  type. The table and column names

follow the identifier syntax explained in Identifiers and keywords.

Create a table with NOT NULL and PRIMARY KEY constrains

Create a temporary table

Use INHERITS

Use LIKE

If you no longer need a table, you can use the DROP TABLE command to remove it:

Attempting to drop a non-existent table causes an error. To avoid it, you can use the IF EXISTS  clause:

You can assign a default value to a column. Use the DEFAULT  keyword for this. When a new row is created and a value is not specified for a column, this column value is filled with

the specified default value. If no default value is declared, the default value is NULL .

In a table definition, default values are listed after the column data type:

The default value can be an expression, which is evaluated when the default value is inserted. For example, a timestamp  column can have the current_timestamp  function as a

default value. This function will return the time of row insertion:

A generated column is a special kind of column that is computed from others. PostgreSQL supports only stored generated columns. A stored generated column is computed on write

and takes up space in the table as a regular column.

To create a generated column, use the GENERATED ALWAYS AS  clause in CREATE TABLE . It is also necessary to use the STORED  keyword:

A generated column value cannot be specified in the INSERT  or UPDATE  commands, because it is impossible to write to the generated column. However, you can use the

DEFAULT  keyword to set the default value.

There are the following differences between generated columns and columns with a default value:

The default column value is evaluated once when a row is inserted into the table and no other value is set. The value of the generated column is updated whenever the row changes

and cannot be overridden.

The default value expression cannot refer to other columns in the table, but the generating expression refers to them.

A column default can use volatile functions, for example, random  or functions referring to the current time, but this is not allowed for generated columns.

Data types limit the amount and type of data that can be stored in a table. However, for many applications, such restrictions are too coarse. For example, a column containing the price

of a product should only accept positive values. But there is no such standard data type. You may also want to restrict the data of a column in relation to other columns or rows. For

example, in a table with information about a product, there should be only one row with a specific product code.

To solve this problem, SQL allows you to define constraints on columns and tables. If the user tries to store a value in a column that violates the constraints, PostgreSQL raises an error.

The restrictions are also applied to default values.

A CHECK  constraint is the most generic constraint type. It allows you to specify a condition (the boolean expression) for column values. For example, to require positive product prices,

you can use:

The constraint definition comes after the data type, as default value definitions. Default values and constraints can be listed in any order.

A CHECK  constraint consists of the CHECK  keyword followed by an expression in parentheses. The check constraint expression should contain a column name.

You can also give the constraint a name. This clarifies error messages and allows you to refer to the constraint when you need to change it. The syntax is the CONSTRAINT  keyword

followed by an identifier followed by the constraint definition:

A CHECK  constraint can also refer to several columns. It is a table constraint, and it is written as a separate item in the comma-separated column list:

Note that the check constraint is satisfied if the expression evaluates to true  or NULL . Since most expressions with NULL  operands will evaluate to NULL , CHECK  constraints

do not prevent NULL  from being written to associated columns. To ensure that a column does not contain a NULL  value, use the NOT NULL  constraint described in the next

section.

A NOT NULL constraint specifies that a column must not accept the NULL  value.

A NOT NULL  constraint is a column constraint. A not-null constraint is equivalent to CHECK (<column_name> IS NOT NULL) , but in PostgreSQL creating an explicit not-null

constraint is more efficient. In most database designs the majority of columns should be marked as NOT NULL .

The NOT NULL  constraint has an inverse — the NULL  constraint. It means that a column can contain the NULL  value (the default behavior). The NULL  constraint is not present in

the SQL standard and should not be used in portable applications.

Unique constraints ensure that the data contained in a column, or a group of columns, is unique among all the rows in the table. You can define a unique restriction as a column

constraint:

It is also possible to specify a restriction as a table constraint.

To define a unique constraint for a group of columns, write it as a table constraint with the column names separated by commas. You can also assign your own name for a unique

constraint:

Adding a unique constraint automatically creates a unique B-tree index on the column or group of columns listed in the constraint.

A primary key constraint indicates that a column, or group of columns, can be used as a unique identifier for rows in the table. This requires that the values be both unique and not null.

The following two table definitions accept the same data:

A primary key can contain more than one column:

Adding a primary key creates a unique B-tree index on the column or group of columns listed in the primary key, and forces the columns to be marked NOT NULL .

A table can have at most one primary key. There can be more than one unique and NOT NULL  constraint, which is functionally almost equivalent to primary keys, but only one primary

key constraint can be defined.

A foreign key constraint specifies that the values in a column (or in a group of columns) must match the values from some row of another table. This maintains the referential integrity

between two related tables.

For example, we have the products  table:

Also, we have the orders  table that stores orders of these products. We want to ensure that the orders  table only contains orders of products that actually exist. So we define a

foreign key constraint in the orders  table that references the products table:

Now it is impossible to create orders with not null product_no  entries that do not exist in the products  table. The orders  table is the referencing table and the products
table is the referenced table. Similarly, there are referencing and referenced columns.

You can omit a column list in the command as follows:

In this case, the primary key of the referenced table is used as the referenced column.

You can assign your own name for a foreign key constraint. A foreign key can also constrain and reference a group of columns. The number and type of the constrained columns need

to match the number and type of the referenced columns.

A foreign key constraint can refer to the same table (a self-referential foreign key). It allows you to implement a node tree structure.

The top level node has parent_id  equal to NULL , other parent_id  entries refer to valid table rows.

A table can have more than one foreign key constraint. This is used to implement many-to-many relationships between tables.

To ensure data integrity in many-to-many relationships, you can specify the restrictions used when updating and deleting rows. For example:

The table below lists available options.

Name Description

CASCADE When a referenced row is deleted or updated, referencing rows should be automatically deleted or updated

NO ACTION If referencing rows continue to exist when the constraint is checked, an error occurs. NO ACTION  is the default value

RESTRICT Prevents deletion or update of a referenced row

SET NULL Values in the referencing rows are set to NULL  when the referenced row is deleted

SET DEFAULT Values in the referencing rows are set to their default values when the referenced row is deleted

The main difference between NO ACTION  and RESTRICT  is that NO ACTION  allows you to defer validation during a transaction, while RESTRICT  does not.

A foreign key must reference columns that either are primary keys or form a unique constraint.

Exclusion constraints ensure that if any two rows are compared on the specified columns or expressions using the specified operators, at least one of these operator comparisons

returns false  or NULL . The example:

Every table has several system columns that are implicitly defined by the system. Their names cannot be used as names of user-defined columns.

Name Description

tableoid The OID of the table containing this row. This column is useful for queries that select from partitioned tables or inheritance

hierarchies. The tableoid  can be joined against the oid  column of pg_class to obtain the table name

xmin The identity (transaction ID) of the inserting transaction for this row version. A row version is an individual state of a row. Each

row update creates a new row version for the same logical row

cmin The command identifier (starting at zero) within the inserting transaction

xmax The identity (transaction ID) of the deleting transaction, or zero for a non-deleted row version. If the deleting transaction is not

committed yet, or a deletion is rolled back, this column can be non-zero in a visible row version

cmax The command identifier within the deleting transaction, or zero

ctid The physical row location within the table. It is not recommended to use ctid  as a row identifier, because the VACUUM
FULL  operation changes a row’s ctid . A primary key should be used to identify logical rows

Transaction identifiers are 32-bit quantities. In a long-lived database, it is possible for transaction IDs to wrap around. This is not critical if routine database maintenance tasks are

performed on time. However, you should not rely on the uniqueness of transaction codes for a long time (with more than a billion transactions).

Command identifiers are also 32-bit quantities. This creates a hard limit of SQL commands within a single transaction (about 4 billion). In practice this limit is not a problem — note that

the limit is on the number of SQL commands, not the number of rows processed. Also, only commands that actually modify the database contents have command identifiers.
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Table is the main data object in ADPG. It consists of rows and columns. The number and order of columns is fixed, each column has a name and a data type that limits allowed values.

The number of rows is variable — it reflects how much data is stored in the table. SQL does not guarantee the order of the rows in a table. When a table is read, the rows are returned in

an unspecified order, unless sorting is explicitly requested.

PostgreSQL includes a significant number of built-in data types that meet the needs of most applications. Users can also define their own data types. Most built-in data types have

obvious names and semantics. Some frequently used data types are integer  for whole numbers, numeric  for fractional numbers, text  for character strings, date  for dates,

time  for time-of-day values, and timestamp  for values containing both date and time. For more information, see Data types.

Create a table

CREATE [ { TEMPORARY | TEMP } | UNLOGGED ] TABLE [ IF NOT EXISTS ] <table_name> ( [
  { <column_name> <data_type> [ COMPRESSION <compression_method> ] [ COLLATE <collation> ] [ <column_constraint> [ ․․․ ] ]
    | <table_constraint>
    | LIKE <source_table> [ <like_option> ․․․ ] }
    [, ․․․ ]
] )
[ INHERITS ( <parent_table> [, ․․․ ] ) ]
[ PARTITION BY { RANGE | LIST | HASH } ( { <column_name> | ( <expression> ) } [ COLLATE <collation> ] [ <opclass> ] [, ․․․ ] ) ]
[ ON COMMIT { PRESERVE ROWS | DELETE ROWS | DROP } ]
[ TABLESPACE <tablespace_name> ]

Use constraints

Use constraints

{INCLUDING|EXCLUDING}{COMMENTS|COMPRESSION|CONSTRAINTS|
DEFAULTS|GENERATED|IDENTITY|INDEXES|STATISTICS|STORAGE|ALL}

tablespace

CREATE TABLE table1 (
    first_column text,
    second_column integer
);

TIP

When you create many interrelated tables, it makes sense to pre-select a table and column naming pattern. For example, decide whether table names will use

plural or singular nouns.

Examples

CREATE TABLE books (
    code        char(5) CONSTRAINT first_key PRIMARY KEY,
    title       varchar(40) NOT NULL,
    date_pub   date,
    genre        varchar(10)
);

CREATE TEMP TABLE books (
    code        char(5) CONSTRAINT firstkey PRIMARY KEY,
    title       varchar(40) NOT NULL,
    date_pub   date,
    genre        varchar(10)
);

CREATE TABLE book_location (
    shelf_no integer
) INHERITS (books);

CREATE TABLE book_location(
    shelf_no integer,
  LIKE books INCLUDING ALL
);

Drop a table

DROP TABLE books;

DROP TABLE IF EXISTS books;

Specify default column values

CREATE TABLE products (
    product_no integer,
    name text,
    price numeric DEFAULT 49․99
);

CREATE TABLE products (
product_no integer,
name text,
price numeric DEFAULT 49․99,
shipping_date timestamp DEFAULT current_timestamp
);

Define generated columns

CREATE TABLE products (
    product_no integer,
    name text,
    packing_weight numeric,
    product_weight numeric GENERATED ALWAYS AS (packing_weight / 6) STORED
);

Use constraints

Check constraints

CREATE TABLE products (
    product_no integer,
    name text,
    price numeric CHECK (price > 0)
);

CREATE TABLE products (
    product_no integer,
    name text,
    price numeric CONSTRAINT positive_price CHECK (price > 0)
);

CREATE TABLE products (
    product_no integer,
    name text,
    price numeric CHECK (price > 0),
    discounted_price numeric CHECK (discounted_price > 0),
    CONSTRAINT valid_discount CHECK (price > discounted_price)
);

NOT NULL constraints

CREATE TABLE products (
    product_no integer NOT NULL,
    name text NOT NULL,
    price numeric
);

Unique constraints

CREATE TABLE products (
    product_no integer UNIQUE,
    name text,
    price numeric
);

CREATE TABLE products (
    product_no integer,
    name texCt,
    price numeric,
    UNIQUE (product_no)
);

CREATE TABLE products (
    serial_no integer,
    product_no integer,
    name text,
    price numeric,
    CONSTRAINT must_be_different UNIQUE (serial_no, product_no)
);

Primary keys

CREATE TABLE products (
    product_no integer UNIQUE NOT NULL,
    name text,
    price numeric
);

CREATE TABLE products (
    product_no integer PRIMARY KEY,
    name text,
    price numeric
);

CREATE TABLE products (
    product_no integer,
    serial_no integer,
    name text,
    price numeric,
    PRIMARY KEY (product_no, serial_no)
);

Foreign keys

CREATE TABLE products (
    product_no integer PRIMARY KEY,
    name text,
    price numeric
);

CREATE TABLE orders (
    order_id integer PRIMARY KEY,
    product_no integer REFERENCES products (product_no),
    quantity integer
);

CREATE TABLE orders (
    order_id integer PRIMARY KEY,
    product_no integer REFERENCES products,
    quantity integer
);

CREATE TABLE table1 (
    field1 integer PRIMARY KEY,
    field2 integer,
    field3 integer,
    CONSTRAINT constraint1 FOREIGN KEY (field2, field3) REFERENCES other_table (field_a, field_b)
);

CREATE TABLE tree (
    node_id integer PRIMARY KEY,
    parent_id integer REFERENCES tree,
    name text
);

CREATE TABLE order_items (
    product_no integer REFERENCES products ON DELETE RESTRICT,
    order_id integer REFERENCES orders ON UPDATE CASCADE,
    quantity integer,
    PRIMARY KEY (product_no, order_id)
);

Exclusion constraints

CREATE TABLE circles (
    c circle,
    EXCLUDE USING gist (c WITH &&)
);

System columns
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Inheritance
Eugenia Kuzina

The inheritance allows you to create a child table that get column descriptions from a parent table.

For example, we need to create the following tables:

The second table has the same structure as the first one but includes an additional column. You can use the INHERITS  clause to create the second table:

In this case, shelves inherits all columns ( book_id , title , and author ) from its parent books  table. The shelves  table also has an additional column —  location .

The use of INHERITS  creates a persistent relationship between a new child table and a parent table. Parent schema modifications propagate to the child table, and the data of the

child table is included in scans of the parent.

Add data to the tables:

Select data from books :

The result also includes rows of the shelves  table:

The query returns all rows of the parent table and its descendant.

To return only the parent table rows, use the ONLY  keyword:

The result:

You can use the tableoid  system column and data from the pg_class catalog to determine from which table each row:

The result:

Parent tables can be ordinary tables or foreign tables. A table can inherit columns from more than one table. If the same column name exists in more than one parent table, an error is

reported unless the data types of the columns match each of the parent tables. If there is no conflict, the duplicate columns are merged into a single column in the new table.

If the column name list of the child table contains a column name that is also inherited from a parent, the data type of these columns must match, and the column definitions are

merged into one. If the new table explicitly specifies a default value for the column, this default overrides any defaults from inherited declarations.

Child tables inherit all CHECK  and NOT NULL  constraints on the parent table unless a constraint description contains the NO INHERIT  clause. Other types of constraints

( UNIQUE , PRIMARY KEY , and FOREIGN KEY ) are not inherited.

Columns or CHECK  constraints of child tables cannot be dropped or altered if they are inherited from parent tables.

You can also add a new parent relationship to a table, which is already defined in a compatible way. A child table must already include columns with the same names and types as the

columns of the parent. Use the INHERIT  option of the ALTER TABLE  command for this purpose:

Operations with tables created by inheritance have the following specifics:

The SELECT , UPDATE , and DELETE  commands that are executed on the parent table also perform operations on descendant tables. You can use the ONLY  keyword to avoid

this behavior.

The INSERT  and COPY  commands executed on the parent do not operate with descendants.

PostgreSQL does not check access permissions for the child tables when processing them with their parent table. For example, granting the UPDATE  permission on the books
table implies the permission to update rows in the shelves  table, when they are accessed through books .

PostgreSQL cannot drop a parent table while any of its children remain. If you wish to remove a table and all of its descendants, drop the parent table with the CASCADE  option:
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CREATE TABLE books (
    book_id SERIAL PRIMARY KEY,
    title VARCHAR(50) NOT NULL,
    author VARCHAR(50) NOT NULL);

CREATE TABLE shelves (
    book_id SERIAL PRIMARY KEY,
    title VARCHAR(50) NOT NULL,
    author VARCHAR(50) NOT NULL,
    location VARCHAR(10) NOT NULL);

CREATE TABLE shelves (
    location VARCHAR(10) NOT NULL
) INHERITS (books);

INSERT INTO books (title, author) VALUES
('Hyperion', 'Dan Simmons'),
('1984', 'George Orwell');

INSERT INTO shelves (title, author, location) VALUES
('The Time Machine', 'Herbert George Wells', 'B32'),
('The Great Gatsby', 'F․ Scott Fitzgerald', 'C14');

SELECT * FROM books;

 book_id |      title       |        author
---------+------------------+----------------------
       1 | Hyperion         | Dan Simmons
       2 | 1984             | George Orwell
       3 | The Great Gatsby | F․ Scott Fitzgerald
       4 | The Time Machine | Herbert George Wells

SELECT * FROM ONLY books;

 book_id |  title   |    author
---------+----------+---------------
       1 | Hyperion | Dan Simmons
       2 | 1984     | George Orwell

SELECT p․relname, b․title
FROM books b, pg_class p
WHERE b․tableoid = p․oid;

 relname |      title
---------+------------------
 books   | Hyperion
 books   | 1984
 shelves | The Great Gatsby
 shelves | The Time Machine

CREATE TABLE books2 (
    book_id SERIAL PRIMARY KEY,
    title VARCHAR(50) NOT NULL,
    author VARCHAR(50) NOT NULL);

CREATE TABLE shelves2 (
    book_id SERIAL PRIMARY KEY,
    title VARCHAR(50) NOT NULL,
    author VARCHAR(50) NOT NULL,
    location VARCHAR(10) NOT NULL);

ALTER TABLE shelves2 INHERIT books2;

DROP TABLE books CASCADE;
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Partitioning
Eugenia Kuzina
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PostgreSQL supports basic table partitioning. Partitioning allows you to split one large logical table into multiple smaller physical partitions. Partitioning is only useful for very large

tables. Which tables will benefit from partitioning depends on the application, although it should generally be utilized for tables that are larger than the server RAM.

Partitioning can provide the following benefits:

Improve dramatically query performance in certain situations. For example, when the most part of the frequently requested rows is in one or only a few partitions. Partitioning

effectively substitutes the top levels of the index tree, making it more likely that the most requested parts of the indexes can be in memory.

To improve the performance for queries that access a large percentage of rows from a single partition, PostgreSQL can use a sequential scan of this partition instead of an index,

which requires random reading of data scattered across the whole table.

You can accomplish bulk loads and deletes by adding or removing partitions. The DROP TABLE  command, which can be used to drop an individual partition, or ALTER TABLE
DETACH PARTITION , are faster than bulk operations with rows.

Rarely used data can be migrated to cheaper and slower storage media.

PostgreSQL allows you to specify conditions according to which a table is divided into partitions. The divided table is a partitioned table. The partitioning declaration includes a

partitioning method and a list of columns or expressions to be used as a partition key. The partitioning methods are described in the table below.

Partitioning methods

Method Description

Range partitioning The table is partitioned into ranges defined by a key column or set of columns. For example, partitioning by date ranges, or by

ranges of identifiers for particular business objects. The limits of each range are considered to include the lower value and

exclude the upper one. For example, if the first partition range is from 1 to 10, and the second partition range is from 10 to 20,

the value 10 belongs to the second partition, not the first

List partitioning The table is partitioned by a list that specifies which key values should be in each partition

Hash partitioning The table is partitioned by specifying a modulus and a remainder for partitions. Each partition holds the rows for which the

hash value of the partition key divided by the specified modulus produces the specified remainder

If your application needs to use other partitioning forms not listed above, you can use alternative methods, for example, . This method offers

flexibility but does not have the performance benefits of built-in declarative partitioning.

Use the CREATE TABLE command to define a partitioned table and its partitions. The base syntax of the partitioned table creation is:

The base syntax of partitions:

The partitioned table is a virtual table that does not have rows. Partitions are ordinary tables associated with the partitioned one. Each partition stores a subset of rows defined by

partition key values. PostgreSQL inserts rows into an appropriate partition based on the partition key. If you update a row partition key value and it no longer satisfies the partition

values, the row is moved into a different partition.

You cannot convert a regular table to a partitioned table or vice versa. However, you can add an existing table as a partition to a partitioned table, or detach a partition and turn it into a

separate table.

Range partitioning is often used with timestamp  and date  columns.

The code below creates three partitions and distributes books according to their delivery_date . Books delivered in February will be placed in the books_2022_02  partition,

books delivered in March — in books_2022_03 , and in April — in books_2022_04 . It also creates a default partition for rows that do not suit other partitions:

The following row is added to the books_2022_04  partition:

Also, the special MINVALUE  and MAXVALUE  values can be used when creating a range partition to indicate that there is no lower or upper bound on the column value. For example:

The table below uses the genre  column as the partition key for list partitioning. You can specify multiple values for one partition. The code below creates a default partition, a

partition for novels, a partition for sci-fi books, and one partition for detective and mystery books:

You can use hash partitioning if you need to equally distribute rows across partitions and a table does not have an appropriate partition key.

Example:

You can create an index on the key columns on the partitioned table or any other indexes you may need. It is not necessary to create a key index, but in most cases it is useful. This

operation automatically creates a corresponding index on each partition, and any partitions that you create or append later will also contain this index. Indexes or unique constraints

created on a partitioned table are virtual. In fact, the data resides in the child indexes of the partition tables.

The following example implies that the delivery_date  column is used as the partitioning key and creates an index on it:

Although all partitions must have the same columns as the partitioned parent table, each partition can have its own indexes, constraints, and default values.

Partition tables can be partitioned to implement sub-partitioning. For example, we can add sub-partitions to the list partitioning example:

PostgreSQL inserts the following row to the books_scifi_2022_02  table:

The set of partitions can be changed. It is a standard operation to remove partitions with obsolete data and add partitions for new data. One of the most important benefits of

partitioning is that it allows you to perform resource-consuming operations instantly by changing the structure of the partitions, rather than physically moving large amounts of data.

You can use the DROP TABLE  command to drop a partition that is no longer needed:

This operation can delete millions of records quickly but requires the ACCESS EXCLUSIVE  lock on the partitioned table.

Another option is to remove a partition from the partitioned table but retain access to it as an ordinary table. It allows further operations to be performed on the data before it is

dropped. It has two forms:

The first form of the command requires the ACCESS EXCLUSIVE  lock on the parent table. The command with the CONCURRENTLY  qualifier utilizes only the SHARE UPDATE
EXCLUSIVE  lock. See DETACH PARTITION for details.

You can use the following code to add a new partition:

Alternatively, it is possible to create a new table outside the partition structure and use the ATTACH PARTITION clause to make it a partition later. This allows new data to be loaded,

checked, and transformed before it appears in the partitioned table:

The ATTACH PARTITION  clause requires the SHARE UPDATE EXCLUSIVE  lock on the partitioned table. It is recommended to create a CHECK  constraint on the attached table

that matches the new partition constraint, as illustrated above. This way, the system skips the scan which is needed to validate the implicit partition constraint.

The following limitations are applied to partitioned tables:

To create a unique or primary key constraint on a partitioned table, the partition keys must not include any expressions or function calls and the constraint columns must include all

the partition key columns.

It is impossible to create an exclusion constraint for the whole partitioned table. You can only put such a constraint on each partition individually.

The BEFORE ROW  triggers on INSERT  cannot change the partition into which a new row will be inserted.

It is impossible to mix temporary and permanent relations in the same partitioned table.

A partition table cannot have any parents other than the partitioned table.

Partitions cannot include columns that do not exist in the partitioned table.

The CHECK  and NOT NULL  constraints of a partitioned table are always inherited by all its partitions. You cannot drop these constraints on a partition column if the same

constraint exists in the partitioned table.

While the built-in declarative partitioning is suitable for most cases, there are some circumstances where a more flexible approach may be useful. Partitioning can be implemented

using table , which allows for several features not supported by declarative partitioning:

For declarative partitioning, partitions must have the same set of columns as the partitioned table, whereas with table inheritance, child tables can include extra columns not

existing in the parent.

Table inheritance allows for multiple inheritance.

Declarative partitioning only supports range, list, and hash partitioning, while table inheritance allows the partitioning of data according to the user’s choice. Note, if constraint

exclusion is unable to prune child partition tables effectively, query performance might be poor.

This example creates a partitioning structure equivalent to the declarative range partitioning example above.

Create the parent table, from which all the child tables inherit structure:

Create several child tables that inherit from the parent and add non-overlapping constraints to define the allowed partitioning key values in each table:

For each child table, create an index on the key column and any other indexes if you need them:

PostgreSQL should insert data into an appropriate child table. To do this, attach a suitable trigger function to the parent table:

Create a trigger that calls the function:

In practice, it is best to check the condition on the last child table first if rows are inserted into it most often. For simplicity, we arranged the trigger tests in the same order as in the other

code snippets for this example.

You can use the DROP TABLE  command to drop a child table that is no longer needed:

To remove the child table from the inheritance hierarchy but retain access to it as an ordinary table, use the ALTER TABLE  command:

To add a new child table to handle new data, create an empty child table:

Alternatively, it is possible to create and populate a new child table before adding it to the table hierarchy. This allows new data to be loaded, checked, and transformed before it appears

in the parent table:

You also need to update a trigger function:

The partitioning implemented with inheritance has the following limitations:

PostgreSQL cannot automatically check if all CHECK  constraints are mutually exclusive. It is safer to write code that generates child tables and creates or modifies associated

objects.

Indexes and foreign key constraints apply to single tables and not to their inheritance children.

The example above assumes that the key column values cannot be changed to move a row to another partition. An attempt to do that fails because of the CHECK  constraints. If

you need to handle such cases, put corresponding update triggers on the child tables.

If you utilize the VACUUM  or ANALYZE  commands, you need to run them on the parent and each child table individually.

The INSERT  statements with the ON CONFLICT  clauses do not work as expected because the ON CONFLICT  action executes only in case of unique violations on the

specified target relation, not its child relations.

You need to create triggers to route rows to child tables. Triggers are complicated to write, and they are slower than the routing performed internally by declarative partitioning.
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use inheritance to implement partitioning

CREATE <table_name> PARTITION BY { RANGE | LIST | HASH } ( { <column_name> | ( <expression> ) } )

CREATE TABLE <partition_name> PARTITION OF <table_name>
    { FOR VALUES FROM (<value_min>) TO (<value_max>)
    | FOR VALUES IN ([<value>])
    | FOR VALUES WITH (MODULUS <modulus_value>, REMAINDER <remainder_value>) }

Range partitioning

CREATE TABLE books (
    code        char(5) NOT NULL,
    title       varchar(40) NOT NULL,
    delivery_date   date NOT NULL,
    genre        varchar(10)
) PARTITION BY RANGE (delivery_date);

CREATE TABLE books_2022_02 PARTITION OF books FOR VALUES FROM ('2022-02-01') TO ('2022-03-01');
CREATE TABLE books_2022_03 PARTITION OF books FOR VALUES FROM ('2022-03-01') TO ('2022-04-01');
CREATE TABLE books_2022_04 PARTITION OF books FOR VALUES FROM ('2022-04-01') TO ('2022-05-01');
CREATE TABLE books_default PARTITION OF books DEFAULT;

INSERT INTO books (code, title, delivery_date, genre) VALUES
    ('DC-34','Hyperion', date'2022-04-28', 'sci-fi');

CREATE TABLE table1_part1 PARTITION OF table1 FOR VALUES FROM (MINVALUE) TO (100);
CREATE TABLE table1_part2 PARTITION OF table1 FOR VALUES FROM (100) TO (1000);
CREATE TABLE table1_part3 PARTITION OF table1 FOR VALUES FROM (1000) TO (MAXVALUE);

List partitioning

CREATE TABLE books (
    code        char(5) NOT NULL,
    title       varchar(40) NOT NULL,
    delivery_date   date NOT NULL,
    genre        varchar(10) NOT NULL
) PARTITION BY LIST (genre);

CREATE TABLE books_novel PARTITION OF books FOR VALUES IN ('novel');
CREATE TABLE books_scifi PARTITION OF books FOR VALUES IN ('sci-fi');
CREATE TABLE books_detective PARTITION OF books FOR VALUES IN ('detective', 'mystery');
CREATE TABLE books_default PARTITION OF books DEFAULT;

Hash partitioning

CREATE TABLE books (
    code        char(5) NOT NULL,
    title       varchar(40) NOT NULL,
    delivery_date   date NOT NULL,
    genre        varchar(10) NOT NULL
) PARTITION BY HASH (code);

CREATE TABLE books_part1 PARTITION OF books FOR VALUES WITH (MODULUS 5, REMAINDER 0);
CREATE TABLE books_part2 PARTITION OF books FOR VALUES WITH (MODULUS 5, REMAINDER 1);
CREATE TABLE books_part3 PARTITION OF books FOR VALUES WITH (MODULUS 5, REMAINDER 2);
CREATE TABLE books_part4 PARTITION OF books FOR VALUES WITH (MODULUS 5, REMAINDER 3);
CREATE TABLE books_part5 PARTITION OF books FOR VALUES WITH (MODULUS 5, REMAINDER 4);

Partition maintenance

CREATE INDEX ON books (delivery_date);

NOTE

For query optimization, the enable_partition_pruning option must be set to on , which is the default value in ADPG. See Partition pruning for details.

Sub-partitioning

CREATE TABLE books_novel PARTITION OF books FOR VALUES IN ('novel');
CREATE TABLE books_detective PARTITION OF books FOR VALUES IN ('detective', 'mystery');
CREATE TABLE books_scifi PARTITION OF books FOR VALUES IN ('sci-fi') PARTITION BY RANGE (delivery_date);
    CREATE TABLE books_scifi_2022_01 PARTITION OF books_scifi FOR VALUES FROM ('2022-01-01') TO ('2022-02-01');
    CREATE TABLE books_scifi_2022_02 PARTITION OF books_scifi FOR VALUES FROM ('2022-02-01') TO ('2022-03-01');
    CREATE TABLE books_scifi_2022_03 PARTITION OF books_scifi FOR VALUES FROM ('2022-03-01') TO ('2022-04-01');

INSERT INTO books (code, title, delivery_date, genre) VALUES
    ('AC-29','The time machine', date'2022-02-28', 'sci-fi');

Remove a partition

DROP TABLE books_novel;

ALTER TABLE books DETACH PARTITION books_novel;
ALTER TABLE books DETACH PARTITION books_novel CONCURRENTLY;

Add a partition

CREATE TABLE books_2022_05 PARTITION OF books FOR VALUES FROM ('2022-05-01') TO ('2022-06-01');

CREATE TABLE books_2022_06 (LIKE books INCLUDING DEFAULTS INCLUDING CONSTRAINTS);
ALTER TABLE books_2022_06 ADD CONSTRAINT month_2022_06
   CHECK ( delivery_date >= DATE '2022-06-01' AND delivery_date < DATE '2022-07-01' );

ALTER TABLE books ATTACH PARTITION books_2022_06
    FOR VALUES FROM ('2022-06-01') TO ('2022-07-01' );

Limitations

Use inheritance to implement partitioning

inheritance

Example

CREATE TABLE books (
    code        char(5) NOT NULL,
    title       varchar(40) NOT NULL,
    delivery_date   date NOT NULL,
    genre        varchar(10)
);

CREATE TABLE books_2022_02 (
CHECK ( delivery_date >= DATE '2022-02-01' AND delivery_date < DATE '2022-03-01' )
) INHERITS (books);

CREATE TABLE books_2022_03 (
CHECK ( delivery_date >= DATE '2022-03-01' AND delivery_date < DATE '2022-04-01' )
) INHERITS (books);

CREATE TABLE books_2022_04 (
CHECK ( delivery_date >= DATE '2022-04-01' AND delivery_date < DATE '2022-05-01' )
) INHERITS (books);

CREATE INDEX books_2022_02_delivery_date ON books_2022_02 (delivery_date);
CREATE INDEX books_2022_03_delivery_date ON books_2022_03 (delivery_date);
CREATE INDEX books_2022_04_delivery_date ON books_2022_04 (delivery_date);

CREATE OR REPLACE FUNCTION books_select_part()
RETURNS TRIGGER AS $$
BEGIN
    IF NEW․delivery_date BETWEEN date'2022-02-01' AND date'2022-03-01' - 1 then
        INSERT INTO books_2022_02 VALUES (NEW․*);
    ELSIF NEW․delivery_date BETWEEN date'2022-03-01' and date'2022-04-01' - 1 then
        INSERT INTO books_2022_03 VALUES (NEW․*);
    ELSIF NEW․delivery_date BETWEEN date'2022-04-01' and date'2022-05-01' - 1 then
        INSERT INTO books_2022_04 VALUES (NEW․*);
    ELSE
        RAISE EXCEPTION 'This date not in your partitions․ Add a partition․';
    END IF;
    RETURN NULL;
END;
$$
LANGUAGE plpgsql;

CREATE TRIGGER insert_books_trigger
    BEFORE INSERT ON books
    FOR EACH ROW EXECUTE FUNCTION books_select_part();

NOTE

If you use this type of partitioning, the constraint_exclusion parameter should not be disabled. Otherwise, child tables may be scanned when not required. In

ADPG, the default value is partition .

Maintenance for inheritance partitioning

Remove a partition

DROP TABLE books_2022_02;

ALTER TABLE books_2022_02 NO INHERIT books;

Add a partition

CREATE TABLE books_2022_05 (
CHECK ( delivery_date >= DATE '2022-05-01' AND delivery_date < DATE '2022-06-01' )
) INHERITS (books);

CREATE TABLE books_2022_06
  (LIKE books INCLUDING DEFAULTS INCLUDING CONSTRAINTS);
ALTER TABLE books_2022_06 ADD CONSTRAINT month_2022_06
    CHECK ( delivery_date >= DATE '2022-06-01' AND delivery_date < DATE '2022-07-01' );

ALTER TABLE books_2022_06 INHERIT books;

CREATE OR REPLACE FUNCTION books_select_part()
RETURNS TRIGGER AS $$
BEGIN
    IF NEW․delivery_date BETWEEN date'2022-02-01' AND date'2022-03-01' - 1 then
        INSERT INTO books_2022_02 VALUES (NEW․*);
    ELSIF NEW․delivery_date BETWEEN date'2022-03-01' and date'2022-04-01' - 1 then
        INSERT INTO books_2022_03 VALUES (NEW․*);
    ELSIF NEW․delivery_date BETWEEN date'2022-04-01' and date'2022-05-01' - 1 then
        INSERT INTO books_2022_04 VALUES (NEW․*);
    ELSIF NEW․delivery_date BETWEEN date'2022-05-01' and date'2022-06-01' - 1 then
        INSERT INTO books_2022_05 VALUES (NEW․*);
    ELSIF NEW․delivery_date BETWEEN date'2022-06-01' and date'2022-07-01' - 1 then
        INSERT INTO books_2022_06 VALUES (NEW․*);
    ELSE
        RAISE EXCEPTION 'This date not in your partitions․ Add a partition․';
    END IF;
    RETURN NULL;
END;
$$
LANGUAGE plpgsql;

Limitations
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PostgreSQL partially implements the SQL/MED specification. It allows you to use regular SQL queries to access data that resides outside PostgreSQL. This data is called third-party

data. To access it, follow the steps below:

1. Use a foreign data wrapper. A foreign data wrapper connects to external data sources and obtains data from them. The contrib extension included in the ADPG installation

contains multiple foreign data wrappers. See Additional Supplied Modules for details. You can also use third-party data wrappers or write your own. See Writing a foreign data

wrapper.

2. Define a foreign server object that encapsulates connection information for the corresponding foreign data wrapper. Use the CREATE SERVER command for this:

Parameters of the CREATE SERVER command

IF NOT EXISTS When this option is specified, PostgreSQL does not throw an error if a server with the specified name exists.

There is no guarantee that the existing server matches the one that would be created

<server_name> The name of a new foreign server. The server name must be unique within the database

<server_type> An optional parameter that specifies a server type. It can be useful to foreign data wrappers

<server_version> An optional parameter that specifies a server version. It can be useful to foreign data wrappers

<fdw_name> A name of a foreign data wrapper that manages the foreign server

OPTIONS ( <option 'value' [, …  ]> ) Specifies the server options. These options define the connection details, but the names and values are

dependent on the specified foreign data wrapper

The user, who defines the server, becomes its owner. To create the server, the user should have the USAGE  privilege on the specified foreign data wrapper.

3. Access to remote data may require authentication to an external data source. Create a user mapping object to specify a user name and password that can be used for the

authentication of a current PostgreSQL role. To do this, execute the CREATE USER MAPPING command that has the following syntax:

Parameters of the CREATE USER MAPPING command

IF NOT EXISTS Do not throw an error if a mapping of the given user to the given foreign server already exists. There is no

guarantee that the existing user mapping matches the one that would be created

<user_name> Specifies the name of an existing user that is mapped to a foreign server. CURRENT_ROLE ,

CURRENT_USER , and USER  match the name of the current user. When PUBLIC  is specified, the public

mapping is created that is used when no user-specific mapping is applicable

<server_name> Defines a name of an existing server for which the user mapping is created

OPTIONS ( <option 'value' [, …  ]> ) Specifies the options for user mapping. The options typically define the actual remote user name and

password. The allowed option names and values are specific to the used foreign data wrapper

The owner of a foreign server can create user mappings for that server for any user. A user also can create a user mapping for their own user name if the USAGE  privilege on the

server is granted to the user.

4. Create one or more foreign tables that define the remote data structure. A foreign table does not store data on the PostgreSQL server, but you can execute queries on it as on a

regular table. PostgreSQL utilizes a foreign data wrapper to fetch data from an external source or transmit data to this source in case of update commands.

Execute the CREATE FOREIGN TABLE command to define a foreign table:

Parameters of the CREATE FOREIGN TABLE command

IF NOT EXISTS When this option is specified, PostgreSQL does not throw an error if a relation with the specified name is in

the database. There is no guarantee that the existing relation matches the one that would be created

<table_name> The name of a new table. Can be schema-qualified ( <schema_name>.<table_name> )

<column_name> The name of a column to be created in the new table

<data_type> The column data type. This can include array specifiers. For more information on supported data types, refer

to Data types

COLLATE <collation> Defines the column collation. If this setting is not specified, PostgreSQL uses the column data type’s default

collation

INHERITS ( <parent_table> [, …  ] ) Specifies a list of tables from which the new table automatically inherits all columns. Parent tables can be

ordinary tables or foreign tables. See 

PARTITION OF <parent_table> Creates a foreign table as a partition of the given parent table with specified partition bound values. See

 for more information on partitioning options. Note that it is not allowed to create the foreign

table as a partition of the parent table if there are UNIQUE  indexes on the parent table

<column_constraint> Defines column constraints that are described in the  section

<table_constraint> Specifies table constraints that are described in the  section

<server_name> Defines the name of an existing foreign server to use for a foreign table

OPTIONS ( <option 'value' [, … ]> ) Specifies options associated with a new foreign table or one of its columns. The allowed option names and

values are specific to each foreign data wrapper

Alternatively, you can import the entire foreign schema. To do this, execute the IMPORT FOREIGN SCHEMA command. It creates foreign tables that represent tables existing on a

foreign server. PostgreSQL creates foreign tables with column definitions and options that match the remote tables. The user, who executes the IMPORT FOREIGN SCHEMA
command, is the owner of new foreign tables. The command has the following syntax:

Parameters of the IMPORT FOREIGN SCHEMA command

<remote_schema> Defines a remote schema to import from. What exactly a remote schema is depends on the used foreign

data wrapper

LIMIT TO ( <table_name [, … ]> ) Imports only foreign tables matching one of the given table names. Other tables existing in the foreign

schema are ignored

EXCEPT ( <table_name [, … ]> ) Excludes specified foreign tables from the import. All tables existing in the foreign schema are imported

except the ones listed in this clause

<server_name> Defines the foreign server to import from

<local_schema> Sets the schema in which the imported foreign tables are created

OPTIONS ( <option 'value' [, … ]> ) Specifies options to be used during the import. The allowed option names and values are specific to each

foreign data wrapper

The list of imported tables can be limited to a specified subset, or specific tables can be excluded from import. The target local schema must already exist.

To run IMPORT FOREIGN SCHEMA , the user must have the USAGE  privilege on the foreign server and the CREATE  privilege on the target local schema.

To display foreign tables from the current database, use the following query:

The contrib extension contains the following data wrappers:

postgres_fdw  — can be used to access data stored in external PostgreSQL servers. See postgres_fdw.

file_fdw  — can be used to access data files in the server file system, or to execute programs on the server and read their output. See file_fdw.

You can find examples of using these data wrappers below.

Assume that an external PostgreSQL server contains the books  and authors  tables in the books_store  database.

The authors  table is created as follows:

To access data from this server, follow the steps below:

1. Use an existing role on a remote server or create a new user and grant appropriate permissions. For example:

2. Since ADPG includes the contrib extension, you just need to execute the CREATE EXTENSION  command to use the postgres_fdw  data wrapper on the local server:

3. Create a foreign server in your local database. The following code creates a server that connects to the books_store  database located on the 10.92.6.225  host:

If the remote server uses the standard port, the port  option can be omitted.

4. Define user mapping. Pass the credentials of the user you created on the remote server as options. The following code creates user mapping for the postgres  user from the

local server:

5. Create a foreign table on the local server:

Check the result:

The output:

Alternatively, import the entire scheme:

Display the existing foreign tables to check the result:

The result:

The books  and authors  tables have been imported into shema1 .

For example, we have the following books.csv file:

We need to use SQL to access the data from this file. To accomplish this task, perform the following steps:

1. Execute the CREATE EXTENSION  command to use the file_fdw  data wrapper:

2. Define a foreign server:

3. Create a foreign table. Its structure should match the file structure. Pass the file path and file format in the OPTIONS  clause:

Now you can use SQL commands to access data, for example:

The result:
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Overview

CREATE SERVER [ IF NOT EXISTS ] <server_name> [ TYPE '<server_type>' ] [ VERSION '<server_version>' ]
FOREIGN DATA WRAPPER <fdw_name>
[ OPTIONS ( <option 'value' [, ․․․ ]> ) ]

CREATE USER MAPPING [ IF NOT EXISTS ] FOR { <user_name> | USER | CURRENT_ROLE | CURRENT_USER | PUBLIC }
    SERVER <server_name>
    [ OPTIONS ( <option 'value' [ , ․․․ ]> ) ]

CREATE FOREIGN TABLE [ IF NOT EXISTS ] <table_name> ( [
  { <column_name> <data_type> [ COLLATE <collation> ] [ <column_constraint> [ ․․․ ] ] | <table_constraint> }
    [, ․․․ ]
] )
[ INHERITS ( <parent_table> [, ․․․ ] ) ]
  SERVER <server_name>
[ OPTIONS ( <option 'value'> [, ․․․ ] ) ]

CREATE FOREIGN TABLE [ IF NOT EXISTS ] <table_name>
  PARTITION OF <main_table> [ (
  { <column_name> [ WITH OPTIONS ] [ <column_constraint> [ ․․․ ] ]
    | <table_constraint> }
    [, ․․․ ]
) ]
{ FOR VALUES <partition_bound_spec> | DEFAULT }
  SERVER <server_name>
[ OPTIONS ( <option 'value' [, ․․․ ]> ) ]

Inheritance

Partitioning

Use constraints

Use constraints

IMPORT FOREIGN SCHEMA <remote_schema>
    [ { LIMIT TO | EXCEPT } ( <table_name> [, ․․․] ) ]
    FROM SERVER <server_name>
    INTO <local_schema>
    [ OPTIONS ( <option 'value' [, ․․․ ]> ) ]

SELECT * FROM information_schema․foreign_tables;

Examples

Access data stored in external PostgreSQL servers

CREATE TABLE authors (
  id SERIAL PRIMARY KEY,
  name VARCHAR(100) NOT NULL
);

CREATE ROLE user1 WITH PASSWORD 'password' LOGIN;

GRANT SELECT, INSERT, UPDATE, DELETE ON ALL TABLES IN SCHEMA public TO user1;

GRANT EXECUTE ON ALL FUNCTIONS IN SCHEMA public TO user1;

CREATE EXTENSION postgres_fdw;

CREATE SERVER server1 FOREIGN DATA WRAPPER postgres_fdw OPTIONS (host '10․92․6․225', port '5432', dbname 'books_store');

CREATE USER MAPPING FOR postgres SERVER server1 OPTIONS (user 'user1', password 'password');

CREATE FOREIGN TABLE authors (
    id int,
    name VARCHAR(100) NOT NULL
)
SERVER server1;

SELECT * FROM authors;

 id |        name
----+---------------------
  1 | Virginia Woolf
  2 | Harper Lee
  3 | F․ Scott Fitzgerald
  4 | J․R․R․ Tolkien
  5 | George Orwell

CREATE SCHEMA schema1;
IMPORT FOREIGN SCHEMA public from SERVER server1 into schema1;

SELECT * FROM information_schema․foreign_tables;

 foreign_table_catalog | foreign_table_schema | foreign_table_name | foreign_server_catalog | foreign_server_name
-----------------------+----------------------+--------------------+------------------------+---------------------
 postgres              | public               | authors            | postgres               | server1
 postgres              | schema1              | authors            | postgres               | server1
 postgres              | schema1              | books              | postgres               | server1

Access data files in the server file system

1,Mrs․ Dalloway,1,1925,novel
2,To the Lighthouse,1,1927,novel
3,To Kill a Mockingbird,2,1960,novel
4,The Lord of the Rings,4,1955,fantasy
5,1984,5,1949,sci-fi

CREATE EXTENSION file_fdw;

CREATE SERVER file_server FOREIGN DATA WRAPPER file_fdw;

CREATE FOREIGN TABLE foreign_books (
    id INT,
    title VARCHAR(255),
    author_id INT,
    public_year INT,
    genre VARCHAR(50)
) SERVER file_server
OPTIONS ( filename '/var/lib/pgsql/books․csv', format 'csv' );

SELECT * FROM foreign_books;

 id |         title         | author_id | public_year |  genre
----+-----------------------+-----------+-------------+---------
  1 | Mrs․ Dalloway         |         1 |        1925 | novel
  2 | To the Lighthouse     |         1 |        1927 | novel
  3 | To Kill a Mockingbird |         2 |        1960 | novel
  4 | The Lord of the Rings |         4 |        1955 | fantasy
  5 | 1984                  |         5 |        1949 | sci-fi
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PostgreSQL uses a fixed page size (the default value is 8 KB) and does not allow tuples to span multiple pages. Therefore, it is not possible to store large field values directly.

PostgreSQL compresses large field values and/or splits them into multiple physical rows. The rows are saved to special storage. This method is known as TOAST (The Oversized-

Attribute Storage Technique). PostgreSQL also uses the TOAST infrastructure to improve handling of large data values in memory.

Only certain data types support TOAST (for example, text, json, jsonb, and bytea). To support TOAST, a data type must have a variable-length (varlena) representation, in which, the first

four-byte word contains the total value length in bytes (including itself). TOAST does not constrain the rest of the data type’s representation. TOAST values work by manipulating and

interpreting the first word. Therefore, the C-level functions, which support TOASTed data types, must carefully handle potentially TOASTed input values. An input might not consist of a

four-byte length word and contents until it is converted from the TOAST representation. To do this, invoke the PG_DETOAST_DATUM  macros before processing an input value. In some

cases more efficient techniques are possible, see TOAST Considerations for detail.

TOAST uses two bits of the varlena length word for additional settings. It limits the logical size of any TOAST value to 1 GB. When both bits are zero, the value is an ordinary non-

TOASTed value, and the remaining bits of the length word give the total datum size in bytes. When the highest-order or lowest-order bit (depending on the architecture) is set, the value

has only a single-byte header instead of the four-byte header, and the remaining bits of that byte give the total datum size in bytes. This approach supports space-efficient storage of

values shorter than 127 bytes, while still allowing the value of this data type to be extended to 1 GB if needed. As a special case, if the remaining bits of a single-byte header are all zero,

the value is a TOAST pointer to out-of-line data, with several possible alternatives described below. The code stored in the second byte determines the type and size of the TOAST

pointer. If the highest-order or lowest-order bit is clear but the adjacent bit is set, the content of the datum is compressed and must be decompressed before use. In this case, the

remaining bits of the four-byte length word give the total size of the compressed datum, not the original data. The compression is also possible for out-of-line data but the varlena

header does not include information about that. The content of the TOAST pointer contains this information instead.

You can select the compression technique used for either in-line or out-of-line compressed data for each column. To do this, set the COMPRESSION  column option in the CREATE
TABLE  or ALTER TABLE  command. The default_toast_compression parameter determines the default COMPRESSION  value if the COMPRESSION  option is not set.

PostgreSQL provides multiple types of TOAST pointers:

The oldest and most common type is a pointer to out-of-line on-disk data stored in a separate TOAST table, associated with the table containing the TOAST pointer. PostgreSQL

creates this on-disk pointer when a tuple is too large to be stored as is.

A TOAST pointer can refer to out-of-line data in memory. This data is necessarily short-lived, and will never appear on the disk. This technique is very useful to avoid copying and

redundant processing of large data values.

If any columns of a table are stored in the TOAST format, the table has an associated TOAST table. The TOAST table OID  is saved in the pg_class.reltoastrelid  value of the

main table. All TOAST values are kept in this TOAST table.

PostgreSQL divides out-of-line values (after compression if used) into chunks of at most TOAST_MAX_CHUNK_SIZE  bytes. The default value is about 2000 bytes, so that four chunk

rows fit on a page. PostgreSQL stores each chunk as a separate row in the TOAST table. Every TOAST table has the following columns:

chunk_id  — an OID identifying the particular TOASTed value;

chunk_seq  — a sequence number for the chunk within its value;

chunk_data  — the actual data of the chunk.

A unique index on chunk_id  and chunk_seq  provides fast retrieval of the values. A TOAST pointer contains the OID of the related TOAST table and the OID of the specific value (its

chunk_id ). The pointer also stores the logical size of the data (original uncompressed data length), physical stored size (different if compression is applied), and the compression

method, if specified. The total size of an on-disk TOAST pointer is 18 bytes regardless of the actual size of the represented value.

The TOAST management code is triggered only when a row value is wider than TOAST_TUPLE_THRESHOLD  bytes (normally 2 KB). The TOAST code compress and/or move field

values out-of-line until the row value is shorter than TOAST_TUPLE_TARGET  bytes (also normally 2 KB, adjustable), or it will be impossible to reduce the size. If out-of-line values are

not changed during an UPDATE  operation, there are no costs associated with TOAST.

The TOAST management code recognizes four different strategies for storing TOAST-able columns on the disk:

PLAIN  prevents compression or out-of-line storage. It also disables the use of single-byte headers for varlena types. This is the only possible strategy for columns of data types

that do not support TOAST.

EXTENDED  allows both compression and out-of-line storage. This is the default value for most data types supported TOAST. PostgreSQL uses compression first, then out-of-line

storage if the row is still too big.

EXTERNAL  allows out-of-line storage but not compression. EXTERNAL  makes substring operations on text and bytea columns faster because these operations are optimized to

fetch only the required parts of the out-of-line value when it is not compressed.

MAIN  allows compression but not out-of-line storage. Actually, out-of-line storage is possible for such columns, but only when there is no other way to make the row small enough

to fit on a page.

Each TOAST-able data type specifies a default strategy for columns of that data type, but you can change the strategy with the ALTER TABLE …  SET STORAGE command.

You can also use the ALTER TABLE …  SET (toast_tuple_target = N)  to adjust TOAST_TUPLE_TARGET  for each table.

This scheme has a number of advantages compared to a more straightforward approach such as allowing row values to span pages. Assuming that queries are usually qualified by

comparisons against relatively small key values, most of the work will be done using the main row entry. The big values of TOASTed attributes is only pulled out (if selected) at the time

the result is sent to the client. The main table is much smaller and more of its rows fit in the shared buffer cache than would be the case without any out-of-line storage. Sort sets shrink

also, and PostgreSQL processes sorting in memory more often.

TOAST pointers can also point to data located in the memory of the current server process. There are currently two types of pointers:

Indirect TOAST pointers refers to a non-indirect varlena value stored in memory. It is currently used during logical decoding to avoid creating physical tuples larger than 1 GB. Note,

that the referenced data is available as long as the pointer exists, and there is no infrastructure to save this data.

Expanded TOAST pointers are useful for complex data types whose on-disk representation is not suited for computational purposes. As an example, the standard varlena

representation of a PostgreSQL array includes dimensionality information, a NULLs bitmap if there are any NULL elements, then the values of all the elements in order. When the

element type has a variable length, the only way to find an element is to scan through all the preceding elements. This representation is appropriate for on-disk storage. For

computations, it is better to have an "expanded" or "deconstructed" representation in which all the element starting locations is identified. The TOAST pointer mechanism supports

this by allowing a pass-by-reference Datum to point to a standard varlena value (the on-disk representation) or a TOAST pointer that points to an expanded representation in

memory. The details of this expanded representation depend on the data type, though it must have a standard header and meet the other API requirements given in Declarations for

access to "expanded" value representations.

TOAST pointers to expanded values can be read-write or read-only pointers. A function that receives a read-write pointer is allowed to modify the referenced value. A function, which

gets a read-only pointer, must first create a copy to modify the value. This distinction and some associated conventions help to avoid unnecessary copying of extended values during

query execution.

For all types of in-memory TOAST pointer, the TOAST management code ensures that no such pointer datum can accidentally be stored on disk. In-memory TOAST pointers are

expanded to varlena values before storage — and can then be converted to TOAST pointers on disk if the containing tuple would otherwise be too big.
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Tablespaces define the physical location of data in a file system.

Tablespaces can be created on different disk partitions or on different disks. For example, a frequently used index can be placed on a fast and highly available SSD drive, while a table

with archived data that is rarely used or not performance critical can be stored on a slower disk system. Also, if there is not enough space on the partition on which the cluster was

initialized, a tablespace can be created on another partition.

To define a tablespace, use the CREATE TABLESPACE command:

Where /home/user1/tablespace1_data  — the directory where the object files belonging to this tablespace are placed. It must be created, owned by the operating system user

under which the ADPG is running, and be empty.

For a particular tablespace, you can also override the planner’s estimated cost of reading pages from tables, and the executor prefetching behavior set by configuration options for a

particular tablespace. It is useful if a tablespace is located on a disk which is faster or slower than others. The available parameters are seq_page_cost, random_page_cost,

effective_io_concurrency, and maintenance_io_concurrency. Use the WITH  clause to override these parameters, for example:

ADPG works with data on disks only through file systems, the most popular are EXT3, EXT4, and XFS. Raw devices are not supported. It is good practice to create one tablespace per

logical file system since you cannot control the location of individual files within a logical file system.

A database superuser must create a tablespace. After creation, you can allow ordinary database users to utilize the new tablespace. To do that, call the GRANT command to assign

these users the CREATE  privilege on the new tablespace.

Tables, indexes, and entire databases can be placed in a particular tablespace. To do this, a user with CREATE  privilege for a given tablespace should pass the name of the tablespace

as a parameter to an appropriate command ( CREATE  or ALTER ).

For example, the following code creates the t1  table in tablespace1 :

The commands below move table t1  and database database1  to tablespaces tablespace2  and tablespace3  respectively:

You can use the default_tablespace parameter to set the tablespace to be used by default in CREATE TABLE  and CREATE INDEX :

Alternatively, you can add this parameter to a field of the ADPG configurations section on the Clusters → ADPG cluster → Services → ADPG → Primary configuration page in ADCM UI

(see ).

PostgreSQL also provides the temp_tablespaces parameter, which determines tablespaces for temporary tables, indexes, and temporary files that are used for sorting large data sets. It

can be a list of tablespace names, rather than only one so that PostgreSQL spreads the load associated with temporary objects over multiple tablespaces. Each time a temporary

object is created, PostgreSQL will randomly select a name from the specified list.

During a cluster installation, two tablespaces are created. They are described in the table below.

Default tablespaces

Name Description

pg_default Used by default for databases and templates ( template0 , template1 ). The pg_default  tablespace is located in the

/pg_data1/adpg16/base directory. Within this directory, objects are placed in database subdirectories

pg_global This tablespace contains the system objects of the entire cluster. The pg_global  tablespace is located in the

/pg_data1/adpg16/global. At the logical level of data organization, the pg_catalog  schema contains objects from the

pg_global  tablespace

The Data directory  determines the first part of the directory path (/pg_data1).

Objects in the same database can be placed in multiple tablespaces. One tablespace can contain objects from multiple databases.

Physical layer of ADPG cluster

To get a list of cluster tablespaces, use the \db  and \db+  meta-commands. You can also query the pg_tablespace  system directory:

Since a tablespace can be used within any database, it cannot be dropped until all objects in all databases using the tablespace are removed. You need to delete all objects first. To

drop an empty tablespace, call DROP TABLESPACE command.

PostgreSQL uses symbolic links to simplify the implementation of tablespaces. This means that tablespaces can be used only on systems that support symbolic links. The

/pg_data1/adpg16/pg_tblspc directory contains symbolic links that point to non-built-in tablespaces defined in the cluster.

To Table of Contents

IMPORTANT

Although they may be located outside the main PostgreSQL data directory, tablespaces are part of a cluster and cannot be treated as an autonomous collection of

data files. They depend on metadata contained in the main directory and cannot be attached to another database cluster or backed up individually. Also, if you

lose a tablespace as a result of a file deletion or disk failure, the cluster may be unavailable or unable to start. Placing a tablespace on a temporary file system,

such as a RAM disk, compromises the reliability of the entire cluster.

CREATE TABLESPACE tablespace1 LOCATION '/home/user1/tablespace1_data';

CREATE TABLESPACE tablespace2 LOCATION '/home/user1/tablespace2_data' WITH (seq_page_cost=0․8, random_page_cost=6․0);

CREATE TABLE t1 (c1 integer) TABLESPACE tablespace1;

ALTER TABLE t1 SET TABLESPACE tablespace2;

ALTER DATABASE database1 SET TABLESPACE tablespace3;

SET default_tablespace = tablespace2;

Configuration parameters

configuration parameter

psql

SELECT * FROM pg_tablespace;

DROP TABLESPACE tablespace2;

d ae 3
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A view is a named query stored in a database. PostgreSQL runs the query that defines the view every time the view is referenced. You can create a view based on one or more tables

and other views. It is possible to utilize a view in almost any place an ordinary table can be used. Views allow you to encapsulate the structure details of your tables, which might

change as your application evolves, behind consistent interfaces.

Views in PostgreSQL are implemented using the rule system. There is essentially no difference between the single statement and set of commands displayed below.

The second code snippet is exactly what the CREATE VIEW  command does internally. The information about a view in the PostgreSQL system catalogs is the same as for a table.

For the parser, there is no difference between a table and a view. They are the same thing — relations. The benefit of implementing views with the rule system is that the planner has all

the information about which tables have to be scanned, the relationships between these tables, the restrictive qualifications from the views, and the qualifications from the original

query in one single query tree. The planner should decide which path is the best to execute the query, and the more information the planner has, the better this decision can be. For

details, see Views and the Rule System.

Utilize the CREATE VIEW command to create a view.

Parameters of the CREATE VIEW statement

TEMPORARY or TEMP If specified, the view is created as a temporary view. PostgreSQL drops temporary views at the end of the

current session. Existing permanent relations with the same name are not visible to the current session while

the temporary view exists unless they are referenced with schema-qualified names.

If the view query references a temporary table, the view is created as a temporary view (whether

TEMPORARY  is specified or not)

RECURSIVE Creates a recursive view. A view column name list must be specified for a recursive view

<name> The view name (optionally, schema-qualified)

<column_name> An optional list of names to be used for view columns. If not specified, the column names are taken from the

query

WITH ( <view_option_name> [=

<view_option_value>] [, …  ] )

This clause specifies optional parameters for a view. The following parameters are supported:

check_option (enum)  — can be local  or cascaded , and is equivalent to WITH [ CASCADED
| LOCAL ] CHECK OPTION  (see below). This option can be changed on existing views with the ALTER
VIEW  command.

security_barrier (boolean)  — is used if the view provides row-level security. For more

information, see Rules and Privileges.

<query> The SELECT or VALUES command that returns view columns and rows

WITH [CASCADED | LOCAL] CHECK OPTION This option controls the behavior of updatable views. When this option is specified, the INSERT  and

UPDATE  commands on the view are checked to ensure that new rows satisfy the view-defining condition.

The new rows are checked to ensure that they are visible through the view. If they are not, the update will be

rejected. If the CHECK OPTION  is not specified, the INSERT  and UPDATE  commands are allowed to

create rows that are not visible through the view. The following check options are supported:

LOCAL  — new rows are only checked against the conditions defined directly in the view itself. Any

conditions defined on underlying base views are not checked (unless they also specify CHECK OPTION ).

CASCADED  — new rows are checked against the conditions of the view and all underlying base views.

If the CHECK OPTION  is specified, and neither LOCAL  nor CASCADED  is defined, the CASCADED  is used.

CHECK OPTION  is only supported on the views that are automatically updatable and do not have INSTEAD
OF  triggers or INSTEAD  rules. If an updatable view is defined on top of a base view that has INSTEAD OF
triggers, the LOCAL CHECK OPTION  can be used to check the conditions on the automatically updatable

view, but the conditions on the base view with INSTEAD OF  triggers are not checked. If the view or any of its

base relations has an INSTEAD  rule that causes the INSERT  or UPDATE  command to be rewritten, all

check options will be ignored in the rewritten query

The CREATE OR REPLACE  form of the command allows you to replace a view. If a view with the same name already exists, it is replaced. The new query must generate the same

columns that are generated by the existing view query (the same column names, in the same order, and with the same data types), but it can add new columns to the end of the list.

The calculations that generate the view columns can be different.

If a schema name is given, for example, CREATE VIEW schema1.view1 … , PostgreSQL creates the view in the specified schema, otherwise in the current one. Temporary views

exist in a special schema, so the schema name cannot be specified when creating temporary views. The view name must be different from the names of other views, tables,

sequences, indexes, or third-party tables in the schema.

For example, we have the following table books :

Create a view that contain all novels.

Display the contents of the view.

The result:

If the column name and type are not specified in the view and cannot be taken from the underlying relation, PostgreSQL assigns the name ?column?  and uses text  as type by

default. For example:

Check the result.

In such cases, the best practice is to explicitly specify the column name and type.

Permissions of the view owner determine access to the tables referenced in the view. In some cases, this can be used to provide secure but restricted access to the underlying tables.

See .

Simple views can be updated — PostgreSQL executes INSERT , UPDATE , and DELETE  statements on a view in the same way as on a regular table. A view is updatable if it satisfies

all the following conditions:

The view must have a single entry in its FROM  list, which references a table or another updatable view.

The view definition must not contain WITH , DISTINCT , GROUP BY , HAVING , LIMIT , or OFFSET  clauses at the top level.

The view definition must not contain set operations ( UNION , INTERSECT , or EXCEPT ) at the top level.

The view SELECT  list must not contain any aggregates, window functions, or set-returning functions.

An updatable view may contain updatable and non-updatable columns. A column is updatable if it is a simple reference to an updatable column of the underlying base relation,

otherwise, the column is read-only. If an INSERT  or UPDATE  statement attempts to assign a value to it, an error occurs.

If the view is updatable, the system converts any INSERT , UPDATE , or DELETE  statement on the view into the corresponding statement on the underlying base relation. INSERT
statements with the ON CONFLICT UPDATE  clause are fully supported.

If an updatable view contains a WHERE  condition, the condition restricts which rows of the base relation are available to be modified by the UPDATE  and DELETE  statements on the

view. However, UPDATE  is allowed to change a row so that it no longer satisfies the WHERE  condition, and is no longer visible through the view. Similarly, an INSERT  command can

insert base-relation rows that do not satisfy the WHERE  condition and are not visible through the view. CHECK OPTION  may be used to prevent INSERT  and UPDATE  commands

from creating such rows.

Create a view with LOCAL CHECK OPTION .

Display the contents of the view.

The result:

Add a new row to novels1 .

The World Set Free  row is added, but it is not displayed in the novels1  view, because the row does not match novels  view condition genre = 'novel' . To see this

row, execute SELECT  on the books  table.

Create another view with CASCADED CHECK OPTION  and try to add a row that does not meet the novels  view condition.

An error occurs:

The CASCADED CHECK OPTION  option checks the conditions of the current view and all underlying base views.

More complex views are read-only by default. The system does not allow insert, update, or delete operations on the view. To perform these operations, you can create INSTEAD OF
triggers on the view that convert operations on the view into appropriate actions on other tables. For more information, see CREATE TRIGGER.

You can use the ALTER VIEW statement to change various auxiliary properties of a view. You must own the view to execute ALTER VIEW . If you want to modify the view defining

query, use the CREATE OR REPLACE VIEW  statement mentioned above.

The ALTER VIEW  command has the following syntax:

Parameters of the ALTER VIEW statement

<name> A name of an existing view (optionally, schema-qualified)

<column_name> A name of an existing column

<new_column_name> A new name for an existing column

IF EXISTS Do not throw an error if the view does not exist. A notification is displayed in this case

SET/DROP DEFAULT These options set or remove the default value for a column. A column default value is substituted into any

INSERT  or UPDATE  command executed on the view, before applying any rules or triggers for the view. The

view default values take precedence over any default values from underlying relations

<new_owner> A user name of a new view owner

<new_name> A new name for the view

<new_schema> A new schema for the view

SET ( <view_option_name> [=

<view_option_value>] [, …  ] )

RESET ( <view_option_name> [, …  ] )

Sets or resets a view option. Currently, supported options are:

check_option (enum)  — changes the check option of the view. The value must be local  or

cascaded .

security_barrier (boolean)  — changes the security-barrier  property of the view. The

value must be boolean: true  or false

For historical reasons, ALTER TABLE can also be used with views. However, only ALTER TABLE  options that are equivalent to those shown above are allowed.

You can use ALTER VIEW  to rename the view novels  to all_novels_from_books :

It is also possible to attach a default column value to an updatable view.

The Anna Karenina  row has been inserted with the novel  genre. If you try to insert a row directly into the books  table, the novel  value will not be used for the genre
column by default.

You can use the DROP VIEW command to remove a view. To execute this command, you must be the owner of the view.

Parameters of the DROP VIEW statement

IF EXISTS Do not throw an error if the view does not exist. A notification is displayed in this case

<name> A name of the view to remove (optionally, schema-qualified)

CASCADE Drop objects that depend on the view (such as other views), and in turn all objects that depend on those

objects (see Dependency Tracking)

RESTRICT Refuse to drop the view if any objects depend on it. This is the default behavior

Example:

Materialized views use the rule system like views, but persist the results in a table-like form. Unlike views, the materialized view stores not only the query but also its results.

The difference between a materialized view and a table is that a materialized view cannot be directly updated. To update a materialized view, use the REFRESH MATERIALIZED VIEW

statement.

The information about a materialized view in the PostgreSQL system catalogs is the same as for a table or view. For the parser, a materialized view is a relation. When a query

references a materialized view, the data is returned directly from the materialized view, like from a table. The rule system is only used for populating the materialized view.

Although accessing data stored in a materialized view is often much faster than accessing the underlying tables directly or through the view, the data is not always up to date. It is

possible to use materialized views when current data is not needed. For example, some aggregated statistics stored in a materialized view can be updated by a timer. A job can be

scheduled to update the statistics using the REFRESH MATERIALIZED VIEW  statement.

Another use of a materialized view is to provide faster access to data transferred from a remote system through a foreign data wrapper. Even if a data wrapper does not support

indexes, in some cases, indexes can be created for the materialized view.

The CREATE MATERIALIZED VIEW statement defines a new materialized view of a query. PostgreSQL executes the query and populates the view at the time the command is issued

(unless WITH NO DATA  is used). Temporary materialized views are not supported. CREATE MATERIALIZED VIEW  requires the CREATE  privilege on the schema used for the

materialized view.

Parameters of the CREATE MATERIALIZED VIEW statement

IF NOT EXISTS Do not throw an error if a materialized view with the same name already exists. A notification is displayed in

this case

<name> The name of the materialized view (optionally, schema-qualified). The name must be distinct from the name

of any other relation (table, sequence, index, view, materialized view, or foreign table) in the same schema

<column_name> The name of a column in the new materialized view. If column names are not specified, they are taken from

the output column names of the query

USING <method> This optional clause specifies the table access method used to store the contents of the new materialized

view. The method needs to be an access method of type TABLE . See Table Access Method Interface

Definition. If this option is not specified, the default table access method is chosen for the new materialized

view. See default_table_access_method

WITH ( <storage_parameter> [= <value>] [, … 

] )

This clause specifies optional storage parameters for the new materialized view. All parameters supported for

CREATE TABLE  are also supported for CREATE MATERIALIZED VIEW . See Storage Parameters for

more information

TABLESPACE <tablespace_name> The tablespace_name  is the name of the tablespace in which the materialized view should be created. If

not specified, default_tablespace  is used

<query> A SELECT , TABLE , or VALUES  command. This query runs within a security-restricted operation. In

particular, calls to functions that create temporary tables will fail

WITH [NO] DATA This clause specifies whether the materialized view should be populated at creation time. If not, the

materialized view is marked as unscannable and cannot be queried until REFRESH MATERIALIZED VIEW
is executed

Create a materialized view based on the books  table mentioned above and the following authors  table:

Display the contents of bookshelf :

The result:

Add a row to the books  table:

Display the bookshelf  materialized view:

The result is the same, a new row is not displayed in the materialized view.

Execute the REFRESH MATERIALIZED VIEW statement to update bookshelf  and check the result.

The materialized view is updated.

Use the ALTER MATERIALIZED VIEW statement to change various auxiliary properties of a materialized view. The ALTER MATERIALIZED VIEW  command has the following syntax:

Parameters of the ALTER MATERIALIZED VIEW statement

<name> A name of an existing materialized view (optionally, schema-qualified)

<column_name> A name of a new or existing column

<extension_name> The name of the extension on which the materialized view will depend (or not if NO  is specified). A

materialized view that is marked as dependent on an extension is deleted when the extension is dropped

<new_column_name> A new name for an existing column

<new_owner> A user name of the new owner of the materialized view

<new_name> A new name for the materialized view

<new_schema> A new schema for the materialized view

For example, you can use ALTER MATERIALIZED VIEW  to rename the bookshelf  view to books_authors .

You must own the materialized view to use ALTER MATERIALIZED VIEW . To change a materialized view schema, you must also have the CREATE  privilege on the new schema.

To alter the owner, you must also be a member of the new owning role, and that role must have CREATE  privilege on the materialized view schema.

The statement forms and actions of ALTER MATERIALIZED VIEW  are a subset of the ALTER TABLE forms and actions and have the same meaning when applied to materialized

views.

Use the DROP MATERIALIZED VIEW statement to remove a materialized view. To execute this command, you must be the owner of the materialized view.

Parameters of the DROP MATERIALIZED VIEW statement

IF EXISTS Do not throw an error if the materialized view does not exist. A notification is displayed in this case

<name> A name of the materialized view to remove (optionally, schema-qualified)

CASCADE Drop objects that depend on the materialized view (such as other materialized and regular views), and in turn

all objects that depend on those objects (see Dependency Tracking)

RESTRICT Refuse to drop the materialized view if any objects depend on it. This is the default behavior

Example:

The main differences between a view and materialized view are:

The view saves only the defining query. The materialized view stores the defining query and its result.

Each time when the regular view is referenced, its defining query is executed. When the materialized view is referenced, it returns a previously stored result. The materialized view

may return outdated data if underlining tables or views are changed. You need to execute the REFRESH MATERIALIZED VIEW  statement to update the materialized view.

The materialized view is often much faster than accessing the underlying tables directly or through a regular view.

You can use the \dv  or \dv+  meta-command of psql  to get the list of views.

The result:

The \dv+  meta-command provides more details.

Use the \dm  or \dm+  meta-command of psql  to get the list of materialized views.

The \dm+  meta-command provides more details.

It is also possible to utilize the Information Schema to get a view name, defining query, check option value, and other information.

The table_schema = ANY (current_schemas(false))  condition excludes system views from the output.

The result:

To display materialized views, utilize pg_matviews.

The result:

PostgreSQL includes built-in system views. Some views provide access to frequently used queries on system catalogs, while others return parameters of the internal server state. For

example, pg_settings  displays the runtime parameters of the server, pg_roles  contains information about database roles, and pg_matviews  — about materialized views.

System views

Name Description

pg_available_extensions Available extensions

pg_available_extension_versions Available versions of extensions

pg_backend_memory_contexts Backend memory contexts

pg_config Compile-time configuration parameters

pg_cursors Open cursors

pg_file_settings Summary of configuration file contents

pg_group Groups of database users

pg_hba_file_rules Summary of client authentication configuration file contents

pg_indexes Indexes

pg_locks Locks currently held or awaited

pg_matviews Materialized views

pg_policies Policies

pg_prepared_statements Prepared statements

pg_prepared_xacts Prepared transactions

pg_publication_tables Publications and their associated tables

pg_replication_origin_status Information about replication origins, including replication progress

pg_replication_slots Replication slot information

pg_roles Database roles

pg_rules Rules

pg_seclabels Security labels

pg_sequences Sequences

pg_settings Parameter settings

pg_shadow Database users

pg_shmem_allocations Shared memory allocations

pg_stats Planner statistics

pg_stats_ext Extended planner statistics

pg_stats_ext_exprs Extended planner statistics for expressions

pg_tables Tables

pg_timezone_abbrevs Time zone abbreviations

pg_timezone_names Time zone names

pg_user Database users

pg_user_mappings User mappings

pg_views Views

PostgreSQL also includes some additional views that provide access to the results of the statistics collector, see Collected statistics views.

Note that the information schema provides an alternative set of views that overlap the functionality of the system views. Since the information schema follows the SQL standard, and

the views described above are specific to PostgreSQL, it is usually better to use the information schema if it provides all the information you need.
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Views

CREATE VIEW view1 AS SELECT * FROM table1;

CREATE TABLE view1 (<the same column list as table1>);
CREATE RULE "_RETURN" AS ON SELECT TO view1 DO INSTEAD
    SELECT * FROM table1;

Create a view

CREATE [ OR REPLACE ] [ TEMP | TEMPORARY ] [ RECURSIVE ] VIEW <name> [ ( <column_name> [, ․․․] ) ]
    [ WITH ( <view_option_name> [= <view_option_value>] [, ․․․ ] ) ]
    AS <query>
    [ WITH [ CASCADED | LOCAL ] CHECK OPTION ]

 book_id |                title                | author_id | public_year |  genre  | evaluation | price
---------+-------------------------------------+-----------+-------------+---------+------------+-------
       1 | Mrs․ Dalloway                       |         1 |        1925 | novel   |       7․82 |   360
       2 | To the Lighthouse                   |         1 |        1927 | novel   |       8․45 |   440
       3 | To Kill a Mockingbird               |         2 |        1960 | novel   |       7․48 |   750
       4 | The Great Gatsby                    |         3 |        1925 | novel   |       9․23 |   900
       5 | The Lord of the Rings               |         4 |        1955 | fantasy |       9․49 |  1200
       6 | 1984                                |         5 |        1949 | sci-fi  |       8․17 |   520
       7 | The Hobbit, or There and Back Again |         4 |        1937 | fantasy |       9․32 |  1100
       8 | War and Peace                       |         6 |        1869 | novel   |       9․69 |  1500
       9 | Hyperion                            |         7 |        1989 | sci-fi  |       9․46 |   610
      10 | The Time Machine                    |         8 |        1895 | sci-fi  |       8․12 |   450

CREATE VIEW novels AS
    SELECT *
    FROM books
    WHERE genre = 'novel';

SELECT * FROM novels;

 book_id |         title         | author_id | public_year | genre | evaluation | price
---------+-----------------------+-----------+-------------+-------+------------+-------
       1 | Mrs․ Dalloway         |         1 |        1925 | novel |       7․82 |   360
       2 | To the Lighthouse     |         1 |        1927 | novel |       8․45 |   440
       3 | To Kill a Mockingbird |         2 |        1960 | novel |       7․48 |   750
       4 | The Great Gatsby      |         3 |        1925 | novel |       9․23 |   900
       8 | War and Peace         |         6 |        1869 | novel |       9․69 |  1500

CREATE VIEW test AS SELECT 'Test';

SELECT * from test;

 ?column?
----------
 Test

CREATE VIEW test1 AS SELECT text 'Test' AS column1;

Column-level security

Updatable views

CREATE VIEW novels1 AS
    SELECT *
    FROM novels
    WHERE public_year < 1959
    WITH LOCAL CHECK OPTION;

SELECT * FROM novels1;

 book_id |       title       | author_id | public_year | genre | evaluation | price
---------+-------------------+-----------+-------------+-------+------------+-------
       1 | Mrs․ Dalloway     |         1 |        1925 | novel |       7․82 |   360
       2 | To the Lighthouse |         1 |        1927 | novel |       8․45 |   440
       4 | The Great Gatsby  |         3 |        1925 | novel |       9․23 |   900
       8 | War and Peace     |         6 |        1869 | novel |       9․69 |  1500

INSERT INTO novels1 (book_id, title, author_id, public_year, genre, evaluation, price)
VALUES (11, 'The World Set Free', 8, 1914, 'sci-fi', 7․9, 450);

CREATE VIEW novels2 AS
    SELECT *
    FROM novels
    WHERE public_year < 1959
    WITH CASCADED CHECK OPTION;

INSERT INTO novels2 (book_id, title, author_id, public_year, genre, evaluation, price)
VALUES (12, 'The Food of the Gods', 8, 1904, 'sci-fi', 8․4, 620);

ERROR:  new row violates check option for view "novels"
DETAIL:  Failing row contains (12, The Food of the Gods, 8, 1904, sci-fi, 8․4, 620)․

Change view properties

ALTER VIEW [ IF EXISTS ] <name> ALTER [ COLUMN ] <column_name> SET DEFAULT <expression>
ALTER VIEW [ IF EXISTS ] <name> ALTER [ COLUMN ] <column_name> DROP DEFAULT
ALTER VIEW [ IF EXISTS ] <name> OWNER TO { <new_owner> | CURRENT_ROLE | CURRENT_USER | SESSION_USER }
ALTER VIEW [ IF EXISTS ] <name> RENAME [ COLUMN ] <column_name> TO <new_column_name>
ALTER VIEW [ IF EXISTS ] <name> RENAME TO <new_name>
ALTER VIEW [ IF EXISTS ] <name> SET SCHEMA <new_schema>
ALTER VIEW [ IF EXISTS ] <name> SET ( <view_option_name> [= <view_option_value>] [, ․․․ ] )
ALTER VIEW [ IF EXISTS ] <name> RESET ( <view_option_name> [, ․․․ ] )

ALTER VIEW novels RENAME TO all_novels_from_books;

ALTER VIEW all_novels_from_books ALTER COLUMN genre SET DEFAULT 'novel';

INSERT INTO all_novels_from_books (book_id, title, author_id, public_year, evaluation, price)
VALUES (12, 'Anna Karenina', 6, 1877, 8․9, 750);

Remove a view

DROP VIEW [ IF EXISTS ] <name> [, ․․․] [ CASCADE | RESTRICT ]

DROP VIEW novels1;

Materialized views

Create a materialized view

CREATE MATERIALIZED VIEW [ IF NOT EXISTS ] <name>
    [ (<column_name> [, ․․․] ) ]
    [ USING <method> ]
    [ WITH ( <storage_parameter> [= <value>] [, ․․․ ] ) ]
    [ TABLESPACE <tablespace_name> ]
    AS <query>
    [ WITH [ NO ] DATA ]

 id |        name
----+---------------------
  1 | Virginia Woolf
  2 | Harper Lee
  3 | F․ Scott Fitzgerald
  4 | J․R․R․ Tolkien
  5 | George Orwell
  6 | Leo Tolstoy
  7 | Dan Simmons
  8 | Herbert Wells

CREATE MATERIALIZED VIEW bookshelf AS
SELECT
    b․book_id,
    b․title,
    b․public_year,
    a․name,
    b․genre
FROM books b, authors a
WHERE b․author_id = a․id;

SELECT * FROM bookshelf;

 book_id |                title                | public_year |        name         |  genre
---------+-------------------------------------+-------------+---------------------+---------
       1 | Mrs․ Dalloway                       |        1925 | Virginia Woolf      | novel
       2 | To the Lighthouse                   |        1927 | Virginia Woolf      | novel
       3 | To Kill a Mockingbird               |        1960 | Harper Lee          | novel
       4 | The Great Gatsby                    |        1925 | F․ Scott Fitzgerald | novel
       5 | The Lord of the Rings               |        1955 | J․R․R․ Tolkien      | fantasy
       6 | 1984                                |        1949 | George Orwell       | sci-fi
       7 | The Hobbit, or There and Back Again |        1937 | J․R․R․ Tolkien      | fantasy
       8 | War and Peace                       |        1869 | Leo Tolstoy         | novel
       9 | Hyperion                            |        1989 | Dan Simmons         | sci-fi
      10 | The Time Machine                    |        1895 | Herbert Wells       | sci-fi
      11 | The World Set Free                  |        1914 | Herbert Wells       | sci-fi
      12 | Anna Karenina                       |        1877 | Leo Tolstoy         | novel

INSERT INTO books (book_id, title, author_id, public_year, genre, evaluation, price)
VALUES (13, 'Resurrection', 6, 1899, 'novel', 9․1, 460);

SELECT * FROM bookshelf;

 book_id |                title                | public_year |        name         |  genre
---------+-------------------------------------+-------------+---------------------+---------
       1 | Mrs․ Dalloway                       |        1925 | Virginia Woolf      | novel
       2 | To the Lighthouse                   |        1927 | Virginia Woolf      | novel
       3 | To Kill a Mockingbird               |        1960 | Harper Lee          | novel
       4 | The Great Gatsby                    |        1925 | F․ Scott Fitzgerald | novel
       5 | The Lord of the Rings               |        1955 | J․R․R․ Tolkien      | fantasy
       6 | 1984                                |        1949 | George Orwell       | sci-fi
       7 | The Hobbit, or There and Back Again |        1937 | J․R․R․ Tolkien      | fantasy
       8 | War and Peace                       |        1869 | Leo Tolstoy         | novel
       9 | Hyperion                            |        1989 | Dan Simmons         | sci-fi
      10 | The Time Machine                    |        1895 | Herbert Wells       | sci-fi
      11 | The World Set Free                  |        1914 | Herbert Wells       | sci-fi
      12 | Anna Karenina                       |        1877 | Leo Tolstoy         | novel

REFRESH MATERIALIZED VIEW bookshelf;

SELECT * FROM bookshelf;

 book_id |                title                | public_year |        name         |  genre
---------+-------------------------------------+-------------+---------------------+---------
       1 | Mrs․ Dalloway                       |        1925 | Virginia Woolf      | novel
       2 | To the Lighthouse                   |        1927 | Virginia Woolf      | novel
       3 | To Kill a Mockingbird               |        1960 | Harper Lee          | novel
       4 | The Great Gatsby                    |        1925 | F․ Scott Fitzgerald | novel
       5 | The Lord of the Rings               |        1955 | J․R․R․ Tolkien      | fantasy
       6 | 1984                                |        1949 | George Orwell       | sci-fi
       7 | The Hobbit, or There and Back Again |        1937 | J․R․R․ Tolkien      | fantasy
       8 | War and Peace                       |        1869 | Leo Tolstoy         | novel
       9 | Hyperion                            |        1989 | Dan Simmons         | sci-fi
      10 | The Time Machine                    |        1895 | Herbert Wells       | sci-fi
      11 | The World Set Free                  |        1914 | Herbert Wells       | sci-fi
      12 | Anna Karenina                       |        1877 | Leo Tolstoy         | novel
      13 | Resurrection                        |        1899 | Leo Tolstoy         | novel

Change materialized view properties

ALTER MATERIALIZED VIEW [ IF EXISTS ] <name>
    <action> [, ․․․ ]
ALTER MATERIALIZED VIEW <name>
    [ NO ] DEPENDS ON EXTENSION <extension_name>
ALTER MATERIALIZED VIEW [ IF EXISTS ] <name>
    RENAME [ COLUMN ] <column_name> TO <new_column_name>
ALTER MATERIALIZED VIEW [ IF EXISTS ] <name>
    RENAME TO <new_name>
ALTER MATERIALIZED VIEW [ IF EXISTS ] <name>
    SET SCHEMA <new_schema>
ALTER MATERIALIZED VIEW ALL IN TABLESPACE <name> [ OWNED BY <role_name> [, ․․․ ] ]
    SET TABLESPACE <new_tablespace> [ NOWAIT ]

where <action> is one of:

    ALTER [ COLUMN ] <column_name> SET STATISTICS integer
    ALTER [ COLUMN ] <column_name> SET ( <attribute_option> = <value> [, ․․․ ] )
    ALTER [ COLUMN ] <column_name> RESET ( <attribute_option> [, ․․․ ] )
    ALTER [ COLUMN ] <column_name> SET STORAGE { PLAIN | EXTERNAL | EXTENDED | MAIN }
    ALTER [ COLUMN ] <column_name> SET COMPRESSION <compression_method>
    CLUSTER ON <index_name>
    SET WITHOUT CLUSTER
    SET TABLESPACE <new_tablespace>
    SET ( <storage_parameter> [= <value>] [, ․․․ ] )
    RESET ( <storage_parameter> [, ․․․ ] )
    OWNER TO { <new_owner> | CURRENT_ROLE | CURRENT_USER | SESSION_USER }

ALTER MATERIALIZED VIEW bookshelf RENAME TO books_authors;

Remove a materialized view

DROP MATERIALIZED VIEW [ IF EXISTS ] <name> [, ․․․] [ CASCADE | RESTRICT ]

DROP MATERIALIZED VIEW books_authors;

Views vs materialized views

Get information about views and materialized views

\dv

                List of relations
 Schema |         Name          | Type |  Owner
--------+-----------------------+------+----------
 public | all_novels_from_books | view | postgres
 public | novels2               | view | postgres
 public | test                  | view | postgres
(3 rows)

 Schema |         Name          | Type |  Owner   | Persistence |  Size   | Description
--------+-----------------------+------+----------+-------------+---------+-------------
 public | all_novels_from_books | view | postgres | permanent   | 0 bytes |
 public | novels2               | view | postgres | permanent   | 0 bytes |
 public | test                  | view | postgres | permanent   | 0 bytes |
(3 rows)

 Schema |   Name    |       Type        |  Owner   | Persistence | Access method |    Size    | Description
--------+-----------+-------------------+----------+-------------+---------------+------------+-------------
 public | bookshelf | materialized view | postgres | permanent   | heap          | 8192 bytes |
(1 row)

SELECT table_catalog, table_schema, table_name, view_definition, check_option
FROM INFORMATION_SCHEMA․views
WHERE table_schema = ANY (current_schemas(false));

 table_catalog | table_schema |      table_name       |                   view_definition                   | check_option
---------------+--------------+-----------------------+-----------------------------------------------------+--------------
 bookstore     | public       | test                  |  SELECT 'Test'::text;                               | NONE
 bookstore     | public       | novels2               |  SELECT all_novels_from_books․book_id,             +| CASCADED
               |              |                       |     all_novels_from_books․title,                   +|
               |              |                       |     all_novels_from_books․author_id,               +|
               |              |                       |     all_novels_from_books․public_year,             +|
               |              |                       |     all_novels_from_books․genre,                   +|
               |              |                       |     all_novels_from_books․evaluation,              +|
               |              |                       |     all_novels_from_books․price                    +|
               |              |                       |    FROM all_novels_from_books                      +|
               |              |                       |   WHERE (all_novels_from_books․public_year < 1959); |
 bookstore     | public       | all_novels_from_books |  SELECT books․book_id,                             +| NONE
               |              |                       |     books․title,                                   +|
               |              |                       |     books․author_id,                               +|
               |              |                       |     books․public_year,                             +|
               |              |                       |     books․genre,                                   +|
               |              |                       |     books․evaluation,                              +|
               |              |                       |     books․price                                    +|
               |              |                       |    FROM books                                      +|
               |              |                       |   WHERE ((books․genre)::text = 'novel'::text);      |
(3 rows)

SELECT * from pg_matviews;

 schemaname | matviewname | matviewowner | tablespace | hasindexes | ispopulated |          definition
------------+-------------+--------------+------------+------------+-------------+-------------------------------
 public     | bookshelf   | postgres     |            | f          | t           |  SELECT b․book_id,           +
            |             |              |            |            |             |     b․title,                 +
            |             |              |            |            |             |     b․public_year,           +
            |             |              |            |            |             |     a․name,                  +
            |             |              |            |            |             |     b․genre                  +
            |             |              |            |            |             |    FROM books b,             +
            |             |              |            |            |             |     author a                 +
            |             |              |            |            |             |   WHERE (b․author_id = a․id);
(1 row)

System views
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To create a sequence, use the CREATE SEQUENCE  command that defines a new sequence generator.

Parameters of the CREATE SEQUENCE command

TEMPORARY | TEMP If specified, the sequence object is created only for the current session. A temporary sequence is dropped at

the end of the session. Existing permanent sequences with the same name are not visible in the current

session while the temporary sequence exists. It is only possible to reference a permanent sequence with a

schema-qualified name

IF NOT EXISTS PostgreSQL creates a sequence if a relation with the same name does not exist. When this option is specified,

PostgreSQL does not throw an error if a relation with the specified name is in the database. There is no

guarantee that the existing relation matches the one that would be created

<name> The name of the new sequence. Can be schema-qualified ( <schema_name>.<sequence_name> )

<data_type> The optional clause AS <data_type>  specifies the data type of the sequence. Valid types are

smallint , integer , and bigint . The default value is bigint . The data type determines the default

minimum and maximum values of the sequence

<increment> The optional clause INCREMENT [BY] <increment>  specifies the value that is added to the current

sequence value to create a new value. A positive value sets an ascending sequence, a negative one specifies a

descending sequence. The default value is 1

MINVALUE <minvalue> | NO MINVALUE The optional clause MINVALUE <minvalue>  determines the minimum value that a sequence can

generate. If this clause is not set or NO MINVALUE  is specified, defaults are used. The default value for an

ascending sequence is 1 . The default value for a descending sequence is the minimum value of the data

type

MAXVALUE <maxvalue> | NO MAXVALUE The optional clause MAXVALUE <maxvalue>  determines the maximum value for the sequence. If this

clause is not specified or NO MAXVALUE  is specified, then default values will be used. The default value for

an ascending sequence is the maximum value of the data type. The default value for a descending sequence

is -1

<start> The optional clause START WITH <start>  specifies the value at which to start the sequence. The default

start value is minvalue  for ascending sequences and maxvalue  for descending ones

<cache> The optional clause CACHE <cache>  specifies how many sequence values should be retrieved and stored

in memory for faster access. The minimum value is 1  — only one value can be generated at a time (no

cache), 1  is also the default value

[ NO ] CYCLE The CYCLE  option allows the sequence to wrap around when maxvalue  or minvalue  is reached by an

ascending or descending sequence, respectively. If the limit is reached, the next generated number will be the

minvalue  for an ascending sequence or maxvalue  for a descending sequence.

If the optional NO CYCLE  key word is specified, any nextval  calls after the sequence reaches its

maximum value will return an error. NO CYCLE  is used by default

OWNED BY <table_name.column_name> |

NONE

The OWNED BY  option causes the sequence to be associated with a table column. If this column or its whole

table is dropped, the sequence will be automatically dropped. The specified table must have the same owner

and be in the same schema as the sequence. OWNED BY NONE  specifies that there is no such association

and is used by default

The following example creates a sequence starting with 2 :

CREATE SEQUENCE  creates and initializes a new special single-row table with the specified name. The user who executes CREATE SEQUENCE  becomes the owner of the

sequence.

If a schema name is given, the sequence is created in the specified schema. Otherwise, it is created in the current schema. Temporary sequences exist in a special schema, so a

schema name cannot be given when creating a temporary sequence.

Sequences are based on bigint  arithmetic, the range cannot exceed the range of an eight-byte integer (from -9223372036854775808 to 9223372036854775807).

To examine the current state of a sequence, use SELECT .

The result:

The last_value  field of the sequence shows the last value allocated by any session. This value might be obsolete by the time it is printed if other sessions are actively doing

nextval  calls.

PostgreSQL does not log (write to WAL) each fetching of a value from a sequence for performance reasons, it pre-logs a few fetches in advance. If PostgreSQL crashes, it loses (skips

over) as many values as pre-logged. log_cnt  shows how many fetches remain before a new WAL record has to be written.

If the is_called  field is t  —  true , the next nextval  call will advance the sequence before returning a value. If is_called  is f  —  false , nextval  will return the

last_value  value.

After a sequence is created, use the sequence manipulation functions to operate with the sequence. See .

If the cache  value greater than 1  is used for a sequence object, it is used concurrently by multiple sessions. Each session allocates and caches successive sequence

values during one access to the sequence object and increases the sequence’s last value accordingly. Then, the next cache-1  calls of nextval  within this session return

the preallocated values without requesting the sequence object. Any numbers allocated but not used within a session will be lost when that session terminates. It results in

missing values in the sequence.

Although multiple sessions are guaranteed to allocate distinct sequence values, the values might not be generated consecutively when all the sessions are considered. For

example, with a cache setting of 10 , the first session might reserve values 1 — 10  and nextval  returns 1 , then the second session might reserve values 11 — 20  and

nextval  returns 11  before nextval  of the first session generates 2 . Therefore, with a cache setting of 1 , you can be sure that nextval  values are generated

sequentially. With a cache setting greater than 1 , you should only assume that all the nextval  values are distinct, but not generated sequentially. Also, the sequence

last_value  reflects the latest value reserved by any session, regardless of whether it was already returned by the nextval  function.

CREATE SEQUENCE  conforms to the SQL standard, with the following exceptions:

You need to use the nextval  function instead of the standard NEXT VALUE FOR  expression.

The OWNED BY  clause is a PostgreSQL extension.

You can use ALTER SEQUENCE  to change the definition of a sequence generator. Any parameters that are not set in the ALTER SEQUENCE  command retain their previous settings.

You must own the sequence to use ALTER SEQUENCE . To change a sequence’s schema, you must also have the CREATE  privilege on the new schema. To alter the owner, you must

be a direct or indirect member of the new owning role, and that role must have CREATE  privilege on the sequence schema.

Parameters of the ALTER SEQUENCE command

<name> The name of a sequence to be altered. Can be schema-qualified ( <schema_name>.<sequence_name> )

IF EXISTS When this option is specified, PostgreSQL does not throw an error if a sequence with the specified name does

not exist in the database. A notification is displayed in this case

<data_type> The optional clause AS <data_type>  changes the data type of the sequence. Valid types are smallint ,

integer , and bigint . Changing the data type changes the minimum and maximum values of the

sequence if the previous minimum and maximum values were set by the old data type (if the sequence was

created using NO MINVALUE  or NO MAXVALUE , implicitly or explicitly). Otherwise, the minimum and

maximum values are preserved, unless new minimum and maximum values are given as part of the same

command. If the minimum and maximum values do not fit into the new data type, an error is generated

<increment> The optional clause INCREMENT [BY] <increment>  changes the value that is added to the current

sequence value to create a new value. A positive value sets an ascending sequence, a negative one specifies a

descending sequence. If not specified, the old increment  value is retained

MINVALUE <minvalue> | NO MINVALUE The optional clause MINVALUE <minvalue>  changes the minimum value that a sequence can generate. If

NO MINVALUE  is specified, 1  and the minimum value of the data type for ascending and descending

sequences, respectively, will be used. If neither option is specified, the current minimum value is retained

MAXVALUE <maxvalue> | NO MAXVALUE The optional clause MAXVALUE <maxvalue>  changes the maximum value for the sequence. If NO
MAXVALUE  is specified, the maximum value of the data type and -1  for ascending and descending

sequences, respectively, will be used. If neither option is specified, the current maximum value is retained

<start> The optional clause START WITH <start>  changes the value at which to start the sequence. This has no

effect on the current sequence value. It sets the value that the ALTER SEQUENCE RESTART  command will

use

<restart> The optional clause RESTART [ WITH <restart> ]  changes the current value of the sequence. This is

similar to calling the setval  function with is_called = false . The specified value will be returned by

the next call of nextval . Writing RESTART  with no restart  value is equivalent to supplying the

start  value that was specified by CREATE SEQUENCE  or last set by ALTER SEQUENCE START WITH

<cache> The optional clause CACHE <cache>  sets how many sequence values should be retrieved and stored in

memory for faster access. The minimum value is 1  — only one value can be generated at a time (no cache).

If not specified, the current cache  value is retained

[ NO ] CYCLE The CYCLE  option allows the sequence to wrap around when maxvalue  or minvalue  is reached by an

ascending or descending sequence respectively. If the limit is reached, the next generated number will be the

minvalue  for an ascending sequence or maxvalue  for a descending sequence.

If the optional NO CYCLE  key word is specified, any nextval  calls after the sequence reaches its

maximum value will return an error. If neither CYCLE  or NO CYCLE  are specified, the old cycle behavior is

retained

OWNED BY <table_name.column_name> |

NONE

The OWNED BY  option causes the sequence to be associated with a table column. If this column or its whole

table is dropped, the sequence will be automatically dropped. The specified table must have the same owner

and be in the same schema as the sequence. Specifying OWNED BY NONE  removes any existing

association

<new_owner> The user name of the new sequence owner

<new_name> The new name for the sequence

<new_schema> The new schema for the sequence

The following statement makes the mysequence  sequence descending from 10 to 2 using the step 2 and the cycle option:

ALTER SEQUENCE  does not immediately affect nextval  results in backends that have cached sequence values. They will only notice the changes after all cached values are used.

The current server process responds to the changes immediately.

ALTER SEQUENCE  does not affect the currval  status for the sequence.

ALTER SEQUENCE  blocks concurrent nextval , currval , lastval , and setval  calls.

For historical reasons, ALTER TABLE  can be used with sequences, but only with variants that are equivalent to the forms shown above.

The DROP SEQUENCE  command removes a sequence. It can only be dropped by its owner or a superuser.

Parameters of the DROP SEQUENCE command

IF EXISTS When this option is specified, PostgreSQL does not throw an error if a sequence with the specified name does

not exist in the database. A notification is displayed in this case

<name> [, … ] The name of a sequence to be removed. Can be schema-qualified ( <schema_name>.<sequence_name> ).

You can specify multiple names separated by commas to remove multiple sequences

CASCADE Drop objects that depend on the sequence, and in turn all objects that depend on those objects. See

Dependency Tracking

RESTRICT Refuse to drop the sequence if any objects depend on it. This is the default behavior

Example:

The functions described below provide simple and multiuser-safe methods for obtaining successive values from sequence objects.

The nextval  function advances the sequence object to its next value and returns that value.

If multiple sessions execute nextval  concurrently, each safely receives a distinct sequence value. If the sequence object was created with default parameters, successive

nextval  calls will return successive values beginning with 1 . Other behaviors can be specified by using appropriate parameters in the  command.

This function requires USAGE  or UPDATE  privilege on the sequence.

The example below shows how to create a sequence associated with a table column and fill the column using nextval . To do this, perform the following steps:

1. Create a table.

2. Create a new sequence associated with the item_id  column of the book_orders  table.

3. Add rows to the table using the nextval  function to fill the item_id  column.

4. Check the table data.

The result:

If you drop the book_orders  table, the book_order_items  sequence will also be dropped.

The setval  function sets the current value of the sequence object, and optionally its is_called  flag. setval  can be called with two or three parameters.

Where:

<regclass>  is a sequence name;

<bigint>  is the last_value  value;

<boolean>  is the is_called  value.

The form with two parameters sets the last_value  field to the specified value ( <bigint> ) and sets its is_called  field to true , meaning that the next nextval  call

advances the sequence before returning a value. The currval  function will also return the specified value. In the form with three parameters, is_called  can be set to true  or

false. true  has the same effect as the two-parameter form. If is_called  is set to false , the next nextval  call returns the specified value. The currval  function will

also return this value. The table below lists the setval  examples and their results.

Command Value returned by nextval

SELECT setval('mysequence', 14); 15

SELECT setval('mysequence', 14, true); 15

SELECT setval('mysequence', 14, false); 14

The result returned by setval  is the second argument value.

The setval  function requires UPDATE  privilege on the sequence.

The currval  function returns the value most recently obtained using nextval  for the specified sequence in the current session.

If nextval  has never been called for this sequence in the current session, and you try to execute currval , an error occurs. Since currval  returns a value for the current

session, it gives a predictable result, regardless of whether nextval  is called in other sessions.

This function requires USAGE  or SELECT  privilege on the sequence.

Example:

The result:

The function returns the value most recently obtained by nextval  in the current session for any sequence.

This function is identical to currval , but instead of taking the sequence name as an argument, it refers to the most recent nextval  call related to any sequence in the current

session. If nextval  has never been called in the current session, and you try to execute lastval , an error occurs.

lastval  requires USAGE  or SELECT  privilege on the last used sequence.

Example:

The result:

You can retrieve information about sequences from the sequences view stored in the information_schema  schema.

The result:

The result includes the automatically generated book_orders_order_id_seq  sequence for the order_id  column of the serial type.

The pg_sequences view also provides access to useful information about each sequence in the database. For example, you can get information about sequence owners that

information_schema.sequences  does not contain:

The result:

In addition, you can also fetch data from the pg_sequence and pg_class system catalogs using the following query:

The result:

It is also possible to use the \ds psql  meta-command to list sequences.

The result:
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List sequences in a database

The sequence is the schema object that generates a sequence of unique integers in ascending or descending order. The sequence is not associated with any table, but it can be used to

populate data in the primary key or unique columns of a table. The PostgreSQL serial types are sequences.

Create a sequence

CREATE [ TEMPORARY | TEMP ] SEQUENCE [ IF NOT EXISTS ] <name>
    [ AS <data_type> ]
    [ INCREMENT [ BY ] <increment> ]
    [ MINVALUE <minvalue> | NO MINVALUE ] [ MAXVALUE <maxvalue> | NO MAXVALUE ]
    [ START [ WITH ] <start> ] [ CACHE <cache> ] [ [ NO ] CYCLE ]
    [ OWNED BY { <table_name․column_name> | NONE } ]

CREATE SEQUENCE mysequence START 2;

SELECT * FROM mysequence;

 last_value | log_cnt | is_called
------------+---------+-----------
          2 |       0 | f

Work with sequences

Change a sequence

ALTER SEQUENCE [ IF EXISTS ] <name>
[ AS <data_type> ]
[ INCREMENT [ BY ] <increment> ]
[ MINVALUE <minvalue> | NO MINVALUE ] [ MAXVALUE <maxvalue> | NO MAXVALUE ]
[ START [ WITH ] <start> ]
[ RESTART [ [ WITH ] <restart> ] ]
[ CACHE <cache> ] [ [ NO ] CYCLE ]
[ OWNED BY { <table_name․column_name> | NONE } ]
ALTER SEQUENCE [ IF EXISTS ] <name> OWNER TO { <new_owner> | CURRENT_ROLE | CURRENT_USER | SESSION_USER }
ALTER SEQUENCE [ IF EXISTS ] <name> RENAME TO <new_name>
ALTER SEQUENCE [ IF EXISTS ] <name> SET SCHEMA <new_schema>

ALTER SEQUENCE mysequence
    INCREMENT -2
    MINVALUE 2
    MAXVALUE 10
    RESTART 10
    CYCLE;

Delete a sequence

DROP SEQUENCE [ IF EXISTS ] <name> [, ․․․] [ CASCADE | RESTRICT ]

DROP SEQUENCE mysequence;

Work with sequences

nextval

nextval ( <regclass> ) -> bigint

CREATE SEQUENCE

CREATE TABLE book_orders (
    order_id SERIAL,
    item_id INT NOT NULL,
    book_name VARCHAR NOT NULL,
    price NUMERIC NOT NULL,
    PRIMARY KEY(order_id, item_id)
);

CREATE SEQUENCE book_order_items START 1 OWNED BY book_orders․item_id;

INSERT INTO
    book_orders(order_id, item_id, book_name, price)
VALUES
    (1, nextval('book_order_items'),'Hyperion',21),
    (1, nextval('book_order_items'),'War and Peace',26),
    (2, nextval('book_order_items'),'1984',20),
    (2, nextval('book_order_items'),'The Time Machine',19);

SELECT * FROM book_orders;

 order_id | item_id |    book_name     | price
----------+---------+------------------+-------
        1 |       1 | Hyperion         |    21
        1 |       2 | War and Peace    |    26
        2 |       3 | 1984             |    20
        2 |       4 | The Time Machine |    19

setval

setval ( <regclass>, <bigint> [, <boolean> ] ) -> bigint

currval

currval ( <regclass> ) -> bigint

SELECT currval('mysequence');

 currval
---------
      14
(1 row)

lastval

lastval () -> bigint

SELECT * FROM lastval();

 lastval
---------
      14
(1 row)

List sequences in a database

SELECT sequence_schema, sequence_name, data_type, minimum_value, maximum_value, increment, cycle_option
FROM information_schema․sequences;

 sequence_schema |      sequence_name       | data_type | minimum_value |    maximum_value    | increment | cycle_option
-----------------+--------------------------+-----------+---------------+---------------------+-----------+--------------
 public          | mysequence               | bigint    | 2             | 10                  | -2        | YES
 public          | book_orders_order_id_seq | integer   | 1             | 2147483647          | 1         | NO
 public          | book_order_items         | bigint    | 1             | 9223372036854775807 | 1         | NO
(3 rows)

SELECT sequencename, sequenceowner FROM pg_sequences;

       sequencename       | sequenceowner
--------------------------+---------------
 mysequence               | postgres
 book_orders_order_id_seq | postgres
 book_order_items         | postgres

SELECT pg_class․relname, pg_sequence․* FROM pg_sequence INNER JOIN pg_class ON pg_sequence․seqrelid = pg_class․oid;

relname                 |seqrelid|seqtypid|seqstart|seqincrement|      seqmax       |seqmin|seqcache| seqcycle
------------------------+--------+--------+--------+------------+-------------------+------+--------+----------
mysequence              | 157170 |     20 |      2 |         -2 |                 10|    2 |      1 | t
book_orders_order_id_seq| 160111 |     23 |      1 |          1 |         2147483647|    1 |      1 | f
book_order_items        | 160126 |     20 |      1 |          1 |9223372036854775807|    1 |      1 | f
(3 rows)

\ds

                    List of relations
 Schema |           Name           |   Type   |  Owner
--------+--------------------------+----------+----------
 public | book_order_items         | sequence | postgres
 public | book_orders_order_id_seq | sequence | postgres
 public | mysequence               | sequence | postgres
(3 rows)
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Indexes are a common way to increase database performance. Without indexes, the database must perform a full table scan (sequential scan) to find the data. This can be a slow and

resource-intensive process, especially for large tables. Indexes can significantly speed up searching because they provide a data structure that points to the location of the information

you need in a table. An index allows the database server to find and retrieve specific rows much faster than it could be without an index.

Indexes are not always a positive factor for performance. When data is inserted, updated, or deleted, the indexes must also be updated, which can result in additional time and resource

overhead. It is important to carefully analyze and select indexes that improve query performance and do not create unnecessary load of the system.

PostgreSQL provides multiple index types: B-tree, Hash, GiST, SP-GiST, GIN, BRIN, and the bloom extension. Each index type uses a different algorithm that is best suited for a certain

type of clauses.

B-tree indexes can handle equality and range queries on data that can be sorted in some order. The query planner considers using a B-tree index whenever an indexed column is

involved in a comparison using one of these operators: < , <= , = , >= , and > .

Constructs equivalent to combinations of these operators, such as BETWEEN  and IN , can be implemented with a B-tree index search. A B-tree index can also handle the IS NULL
or IS NOT NULL  condition on an index column.

In addition, the optimizer can also use a B-tree index for queries with the pattern matching operators LIKE  and ~  if the pattern is a constant and is anchored to the beginning of the

string. For example, column1 LIKE 'abc%'  or column1 ~ '^abc' , but not column1 LIKE '%abc' . If your database does not use the C locale, you need to create an index

with a special operator class to support indexing of pattern-matching queries, see Operator Classes and Operator Families.

It is also possible to use B-tree indexes for ILIKE  and ~* , but only if the pattern starts with non-alphabetic characters (characters that are not affected by upper/lower case

conversion).

B-tree indexes can also be used to retrieve data in sorted order. This is not always faster than a simple scanning and sorting, but can sometimes be useful.

By default, PostgreSQL creates a B-tree index. The following command adds a B-tree index to the book_id  column in the books  table:

Hash indexes store a 32-bit hash code derived from the value of the indexed column. Hence, such indexes can only handle simple equality comparisons. The query planner considers

using a hash index when an indexed column is involved in a comparison using the equality operator = .

The following command creates a Hash index on the id  column in the book  table:

GiST (Generalized Search Tree) indexes are designed to work with complex data types such as geometric objects, text, and arrays. GiST indexes allow you to quickly search spatial, text,

and hierarchical data. GiST indexes are not a single kind of index. They are an infrastructure within which multiple different indexing strategies can be implemented. As a consequence,

GiST indexes can be used with different operators, depending on the indexing strategy (operator class). The ADPG distribution includes GiST operator classes for several two-

dimensional geometric data types, which support indexed queries with the following operators: << , &< , &> , >> , <<| , &<| , |&> , |>> , @> , <@ , ~= , and && . These

operators are described in the Geometric Functions and Operators article.

The GiST operator classes included in the standard distribution are described in the Built-in Operator Classes article. Many other GiST operator classes can be found in the contrib

collection and in other separate projects. The contrib extension is preinstalled in the ADPG cluster. For more information on GiST, see GiST Indexes.

GiST indexes are also capable of optimizing the "nearest-neighbor" searches, for example:

The code above finds ten places closest to a given target point. Whether an index can be used in this way depends on the class of operator. In the Built-in GiST Operator Classes table,

operators that can be used in this way are listed in the column Ordering Operators.

You can also create a GiST index for searching text data:

SP-GiST indexes (space-partitioned GiST), like GiST indexes, offer an infrastructure that supports various kinds of searches. SP-GiST allows you to implement a wide range of different

unbalanced disk-based data structures, such as quadtrees, k-d trees, and radix trees (radix tries). For example, PostgreSQL includes SP-GiST operator classes for two-dimensional

points, which support indexed queries with the following operators: << , >> , ~= , <@ , <<| , and |>> . These operators are described in the Geometric Functions and Operators

article. The SP-GiST operator classes included in the standard distribution are listed in the Built-in SP-GiST Operator Classes table. For more information, see SP-GiST Indexes.

SP-GiST also supports the "nearest-neighbor" searches. For SP-GiST operator classes that support distance ordering, the corresponding operator is listed in the Ordering Operators

column in the Built-in SP-GiST Operator Classes table.

The following example creates an SP-GiST index for a field storing IP addresses:

GIN (Generalized Inverted Index) indexes are inverted indexes that are appropriate for data values with multiple component values. They are used for full-text search and search in

arrays, JSON, and trigrams. GIN indexes provide high performance when searching large volumes of data. An inverted index contains a separate entry for each component value, and

can work effectively in queries that check for the presence of certain component values.

GIN supports multiple different user-defined indexing strategies, and the particular operators with which a GIN index can be used vary depending on the indexing strategy. For example,

PostgreSQL includes a GIN operator class for arrays, which supports indexed queries using the operators: <@ , @> , = , and && . These operators are described in the Array Functions

and Operators article.

The GIN operator classes included in the standard distribution are listed in the Built-in GIN Operator Classes table. Many other GIN operator classes can be found in the contrib

collection and in other separate projects. The contrib extension is preinstalled in the ADPG cluster. For more information on GIN, see GIN Indexes.

The following example creates a GIN index for full-text search:

BRIN (Block Range Indexes) indexes store summaries about the values saved in consecutive physical block ranges of a table. They are most effective for columns whose values are

well-correlated with the physical order of the table rows. They are effective for storing and processing time series and geographic data. BRIN supports multiple different indexing

strategies, and the particular operators with which a BRIN index can be used vary depending on the indexing strategy. For data types that have a linear sort order, the indexed data

corresponds to the minimum and maximum values in the column for each block range. This data types support indexed queries with the operators: < , <= , = , >= , and > .

The BRIN operator classes included in the standard distribution are listed in the Built-in BRIN Operator Classes table. For more information, see BRIN Indexes.

The following example creates a BRIN index:

You can create, alter, and drop indexes using corresponding commands.

The CREATE INDEX command constructs an index on the specified columns of a relation that can be a table or a materialized view. By default, CREATE INDEX  creates B-tree

indexes, which are efficient in most cases. The following example creates a B-tree index on the title  column in the books  table:

To change the index type, add the USING  keyword with the index type name. For example, to create a Hash index, use the following command:

Creating an index can interfere with regular operation of a database. Normally, PostgreSQL locks the table to be indexed against writes and performs the entire index build with a single

table scan. Other transactions can still read the table, but if they try to insert, update, or delete rows, they are blocked until the index build is finished. This behavior can have a severe

effect if the system is a live production database. Large tables can take many hours to be indexed, and even for smaller tables, an index build can lock out writers for periods that are

unacceptably long for a production system.

PostgreSQL supports building indexes without locking out writes. This method is invoked by specifying the CONCURRENTLY  option of CREATE INDEX . When this option is used,

PostgreSQL performs two scans of the table, and in addition it must wait for all existing transactions that could potentially modify or use the index. This method requires more work

than a standard index build and takes significantly longer to complete. However, since it allows normal operations to continue while the index is built, this method is useful for adding

new indexes in a production environment.

You can use the ALTER INDEX command to change the definition of an existing index. ALTER INDEX  does not allow changing the index method. Note that the required lock level may

differ for different ALTER INDEX  form and used parameters.

The following example renames an existing index:

The example below moves an index to a different tablespace:

To delete an index, utilize DROP INDEX.

This command removes the suppliers_idx  index:

PostgreSQL provides the REINDEX command that allows you to rebuild indexes. REINDEX  rebuilds an index using the data stored in the index’s table and replaces the old copy of the

index. REINDEX  can be useful in the following scenarios:

An index is corrupted, and no longer contains valid data. Although in theory this should never happen, in practice indexes can become corrupted due to software bugs or hardware

failures. REINDEX  provides a recovery method.

An index contains many empty or nearly-empty pages. This can occur with B-tree indexes in PostgreSQL under certain access patterns. REINDEX  writes a new index version

without empty pages to reduce the space consumption of the index. For more information, see Routine Reindexing.

You changed a storage parameter (such as fillfactor ) for an index, and wish to ensure that the change has full effect.

If an index build fails with the CONCURRENTLY  option, this index becomes invalid. Use REINDEX  to rebuild it. Note that only the REINDEX INDEX  command can perform a

concurrent build on an invalid index.

The REINDEX  command can rebuild the specified index, all indexes of the specified table, all indexes of the specified schema, all indexes within the current database, and all indexes

on system catalogs within the current database. See REINDEX for details.

The following example rebuilds a single index:

The command below rebuilds all the indexes on the my_table  table:

An index can be defined on more than one column of a table. For example, you have the following table:

And you frequently issue the queries:

You can define an index on the first_name  and last_name  columns together:

Currently, only the B-tree, GiST, GIN, and BRIN index types support multiple-key-column indexes. The ability to build an index on multiple key columns does not depend on the ability to

add non-key columns to the index using INCLUDE . The number of columns in the index is limited to 32 with INCLUDE  columns.

Multicolumn indexes should be used carefully. In most cases, an index on a single column works efficiently and saves time and space. Indexes with more than three columns are

unlikely to be useful unless the table is used in a very uniform way. The merits of different index configurations are described in the Combining Multiple Indexes and Index-Only Scans

and Covering Indexes articles.

Indexes can also ensure that a value in a column is unique or a combination of values in multiple columns is unique. To create a unique index, utilize the UNIQUE  keyword:

For example:

Currently, only B-tree indexes can be declared as unique.

If an index is created as unique, multiple rows with the same index key values cannot be added to the table. The NULL  values are not considered equal. A multicolumn unique index

only rejects rows in which all indexed columns contain the same values.

PostgreSQL defines a unique index when a unique constraint or primary key is specified for a table. The index is created for the primary key columns or a unique constraint (it can be a

multicolumn index). This mechanism enforces the constraint. This way, you do not need to manually create indexes for unique columns — they will duplicate the automatically created

indexes.

An index can be created on a function or scalar expression computed from one or more columns of the table. This feature is useful to obtain fast access to tables based on the results

of computations.

For example, a common way to do case-insensitive comparisons is to use the lower  function:

The query can use the index that is defined on the result of the lower(column1)  function:

If this index is declared as unique ( UNIQUE ), it will prevent the addition of rows where the values of column1  differ only in case and if the values of column1  are the same. This

way, indexes on expressions can also be used to enforce constraints that cannot be written as simple uniqueness constraints.

As another example, the following query can be often executed:

Then it might be worth to create the following index:

The syntax of the CREATE INDEX  command requires writing the additional parentheses around index expressions, as shown in the second example. These parentheses can be

omitted when the expression is a function call, as in the first example.

Index expressions are expensive to maintain, because the expressions must be computed for each row insertion and update. However, the index expressions are not recomputed

during an indexed search, since they are already stored in the index. In both examples above, PostgreSQL considers the query as WHERE <indexed column> = 'constant'  and

the speed of the search is equivalent to any other simple index query. Indexes on expressions are useful when retrieval speed is more important than insertion and update speed.

A partial index is an index built over a subset of a table. The subset is defined by a conditional expression called the predicate of the partial index. The index contains entries only for

table rows that satisfy the predicate.

One major reason for using a partial index is to avoid indexing common values. If a value is contained in a significant percentage of all rows, a query searching for this value does not

use an index. So, there is no point to keep these rows in the index. It reduces the size of the index and speed up the queries that use this index. It also makes faster table update

operations since the index is not always updated.

Consider the following example: web server access logs are stored in a database.

Most connections come from the organization’s IP address range, but some come from other sources, such as remote employee connections. If you usually search by IP of outside

accesses, you do not need to index the IP range that corresponds to the organization subnet. It is possible to create the following index:

A typical query that can use this index:

The following query cannot use a partial index because it uses an IP address that is excluded from the index:

This type of partial index requires that the common values be predetermined, so such partial indexes are best used for data distributions that do not change. These indexes can be

recreated occasionally to adjust for new data distributions, but this makes them much more difficult to maintain.

As a second example, consider a table that stores both paid and unpaid invoices. The unpaid invoices are only a small part of the entire table, but are the most interesting. You can

improve query performance by creating an index on only unpaid invoices. The following command creates the index:

A possible query to use this index can be:

However, the index can also be used in queries that do not involve order_nr :

This is not as efficient as a partial index on the amount  column, since the system should scan the entire index. If there are relatively few unpaid orders, using this partial index just to

find the unpaid orders can be effective.

Note that the following query cannot use this index:

The order 4201  can be among the paid or unpaid orders.

This example shows that the indexed column and the column used in the predicate do not need to match. PostgreSQL supports partial indexes with arbitrary predicates if they include

only the columns of the table being indexed. However, keep in mind that the predicate must match the conditions of the queries that the index is intended to optimize.

The third possible use of partial indexes does not involve using the index in queries. The idea is to create a unique index on a subset of the table’s rows. This enforces uniqueness

among the rows that satisfy the predicate condition without constraining those that do not satisfy.

Suppose that a table describes test results. It is necessary to ensure that there is only one "successful" entry for a given subject and target combination, but there might be any number

of "unsuccessful" entries. To achieve this goal, you can use the following index:

This approach will be especially effective when there are more unsuccessful attempts than successful ones.

Although indexes in PostgreSQL do not need maintenance or tuning, it is important to check which indexes are actually used. You can utilize the EXPLAIN command to examine the use

of indexes for an individual query. This approach is described in the  article.

It is also possible to collect overall statistics about index usage on a running server, as described in The Statistics Collector. For example, the idx.scan  field of the

pg_stat_all_indexes view shows the number of index scans initiated on this index. If it is zero, the index is not used.

It is difficult to formulate a general approach for determining which indexes to create. Often a lot of experimentation is necessary. You can also use the following tips:

Always run ANALYZE first. This command collects statistics about the value distribution in the table. This information is required to estimate the number of rows returned by a

query, which is needed by the planner to assign realistic costs to each possible query plan. Without real statistics, some default values are assumed that are almost certainly not to

be true. It is almost impossible to understand how the index is used by an application without running ANALYZE . See Updating Planner Statistics and The Autovacuum Daemon

for details.

Use real data for experimentation. By analyzing the system’s performance with test data, you will understand what indexes are needed for test data, but nothing more.

It is especially fatal to use very small test data sets. While an index can be used to retrieve 1000 rows out of 100 000, it is unlikely to be needed to select 1 out of 100. 100 rows

would likely fit on one page of data on disk, and no other plan would be better than just scanning 1 page.

Also, be careful when making up test data while the application is not in production. With values that are very similar, completely random, or inserted in sorted order, you will get very

different distribution statistics than real data.

When indexes are not used, it can be useful for testing to force their use. PostgreSQL provides run-time parameters that can turn off various plan types (see Planner Method

Configuration). For instance, turning off sequential scans ( enable_seqscan ) and nested-loop joins ( enable_nestloop ), which are the most basic plans, will force the

system to use a different plan. If the system still chooses a sequential scan or nested-loop join, there is probably a more fundamental reason why the index is not being used. For

example, the query condition does not match the index.

If the system only uses indexes when it is forced, there are two possibilities: either the system is right and the use of the index is actually ineffective, or the cost estimates of the

query plans are not reflecting reality. In this case, you should measure the execution time of the query with and without indexes. The EXPLAIN ANALYZE  command can be useful

in analyzing this situation.

If it turns out that the cost estimates are wrong, there are, again, two possibilities. The total cost is calculated as the cost of each row of each plan node multiplied by the selectivity

estimate of the plan node. The costs estimated for the plan nodes can be adjusted via run-time parameters described in Planner Cost Constants. On the other side, selectivity

estimates may be inaccurate due to insufficient statistics. It might be possible to improve this by tuning the statistics-gathering parameters (see ALTER TABLE).

The total cost is calculated as the cost of each row of each plan node multiplied by the selectivity estimate of the plan node.
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Overview

Index types

B-Tree

CREATE INDEX ind_book_id ON books(book_id);

Hash

CREATE INDEX idx_id ON book USING HASH (id);

GiST

SELECT * FROM places ORDER BY location <-> point '(101,456)' LIMIT 10;

CREATE INDEX ind_gist ON my_table USING gist (to_tsvector('english', ind_column));

SP-GiST

CREATE INDEX ind_spgist ON my_table USING spgist (inet(ind_column));

GIN

CREATE INDEX ind_gin ON my_table USING gin (to_tsvector('english', ind_column));

BRIN

CREATE INDEX ind_brin ON my_table USING brin (ind_column);

Manage indexes

CREATE INDEX table_idx ON books (title);

CREATE INDEX name ON table USING HASH (column);

ALTER INDEX distributors_idx RENAME TO suppliers_idx;

ALTER INDEX suppliers_idx SET TABLESPACE my_tablespace;

DROP INDEX suppliers_idx;

Rebuild indexes

REINDEX INDEX my_index;

REINDEX TABLE my_table;

Multicolumn indexes

CREATE TABLE authors (
    id SERIAL PRIMARY KEY,
    first_name VARCHAR(50) NOT NULL,
    last_name VARCHAR(50) NOT NULL
);

SELECT * FROM authors WHERE first_name = 'value1' AND last_name = 'value2';

CREATE INDEX idx_authors_names ON authors (last_name, first_name);

Unique indexes

CREATE UNIQUE INDEX <name> ON <table> (<column> [, ․․․]);

CREATE UNIQUE INDEX ind_unique ON table1 (column1, column2);

Indexes on expressions

SELECT * FROM table1 WHERE lower(column1) = 'value1';

CREATE INDEX idx_lower_column1 ON table1 (lower(column1));

SELECT * FROM authors WHERE (first_name || ' ' || last_name) = 'Ivan Bunin';

CREATE INDEX idx_names ON authors ((first_name || ' ' || last_name));

Partial indexes

CREATE TABLE access_log (
    url varchar,
    client_ip inet,
    ․․․
);

CREATE INDEX log_ip_idx ON access_log (client_ip)
    WHERE NOT (client_ip > inet '192․168․100․0' AND
               client_ip < inet '192․168․100․255');

SELECT * FROM access_log
    WHERE url = '/index․html' AND client_ip = inet '212․78․10․32';

SELECT * FROM access_log
    WHERE url = '/index․html' AND client_ip = inet '192․168․100․23';

CREATE INDEX orders_unpaid_inx ON orders (order_nr)
    WHERE paid is not true;

SELECT * FROM orders WHERE paid is not true AND order_nr < 10000;

SELECT * FROM orders WHERE paid is not true AND amount > 5000․00;

SELECT * FROM orders WHERE order_nr = 4201;

CREATE TABLE tests (
    subject text,
    target text,
    success boolean,
    ․․․
    );

CREATE UNIQUE INDEX tests_success_constraint ON tests (subject, target)
    WHERE success;

Examine the use of indexes

Analyze queries
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A trigger is a specification that the PostgreSQL should automatically execute a particular function whenever a certain type of operation is performed. Triggers can be attached to tables,

views, and foreign tables.

On tables and foreign tables, you can define triggers to execute either before or after any INSERT , UPDATE , or DELETE  operation, either once per modified row, or once per SQL

statement. UPDATE  triggers can also be configured to fire only if certain columns are mentioned in the SET  clause of the UPDATE  statement. Triggers can also fire for TRUNCATE
statements.

If a trigger event occurs, the trigger’s function is called to handle the event. Trigger functions can be written in most of the available procedural languages, including PL/pgSQL, PL/Tcl,

PL/Perl, and PL/Python.

On views, triggers can be defined to execute instead of INSERT , UPDATE , or DELETE  operations. INSTEAD OF  triggers are fired once for each view row that should be modified.

The trigger function is responsible for making changes to the view’s underlying tables and, if necessary, returning the modified rows as they will appear in the view. Triggers on views

can also be defined to execute before or after INSERT , UPDATE , or DELETE  operations. However, these triggers are fired only if there is also an INSTEAD OF  trigger on the view.

Otherwise, any statement targeting the view must be rewritten into a statement operating with its underlying base tables, and the triggers attached to the base tables will be fired.

The trigger function must be defined before the trigger creation. The trigger function must be declared as a function with no arguments and returning the TRIGGER  type. The same

function can be used for multiple triggers.

PostgreSQL offers per-row triggers and per-statement triggers. With a per-row trigger, PostgreSQL invokes a trigger function once for each row affected by the statement firing the

trigger.

PostgreSQL invokes a per-statement trigger only once when an appropriate statement is executed, regardless of the number of rows processed by this statement. If a statement

changes zero rows, it also raises per-statement triggers.

These two types of triggers are called row-level triggers and statement-level triggers, respectively.

Triggers on the TRUNCATE  statement can only be defined at statement level, not at row level.

Triggers are also classified according to whether they fire before, after, or instead of the operation. Statement-level BEFORE  triggers fire before the statement starts doing anything,

statement-level AFTER  triggers raise at the end of the statement. These types of triggers may be defined on tables, views, or foreign tables.

Row-level BEFORE  triggers fire before a particular row is processed, row-level AFTER  triggers fire at the end of the statement but before any statement-level AFTER  triggers. These

types of triggers are not recommended to use with views.

INSTEAD OF  triggers can only be defined on views, and only at row level. They fire as soon as the view row is identified as being processed.

Typically, row-level BEFORE  triggers are used for checking or modifying the data that will be inserted or updated. For example, a BEFORE  trigger can be used to insert the current

time into a timestamp  column or to check that two elements of the row are consistent. Row-level AFTER  triggers are effective for cascading updates of other tables or checking

that changes made are consistent with data in other tables.

An AFTER  trigger can access the final value of the row, while a BEFORE  trigger does not, because there may be other BEFORE  triggers that fire later. If there is no special reason to

choose between BEFORE  or AFTER  triggers, the BEFORE  trigger is preferable because it does not require the information about the operation be retained until the end of the

statement.

To create a new trigger, you need to perform the following steps:

1. Create a trigger function.

2. Use the CREATE TRIGGER statement to bind the trigger function to a relation.

Consider an example that logs changes — stores changes to an existing table in a separate table. The example uses a BEFORE UPDATE  trigger.

There is a books  table that keeps information about books:

Create a new table to save changes:

Create a trigger function. Use a procedural language for this. The code below illustrates the syntax of a PL/pgSQL trigger function. It stores old values from books  and date of

changes to the books_log  table:

When a PL/pgSQL function is called as a data change trigger, several special variables are created automatically in the top-level block. They are listed in the table below. The code above

uses the NEW  and OLD  variables to access the new and old table row, respectively.

PL/pgSQL data change trigger function variables

Name Data type Description

NEW record A new table row for INSERT/UPDATE  operations in row-level triggers. This variable is

NULL  in statement-level triggers and for DELETE  operations

OLD record An old table row for UPDATE/DELETE  operations in row-level triggers. This variable is

NULL  in statement-level triggers and for INSERT  operations

TG_NAME name A name of the fired trigger

TG_WHEN text BEFORE , AFTER , or INSTEAD OF , depending on the trigger’s definition

TG_LEVEL text ROW  or STATEMENT , depending on the trigger’s definition

TG_OP text An operation for which the trigger was fired: INSERT , UPDATE , DELETE , or

TRUNCATE

TG_RELID oid (references

pg_class.oid)

An object ID of the table that caused the trigger invocation

TG_TABLE_NAME name A name of the table that caused the trigger invocation

TG_TABLE_SCHEMA name The name of the schema that contains the table causing the trigger invocation

TG_NARGS integer The number of arguments given to the trigger function in the CREATE TRIGGER
statement

TG_ARGV[] Data type array of text The arguments from the CREATE TRIGGER  statement. The index counts from 0. Invalid

indexes (less than 0 or greater than or equal to TG_NARGS ) return NULL

For more information, see Trigger functions.

Use the CREATE TRIGGER command to define a new trigger. To create or replace a trigger on a table, the user must have the TRIGGER  privilege on the table. The user must also have

EXECUTE  privilege on the trigger function.

The last_changes  trigger is created as row-level BEFORE UPDATE  trigger on the books  table that invokes the save_changes  trigger function. For more information on the

CREATE TRIGGER  syntax, see the CREATE TRIGGER article.

Update the books  table to fire the trigger:

Check the contents of the books_log  table:

The result:

Use the ALTER TRIGGER command to modify the trigger.

The following example renames the trigger:

To temporarily disable or enable a trigger, utilize the ALTER TABLE command.

Disable a trigger:

Enable a trigger:

To remove a trigger, use the DROP TRIGGER command:

To execute this command, the current user must be the owner of the table for which the trigger is defined.

To list all triggers in the current database, use the information_schema.triggers  system view:

The result:

It is also possible to utilize the pg_trigger  system catalog to list triggers:

The result:

This section describes some trigger behavior that you may find important.

The execution of an AFTER  trigger can be deferred to the end of the transaction, rather than the end of the statement, if it was defined as a CONSTRAINT  trigger. In all cases, a

trigger is executed as part of the same transaction as the statement that triggered it, so if the statement or the trigger causes an error, the effects of both will be rolled back.

A statement that targets a parent table in an inheritance or partitioning hierarchy does not cause the statement-level triggers of affected child tables to be fired. Only the parent table’s

statement-level triggers are fired. However, row-level triggers of any affected child tables will be fired.

If UPDATE  on a partitioned table causes a row to move to another partition, it will be performed as DELETE  from the original partition followed by INSERT  into a new partition. In

this case, all row-level BEFORE UPDATE  and BEFORE DELETE  triggers are fired on the original partition. Then, all row-level BEFORE INSERT  triggers are fired on the destination

partition. You should be aware of the possibility of unexpected results when all of these triggers process the row being moved. Row-level AFTER DELETE  and AFTER INSERT
triggers are applied, but AFTER UPDATE  triggers are not applied because the UPDATE  has been converted to DELETE  and INSERT . The statement-level DELETE  or INSERT
triggers are not fired, even if rows are moved. Only UPDATE  triggers defined on the target table of the UPDATE  statement will be fired.

Functions invoked by statement-level triggers should return NULL . Trigger functions called by row-level triggers can return a table row (a value of the HeapTuple  type) to the calling

executor. A row-level BEFORE  trigger can return the following results:

NULL — to skip the operation for the current row. This instructs the executor to not perform an INSERT , UPDATE , or DELETE  operation on the specific table row that invokes

the trigger.

A table row — for INSERT  and UPDATE  triggers only, the returned row becomes the row that will be inserted or will replace the row being updated. This allows the trigger

function to modify the row being inserted or updated.

If you do not plan to use the options mentioned above with a row-level BEFORE  trigger, its trigger function must return the same row that is passed in — the new row for INSERT  and

UPDATE  triggers, the old row for DELETE  triggers.

A row-level INSTEAD OF  trigger should either return NULL  to indicate that it did not modify any data from the view’s base tables, or it should return the view row that was passed in

(the new row for INSERT  and UPDATE , or the old row for DELETE ). A non-null return value signals that the trigger performed the necessary data modifications in the view. This will

increment the counter for the number of rows affected by the command. For INSERT  and UPDATE  operations only, the trigger function can modify a new row before returning it.

The return value is ignored for row-level AFTER  triggers, and so they can return NULL .

The generated columns deserve special attention. Stored generated columns are computed after BEFORE  triggers and before AFTER  triggers. The generated value can be inspected

in AFTER  triggers. In BEFORE  triggers, the old row (the OLD  variable) contains the old generated value, but the new row does not yet contain the new generated value. Changes of a

generated column in a BEFORE  trigger are ignored and will be overwritten.

If more than one trigger is defined for the same event on the same relation, the triggers are fired in alphabetical order by trigger name. In the case of BEFORE  and INSTEAD OF
triggers, the row returned by each trigger becomes the input to the next trigger. If any BEFORE  or INSTEAD OF  trigger returns NULL , the operation for this row stops, and

subsequent triggers are not fired for this row.

A trigger definition can also contain a boolean WHEN  condition that is checked to see whether the trigger should be fired. In row-level triggers, the WHEN  condition can examine the

old and new values of row columns. Statement-level triggers can also include WHEN  conditions, although the feature is not so useful for them. In a BEFORE  trigger, the WHEN
condition is evaluated just before the function is executed, so using WHEN  is not significantly different from testing the same condition at the beginning of the trigger function.

However, in an AFTER  trigger, the WHEN  condition is evaluated immediately after the row is updated, and it determines whether an event is queued to fire the trigger at the end of the

statement. Therefore, when the WHEN  condition in an AFTER  trigger does not return true , there is no need to either queue the event or re-fetch this row at the end of the

statement. This can significantly speed up statements that modify a large number of rows with a trigger that only needs to fire on a few. INSTEAD OF  triggers do not support the

WHEN  condition.

If a trigger function executes SQL commands, these commands might fire triggers again. This is known as cascading triggers. There is no direct limitation on the number of cascade

levels. It is possible for cascades to cause a recursive invocation of the same trigger. For example, an INSERT  trigger can execute a command that inserts an additional row into the

same table, causing the INSERT  trigger to be fired again. It is the programmer’s responsibility to avoid endless recursion in such cases.

When defining a trigger, you can specify arguments. The purpose of including arguments in a trigger definition is to allow different triggers with similar requirements to call the same

function. Each programming language that supports triggers has its own method for making the trigger input data available to the trigger function. This input data includes the type of

trigger event (for example, INSERT  or UPDATE ) and arguments that are listed in the CREATE TRIGGER  command. For row-level triggers, the input data also includes the new row

for INSERT  and UPDATE  triggers, and the old row for UPDATE  and DELETE  triggers.

If you execute SQL commands in the trigger function, these SQL commands see the data changes according to the following data visibility rules:

None of the changes made by a statement are visible to statement-level BEFORE  triggers, but all modifications are visible to statement-level AFTER  triggers.

The data change (insertion, update, or deletion) causing the trigger to fire is not visible to SQL commands executed in a row-level BEFORE  trigger, because it has not yet occurred.

SQL commands executed in a row-level BEFORE  trigger see the effects of data changes for rows previously processed in the same command. This requires caution, since an SQL

command that processes on multiple rows can access the rows in any order.

A row-level INSTEAD OF  trigger can see the effects of data changes made by previous INSTEAD OF  trigger calls in the same command.

When a row-level AFTER  trigger is fired, all data changes made by the command are already complete, and are visible to the invoked trigger function.

If a trigger function is written in any of the standard procedural languages, the above statements are correct only if the function is declared as VOLATILE . Functions that are declared

as STABLE  or IMMUTABLE  will not see changes made by the calling command.
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Create a trigger

CREATE TABLE books (
    id SERIAL PRIMARY KEY,
    book_name VARCHAR NOT NULL,
    price NUMERIC NOT NULL
);

INSERT INTO
    books( book_name, price)
VALUES
    ('Hyperion',21),
    ('War and Peace',26),
    ('1984',20),
    ('The Time Machine',19);

CREATE TABLE books_log (
    id SERIAL PRIMARY KEY,
    book_id INT,
    book_name VARCHAR NOT NULL,
    price NUMERIC NOT NULL,
    change_date TIMESTAMP NOT NULL
);

CREATE OR REPLACE FUNCTION save_changes()
    RETURNS TRIGGER
    LANGUAGE PLPGSQL
    AS
    $$
    BEGIN
        IF (NEW․book_name <> OLD․book_name) OR (NEW․price <> OLD․price) THEN
        INSERT INTO books_log(book_id,book_name,price,change_date)
        VALUES(OLD․id,OLD․book_name,OLD․price, now());
        END IF;

RETURN NEW;
    END;
    $$

CREATE TRIGGER last_changes
  BEFORE UPDATE
  ON books
  FOR EACH ROW
  EXECUTE PROCEDURE save_changes();

UPDATE books SET price = 52 WHERE ID = 3;

SELECT * from books_log;

 id | book_id | book_name | price |        change_date
----+---------+-----------+-------+----------------------------
  1 |       3 | 1984      |    20 | 2024-04-04 16:30:07․001503

Modify a trigger

ALTER TRIGGER last_changes ON books RENAME TO last_changes_new_name;

Disable a trigger

ALTER TABLE books DISABLE TRIGGER last_changes_new_name;

ALTER TABLE books ENABLE TRIGGER last_changes_new_name;

Delete a trigger

DROP TRIGGER last_changes_new_name ON books;

List triggers

SELECT event_object_table, trigger_name FROM information_schema․triggers;

 event_object_table | trigger_name
--------------------+--------------
 books              | last_changes

SELECT oid, tgrelid, tgparentid, tgname FROM pg_trigger;

  oid   | tgrelid | tgparentid |    tgname
--------+---------+------------+--------------
 191005 |  190751 |          0 | last_changes

Trigger behavior

The AFTER trigger

Partitioned and parent tables

Return values of trigger functions

Generated columns

Trigger firing order

Trigger WHEN condition

Cascading triggers

Trigger arguments

Visibility of data changes
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User-defined PostgreSQL functions and procedures are designated to perform custom tasks. They are usually used to handle specific scenarios.

ADPG/PostgreSQL provides the following types of functions:

 — functions written in SQL. This type of function is described below in greater detail.

 — functions written in other languages besides SQL and C. These other languages are generically called procedural languages (PL), for example,

PL/pgSQL, PL/Tcl. Procedural languages are not built into the ADPG/PostgreSQL server, they are offered by loadable modules.

Internal functions — functions written in C that are statically linked to the ADPG/PostgreSQL server. All internal functions are declared during the initialization of the database cluster.

Users can use CREATE FUNCTION  to create an additional alias name for an internal function. See Internal functions.

C-language functions — functions written in C. These functions are compiled into dynamically loadable objects (also called shared libraries) and are loaded by the server on

demand. Dynamic loading distinguishes C-language functions from internal functions. The actual coding conventions are essentially the same for both. See C-language functions.

Every type of function can take base and composite types as arguments (parameters). Also, functions can return a base type, composite type, or a set of base and composite values.

You can use the CREATE FUNCTION command to define a new function, ALTER FUNCTION to change the definition of a function, and DROP FUNCTION to remove a function. DROP
FUNCTION  requires specifying the argument types, since several functions can exist with the same name and different argument lists. See Function overloading.

A procedure is a database object similar to a function. The key differences are:

Procedures are defined with the CREATE PROCEDURE command.

Procedures do not return a value, therefore CREATE PROCEDURE  does not contain the RETURNS  clause. However, procedures can return data via output parameters.

A function is called as part of a query or DML command, a procedure is called in isolation using the CALL command.

A procedure can commit or roll back transactions during its execution (then automatically start a new transaction) if the invoking CALL  command is not included in an explicit

transaction block.

Some function attributes (for example, STRICT ) cannot be applied to procedures. These attributes affect function calls in queries and are not relevant to procedures.

The sections below describe how to define functions, which also applies to procedures, taking into account the above considerations.

Functions and procedures are also known as routines. ADPG/PostgreSQL provides the ALTER ROUTINE and DROP ROUTINE commands that can operate on functions and procedures

without specifying the exact type of object. Note, that there is no CREATE ROUTINE  command.

SQL functions execute an arbitrary list of SQL statements and return the result of the last query in the list. Use the CREATE FUNCTION command to define a function.

In the simple case, the first row of the last query’s result will be returned. Remember that the first row of a multi-row result is only precisely defined if you use ORDER BY . If the last

query returns no rows, the NULL  value will be returned.

You can also declare an SQL function that returns a set (multiple rows). To do this, specify the function’s return type as SETOF <type>  or declare it as RETURNS
TABLE(<columns>) . In this case, all rows of the last query’s result are returned.

The body of an SQL function must be a list of SQL statements separated by semicolons. A semicolon after the last statement is optional. SQL statements can include the SELECT
queries, data modification queries ( INSERT , UPDATE , and DELETE ), and other SQL commands. You cannot use the transaction control commands (for example, COMMIT ,

SAVEPOINT ) and some utility commands (for example, VACUUM ) in SQL functions. The last statement must be SELECT  or INSERT , UPDATE , or DELETE  commands that

have a RETURNING  clause.

It is also possible to create an SQL function that performs actions but does not return a value. To do this, define a function as returning void . For example, the function below

removes rows where the value of quantity  is 0  from the books  table:

You can also execute this code as a procedure:

The syntax of the CREATE FUNCTION  and CREATE PROCEDURE  commands requires the function body to be written as a string constant. It is usually most convenient to use dollar

quoting (see Dollar-quoted string constants) for the string constant. If you choose to use regular single-quoted string constant syntax, you must double the single quote marks ( ' ) and

utilize backslashes ( \ ) to escape symbols in the body of the function (see String constants).

The simplest SQL function has no arguments and returns a base type:

The result:

The following SQL function takes base types as arguments:

The result:

Arguments of an SQL function can be referenced in the function body using either names or numbers. The function above can be rewritten without argument names:

The function below performs calculations and returns the updated balance as the result of the last SELECT  command:

In this example, the name of the first argument is account_id  and the name of a table column is the same —  account_id . To refer to the argument in the UPDATE  command,

use the argument name with the function name —  function1.account_id . Alternatively, you can specify a different argument name.

The function1  function can be rewritten with the RETURNING  clause:

Functions can be declared with default values for some or all of their input arguments. Default values are used when a function is called with an insufficient number of arguments.

Since arguments can only be omitted from the end of the argument list, all parameters after the parameter with a default value will also receive their default values. For example:

The result is 6 .

You can call it with a single argument 5 :

The result is 35 .

In functions with arguments of composite types, it is necessary to specify not only the argument but also which attribute (field) of this argument should be used.

For example, create the following table:

Define a function that adds the tax to a price:

The result:

The required field of the argument table is specified after dot ( . ) —  $1.price . To select the entire row of a table as a composite value, the asterisk ( * ) is used —  books.* . See

Using composite types in queries.

An alternative way of describing a function results is to define it with output parameters. Output parameters provide a convenient way of creating functions that return several columns.

For example:

The result:

Note, that the code above creates an anonymous composite type for the function’s return value. It has the same result as the following code:

Output parameters are not included in the calling argument list. PostgreSQL considers only the input parameters to define the function’s calling signature. That means also that only the

input parameters matter when referencing the function for purposes such as dropping it. We could drop the above function with one of the following commands:

SQL function parameters can be marked as follows:

INT  — input parameter, a part of the calling argument list.

OUT  — output parameter, a part of the result type.

INOUT  — parameter serves as both an input parameter (part of the calling argument list) and an output parameter (part of the result type).

VARIADIC  — specifies that the function can accept variable numbers of arguments. See .

Output parameters are also supported in procedures, but they work a bit differently. Output parameters must be included in the argument list in the CALL  command. For example,

function1  from the example above can be rewritten as follows:

To call this procedure, you must supply an argument corresponding to the OUT  parameter. Typically, NULL  is used:

SQL functions can be declared to accept a variable number of arguments. All optional arguments must be of the same data type. The optional arguments are passed to the function as

an array. To do this, declare the last parameter as an array type and mark it as VARIADIC . For example, the following function finds the maximum of an arbitrary number of

arguments:

The result:

When an SQL function returns SETOF <type> , each row of its output is returned as an element of the result set. It is often used in the FROM  clause. For example:

The result:

It is frequently useful to construct a query’s result by invoking a set-returning function multiple times, with the parameters for each invocation coming from successive rows of a table

or subquery. Use the LATERAL key word for this. For example, consider the following tree  table:

Create a function that selects children:

Execute the following query:

The result:

There is another way to declare a function as returning a set. You can use the RETURNS TABLE(<columns>)  clause. This is equivalent to using one or more OUT  parameters and

marking the function as returning SETOF <type> . For example:

The result:

The standard ADPG/PostgreSQL distribution includes four procedural languages: PL/pgSQL, PL/Tcl, PL/Perl, and PL/Python.

Consider a function written in PL/pgSQL. The PL/pgSQL function is also defined by executing the CREATE FUNCTION  command:

PL/pgSQL is a block-structured language. The complete text of a function body must be a block. A block is defined as:

A label  is only needed if you want to identify the block for use in an EXIT  statement or to qualify the names of the variables declared in the block. All variables used in a block

must be declared in the DECLARE  section of the block. See Declarations.

The following function defines the passed  variable and stores into it the result of the password checking:

As in SQL functions, arguments can be referenced by their numbers.

For more information on PL/pgSQL functions, see PL/pgSQL — SQL Procedural Language.
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Query language (SQL) functions

CREATE FUNCTION delete_books() RETURNS void AS $$
    DELETE FROM books
        WHERE quantity = 0;
$$ LANGUAGE SQL;

SELECT delete_books();

CREATE PROCEDURE delete_books_proc() AS $$
    DELETE FROM books
        WHERE quantity = 0;
$$ LANGUAGE SQL;

CALL delete_books_proc();

NOTE

PostgreSQL parses the function body before the execution. If an SQL function contains commands that alter the system catalogs (for example, CREATE
TABLE ), the effects of these commands will not be visible during parse analysis of later commands in the function. So, the expressions CREATE TABLE
table1 (… ); INSERT INTO table1 VALUES(… );  packaged into a single SQL function do not work as expected because table1  does not exist when

parsing the INSERT  command. It is recommended to use PL/pgSQL functions instead of SQL functions in these types of scenarios.

SQL functions on base types

CREATE FUNCTION my_function1() RETURNS integer AS $$
    SELECT 1;
$$ LANGUAGE SQL;

SELECT my_function();

my_function
-------------
           1

CREATE FUNCTION my_calc(a integer, b integer) RETURNS integer AS $$
    SELECT a * b;
$$ LANGUAGE SQL;

SELECT my_calc(15, 13) AS answer;

answer
--------
    195

CREATE FUNCTION my_calc1(integer, integer) RETURNS integer AS $$
    SELECT $1 * $2;
$$ LANGUAGE SQL;

CREATE FUNCTION function1(account_id integer, income numeric) RETURNS numeric AS $$
    UPDATE accounts
        SET balance = balance + income
        WHERE account_id = function1․account_id;
    SELECT balance FROM accounts WHERE account_id = function1․account_id;
$$ LANGUAGE SQL;

CREATE FUNCTION function1(account_id integer, income numeric) RETURNS numeric AS $$
    UPDATE accounts
        SET balance = balance + income
        WHERE account_id = function1․account_id
    RETURNING balance;
$$ LANGUAGE SQL;

NOTE

If the final SELECT  or RETURNING  clause in an SQL function does not return the function’s declared result type, PostgreSQL will cast the value to the required

type if that is possible with an implicit or assignment cast. Otherwise, you must explicitly cast the result. For more information, see Type Conversion and CREATE

CAST.

CREATE FUNCTION function_sum (a int, b int DEFAULT 10, c int DEFAULT 20)
RETURNS int  AS $$
    SELECT a + b + c;
$$ LANGUAGE SQL;

SELECT function_sum(1, 2, 3);

SELECT function_sum(5);

SQL functions on composite types

CREATE TABLE books (
  id SERIAL PRIMARY KEY,
  title VARCHAR(255) NOT NULL,
  author_id INT NOT NULL,
  price NUMERIC);

INSERT INTO books (title, author_id, price) VALUES
('Mrs․ Dalloway',1,50),
('To the Lighthouse',1,61),
('To Kill a Mockingbird',2,48);

CREATE FUNCTION add_tax(books) RETURNS numeric AS $$
    SELECT $1․price * 1․2;
$$ LANGUAGE SQL;

SELECT title, add_tax(books․*) AS price_with_tax
    FROM book1;

        title         | price_with_tax
-----------------------+----------------
 Mrs․ Dalloway         |           60․0
 To the Lighthouse     |           73․2
 To Kill a Mockingbird |           57․6
(3 rows)

SQL functions with output parameters

CREATE FUNCTION function_calc (a int, b int, OUT sum int, OUT product int) AS $$
    SELECT a + b, a * b;
$$ LANGUAGE SQL;

 SELECT * FROM function_calc(5,6);

sum | product
-----+---------
  11 |      30

CREATE TYPE my_type AS (sum int, product int);

CREATE FUNCTION function_calc (int, int) RETURNS my_type AS $$
SELECT $1 + $2, $1 * $2;
$$ LANGUAGE SQL;

DROP FUNCTION function_calc (a int, b int, OUT sum int, OUT product int);
DROP FUNCTION function_calc (int, int);

SQL functions with variable numbers of arguments

SQL procedures with output parameters

CREATE PROCEDURE proc1(account_id integer, income numeric, OUT new_balance numeric) AS $$
    UPDATE accounts
        SET balance = balance + income
        WHERE account_id = proc1․account_id
    RETURNING balance;
$$ LANGUAGE SQL;

CALL proc1(2, 100․0, NULL);

SQL functions with variable numbers of arguments

CREATE FUNCTION max_value(VARIADIC arr numeric[]) RETURNS numeric AS $$
    SELECT max(arr[i]) FROM generate_subscripts(arr, 1) g(i);
$$ LANGUAGE SQL;

SELECT max_value(16,7,5,4,67);

max_value
----------
67

SQL functions returning sets

CREATE TABLE employees (id int, report_to int, name text);
INSERT INTO employees VALUES (1, 0, 'Joe');
INSERT INTO employees VALUES (2, 1, 'Ed');
INSERT INTO employees VALUES (3, 1, 'Mary');
INSERT INTO employees VALUES (4, 2, 'Sara');
INSERT INTO employees VALUES (5, 4, 'Ivan');

CREATE FUNCTION get_employees(int) RETURNS SETOF employees AS $$
    SELECT * FROM employees WHERE report_to = $1;
$$ LANGUAGE SQL;

SELECT * FROM get_employees(1);

 id | report_to | name
----+-----------+------
  2 |         1 | Ed
  3 |         1 | Mary

  name  | parent
--------+--------
 Parent |
 Child1 | Parent
 Child2 | Parent
 Child3 | Parent
 Child4 | Child1
 Child5 | Child1

CREATE FUNCTION get_children(text) RETURNS SETOF text AS $$
    SELECT name FROM tree WHERE parent = $1
$$ LANGUAGE SQL STABLE;

SELECT name, child FROM tree, LATERAL get_children(name) AS child;

  name  | child
--------+--------
 Parent | Child3
 Parent | Child2
 Parent | Child1
 Child1 | Child5
 Child1 | Child4

NOTE

If the last command of a function is INSERT , UPDATE , or DELETE  with RETURNING , the command will be executed to completion, even if the function is

not declared with SETOF<type> . Any extra rows produced by the RETURNING  clause are skipped, but all the table modifications are made.

SQL functions returning a table

CREATE TABLE my_table (x int, y int);
INSERT INTO my_table VALUES (1, 11), (2, 12), (3, 13), (4, 14);

CREATE FUNCTION function_calc(a int) RETURNS TABLE(sum int, product int) AS $$
    SELECT $1 + my_table․x, $1 * my_table․y FROM my_table;
$$ LANGUAGE SQL;

SELECT * FROM function_calc(5);

 sum | product
-----+---------
   6 |      55
   7 |      60
   8 |      65
   9 |      70

Procedural language functions

CREATE FUNCTION my_function(integer, text) RETURNS integer
AS 'function body text'
LANGUAGE plpgsql;

[ <<label>> ]
[ DECLARE
    declarations ]
BEGIN
    statements
END [ label ];

CREATE FUNCTION check_password(uname TEXT, pass TEXT) RETURNS BOOLEAN AS $$
DECLARE passed BOOLEAN;
BEGIN
    SELECT  (pwd = $2) INTO passed
    FROM    pwds
    WHERE   username = $1;
       RETURN passed;
END;
$$  LANGUAGE plpgsql
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As mentioned above, Read committed is the default isolation level in ADPG/PostgreSQL. When a transaction uses this isolation level, a SELECT  query (without a FOR
UPDATE/SHARE  clause) sees only data committed before the query began. It never accesses either uncommitted data or changes committed during query execution by concurrent

transactions. Essentially, a SELECT  query sees a snapshot of the database at the time the query starts executing. However, SELECT  sees the results of previous updates performed

within its own transaction, even if the results have not yet been committed. Also note that two successive SELECT  commands can get different data, even they are executed within a

single transaction, if other transactions commit changes after the first SELECT  starts and before the second SELECT  runs.

The UPDATE , DELETE , SELECT FOR UPDATE , and SELECT FOR SHARE  commands behave the same as SELECT  in terms of searching for target rows: they only find target

rows that were committed when the command started. However, a target row can be updated, deleted, or locked by another concurrent transaction by the time it is found. In this case,

the updater will wait for the first updating transaction to commit or roll back if it is still in progress. If the first updater rolls back, the second updater can proceed to update the originally

found row. If the first updater commits, the second updater will attempt to apply its operation to the updated version of the row. It will ignore the row if the first updater deleted it. The

search condition of the command (the WHERE  clause) is re-evaluated to see if the updated row still matches the search condition. If so, the second modifying transaction continues

with the modified version of the row. In the case of SELECT FOR UPDATE  and SELECT FOR SHARE , the updated version of the row is locked and returned to the client.

INSERT  with ON CONFLICT DO UPDATE  clause behaves similarly. In Read committed mode, each row proposed for insertion will be either inserted or updated. If a conflict is

caused by another transaction whose result is not yet visible to INSERT , the UPDATE  clause will act on that row, even though possibly no version of that row is conventionally visible

to the command.

In Read committed mode, when you issue an INSERT  with an ON CONFLICT DO NOTHING  clause, the row may not be added as a result of another transaction whose effect is not

visible in the snapshot of the INSERT  command.

Because of the above rules, it is possible for an updating command to see an inconsistent snapshot: it can see the effects of concurrent updating commands on the same rows it is

trying to update, but it does not see effects on other rows in the database. This behavior makes the Read committed mode unsuitable for commands that involve complex search

conditions. However, you can use it for simpler cases. For example, consider updating bank balances — transferring money from one account to another with the following transactions:

If these two transactions concurrently try to change the balance of the 1234  account, the second transaction must operate on the modified version of the row.

Since each command only affects a specific row, if the command sees a modified version of the row, this will not lead to inconsistency problems.

More complex scenarios can produce undesirable results in Read committed mode. For example, consider a DELETE  command operating on data that is being both added and

removed from its restriction criteria by another command. For example, website  is a two-row table with website.hits  that equal 9  and 10 . Perform the following

transactions:

DELETE  will have no effect, even though there is a row with hits  equaling 10  before and after UPDATE . This occurs because the pre-update row value 9  is skipped, and when

UPDATE  completes and DELETE  obtains a lock, the new row value is no longer 10  but 11 , which does not match the criteria.

The partial transaction isolation provided by Read committed mode is suitable for many applications. This mode is fast and easy to use, but it is not suitable for all situations.

Applications that perform complex queries and changes may require a more rigorously consistent view of the database than the Read committed mode provides.

In Repeatable read mode, only the data that was committed before the transaction started is visible, but uncommitted data and changes made by other transactions while the

transaction was in progress are not visible. However, the query sees the effects of previous updates executed within its own transaction, even though they are not yet committed. This

prevents all the phenomena described in the phenomena table except for serialization anomalies.

This level differs from Read committed in that a query in a Repeatable read transaction sees a snapshot of the data at the start of the first statement in the transaction (transaction

control commands are not taken into account). Successive SELECT  commands in the same transaction see the same data — they do not see changes made and committed by other

transactions after the current transaction began.

Applications using this level must be prepared to retry transactions due to serialization failures.

The UPDATE , DELETE , SELECT FOR UPDATE , and SELECT FOR SHARE  commands behave like SELECT  when searching for target rows. They only find target rows that were

committed at the time the transaction began. However, by the time they are found, these target rows may already have been modified, deleted, or locked by another concurrent

transaction. In this case, a transaction in Repeatable read mode waits for the first transaction that changes data to be committed or rolled back (if it is still in progress). If the first

updater rolls back, the Repeatable read transaction can proceed with updating the originally found row. If the first updater commits and updates or deletes the row, not just locks it, the

Repeatable read transaction will be rolled back with the message: ERROR: could not serialize access due to concurrent update . A Repeatable read transaction

cannot modify or lock rows changed by other transactions after the Repeatable read transaction began. When an application receives this error message, it should abort the current

transaction and try to retry it from the beginning. Note that only updating transactions might need to be retried. Read-only transactions will never have serialization conflicts.

The Repeatable read mode provides a rigorous guarantee that each transaction sees a completely stable view of the database. However, this view will not necessarily always be

consistent with some serial execution of concurrent transactions of the same level.

The Repeatable read isolation level is implemented using a technique known as Snapshot isolation.

The Serializable isolation level provides the strictest transaction isolation. This level emulates serial transaction execution for all committed transactions, as if transactions are executed

one after another, serially, rather than concurrently. However, as with the Repeatable read level, applications must be prepared to retry transactions due to serialization failures.

This isolation mode works in the same way as Repeatable read, only it additionally monitors for conditions under which the result of serializable transactions executed in parallel may

not be consistent with the result of the same transactions executed in turn. This monitoring does not introduce any blocking beyond that present in Repeatable read, but it creates

some additional overhead. If a serialization anomaly is detected, the serialization fails.

As an example, consider table1  that initially contains the following data:

Suppose that the serializable transaction 1 calculates the sum of values in the a  category and inserts it in the table as a value of the b  category:

The serializable transaction 2 calculates the sum of values in the b  category and inserts it in the table as a value of the a  category:

Now, if you execute COMMIT  of the transaction 1, it is committed without errors. Then, if you run COMMIT  of the transaction 2, the following error occurs:

This is because if the transaction 1 had executed before the transaction 2, the transaction 2 would have computed the sum 730 , not 700 , and similarly the other order would have

resulted in a different sum computed by the transaction 1.

When relying on Serializable transactions to prevent anomalies, it is important that any data read from a permanent table not be considered valid until the transaction which read it has

successfully committed. This is true even for read-only transactions, except that data read within a deferrable read-only transaction is known to be valid as soon as it is read, because

such a transaction waits until it can acquire a snapshot guaranteed to be free from such problems before starting to read any data. In all other cases, applications should not rely on the

results of reading data in a transaction that has not been committed. In case of error and rollback, applications must retry the transaction until it completes successfully.

To fully guarantee serializability, ADPG/PostgreSQL uses predicate locks, which are locks that allow you to determine when a write would affect the result of a previous read from a

concurrent transaction if that write was executed first. These locks do not result in actual data locks and therefore cannot cause transaction deadlocks in any way. They help identify

and mark dependencies between concurrent Serializable level transactions, which in certain combinations can lead to serialization anomalies. Read committed or Repeatable read

transactions, on the contrary, to ensure data integrity, must either lock entire tables, which will prevent users from accessing these tables, or use SELECT FOR UPDATE  or SELECT
FOR SHARE , which not only can block other transactions but also create additional load on the disk.

Predicate locks are based on data actually accessed by a transaction. They are displayed in the pg_locks  system view with a mode value of SIReadLock . The particular locks

acquired during the execution of a query depend on the query plan, and multiple finer-grained locks (e.g., tuple locks) may be combined into fewer coarser-grained locks (e.g., page

locks) to save memory spent on lock tracking.

When used correctly, serializable transactions can simplify application development. It is important that an environment, which uses this technique, has a generalized way of handling

serialization failures (which always return with an SQLSTATE  value of 40001 ), because it will be very hard to predict exactly which transactions need to be rolled back to prevent

serialization anomalies.

When using serializable transactions to manage concurrency, consider the following guidelines:

Declare transactions as READ ONLY  when possible.

Control the number of active connections, using a  if needed. This is always an important performance consideration, but it can be particularly important in a busy

system using serializable transactions.

Contain no more commands in a single transaction than are necessary to ensure integrity.

Do not leave connections dangling "idle in transaction" longer than necessary. The configuration parameter idle_in_transaction_session_timeout can be used to automatically

disconnect lingering sessions.

Eliminate explicit locks, SELECT FOR UPDATE , and SELECT FOR SHARE  where no longer needed due to the protections provided by Serializable transactions.

When the system is forced to combine multiple page-level predicate locks into a single relation-level predicate lock due to memory pressure, the frequency of serialization failures

may increase. You can avoid this by increasing the max_pred_locks_per_transaction, max_pred_locks_per_relation, and/or max_pred_locks_per_page parameters.

A sequential scan will always necessitate a relation-level predicate lock. This can result in an increased rate of serialization failures. It may be helpful to encourage the use of index

scans by reducing random_page_cost and/or increasing cpu_tuple_cost. However, here it is important to compare the gain from reducing the number of rollbacks and restarts of

transactions with the loss from possible less efficient execution of queries.

You can specify parameters mentioned above in the ADPG configurations section of the ADPG service settings. See .

The Serializable isolation level is implemented using a technique known as Serializable snapshot isolation, which builds on Snapshot isolation by adding checks for serialization

anomalies.

To Table of Contents

Read committed isolation level

Repeatable read isolation level

Serializable isolation level

The SQL standard defines four levels of transaction isolation. The most strict is Serializable. According to the SQL standard, any concurrent execution of a set of Serializable

transactions should produce the same effect as running them one at a time in some order. The other three levels are defined in terms of phenomena. These phenomena are the result

of interactions between concurrent transactions. Some of them must not occur at a particular level of transaction isolation. None of these phenomena are possible at the Serializable

level.

The following phenomena may occur:

Dirty read — a transaction reads data written by a concurrent uncommitted transaction.

Non-repeatable read — a transaction re-reads data it previously read and finds that the data has been modified by another transaction (that was committed since the initial read).

Phantom read — a transaction re-executes a query that returns a set of rows for some condition and discovers that the set of rows satisfying the condition has changed due to

another recently committed transaction.

Serialization anomaly — the result of successfully committing a group of transactions is inconsistent with all possible orderings of running these transactions one at a time.

The transaction isolation levels are described in the table below. Not allowed in ADPG/PostgreSQL  is used for phenomena that are allowed in the SQL standard but are

prohibited in ADPG/PostgreSQL.

Isolation level Dirty read Non-repeatable read Phantom read Serialization anomaly

Read uncommitted Not allowed in

ADPG/PostgreSQL

Possible Possible Possible

Read committed Not possible Possible Possible Possible

Repeatable read Not possible Not possible Not allowed in

ADPG/PostgreSQL

Possible

Serializable Not possible Not possible Not possible Not possible

In ADPG/PostgreSQL, you can request any of four standard transaction isolation levels, but internally only three distinct isolation levels are implemented. The PostgreSQL Read

uncommitted mode behaves like Read committed. This is because it is the only way to map the standard isolation levels to the PostgreSQL multiversion concurrency control

architecture.

The table also shows that the PostgreSQL Repeatable read implementation does not allow phantom reads. This is acceptable under the SQL standard because the standard specifies

which anomalies must not occur at certain isolation levels. More stringent restrictions are acceptable.

The default isolation level in ADPG/PostgreSQL is Read committed. To confirm this, run the following psql  command:

The result:

To select the desired transaction isolation level, use the SET TRANSACTION command.

It is also possible to set the transaction isolation level in the BEGIN and START TRANSACTION commands.

IMPORTANT

Some PostgreSQL data types and functions have special rules regarding transactional behavior. In particular, changes made to a  (and therefore the

counter of a column declared using serial ) are immediately visible to all other transactions and are not rolled back if the transaction that made the changes

aborts.

sequence

SHOW TRANSACTION ISOLATION LEVEL;

 transaction_isolation
-----------------------
 read committed
(1 row)

BEGIN;
SET TRANSACTION ISOLATION LEVEL SERIALIZABLE;
․․․
COMMIT;

BEGIN TRANSACTION ISOLATION LEVEL SERIALIZABLE;
․․․
COMMIT;

START TRANSACTION ISOLATION LEVEL SERIALIZABLE;
․․․
COMMIT;

Read committed isolation level

BEGIN;
UPDATE accounts SET balance = balance - 1000․00 WHERE acc_number = 5432;
UPDATE accounts SET balance = balance + 1000․00 WHERE acc_number = 1234;
COMMIT;

BEGIN;
UPDATE accounts SET balance = balance - 1000․00 WHERE acc_number = 6543;
UPDATE accounts SET balance = balance + 1000․00 WHERE acc_number = 1234;
COMMIT;

BEGIN;
UPDATE accounts SET balance = balance - 1000․00 WHERE acc_number = 5432;

/* Run from another session:
BEGIN;
UPDATE accounts SET balance = balance - 1000․00 WHERE acc_number = 6543;
UPDATE accounts SET balance = balance + 1000․00 WHERE acc_number = 1234;
COMMIT;
*/

UPDATE accounts SET balance = balance + 1000․00 WHERE acc_number = 1234;
COMMIT;

BEGIN;
UPDATE website SET hits = hits + 1;
-- Run from another session: DELETE FROM website WHERE hits = 10;
COMMIT;

Repeatable read isolation level

Serializable isolation level

 id | category | value
----+----------+-------
  1 |        a |    10
  2 |        a |    20
  3 |        b |   300
  4 |        b |   400

BEGIN TRANSACTION ISOLATION LEVEL SERIALIZABLE;
INSERT INTO table1(id, category, value) VALUES
(5,'b',
(SELECT SUM(value) FROM table1 WHERE category = 'a'));

BEGIN TRANSACTION ISOLATION LEVEL SERIALIZABLE;
INSERT INTO table1(id, category, value) VALUES
(6,'a',
(SELECT SUM(value) FROM table1 WHERE category = 'b'));

ERROR: could not serialize access due to read/write dependencies among transactions

connection pool

Configuration parameters
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The table below shows the available lock modes and the contexts in which ADPG/PostgreSQL uses them. You can also obtain any of these locks explicitly with the  command as

described below. All of these lock modes are table-level locks, even if the name contains the word "row", since the names of the lock modes are historical.

The main difference between one lock mode and another is the set of conflicting lock modes. See the  table. Two transactions cannot hold locks of

conflicting modes simultaneously on the same table. At the same time, different transactions can simultaneously own locks of non-conflicting modes. Note that some lock modes are

self-conflicting. For example, an ACCESS EXCLUSIVE  lock cannot be held by more than one transaction at a time. Other modes are not self-conflicting. For example, an ACCESS
SHARE  lock can be held by multiple transactions. In the table below, the intersection of a row and a column with conflicting transactions is marked with the X  symbol.

Once acquired, a lock is normally held until the end of the transaction. But if a lock is acquired after establishing a savepoint, the lock is released immediately if a rollback to the save

point occurs.

In addition to table-level locks, ADPG/PostgreSQL uses row-level locks. The types of locks and the cases in which ADPG/PostgreSQL uses them are listed in the table below.

Row-level locks

Name Use of the lock

FOR UPDATE FOR UPDATE  locks the rows retrieved by the SELECT  statement as for update. This prevents them from

being locked, modified, or deleted by other transactions until the current transaction finishes. Other

transactions that attempt UPDATE , DELETE , SELECT FOR UPDATE , SELECT FOR NO KEY UPDATE ,

SELECT FOR SHARE , or SELECT FOR KEY SHARE  of these rows will be blocked until the current

transaction ends. Within a Repeatable read or Serializable transaction, an error will be thrown if a row to be

locked has changed since the transaction started.

The FOR UPDATE  lock mode is also acquired by any DELETE  command on a row, and also by UPDATE
under the following condition: UPDATE  modifies the values of certain columns with a unique index on them

that can be used in a foreign key (partial indexes and expressional indexes are not considered)

FOR NO KEY UPDATE Behaves similarly to FOR UPDATE , except that the lock acquired is weaker: this lock does not block SELECT
FOR KEY SHARE  commands that attempt to acquire a lock on the same rows. This lock mode is also

acquired by any UPDATE  that does not acquire a FOR UPDATE  lock

FOR SHARE Behaves similarly to FOR NO KEY UPDATE , but it acquires a shared lock rather than an exclusive lock on

each retrieved row. It blocks other transactions from performing the UPDATE , DELETE , SELECT FOR
UPDATE , or SELECT FOR NO KEY UPDATE  commands, but it does not prevent them from executing

SELECT FOR SHARE  or SELECT FOR KEY SHARE

FOR KEY SHARE Behaves similarly to FOR SHARE , except that the lock is weaker: SELECT FOR UPDATE  is blocked, but not

SELECT FOR NO KEY UPDATE . The lock blocks other transactions from performing DELETE  or any

UPDATE  that changes the key values, but it allows other UPDATE  commands and SELECT FOR NO KEY
UPDATE , SELECT FOR SHARE , SELECT FOR KEY SHARE

Note that a transaction can hold conflicting locks on the same row, even in different subtransactions, but two transactions can never obtain conflicting locks of the same row. Row-level

locks do not affect data querying. They block only writers and other lockers to the same row. Like table-level locks, row-level locks are released at the transaction end or during a

savepoint rollback. The table below shows row-level lock conflicts.

PostgreSQL does not store information about modified rows in memory, so there is no limit on the number of rows that can be locked. However, locking a row might cause a disk write.

For example, SELECT FOR UPDATE  modifies selected rows to mark them locked, a write to disk occurs.

The LOCK command sets a table-level lock. When acquiring locks for commands that reference tables, PostgreSQL always uses the least restrictive lock mode possible. You can use

the LOCK  command for cases when you need more restrictive locking. It allows you to set the desired lock mode. If no lock mode is specified in the command, ACCESS
EXCLUSIVE , the most restrictive mode, is used.

For example, obtain a SHARE  lock on a primary key table when going to perform an insert into a foreign key table:

LOCK  waits if necessary for any conflicting locks to be released. You can change this behavior using the NOWAIT  option. If NOWAIT  is specified, LOCK  does not wait to acquire

the desired lock. If it cannot be acquired immediately, PostgreSQL aborts the command and throws an error. The following code shows how to use NOWAIT :

Once acquired, the lock is held until the end of the current transaction. There is no UNLOCK  command. Locks are always released at the transaction end.

When the LOCK  command blocks a view, all relations referenced in the view definition query are also locked recursively with the same lock mode.

Note that there is no LOCK  in the SQL standard, which instead uses SET TRANSACTION to specify concurrency levels on transactions.

To examine a list of the currently outstanding locks in a database server, use the pg_locks system view.

Create the accounts  table for demonstration purposes:

It is convenient to view locks for a specific session. To do this, obtain ID of the server process attached to the current session using the pg_backend_pid()  function (see System

information functions and operators).

Result:

Start a transaction and update a row in the table:

Query pg_locks  using the session process ID ( 6155 ):

Result:

Where:

locktype  — type of the lockable object, see Wait events of type lock;

relation  — relation name obtained by casting OID from the relation  field to the regclass  type;

mode  — lock mode, the names given in the  table in parentheses are used;

xid  — transaction ID;

granted  — takes the value of t  if the lock is held, otherwise f  (the lock is awaited).

Start the second session and a new transaction:

Result:

Try to create an index:

Query pg_locks  using the process ID of the second session ( 26741 ) from the first session:

As a result, you can see that the second session transaction waits a SHARE  lock:

Terminate the transaction from the first session and check the result:

The second session transaction acquired a SHARE  lock to create an index:

Deadlocks is a situation where two (or more) transactions hold locks in such a way that they mutually block each other. Frequent use of explicit locks can increase the likelihood of

deadlocks.

For example, if transaction 1  acquires an exclusive lock on table A  and then tries to acquire an exclusive lock on table B , while transaction 2  has already exclusive-

locked table B  and now tries to obtain an exclusive lock on table A . None of the transactions will be able to continue. ADPG/PostgreSQL automatically detects deadlock

situations and resolves them by aborting one of the transactions. It allows the others to complete. Which transaction will be aborted is difficult to predict and should not be relied upon.

Note that deadlocks can also occur as the result of row-level locks. So, they can occur even if explicit locking is not used. Consider the case in which two concurrent transactions

modify a table. The first transaction executes:

It acquires a row-level lock on the row with acc_number  = 1234 . Then, the second transaction executes:

The first UPDATE  statement successfully acquires a row-level lock on the specified row (with acc_number  = 5432 ) and updates that row. However, the second UPDATE
statement finds that the row it is attempting to update has already been locked, so it waits for the transaction that acquired the lock to complete. The second transaction is now waiting

for the first transaction to complete before it continues execution.

Then, the first transaction executes:

The first transaction attempts to acquire a lock on the specified row, but it cannot: the second transaction already holds such a lock. So it waits for the second transaction to complete.

So, the first transaction blocks the second transaction, and the second transaction blocks the first transaction. A deadlock occurs. ADPG/PostgreSQL detects this situation and aborts

one of the transactions.

Typically, the best way to prevent deadlocks is to ensure that all applications accessing the database request locks on multiple objects in a consistent order. In the example above, if

both transactions had updated the rows in the same order, no deadlock would have occurred.

Also, locks should be ordered so that the first lock acquired on an object is the most restrictive mode. If such an order cannot be ensured in advance, then deadlocks can be handled on

the fly by retrying transactions that abort due to deadlocks.

ADPG/PostgreSQL provides a means for creating locks that have application-defined meanings. These are called advisory locks. It is up to the application to use them correctly.

Advisory locks can be useful for locking strategies that do not follow the MVCC model.

There are two ways to acquire an advisory lock: at the session level and the transaction level. Once acquired at the session level, an advisory lock is held until explicitly released or the

session terminates. Unlike standard lock requests, advisory locks at the session level violate transaction logic — a lock acquired in a transaction, even if the transaction is rolled back,

will be retained in the session. Similarly, releasing a lock remains in effect even if the transaction in which it was performed is later aborted. A lock can be acquired multiple times by its

owning process; for each completed lock request there must be a corresponding unlock request before the lock is actually released.

Transaction-level lock requests are automatically released at the end of the transaction and do not require explicit unlock operations. This behavior is often more convenient than the

session-level behavior for short-term usage of an advisory lock. Session-level and transaction-level lock requests for the same advisory lock identifier will block each other in the

expected way. If a session already holds a given advisory lock, additional requests by it will always succeed, even if other sessions are awaiting the lock. This statement is true

regardless of at what level (session or transaction) new locks are requested.

For example, obtain an exclusive session-level advisory lock. Functions that manipulate advisory locks use numeric identifiers. As a possible solution, you can use the hash code from

the name:

The functions that manipulate advisory locks are described in the Advisory lock functions section.

For example, you can use advisory locks to create a function that prevents a multi-user execution:

When using advisory locks, especially in queries with explicit ORDER BY  and LIMIT  statements, it is important to consider that the resulting locks may depend on the order in which

the SQL expressions are evaluated. In the following example, LIMIT  will not necessarily be applied before calling the pg_advisory_lock  function. The application may acquire

locks that it did not expect and will not be able to release until the session ends:

The following query solves this problem:

Both advisory locks and regular locks are stored in a shared memory pool. Its size is defined by the configuration parameters max_locks_per_transaction  and

max_connections . You can set these parameters on the Clusters → ADPG cluster → Services → ADPG → Primary configuration tab in ADCM UI. Use the ADPG configurations

section to set max_locks_per_transaction  (see ). If this memory is insufficient, the server will not be able to issue any lock.

Like all locks in PostgreSQL, a complete list of advisory locks currently held by any session can be found in the pg_locks  system view. The locktype  field contains the value

advisory  for them.

To Table of Contents
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Row-level Locks
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View locks

Deadlocks

Advisory locks

ADPG/PostgreSQL provides various lock modes to control concurrent access to data in tables. Most PostgreSQL commands use locks of appropriate modes to ensure that referenced

tables are not dropped or modified in incompatible ways while the command executes. For example, TRUNCATE  cannot safely be executed concurrently with other operations on the

same table, it obtains an ACCESS EXCLUSIVE  lock on the table. You can also implement application-controlled locking in situations where MVCC does not suit your requirements.

Based on the type of object being blocked, the following locks can be distinguished:

 — lock a table.

 — lock the current row.

Page-level locks — page-level share/exclusive locks are used to control read/write access to table pages in the shared buffer pool. These locks are released immediately after a row

is fetched or updated. Application developers generally do not need to be concerned with page-level locks.

Locks can also be:

exclusive — can only be held by one transaction at a time;

shared — can be held by multiple transactions.

Table-level locks

Row-level locks

Table-level locks

LOCK

Table-level locks

Name Use of the lock

ACCESS SHARE (AccessShareLock) The SELECT  command acquires a lock of this mode on referenced tables. In general, any query that only

reads a table and does not modify it will acquire this lock mode

ROW SHARE (RowShareLock) The SELECT FOR UPDATE  and SELECT FOR SHARE  commands acquire a lock of this mode on the

target tables (in addition to ACCESS SHARE  locks on any other tables that are referenced but not selected

FOR UPDATE/FOR SHARE )

ROW EXCLUSIVE (RowExclusiveLock) The UPDATE , DELETE , and INSERT  commands acquire this lock mode on the target table (in addition to

ACCESS SHARE  locks on any other referenced tables). In general, this lock mode will be acquired by any

command that modifies data in a table

SHARE UPDATE EXCLUSIVE

(ShareUpdateExclusiveLock)

This mode is acquired by VACUUM  (without FULL ), ANALYZE , CREATE INDEX CONCURRENTLY ,

CREATE STATISTICS , COMMENT ON , REINDEX CONCURRENTLY , and certain ALTER INDEX and ALTER

TABLE variants (for more information, see the documentation of these commands)

SHARE (ShareLock) Protects a table against concurrent data changes. It is acquired by CREATE INDEX  (without

CONCURRENTLY )

SHARE ROW EXCLUSIVE

(ShareRowExclusiveLock)

Protects a table against concurrent data changes, and it is self-exclusive so that only one session can hold it

at a time. It is acquired by CREATE TRIGGER  and some forms of ALTER TABLE

EXCLUSIVE (ExclusiveLock) Allows only concurrent ACCESS SHARE  locks — only reads from the table can proceed in parallel with a

transaction holding the EXCLUSIVE  lock. It is acquired by REFRESH MATERIALIZED VIEW
CONCURRENTLY

ACCESS EXCLUSIVE

(AccessExclusiveLock)

Guarantees that only the transaction that has acquired this lock can access the table. Acquired by the DROP
TABLE , TRUNCATE , REINDEX , CLUSTER , VACUUM FULL , and REFRESH MATERIALIZED VIEW
(without CONCURRENTLY ) commands. Many forms of ALTER INDEX  and ALTER TABLE  also acquire a

lock at this level. This is also the default lock mode for the LOCK TABLE  statement. Only an ACCESS
EXCLUSIVE  lock blocks the SELECT  (without FOR UPDATE/SHARE ) statement

Conflicting table-level locks

Conflicting table-level locks

Requested lock mode

Existing lock mode

ACCESS

SHARE

ROW

SHARE

ROW

EXCLUSI

VE

SHARE

UPDATE

EXCLUSI

VE

SHARE SHARE

ROW

EXCLUSI

VE

EXCLUSI

VE

ACCESS

EXCLUSI

VE

ACCESS SHARE X

ROW SHARE X X

ROW EXCLUSIVE X X X X

SHARE UPDATE

EXCLUSIVE

X X X X X

SHARE X X X X X X

SHARE ROW EXCLUSIVE X X X X X X

EXCLUSIVE X X X X X X X

ACCESS EXCLUSIVE X X X X X X X X

Row-level Locks

Conflicting row-level locks

Requested lock mode

Existing lock mode

FOR KEY SHARE FOR SHARE FOR NO KEY UPDATE FOR UPDATE

FOR KEY SHARE X

FOR SHARE X X

FOR NO KEY UPDATE X X X

FOR UPDATE X X X X

The LOCK command

BEGIN;
LOCK TABLE author IN SHARE MODE;
INSERT INTO book (author_id, title, public_year) VALUES
((SELECT id FROM author
WHERE name = 'Herbert Wells'),
'The Time Machine',
1895);
COMMIT;

BEGIN;
LOCK TABLE book IN SHARE ROW EXCLUSIVE MODE NOWAIT;
DELETE FROM book WHERE author_id =1;
COMMIT;

View locks

-- First session

CREATE TABLE accounts(
  acc_number integer PRIMARY KEY,
  balance numeric
);

INSERT INTO accounts VALUES (1234,1000․00), (5432,2000․00), (2346,3000․00);

-- First session
SELECT pg_backend_pid();

 pg_backend_pid
----------------
           6155

-- First session
BEGIN;
UPDATE accounts SET balance = balance + 100 WHERE acc_number = 1234;

-- First session
SELECT locktype, relation::regclass, transactionid AS xid, mode, granted
    FROM pg_locks WHERE pid = 6155;

   locktype    |   relation    |   xid   |       mode       | granted
---------------+---------------+---------+------------------+---------
 relation      | pg_locks      |         | AccessShareLock  | t
 relation      | accounts_pkey |         | RowExclusiveLock | t
 relation      | accounts      |         | RowExclusiveLock | t
 virtualxid    |               |         | ExclusiveLock    | t
 transactionid |               | 2584964 | ExclusiveLock    | t

Table-level locks

-- Second session
BEGIN;
SELECT pg_backend_pid();

 pg_backend_pid
----------------
          26741

-- Second session
CREATE INDEX ON accounts(acc_number);

-- First session
SELECT locktype, relation::regclass, transactionid AS xid, mode, granted
    FROM pg_locks WHERE pid = 26741;

  locktype  | relation | xid |     mode      | granted
------------+----------+-----+---------------+---------
 virtualxid |          |     | ExclusiveLock | t
 relation   | accounts |     | ShareLock     | f

-- First session
COMMIT;
SELECT locktype, relation::regclass, transactionid AS xid, mode, granted
    FROM pg_locks WHERE pid = 26741;

   locktype    | relation |   xid   |        mode         | granted
---------------+----------+---------+---------------------+---------
 virtualxid    |          |         | ExclusiveLock       | t
 relation      | 289625   |         | AccessExclusiveLock | t
 relation      | accounts |         | ShareLock           | t
 transactionid |          | 2586134 | ExclusiveLock       | t

Deadlocks

UPDATE accounts SET balance = balance + 1000․00 WHERE acc_number = 1234;

UPDATE accounts SET balance = balance + 500․00 WHERE acc_number = 5432;
UPDATE accounts SET balance = balance - 500․00 WHERE acc_number = 1234;

UPDATE accounts SET balance = balance - 1000․00 WHERE acc_number = 5432;

Advisory locks

BEGIN;
SELECT pg_advisory_lock(hashtext('custom_name'));
․․․․
COMMIT;

SELECT pg_advisory_unlock(hashtext('custom_name'));

CREATE FUNCTION single_call() RETURNS VOID AS $$
BEGIN
    PERFORM pg_advisory_lock(1234);

     EXECUTE 'UPDATE pgbench_accounts
        SET abalance = abalance + 1'; -- execute requred commands

    PERFORM pg_advisory_unlock(1234);
END;
$$  LANGUAGE plpgsql

SELECT pg_advisory_lock(id) FROM table1 WHERE id > 12345 LIMIT 100;

SELECT pg_advisory_lock(q․id) FROM
(
SELECT id FROM table1 WHERE id > 12345 LIMIT 100
) q;

Configuration parameters
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The simplest way to work with PostgreSQL tables is to use the psql  terminal client. This client allows you to enter data queries, pass them to PostgreSQL, and view the results.

Queries can also be received from a file or command line arguments. The psql  tool becomes available on each node with the ADPG service immediately after the cluster installation.

To start working with psql , run the following commands that provide the connection to the default database (in our example —  postgres ) for the default user postgres .

The psql  prompt ends with the #  character. All subsequent commands should be written after that character.

To logout from psql , use the following command:

The main data operations available in PostgreSQL are listed below. The full list of these and other useful commands with their parameters description you can find in the official

documentation.

All examples are based on a simple database that stores information about books and their authors.

To create a new database, it is necessary to use the CREATE DATABASE statement, then write the database name, and finish the query with the semicolon ; .

The following example creates the new database books_store .

The output should be similar to:

To disconnect from the current database and switch to the new one, you can use the psql  command \c :

The result:

To create a new table, you should use the CREATE TABLE statement, then write the table name, describe all table columns (by defining their names, data types, and modifiers), define

indexes and other constraints if necessary, and finish the query with the semicolon ; .

The following query creates the author  table with two columns:

id  — the unique author identifier that performs the role of the primary key (and does not support the NULL  values by default);

name  — the text field that does not support the NULL  values. It will contain the authors last names and initials.

The next query creates the book  table with four columns:

id  — the unique book identifier that performs the role of the primary key (and does not support the NULL  values by default);

title  — the text field that does not support the NULL  values. It will contain the books titles;

author_id  — the integer field that does not support the NULL  values. It will contain the unique authors identifiers. To explicitly indicate the relationship between the author
and book  tables, we add the fk_author  foreign key based on the author_id  column;

public_year  — the integer field that supports the NULL  values. It will contain the books publication years.

The result of the both commands is listed below:

To check whether any table exists or not and to get information about it, you can use the following commands:

\d <table_name> . It shows the short information about the columns of the <table_name>  table: name, type, collation, ability to have the NULL  values, and default value.

The command also displays the table indexes and primary/foreign keys.

The output is:

For non-existent tables, the command returns the following result:

\d+ <table_name> . In comparison with the \d  command, this command returns some additional information about the columns of the <table_name>  table: storage and

compression types, stats target, description. It also displays the access method applied to the table.

The output is:

For non-existent tables, the command returns the following result:

\dt . It returns the list of all relations in the current database. Every relation is displayed with such information as schema, name, type, and owner.

The result:

\dt+ . In comparison with the \dt  command, this command returns some additional information about the database relations: persistence, access method, size, description.

The result:

To add new data to the table, it is necessary to use the INSERT INTO statement, then write the table name, column names, define column values after the VALUES  keyword, and finish

the query with the semicolon ; . Column names and values are enclosed in parentheses. Values should be specified in the same order as column names.

The following example shows how to insert five new rows into the author  table via five different queries.

The result of each of the commands listed above is similar to:

You can insert more than one row via one INSERT  query. To do this, define all rows in the comma-separated list after the VALUES  keyword.

The result:

You can also use subqueries in the INSERT  queries. For example, the following code uses a subquery to receive the author identifier by the author name.

The result:

To select data from the table, you should use the SELECT  statement, then enter the column names (or the *  symbol for receiving all columns), write the table name after the FROM
keyword, describe the query conditions in the WHERE  clause, and finish the query with the semicolon ; . Optionally, you can use the ORDER , GROUP BY , HAVING , and other

standard SQL clauses. Examples of different SELECT  queries are listed below.

The following query selects all data from the author  table.

Since we use *  instead of column names and do not fill in the WHERE  clause, all rows and columns are returned by this command.

The next query selects titles of the books being published in 1925 .

The result:

The following query returns the titles and publication years for all books stored in the book  table. The sorting by the year is used.

The result:

The next query groups all books stored in the book  table by the publication year and returns the count of the books published every year. Sorting by the year is performed

automatically.

The result:

The next example joins two tables author  and book  — in order to display authors names instead of their identifiers stored in the table book .

The result:

You can use the SELECT  statements for copying data from one table to another via the CREATE  and INSERT  commands.

The following query creates the book_copy  table with the same structure as the book  table has. The query also copies three first rows from the old table to the new one by using

the SELECT  statement with the WHERE  clause.

The result:

The next query adds the rest rows of the source table to the new one — via the INSERT  statement.

The result:

You can check the results using the following commands. The content of two tables is identical.

To update one or more columns in the specified table rows, you should use the UPDATE statement, then write the table name, define the comma-separated list of the columns that

should be updated (using the format <column_name> = <new_value>[, … ]  in the SET  section), describe the query conditions in the WHERE  clause, and finish the query with

the semicolon ; .

The following query inserts the new row into the author  table.

The output is:

The next query updates the new row by adding the _updated  postfix to the value of the name  column.

The output is:

You can check the command results by selecting the table data. The column value is successfully updated.

To delete one or more rows from the specified table, you should use the DELETE FROM statement, then write the table name, describe the query conditions in the WHERE  clause, and

finish the query with the semicolon ; .

The following query deletes from the author  table the rows that contain the _updated  postfix in the name  column.

The result is:

You can check the command results by selecting the table data. One row is successfully deleted.

To change the table definition, you should use the ALTER TABLE statement, then write the table name, describe all necessary changes using one of the possible actions, and finish the

query with the semicolon ; . There are several forms of the ALTER TABLE  command. Some of them are listed below.

The following query renames the book_copy  table into book_deleted .

The result is shown below.

To check the command results, you can run the \dt psql  command. The table is renamed.

The next query renames the title  column of the book_deleted  table into book_name .

The result is:

To check the command results, you can run the \d psql  command. The column is renamed.

The last example shows how to add a new unique index to the book_deleted  table. The index is based on two columns: author_id  and book_name .

The output is:

To check the command results, you can run the \d psql  command. The new index is added.

To remove the table permanently, you should use the DROP TABLE statement, then write the table name, and finish the query with the semicolon ; .

The result should be similar to:

To check the command results, you can run the \dt psql  command. The table is removed.
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Overview

$ sudo su - postgres

$ psql

psql (14․1)
Type "help" for help․

postgres=#

\q

Step 1. Create a database

IMPORTANT

Do not forget to use the semicolon ;  after every query that is passed to PostgreSQL.

CREATE DATABASE books_store;

CREATE DATABASE

\c books_store

You are now connected to database "books_store" as user "postgres"․
books_store=#

Step 2. Create a table

CREATE TABLE author (
  id SERIAL PRIMARY KEY,
  name VARCHAR(100) NOT NULL
);

TIP

In order to provide autoincrementing for the id  values, we use the SERIAL  data type for this column. But if serial types do not suit your needs (e.g. you want to

increase the increment step), you can perform your own autoincrementing functionality by creating a custom SEQUENCE.

CREATE TABLE book (
  id SERIAL PRIMARY KEY,
  title VARCHAR(255) NOT NULL,
  author_id INT NOT NULL,
  public_year SMALLINT NULL,
  CONSTRAINT fk_author FOREIGN KEY(author_id) REFERENCES author(id));

CREATE TABLE

Step 3. Get information about the table

\d author

                                    Table "public․author"
 Column |          Type          | Collation | Nullable |              Default
--------+------------------------+-----------+----------+------------------------------------
 id     | integer                |           | not null | nextval('author_id_seq'::regclass)
 name   | character varying(100) |           | not null |
Indexes:
    "author_pkey" PRIMARY KEY, btree (id)
Referenced by:
    TABLE "book" CONSTRAINT "fk_author" FOREIGN KEY (author_id) REFERENCES author(id)

books_store=# \d not_existed
Did not find any relation named "not_existed"․

\d+ author

                                                               Table "public․author"
 Column |          Type          | Collation | Nullable |              Default               | Storage  | Compression | Stats 
target | Description
--------+------------------------+-----------+----------+------------------------------------+----------+-------------+----------
----+-------------
 id     | integer                |           | not null | nextval('author_id_seq'::regclass) | plain    |             |              
|
 name   | character varying(100) |           | not null |                                    | extended |             |              
|
Indexes:
    "author_pkey" PRIMARY KEY, btree (id)
Referenced by:
    TABLE "book" CONSTRAINT "fk_author" FOREIGN KEY (author_id) REFERENCES author(id)
Access method: heap

books_store=# \d+ not_existed
Did not find any relation named "not_existed"․

\dt

         List of relations
 Schema |  Name  | Type  |  Owner
--------+--------+-------+----------
 public | author | table | postgres
 public | book   | table | postgres
(2 rows)

\dt+

                                    List of relations
 Schema |  Name  | Type  |  Owner   | Persistence | Access method |  Size   | Description
--------+--------+-------+----------+-------------+---------------+---------+-------------
 public | author | table | postgres | permanent   | heap          | 0 bytes |
 public | book   | table | postgres | permanent   | heap          | 0 bytes |
(2 rows)

Step 4. Insert new data into the table

NOTE

We do not explicitly specify the id  value, since it is filled in automatically.

INSERT INTO author(name) VALUES('Virginia Woolf');
INSERT INTO author(name) VALUES('Harper Lee');
INSERT INTO author(name) VALUES('F․ Scott Fitzgerald');
INSERT INTO author(name) VALUES('J․R․R․ Tolkien');
INSERT INTO author(name) VALUES('George Orwell');

INSERT 0 1

INSERT INTO book(title, author_id, public_year) VALUES
('Mrs․ Dalloway',1,1925),
('To the Lighthouse',1,1927),
('To Kill a Mockingbird',2,1960),
('The Great Gatsby',3,1925),
('The Lord of the Rings',4,1955);

INSERT 0 5

INSERT INTO book(title, author_id, public_year) VALUES
('1984',(SELECT id FROM author WHERE name = 'George Orwell'),1949),
('Animal Farm',(SELECT id FROM author WHERE name = 'George Orwell'),1945);

INSERT 0 2

Step 5. Select the table data

NOTE

For more details on using queries in PostgreSQL, refer to the official documentation.

Select all data

SELECT * FROM author;

 id |        name
----+---------------------
  1 | Virginia Woolf
  2 | Harper Lee
  3 | F․ Scott Fitzgerald
  4 | J․R․R․ Tolkien
  5 | George Orwell
(5 rows)

Use WHERE

SELECT
  title
FROM book
WHERE public_year = 1925;

      title
------------------
 Mrs․ Dalloway
 The Great Gatsby
(2 rows)

Sort the results

SELECT
  title,
  public_year
FROM book
ORDER BY public_year;

         title         | public_year
-----------------------+-------------
 The Great Gatsby      |        1925
 Mrs․ Dalloway         |        1925
 To the Lighthouse     |        1927
 Animal Farm           |        1945
 1984                  |        1949
 The Lord of the Rings |        1955
 To Kill a Mockingbird |        1960
(7 rows)

Group the results

SELECT
  public_year,
  COUNT(*) AS books_count
FROM book
GROUP BY public_year;

 public_year | books_count
-------------+-------------
        1925 |           2
        1960 |           1
        1945 |           1
        1949 |           1
        1927 |           1
        1955 |           1
(6 rows)

Join tables

SELECT
  author․name,
  book․title,
  book․public_year
FROM book INNER JOIN author ON author․id = book․author_id
ORDER BY public_year;

        name         |         title         | public_year
---------------------+-----------------------+-------------
 F․ Scott Fitzgerald | The Great Gatsby      |        1925
 Virginia Woolf      | Mrs․ Dalloway         |        1925
 Virginia Woolf      | To the Lighthouse     |        1927
 George Orwell       | Animal Farm           |        1945
 George Orwell       | 1984                  |        1949
 J․R․R․ Tolkien      | The Lord of the Rings |        1955
 Harper Lee          | To Kill a Mockingbird |        1960
(7 rows)

Combine SELECT with CREATE and INSERT

CAUTION

The CREATE TABLE AS command does not copy the source table constraints. If you need it, use the CREATE TABLE command with the LIKE  option.

CREATE TABLE book_copy
AS SELECT * FROM book WHERE id <= 3;

SELECT 3

INSERT INTO book_copy
SELECT * FROM book WHERE id > 3;

INSERT 0 4

books_store=# SELECT * FROM book_copy;
 id |         title         | author_id | public_year
----+-----------------------+-----------+-------------
  1 | Mrs․ Dalloway         |         1 |        1925
  2 | To the Lighthouse     |         1 |        1927
  3 | To Kill a Mockingbird |         2 |        1960
  4 | The Great Gatsby      |         3 |        1925
  5 | The Lord of the Rings |         4 |        1955
  6 | 1984                  |         5 |        1949
  7 | Animal Farm           |         5 |        1945
(7 rows)
books_store=# SELECT * FROM book;
 id |         title         | author_id | public_year
----+-----------------------+-----------+-------------
  1 | Mrs․ Dalloway         |         1 |        1925
  2 | To the Lighthouse     |         1 |        1927
  3 | To Kill a Mockingbird |         2 |        1960
  4 | The Great Gatsby      |         3 |        1925
  5 | The Lord of the Rings |         4 |        1955
  6 | 1984                  |         5 |        1949
  7 | Animal Farm           |         5 |        1945
(7 rows)

Step 6. Update the table data

INSERT INTO author(name) VALUES('Test author');

INSERT 0 1

UPDATE author
SET name = CONCAT(name, '_updated')
WHERE name = 'Test author';

UPDATE 1

books_store=# SELECT * FROM author;
 id |        name
----+---------------------
  1 | Virginia Woolf
  2 | Harper Lee
  3 | F․ Scott Fitzgerald
  4 | J․R․R․ Tolkien
  5 | George Orwell
  6 | Test author_updated
(6 rows)

CAUTION

Be careful with using the UPDATE  statement. Missing the WHERE  clause can lead to all rows in the table being updated.

Step 7. Delete the table data

DELETE FROM author
WHERE name LIKE '%_updated';

DELETE 1

books_store=# SELECT * FROM author;
 id |        name
----+---------------------
  1 | Virginia Woolf
  2 | Harper Lee
  3 | F․ Scott Fitzgerald
  4 | J․R․R․ Tolkien
  5 | George Orwell
(5 rows)

CAUTION

Be careful while using the DELETE  statement. Missing the WHERE  clause can lead to all rows in the table being deleted.

Step 8. Alter the table

Rename the table

ALTER TABLE book_copy RENAME TO book_deleted;

ALTER TABLE

books_store=# \dt
            List of relations
 Schema |     Name     | Type  |  Owner
--------+--------------+-------+----------
 public | author       | table | postgres
 public | book         | table | postgres
 public | book_deleted | table | postgres
(3 rows)

Rename the column

ALTER TABLE book_deleted
RENAME COLUMN title TO book_name;

ALTER TABLE

books_store=# \d book_deleted
                      Table "public․book_deleted"
   Column    |          Type          | Collation | Nullable | Default
-------------+------------------------+-----------+----------+---------
 id          | integer                |           |          |
 book_name   | character varying(255) |           |          |
 author_id   | integer                |           |          |
 public_year | smallint               |           |          |

Add the index

ALTER TABLE book_deleted
ADD CONSTRAINT full_name UNIQUE (author_id, book_name);

ALTER TABLE

books_store=# \d book_deleted
                      Table "public․book_deleted"
   Column    |          Type          | Collation | Nullable | Default
-------------+------------------------+-----------+----------+---------
 id          | integer                |           |          |
 book_name   | character varying(255) |           |          |
 author_id   | integer                |           |          |
 public_year | smallint               |           |          |
Indexes:
    "full_name" UNIQUE CONSTRAINT, btree (author_id, book_name)

Step 9. Drop the table

DROP TABLE book_deleted;

DROP TABLE

books_store=# \dt
         List of relations
 Schema |  Name  | Type  |  Owner
--------+--------+-------+----------
 public | author | table | postgres
 public | book   | table | postgres
(2 rows)
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You can assign an alias to a table or complex table reference and use this alias in the current query. A table reference can be a derived table, for example, a subquery,  construct, or

complex combination of these options.

Use the following syntax to assign an alias:

or

Where:

<table_reference>  is a table name or complex table reference;

<alias>  is a unique identifier in the current query.

The AS  keyword is optional.

Aliases are often used to assign short identifiers to long table names to improve the readability of queries. For example:

The alias becomes a new table name in the current query. If the alias is assigned, the original table name cannot be used in the query. For example, the following query is invalid:

Although aliases are mostly used for convenience, they are necessary when a table is joined to itself, for example:

The result:

An alias is also required if the table reference is a subquery. See  for details.

You can use parentheses to resolve ambiguities. In the following example, the first statement assigns the staff  alias to the second employees  instance, but the second

statement assigns the staff  alias to the result of CROSS JOIN :

Also, aliases are not available outside parentheses. For example, the following query is valid:

However, the a  alias is not visible outside parentheses in the query below:

A column alias allows you to assign a temporary name to a column or an expression in the SELECT  statement list. The column alias exists only during the query execution.

Aliases usually consist of lowercase letters. If you need to use uppercase letters, special characters, spaces, or keywords, enclose an alias in double quotes " .

Use the following syntax to assign an alias:

or

Where:

<column_name>  is a name of a column;

<alias>  is a unique identifier for a column;

<table>  is a table name.

The AS  keyword is optional.

Example:

The result:

Aliases are displayed in the column headers.

You can set an alias for an expression:

The result:

Alternatively, you can use the following syntax to assign aliases to columns and a table simultaneously:

Where:

<table_reference>  is a table name or complex table reference;

<alias>  is a table alias;

<column1..n_alias>  are column aliases.

If you specify fewer column aliases than the number of columns in the table, the remaining columns retain their original names.

Example:

The result:
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Table aliases

Column aliases

You can specify a temporary name for a table or a column. This name is called an alias. PostgreSQL assigns aliases during query execution and does not store them in a database or

on a disk.

Create a table for examples:

Insert data to the table:

The result:

CREATE TABLE employees (
employee_id serial PRIMARY KEY,
full_name VARCHAR NOT NULL,
hours INT,
rate  INT,
manager_id INT
);

INSERT INTO employees (employee_id, full_name, hours, rate, manager_id)
    VALUES
    (1, 'James Wilson', 8, 500, NULL),
    (2, 'Mary Burton', 6, 450, 1),
    (3, 'Patricia Robinson', 7, 430, 1),
    (4, 'Robert Gray', 8, 480, 1),
    (5, 'Elizabeth Tucker', 7, 470, 2),
    (6, 'Joseph Lewis', 7, 470, 2),
    (7, 'William Ferguson', 7, 470, 2),
    (8, 'Linda Black', 6, 320, 3),
    (9, 'David Green', 6, 310, 3),
    (10, 'Daniel Gray', 5, 390, 5),
    (11, 'Mark Armstrong', 6, 320, 4),
    (12, 'Donald Carter', 9, 290, 7),
    (13, 'Elizabeth Collins', 8, 300, 7),
    (14, 'Paul Brown', 8, 280, 8),
    (15, 'Andrew Clarke', 8, 280, 8);

SELECT * FROM employees;

 employee_id |     full_name     | hours | rate | manager_id
-------------+-------------------+-------+------+------------
           1 | James Wilson      |     8 |  500 |
           2 | Mary Burton       |     6 |  450 |          1
           3 | Patricia Robinson |     7 |  430 |          1
           4 | Robert Gray       |     8 |  480 |          1
           5 | Elizabeth Tucker  |     7 |  470 |          2
           6 | Joseph Lewis      |     7 |  470 |          2
           7 | William Ferguson  |     7 |  470 |          2
           8 | Linda Black       |     6 |  320 |          3
           9 | David Green       |     6 |  310 |          3
          10 | Daniel Gray       |     5 |  390 |          5
          11 | Mark Armstrong    |     6 |  320 |          4
          12 | Donald Carter     |     9 |  290 |          7
          13 | Elizabeth Collins |     8 |  300 |          7
          14 | Paul Brown        |     8 |  280 |          8
          15 | Andrew Clarke     |     8 |  280 |          8

Table aliases

JOIN

FROM <table_reference> AS <alias>

FROM <table_reference> <alias>

SELECT * FROM very_long_table_name1 a JOIN very_long_table_name2 b ON a․id = b․num_id;

-- an incorrect query

SELECT * FROM table1 AS t WHERE table1․id > 276;

SELECT manager․employee_id, manager․full_name,
    subordinate․employee_id, subordinate․full_name, subordinate․manager_id
FROM employees AS manager
JOIN employees AS subordinate
ON manager․employee_id = subordinate․manager_id;

employee_id |     full_name     | employee_id |     full_name     | manager_id
------------+-------------------+-------------+-------------------+------------
          1 | James Wilson      |           2 | Mary Burton       |          1
          1 | James Wilson      |           3 | Patricia Robinson |          1
          1 | James Wilson      |           4 | Robert Gray       |          1
          2 | Mary Burton       |           5 | Elizabeth Tucker  |          2
          2 | Mary Burton       |           6 | Joseph Lewis      |          2
          2 | Mary Burton       |           7 | William Ferguson  |          2
          3 | Patricia Robinson |           8 | Linda Black       |          3
          3 | Patricia Robinson |           9 | David Green       |          3
          5 | Elizabeth Tucker  |          10 | Daniel Gray       |          5
          4 | Robert Gray       |          11 | Mark Armstrong    |          4
          7 | William Ferguson  |          12 | Donald Carter     |          7
          7 | William Ferguson  |          13 | Elizabeth Collins |          7
          8 | Linda Black       |          14 | Paul Brown        |          8
          8 | Linda Black       |          15 | Andrew Clarke     |          8

Subquery in the FROM clause

SELECT * FROM employees AS managers CROSS JOIN employees AS staff ․․․
SELECT * FROM (employees AS managers CROSS JOIN employees) AS staff ․․․

SELECT a․* FROM table1 AS a JOIN table2 AS b ON a․id = b․num_id;

-- an incorrect query

SELECT a․* FROM (table1 AS a JOIN table2 AS b ON a․id = b․num_id) AS c;

Column aliases

SELECT <column_name> AS <alias> FROM <table>;

SELECT <column_name> <alias> FROM <table>;

SELECT employee_id AS id, full_name AS "full name" FROM employees LIMIT 3;

 id |     full name
----+-------------------
  1 | James Wilson
  2 | Mary Burton
  3 | Patricia Robinson

SELECT full_name "full name", hours*rate sum FROM employees LIMIT 3;

     full name     | sum
-------------------+------
 James Wilson      | 4000
 Mary Burton       | 2700
 Patricia Robinson | 3010

FROM <table_reference> [AS] <alias> ( <column1_alias> [, <column2_alias> [, ․․․]] )

SELECT * FROM employees AS managers ( id, "full name") LIMIT 3;

 id |     full name     | hours | rate | manager_id
----+-------------------+-------+------+------------
  1 | James Wilson      |     8 |  500 |
  2 | Mary Burton       |     6 |  450 |          1
  3 | Patricia Robinson |     7 |  430 |          1
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CROSS JOIN  resulted table contains all possible combinations of rows from table1  and table2  (the Cartesian product). The set of the joined table columns includes all

table1  columns, followed by all table2  columns. If the tables have N  and M  rows respectively, the joined table has N * M  rows. CROSS JOIN  is equivalent to FROM
table1 INNER JOIN table2 ON TRUE .

Example:

The result:

The INNER JOIN  examines each row in table1  and checks if table2  contains a row that satisfies the JOIN  condition. If a corresponding row is found, the INNER JOIN
creates a new row that contains columns from both tables and adds it to the result set.

Example:

The result contains book’s id , title , and cover  type. The Mrs. Dalloway  book is not included in the result since for its cover_id  value ( 5 ) a corresponding row in

covers  is not found:

The LEFT OUTER JOIN  clause performs the INNER JOIN  operation first. After that, each table1  row, which is excluded from the INNER JOIN  result, is added to the LEFT
OUTER JOIN  result with null values in the table2  columns. The joined table always has at least one row for each table1  row.

Example:

The result contains a row with the Mrs. Dalloway  book, in which the covers.name  column with the cover  alias has the null value:

The RIGHT OUTER JOIN  clause performs the INNER JOIN  operation first. After that, each table2  row, which is excluded from the INNER JOIN  result, is added to the

RIGHT OUTER JOIN  result with null values in the table1  columns. The joined table always has one row for each table2  row.

Example:

The result contains a row with Leatherette cover , in which the books.id  and books.title  columns have null values:

The FULL OUTER JOIN  clause performs the INNER JOIN  operation first. After that, each table1  row, which is excluded from the INNER JOIN  result, is added to the FULL
OUTER JOIN  result with null values in the table2  columns. Then each table2  row, which is excluded from the INNER JOIN  result, is added to the FULL OUTER JOIN  result

with null values in the table1  columns.

Example:

The result:

The JOIN  condition determines, which rows from two source tables match. You can use the ON , USING , or NATURAL  clause to specify the condition.

The ON  clause returns a boolean value. A row from table1  matches a row from table2  if the ON  expression evaluates to true .

Create two tables for test examples:

table1 :

table2 :

Execute the following query with the ON  condition:

The result:

The JOIN  condition can also contain additional clauses that do not relate directly to JOIN .

Example:

The result:

You can utilize the USING  clause, when columns in both tables have the same names. USING  takes a comma-separated list of the column names and creates a JOIN  condition

that includes an equality comparison for each column. For example, joining table1  and table2  with USING (field1, field2)  produces the JOIN  condition ON
table1.field1 = table2.field1 AND table1.field2 = table2.field2 .

The result of the JOIN  clause with USING  contains a single column for each of the listed column pairs in the listed order, followed by all remaining columns from table1  and

table2 .

Example:

The result:

The NATURAL  clause creates a USING  list. It includes all matching column names that both input tables contain. As with USING , the result of the JOIN  clause with NATURAL
contains a single column for each of the listed column pairs in the listed order, followed by all remaining columns from table1  and table2 .

Example:

The result:

If tables do not have columns with matching names, the NATURAL JOIN  clause produces the same result as CROSS JOIN .

You can chain JOIN  clauses of all types or nest JOIN  to another JOIN . In the default order, JOIN  clauses are executed from left to right. You can enclose JOIN  clauses in

parentheses to specify the join order.

Create table3  in addition to table1  and table2  for test examples:

Execute a JOIN  query without and with parentheses and compare results.

Run a query without parentheses:

First, PostgreSQL executes the CROSS JOIN  clause SELECT * FROM table1 CROSS JOIN table2 . Its result is:

After that, PostgreSQL executes INNER JOIN  on the CROSS JOIN  resulted table and table3 . Since USING  contains the value  field, this field is the first column in the

resulted table.

The result:

Add parentheses to the query:

First, PostgreSQL executes the INNER JOIN  clause SELECT * FROM table2 INNER JOIN table3 USING(value) . Its result is:

After that, PostgreSQL executes CROSS JOIN  on the table1  and the INNER JOIN  resulted table.

The result:
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CROSS JOIN

INNER JOIN

LEFT OUTER JOIN

RIGHT OUTER JOIN

FULL OUTER JOIN

JOIN conditions

ON

USING

NATURAL

Combine JOIN clauses

The JOIN  clause combines data from two tables according to the rules of the specified JOIN  type. The general JOIN  syntax is:

The syntax of JOIN  clauses that process string matches is:

INNER  and OUTER  are optional words in all forms. The default value is INNER . However, if the LEFT , RIGHT , or FULL  modifier is specified without INNER  or OUTER ,

PostgreSQL executes the JOIN  clause as OUTER JOIN .

The ON  and USING  clause specifies the JOIN  condition. Also, the NATURAL  keyword implicitly sets the JOIN  condition. The condition determines, which rows of the two source

tables corresponds to each other.

To see how different types of JOIN  operate with data, create two tables:

The books  table contains the cover_id  field. This field is a foreign key that refers to the primary key in the covers  table and serves for defining relationships between tables.

<table1> <JOIN_type> <table2> [ <join_condition> ]

<table1> { [INNER] | { LEFT | RIGHT | FULL } [OUTER] } JOIN <table2> ON <boolean_expression>
<table1> { [INNER] | { LEFT | RIGHT | FULL } [OUTER] } JOIN <table2> USING ( <join_column_list> )
<table1> NATURAL { [INNER] | { LEFT | RIGHT | FULL } [OUTER] } JOIN <table2>

CREATE TABLE books (
    id SERIAL PRIMARY KEY,
    title VARCHAR (100),
    cover_id INT
);

INSERT INTO books (title, cover_id) VALUES
('Hyperion', 1),
('1984', 2),
('War and Peace', 3),
('The Time Machine', 3),
('Mrs․ Dalloway', 5);

CREATE TABLE covers (
    id SERIAL PRIMARY KEY,
    name VARCHAR (50)
);

INSERT INTO covers (name) VALUES
('Paperback'),
('Hardcover'),
('Hardcover with dust jacket'),
('Leatherette cover');

CROSS JOIN

SELECT * FROM books CROSS JOIN covers;

 id |      title       | cover_id | id |            name
----+------------------+----------+----+----------------------------
  1 | Hyperion         |        1 |  1 | Paperback
  2 | 1984             |        2 |  1 | Paperback
  3 | War and Peace    |        3 |  1 | Paperback
  4 | The Time Machine |        3 |  1 | Paperback
  5 | Mrs․ Dalloway    |        5 |  1 | Paperback
  1 | Hyperion         |        1 |  2 | Hardcover
  2 | 1984             |        2 |  2 | Hardcover
  3 | War and Peace    |        3 |  2 | Hardcover
  4 | The Time Machine |        3 |  2 | Hardcover
  5 | Mrs․ Dalloway    |        5 |  2 | Hardcover
  1 | Hyperion         |        1 |  3 | Hardcover with dust jacket
  2 | 1984             |        2 |  3 | Hardcover with dust jacket
  3 | War and Peace    |        3 |  3 | Hardcover with dust jacket
  4 | The Time Machine |        3 |  3 | Hardcover with dust jacket
  5 | Mrs․ Dalloway    |        5 |  3 | Hardcover with dust jacket
  1 | Hyperion         |        1 |  4 | Leatherette cover
  2 | 1984             |        2 |  4 | Leatherette cover
  3 | War and Peace    |        3 |  4 | Leatherette cover
  4 | The Time Machine |        3 |  4 | Leatherette cover
  5 | Mrs․ Dalloway    |        5 |  4 | Leatherette cover
(20 rows)

INNER JOIN

SELECT books․id, books․title, covers․name cover FROM books
    INNER JOIN covers ON books․cover_id = covers․id;

 id |      title       |           cover
----+------------------+----------------------------
  1 | Hyperion         | Paperback
  2 | 1984             | Hardcover
  3 | War and Peace    | Hardcover with dust jacket
  4 | The Time Machine | Hardcover with dust jacket

LEFT OUTER JOIN

SELECT books․id, books․title, covers․name cover FROM books
    LEFT OUTER JOIN covers ON books․cover_id = covers․id;

 id |      title       |           cover
----+------------------+----------------------------
  1 | Hyperion         | Paperback
  2 | 1984             | Hardcover
  3 | War and Peace    | Hardcover with dust jacket
  4 | The Time Machine | Hardcover with dust jacket
  5 | Mrs․ Dalloway    |

RIGHT OUTER JOIN

SELECT books․id, books․title, covers․name cover FROM books
    RIGHT OUTER JOIN covers ON books․cover_id = covers․id;

 id |      title       |           cover
----+------------------+----------------------------
  1 | Hyperion         | Paperback
  2 | 1984             | Hardcover
  3 | War and Peace    | Hardcover with dust jacket
  4 | The Time Machine | Hardcover with dust jacket
    |                  | Leatherette cover

FULL OUTER JOIN

SELECT books․id, books․title, covers․name cover FROM books
    FULL OUTER JOIN covers ON books․cover_id = covers․id;

 id |      title       |           cover
----+------------------+----------------------------
  1 | Hyperion         | Paperback
  2 | 1984             | Hardcover
  3 | War and Peace    | Hardcover with dust jacket
  4 | The Time Machine | Hardcover with dust jacket
  5 | Mrs․ Dalloway    |
    |                  | Leatherette cover

JOIN conditions

ON

CREATE TABLE table1(
    num INT PRIMARY KEY,
    name VARCHAR (25)
);

INSERT INTO table1 (num, name) VALUES
    (1, 'a'),
    (2, 'b'),
    (3, 'c');

CREATE TABLE table2(
    num INT PRIMARY KEY,
    value VARCHAR (25)
);

INSERT INTO table2 (num, value) VALUES
    (1, 'value1'),
    (3, 'value2'),
    (5, 'value3');

 num | name
-----+------
   1 | a
   2 | b
   3 | c

 num | value
-----+-------
   1 | value1
   3 | value2
   5 | value3

SELECT * FROM table1 INNER JOIN table2 ON table1․num = table2․num;

 num | name | num | value
-----+------+-----+--------
   1 | a    |   1 | value1
   3 | c    |   3 | value2

SELECT * FROM table1 INNER JOIN table2
    ON table1․num = table2․num AND table2․value = 'value1';

 num | name | num | value
-----+------+-----+--------
   1 | a    |   1 | value1

USING

SELECT * FROM table1 INNER JOIN table2 USING (num);

 num | name | value
-----+------+--------
   1 | a    | value1
   3 | c    | value2

NATURAL

SELECT * FROM table1 NATURAL INNER JOIN table2;

 num | name | value
-----+------+--------
   1 | a    | value1
   3 | c    | value2

Combine JOIN clauses

CREATE TABLE table3(
    num INT PRIMARY KEY,
    name VARCHAR (25)
);

INSERT INTO table3 (id, value) VALUES
    (1, 'value1'),
    (2, 'value4');

  table1            table2            table3

 num | name        num | value        id | value
-----+------      -----+------      -----+------
   1 | a             1 | value1        1 | value1
   2 | b             3 | value2        2 | value4
   3 | c             5 | value3

SELECT * FROM table1 CROSS JOIN table2 INNER JOIN table3 USING(value);

 num | name | num | value
-----+------+-----+--------
   1 | a    |   1 | value1
   1 | a    |   3 | value2
   1 | a    |   5 | value3
   2 | b    |   1 | value1
   2 | b    |   3 | value2
   2 | b    |   5 | value3
   3 | c    |   1 | value1
   3 | c    |   3 | value2
   3 | c    |   5 | value3

 value  | num | name | num | id
--------+-----+------+-----+----
 value1 |   1 | a    |   1 |  1
 value1 |   2 | b    |   1 |  1
 value1 |   3 | c    |   1 |  1

SELECT * FROM table1 CROSS JOIN (table2 INNER JOIN table3 USING(value));

 value  | num | id
--------+-----+----
 value1 |   1 |  1

 num | name | value  | num | id
-----+------+--------+-----+----
   1 | a    | value1 |   1 |  1
   2 | b    | value1 |   1 |  1
   3 | c    | value1 |   1 |  1

d ee3



Subqueries
Eugenia Kuzina

Contents

A PostgreSQL subquery is an SQL query nested inside a parent query. A subquery can be nested inside a SELECT , INSERT , UPDATE , DELETE , SET , or DO  statement or inside

another subquery. A subquery is usually added within the WHERE  clause. In the WHERE  clause, you can use single-row comparison operators ( > , < , = , and others) or multiple-row

expressions ( IN , ANY , ALL , and others). A subquery must be enclosed in parentheses.

For example, we have the following table books :

The query below displays all books of the same genre as a genre of the book with id = 1 . A subquery SELECT genre FROM books WHERE id = 1  determines the genre.

The result:

A subquery is executed before its parent query, and the subquery result is passed to the parent query. In this example, the subquery returns novel , and the parent query returns books

of the novel  genre. The subquery from the example is a scalar one.

A scalar subquery is a subquery that selects only one column or expression and returns one row, a single scalar value.

In the example below, the subquery SELECT MAX(total) FROM orders WHERE customer_id = 17  selects the maximum value of the total  field for the customer with id
= 17 :

The result:

You can use subquery before or after comparison operators. This type of subqueries can return at most one value. The value can be the result of an arithmetic expression or a function.

PostgreSQL compares the subquery result value with the value on the other side of the comparison operator. You can use the following comparison operators:

Operator Description

= Equal to

> Greater than

>= Greater than or equal to

< Less than

<= Less than or equal to

!= Not equal to

<> Not equal to

<=> Null-safe equal to. This operator performs an equality comparison, but returns

1  rather than null  if both operands are null , and 0  rather than null
if one operand is null

The following query displays books with the price higher than the average price:

The result:

The EXISTS  expression syntax:

The EXISTS  argument is a subquery or a SELECT  statement. The subquery is executed to determine whether it returns any rows. If it returns at least one row, the result of

EXISTS  is true . If subquery  returns no rows, the result of EXISTS  is false .

The subquery can refer to variables from the parent query.

The subquery is executed until at least one row is returned. Since the result depends on whether any rows are returned, the output list is not significant. A common coding convention is

to write all EXISTS  tests in the form EXISTS (SELECT 1 WHERE … ) .

For example, we have the table authors  in addition to table books  mentioned above:

Execute the following query:

The result contains books whose authors are in the authors  table:

The IN  expression syntax:

<in_subquery>  must return one column. The <in_expression>  is evaluated and compared against each row of the subquery result. The IN  result is true  if any equal

subquery row is found. The result is false  if no equal row is found, or <in_subquery>  returns no rows. The following query selects books of American authors:

The result:

Note, if <in_expression>  returns null  or if there are no equal subquery values and at least one subquery row returns null , the IN  result is null , not false .

The left part of the IN  expression can be a row constructor:

<in_subquery>  must return the same number of columns as the <row_constructor>  expression contains.

Example:

The result:

IN  is equivalent to = ANY .

The NOT IN  expression syntax:

<not_in_subquery>  must return one column. The <not_in_expression>  is evaluated and compared to each row of the subquery result. The NOT IN  result is true  if only

unique subquery rows are found, or <not_in_subquery>  returns no rows. The result is false  if any equal row is found.

The following query selects books of non-American authors:

The result:

NOT IN  is equivalent to <> ALL .

The left part of the NOT IN  expression can be a row constructor:

<not_in_subquery>  must return the same number of columns as the <row_constructor>  expression contains.

Example:

The result:

SOME  is a synonym for ANY . The ANY/SOME  expression syntax:

<subquery>  must return one column. The <expression>  is evaluated and compared to each row of the subquery result using <operator> . <operator>  must return a

boolean result. The result of ANY  is true  if any true  result is obtained. The result is false  if no true result is found, or <subquery>  returns no rows.

= ANY  is equivalent to IN .

Note, if <operator>  does not return true  and at least one subquery row returns null , the ANI  result is null , not false .

Rewrite the example with IN  as follows:

The result is the same:

The left part of the ANY/SOME  expression can be a row constructor:

<subquery>  must return the same number of columns as the <row_constructor>  expression contains.

Example:

The result:

The ALL  expression syntax:

<all_subquery>  must return one column. The <all_expression>  is evaluated and compared to each row of the subquery result using <operator> . <operator>  must

return a boolean result. The ALL  result is true  if all rows returns true or <all_subquery>  returns no rows. The result is false  if any false result is found. The result is null
if no comparison with a subquery row returns false , and at least one comparison returns null .

<> ALL  is equivalent to NOT IN .

Rewrite the example with NOT IN  as follows:

The result is the same:

The left part of the ALL  expression can be a row constructor:

<all_subquery>  must return the same number of columns as the <row_constructor>  expression contains.

Example:

The result:

The single-row comparison has the following syntax:

<subquery>  must return the same number of columns as the <row_constructor>  expression contains. <subquery>  cannot return more than one row. If it returns no rows,

the result is null . You can use = , >, <, >=, <=, <>, !=, <=> comparison operators. The <row_constructor>  is evaluated and compared to the single subquery result row using

<operator> .

Example:

The result:

An SQL-statement with subquery in the FROM  clause has the following syntax:

Every table in the FROM  clause must have an alias. All columns in the subquery SELECT  list must have unique names.

The following query shows books published after 1900 with a percentage of total sales:

The result:

To Table of Contents

Overview

Scalar subquery

Subquery with comparison operators

Subquery with EXISTS

Subquery with IN

Subquery with NOT IN

Subquery with ANY/SOME

Subquery with ALL

Single-row comparison

Subquery in the FROM clause

Overview

 id |                title                | author_id | public_year |  genre  | evaluation | price | total_sales
----+-------------------------------------+-----------+-------------+---------+------------+-------+-------------
  1 | Mrs․ Dalloway                       |         1 |        1925 | novel   |       7․82 |   360 |     6212880
  2 | To the Lighthouse                   |         1 |        1927 | novel   |       8․45 |   440 |     7216000
  3 | To Kill a Mockingbird               |         2 |        1960 | novel   |       7․48 |   750 |    11574000
  4 | The Great Gatsby                    |         3 |        1925 | novel   |       9․23 |   900 |    11110500
  5 | The Lord of the Rings               |         4 |        1955 | fantasy |       9․49 |  1200 |     5472000
  6 | 1984                                |         5 |        1949 | sci-fi  |       8․17 |   520 |     9642880
  7 | The Hobbit, or There and Back Again |         4 |        1937 | fantasy |       9․32 |  1100 |    19679000
  8 | War and Peace                       |         6 |        1869 | novel   |       9․69 |  1500 |    32548500
  9 | Hyperion                            |         7 |        1989 | sci-fi  |       9․46 |   610 |     8411290
 10 | The Time Machine                    |         8 |        1895 | sci-fi  |       8․12 |   450 |     6444450

SELECT id, title, genre
FROM books
WHERE genre = (SELECT genre FROM books WHERE id = 1);

 id |         title         | genre
----+-----------------------+-------
  1 | Mrs․ Dalloway         | novel
  2 | To the Lighthouse     | novel
  3 | To Kill a Mockingbird | novel
  4 | The Great Gatsby      | novel
  8 | War and Peace         | novel

Scalar subquery

INSERT INTO order_statistic (customer_id, max_sum) VALUES (
   17,
   (SELECT MAX(total) FROM orders WHERE customer_id = 17)
)
RETURNING *;

 customer_id | max_sum
-------------+---------
          17 | 5000․00

Subquery with comparison operators

SELECT id, title, price
FROM books
WHERE  price >
(SELECT AVG(price) FROM books);

 id |                title                | price
----+-------------------------------------+-------
  4 | The Great Gatsby                    |   900
  5 | The Lord of the Rings               |  1200
  7 | The Hobbit, or There and Back Again |  1100
  8 | War and Peace                       |  1500

Subquery with EXISTS

EXISTS (<subquery>)

 id |        name         |    country
----+---------------------+---------------
  2 | Harper Lee          | USA
  3 | F․ Scott Fitzgerald | USA
  4 | J․R․R․ Tolkien      | Great Britain
  5 | George Orwell       | Great Britain
  6 | Leo Tolstoy         | Russia
  7 | Dan Simmons         | USA
  8 | Herbert Wells       | Great Britain

SELECT id, title, author_id
FROM books b
WHERE EXISTS (SELECT 1 FROM authors WHERE id = b․author_id);

 id |                title                | author_id
----+-------------------------------------+-----------
  4 | The Great Gatsby                    |         3
  6 | 1984                                |         5
  7 | The Hobbit, or There and Back Again |         4
  5 | The Lord of the Rings               |         4
  8 | War and Peace                       |         6
  3 | To Kill a Mockingbird               |         2
  9 | Hyperion                            |         7
 10 | The Time Machine                    |         8

Subquery with IN

<in_expression> IN (<in_subquery>)

SELECT id, title FROM books
WHERE author_id IN
    (SELECT id FROM authors WHERE country='USA');

 id |         title
----+-----------------------
  3 | To Kill a Mockingbird
  4 | The Great Gatsby
  9 | Hyperion

<row_constructor> IN (<in_subquery>)

SELECT ROW( books․id, books․title) FROM books
WHERE author_id IN
  (SELECT id FROM authors WHERE country='USA');

             row
-----------------------------
 (3,"To Kill a Mockingbird")
 (4,"The Great Gatsby")
 (9,Hyperion)

Subquery with NOT IN

<not_in_expression> NOT IN (<not_in_subquery>)

SELECT id, title FROM books
WHERE author_id NOT IN
  (SELECT id FROM authors WHERE country='USA');

 id |                title
----+-------------------------------------
  1 | Mrs․ Dalloway
  2 | To the Lighthouse
  5 | The Lord of the Rings
  7 | The Hobbit, or There and Back Again
  8 | War and Peace
  6 | 1984
 10 | The Time Machine

<row_constructor> NOT IN (<not_in_subquery>)

SELECT ROW( books․id, books․title) FROM books
WHERE author_id NOT IN
  (SELECT id FROM authors WHERE country='USA');

                    row
-------------------------------------------
 (1,"Mrs․ Dalloway")
 (2,"To the Lighthouse")
 (5,"The Lord of the Rings")
 (7,"The Hobbit, or There and Back Again")
 (8,"War and Peace")
 (6,1984)
 (10,"The Time Machine")

Subquery with ANY/SOME

<expression> <operator> ANY (<subquery>)
<expression> <operator> SOME (<subquery>)

SELECT id, title FROM books
  WHERE author_id = ANY
  (SELECT id FROM authors
      WHERE country='USA');

 id |         title
----+-----------------------
  3 | To Kill a Mockingbird
  4 | The Great Gatsby
  9 | Hyperion

<row_constructor> <operator> ANY (<subquery>)
<row_constructor> <operator> SOME (<subquery>)

SELECT ROW( books․id, books․title) FROM books
WHERE author_id = ANY
  (SELECT id FROM authors WHERE country='USA');

             row
-----------------------------
 (3,"To Kill a Mockingbird")
 (4,"The Great Gatsby")
 (9,Hyperion)

Subquery with ALL

<all_expression> <operator> ALL (<all_subquery>)

SELECT id, title FROM books
WHERE author_id <> ALL
 (SELECT id FROM authors WHERE country='USA');

 id |                title
----+-------------------------------------
  1 | Mrs․ Dalloway
  2 | To the Lighthouse
  5 | The Lord of the Rings
  7 | The Hobbit, or There and Back Again
  8 | War and Peace
  6 | 1984
 10 | The Time Machine

<row_constructor> <operator> ALL (<all_subquery>)

SELECT ROW( books․id, books․title) FROM books
WHERE author_id <> ALL
  (SELECT id FROM authors WHERE country='USA');

                    row
-------------------------------------------
 (1,"Mrs․ Dalloway")
 (2,"To the Lighthouse")
 (5,"The Lord of the Rings")
 (7,"The Hobbit, or There and Back Again")
 (8,"War and Peace")
 (6,1984)
 (10,"The Time Machine")

Single-row comparison

<row_constructor> <operator> (<subquery>)

SELECT last_name FROM employees
  WHERE ROW(department_id, manager_id) =
    (SELECT department_id, manager_id FROM departments
      WHERE location  = "Moscow");

 last_name
------------
 Ivanov

Subquery in the FROM clause

SELECT <expression> FROM (<subquery>) AS <alias>

SELECT book_id, book_title, percentage
FROM
  (SELECT id AS book_id, title AS book_title, public_year AS year, ROUND(total_sales/118311500*100,2) AS percentage FROM books) AS 
b
WHERE year > 1900;

 book_id |             book_title              | percentage
---------+-------------------------------------+------------
       1 | Mrs․ Dalloway                       |       5․25
       2 | To the Lighthouse                   |       6․10
       3 | To Kill a Mockingbird               |       9․78
       4 | The Great Gatsby                    |       9․39
       5 | The Lord of the Rings               |       4․63
       6 | 1984                                |       8․15
       7 | The Hobbit, or There and Back Again |      16․63
       9 | Hyperion                            |       7․11
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The following query uses UNION  to join the book_store1  and book_store2  tables:

The result:

Add the ALL  modifier and compare results:

The result contains duplicate rows:

The following query uses INTERSECT  to return all rows that are in both the book_store1  and book_store2  tables:

The result:

The query below uses EXCEPT  to returns all rows that are in book_store1  but not in the book_store2  table.

The result:

You can combine set operators in a single query.

For example, the following query first adds rows from the book_store1  and book_store2  tables to the result, and then excludes book_store3  rows:

The result:

Parentheses determine the order, in which operators are evaluated. Without parentheses, UNION  and EXCEPT  are executed from left to right. The expressions below are equivalent:

INTERSECT  has a higher priority than UNION  and EXCEPT . The expressions below are equivalent:

Execute the following query with INTERSECT :

PostgreSQL executes the INTERSECT  first, its result is:

After that, UNION  is executed to combine the result above with the book_store1  rows.

The result:

Add parentheses to the query:

PostgreSQL executes the UNION  first, its result is:

After that, INTERSECT  returns all rows that are in both the previous result and book_store3  table.

The result:

If you need to use additional clauses (for example, LIMIT ) in input queries, enclose queries in parentheses. If you use additional clauses in queries without parentheses, a syntax error

may occur or a clause can be applied to the set operator output rather than an input query. For example, the following query is correct, but PostgreSQL applies LIMIT 10  to the

UNION  result:

This query is equivalent to the following expression:

To apply LIMIT  to the second query, use parentheses:

To Table of Contents

The UNION example

The INTERSECT example

The EXCEPT example

Combine set operators

You can use the UNION , INTERSECT , and EXCEPT  set operators to combine the results of two queries. These operators have the following syntax:

Where:

<query1>  and <query2>  are queries to combine. The queries must be union compatible. They must return the same number of columns and the corresponding columns must

have compatible data types, as described in the following article: UNION.

UNION  adds the result of <query2>  to the result of <query1> . The order, in which UNION  return rows, is not determined.

INTERSECT  returns all rows that are in both the <query1>  and <query2>  results.

EXCEPT  returns all rows that are in the <query1>  result but not in the <query2>  result.

ALL  specifies that duplicate rows should be included in the result. If the query does not contain the ALL  modifier, the UNION , INTERSECT , and EXCEPT  operators eliminate

duplicate rows.

To see how the set operators work, create three tables:

<query1> UNION [ALL] <query2>
<query1> INTERSECT [ALL] <query2>
<query1> EXCEPT [ALL] <query2>

CREATE TABLE book_store1(
    id INT PRIMARY KEY,
    title VARCHAR (100)
);

CREATE TABLE book_store2(
    id INT PRIMARY KEY,
    title VARCHAR (100)
);

CREATE TABLE book_store3(
    id INT PRIMARY KEY,
    title VARCHAR (100)
);

INSERT INTO book_store1 (id, title) VALUES
(1, 'Hyperion'),
(2, '1984'),
(3, 'War and Peace'),
(4, 'The Time Machine');

INSERT INTO book_store2 (id, title) VALUES
(3, 'War and Peace'),
(4, 'The Time Machine'),
(5, 'Mrs․ Dalloway' );

INSERT INTO book_store3 (id, title) VALUES
(1, 'Hyperion'),
(2, '1984'),
(5, 'Mrs․ Dalloway' );

The UNION example

SELECT * from book_store1 UNION SELECT * from book_store2;

id |      title
----+------------------
5 | Mrs․ Dalloway
4 | The Time Machine
2 | 1984
3 | War and Peace
1 | Hyperion

SELECT * from book_store1 UNION ALL SELECT * from book_store2;

 id |      title
----+------------------
  1 | Hyperion
  2 | 1984
  3 | War and Peace
  4 | The Time Machine
  3 | War and Peace
  4 | The Time Machine
  5 | Mrs․ Dalloway

The INTERSECT example

SELECT * from book_store1 INTERSECT SELECT * from book_store2;

 id |      title
----+------------------
  4 | The Time Machine
  3 | War and Peace

The EXCEPT example

SELECT * from book_store1 EXCEPT SELECT * from book_store2;

 id |  title
----+----------
  2 | 1984
  1 | Hyperion

Combine set operators

SELECT * from book_store1 UNION SELECT * from book_store2
    EXCEPT SELECT * from book_store3;

 id |      title
----+------------------
  4 | The Time Machine
  3 | War and Peace

<query1> UNION <query2> EXCEPT <query3>

(<query1> UNION <query2>) EXCEPT <query3>

<query1> UNION <query2> INTERSECT <query3>

<query1> UNION (<query2> INTERSECT <query3>)

SELECT * from book_store1 UNION SELECT * from book_store2
    INTERSECT SELECT * from book_store3;

 id |     title
----+---------------
  5 | Mrs․ Dalloway

 id |      title
----+------------------
  5 | Mrs․ Dalloway
  4 | The Time Machine
  2 | 1984
  3 | War and Peace
  1 | Hyperion

(SELECT * from book_store1 UNION SELECT * from book_store2)
    INTERSECT SELECT * from book_store3;

 id |      title
----+------------------
  5 | Mrs․ Dalloway
  4 | The Time Machine
  2 | 1984
  3 | War and Peace
  1 | Hyperion

 id |     title
----+---------------
  2 | 1984
  1 | Hyperion
  5 | Mrs․ Dalloway

SELECT a FROM b UNION SELECT x FROM y LIMIT 10;

(SELECT a FROM b UNION SELECT x FROM y) LIMIT 10;

SELECT a FROM b UNION (SELECT x FROM y LIMIT 10);
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The example below displays sale totals per book in the top sale store. The WITH  clause defines two auxiliary statements named store_sales  and top_stores . The

store_sales  output is used in top_stores , and the top_stores  output is used in the parent SELECT  query.

If rewrite this query without WITH , it will be a complex statement with two levels of nested SELECT subqueries.

Recursive queries are used to process hierarchical or tree-structured data. You can use the RECURSIVE  modifier in a WITH  query to refer to the query’s own output.

A recursive CTE has the following syntax:

A recursive WITH  query contains a non-recursive term, UNION  (or UNION ALL ), and a recursive term. Only the recursive term can contain a reference to the query’s own output.

PostgreSQL executes a recursive query in the following sequence:

1. Execute the non-recursive term to create the base result set (R0).

2. Execute the recursive term with Ri as an input to return the result set Ri+1 as the output.

3. Repeat step 2 until an empty set is returned.

4. Return the final result set that is a UNION  or UNION ALL  of the result sets R0, R1,…  Rn.

Create a new table to demonstrate a recursive query:

Insert data to the table:

The following recursive query returns all the subordinates of the manager with employee_id  equal to 2 :

The non-recursive term returns the base result set (R0):

The recursive term returns the subordinates of the employee from the first result. This is the JOIN  result of the employees  table and the subordinates  CTE. The first iteration

of the recursive term returns the following result:

The second iteration uses the result set above as the input, and returns the result set:

The third iteration returns an empty result set because employees with employee_id  10, 12, and 13 do not have subordinates.

The final result set is the union of all result sets in the first and second iterations generated by the non-recursive and recursive terms.

If you need to get the results in the depth-first or breadth-first order, you can use the SEARCH  clause.

Add SEARCH DEPTH FIRST BY  to display the result in the depth-first order. As a result, a column that contains the path to the row is added to the output.

The result:

Use SEARCH BREADTH FIRST BY  to display the result in the breadth-first order. As a result, a column that contains the nested level of the recursive query is added to the output.

The result:

When working with recursive queries, it is important to make sure that the recursive part of the query eventually returns no items, otherwise the query loops indefinitely. You can use the

CYCLE  clause to detect cycles.

The CYCLE  clause contains the list of columns to track for cycle detection ( employee_id  — in the example above) a name of column that shows whether a cycle is detected

( is_cycle ), and the name of another column that tracks the path ( path ). The is_cycle  and path  columns are added to the query output.

The result:

You can define whether the result of the СTE subquery (starting with AS ) is materialized. It means that the subquery is executed separately from the parent query and only once

during its execution, and its result is written to a temporary table stored in memory. It can be useful if this subquery contains resource intensive calculations.

Use the MATERIALIZED  modifier to force the subquery separate calculation from the parent query:

The following subqueries are materialized by default:

subqueries from recursive CTE queries;

subqueries that are referenced more than once.

Since a materialized subquery is executed and optimized separately from the parent query it may cause the performance problems. That is why the default behavior was changed

starting with PostgreSQL 12. In recent PostgreSQL versions, CTE subqueries referenced once are not materialized. They are merged into the parent queries and the optimizer processes

both query simultaneously. For example, the optimizer can combine conditions from two queries into one filter to search by index.

You can use the NOT MATERIALIZED  modifier to force the joint optimization of the subquery and parent query:

Note, the NOT MATERIALIZED  modifier has no effect on recursive CTE queries, they are always materialized.

You can use the INSERT , UPDATE , and DELETE  statements in CTEs. It allows you to perform multiple different operations in the same query. The example below moves two rows

from employees  to retired_employees :

DELETE  removes the specified rows from employees , returns their content by the RETURNING clause. The parent query reads the subquery output and inserts it into

retired_employee .

Data-modifying statements in WITH  should contain the RETURNING  clause to refer to their result sets in the parent query.

Note that the CTE statement execution order is not determined. The query below returns not modified data from the employees  table, because the UPDATE  statement is executed

later than SELECT .

To get the modified data, refer to the subquery result:

Recursive self-references in data-modifying statements are not allowed. You can include data-modifying statement in the parent query. The following recursive query deletes all

subordinates of the manager with the id 2  and this manager from employees :
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CTE materialization

Data-modifying statements

A common table expression (CTE) is a temporary result of an SQL statement that can be referenced in another SQL statement. CTEs allow you to split complex SQL queries into

simpler parts.

CTE has the following syntax:

In the statement above, the WITH  clause creates CTE using the following:

<CTE_name>  is an identifier for CTE;

<column_list>  is an optional parameter that contains a list of CTE columns;

<CTE_query_definition>  specifies an SQL statement to populate CTE;

<statement>  is an SQL expression that uses CTE.

You can also define several CTEs with a single WITH  clause.

WITH <CTE_name> (<column_list>) AS (
<CTE_query_definition>
)
<statement>;

The SELECT statement in CTE

WITH store_sales AS (
    SELECT store, SUM(amount) AS total_sales
    FROM orders
    GROUP BY store
), top_stores AS (
    SELECT store
    FROM store_sales
    WHERE total_sales > (SELECT SUM(total_sales)/10 FROM store_sales)
)
SELECT store,
       book,
       SUM(quantity) AS book_quantity,
       SUM(amount) AS book_sales
FROM orders
WHERE store IN (SELECT store FROM top_stores)
GROUP BY store, book;

Recursive queries

WITH RECURSIVE <CTE_name> AS(
    <CTE_query_definition> -- non-recursive term
    UNION [ALL]
    <CTE_query definion> -- recursive term

CREATE TABLE employees (
employee_id serial PRIMARY KEY,
full_name VARCHAR NOT NULL,
manager_id INT
);

INSERT INTO employees (employee_id, full_name, manager_id)
    VALUES
    (1, 'James Wilson', NULL),
    (2, 'Mary Burton', 1),
    (3, 'Patricia Robinson', 1),
    (4, 'Robert Gray', 1),
    (5, 'Elizabeth Tucker', 2),
    (6, 'Joseph Lewis', 2),
    (7, 'William Ferguson', 2),
    (8, 'Linda Black', 3),
    (9, 'David Green', 3),
    (10, 'Daniel Gray', 5),
    (11, 'Mark Armstrong', 4),
    (12, 'Donald Carter', 7),
    (13, 'Elizabeth Collins', 7),
    (14, 'Paul Brown', 8),
    (15, 'Andrew Clarke', 8);

WITH RECURSIVE subordinates (employee_id, full_name, manager_id) AS (
    SELECT employee_id, manager_id, full_name
    FROM employees WHERE employee_id = 2
    UNION
        SELECT e․employee_id, e․manager_id, e․full_name
        FROM employees e
    INNER JOIN subordinates s ON s․employee_id = e․manager_id
)
SELECT * FROM subordinates;

 employee_id | manager_id |  full_name
-------------+------------+-------------
           2 |          1 | Mary Burton

 employee_id | manager_id |    full_name
-------------+------------+------------------
           5 |          2 | Elizabeth Tucker
           6 |          2 | Joseph Lewis
           7 |          2 | William Ferguson

 employee_id | manager_id |     full_name
-------------+------------+-------------------
          12 |          7 | Donald Carter
          13 |          7 | Elizabeth Collins
          10 |          5 | Daniel Gray

 employee_id | manager_id |     full_name
-------------+------------+-------------------
           2 |          1 | Mary Burton
           5 |          2 | Elizabeth Tucker
           6 |          2 | Joseph Lewis
           7 |          2 | William Ferguson
          12 |          7 | Donald Carter
          13 |          7 | Elizabeth Collins
          10 |          5 | Daniel Gray

Search order

WITH RECURSIVE subordinates(employee_id, manager_id, full_name) AS (
    SELECT employee_id, manager_id, full_name
    FROM employees WHERE employee_id = 2
    UNION
        SELECT e․employee_id, e․manager_id, e․full_name
        FROM employees e
    INNER JOIN subordinates s ON s․employee_id = e․manager_id
) SEARCH DEPTH FIRST BY employee_id SET ordercol
SELECT * FROM subordinates ORDER BY ordercol;

 employee_id | manager_id |     full_name     |    ordercol
-------------+------------+-------------------+----------------
           2 |          1 | Mary Burton       | {(2)}
           5 |          2 | Elizabeth Tucker  | {(2),(5)}
          10 |          5 | Daniel Gray       | {(2),(5),(10)}
           6 |          2 | Joseph Lewis      | {(2),(6)}
           7 |          2 | William Ferguson  | {(2),(7)}
          12 |          7 | Donald Carter     | {(2),(7),(12)}
          13 |          7 | Elizabeth Collins | {(2),(7),(13)}

WITH RECURSIVE subordinates(employee_id, manager_id, full_name) AS (
    SELECT employee_id, manager_id, full_name
    FROM employees WHERE employee_id = 2
    UNION
        SELECT e․employee_id, e․manager_id, e․full_name
        FROM employees e
    INNER JOIN subordinates s ON s․employee_id = e․manager_id
) SEARCH BREADTH FIRST BY employee_id SET ordercol
SELECT * FROM subordinates ORDER BY ordercol;

 employee_id | manager_id |     full_name     | ordercol
-------------+------------+-------------------+----------
           2 |          1 | Mary Burton       | (0,2)
           5 |          2 | Elizabeth Tucker  | (1,5)
           6 |          2 | Joseph Lewis      | (1,6)
           7 |          2 | William Ferguson  | (1,7)
          10 |          5 | Daniel Gray       | (2,10)
          12 |          7 | Donald Carter     | (2,12)
          13 |          7 | Elizabeth Collins | (2,13)

Cycle Detection

WITH RECURSIVE subordinates(employee_id, manager_id, full_name) AS (
    SELECT employee_id, manager_id, full_name
    FROM employees WHERE employee_id=2
    UNION
        SELECT e․employee_id, e․manager_id, e․full_name
        FROM employees e
    INNER JOIN subordinates s ON s․employee_id = e․manager_id
)  CYCLE employee_id SET is_cycle USING path
SELECT * FROM subordinates;

 employee_id | manager_id |     full_name     | is_cycle |      path
-------------+------------+-------------------+----------+----------------
           2 |          1 | Mary Burton       | f        | {(2)}
           5 |          2 | Elizabeth Tucker  | f        | {(2),(5)}
           6 |          2 | Joseph Lewis      | f        | {(2),(6)}
           7 |          2 | William Ferguson  | f        | {(2),(7)}
          12 |          7 | Donald Carter     | f        | {(2),(7),(12)}
          13 |          7 | Elizabeth Collins | f        | {(2),(7),(13)}
          10 |          5 | Daniel Gray       | f        | {(2),(5),(10)}

TIP

A query can include both SEARCH  and CYCLE  clauses. The cycle path column is computed in the same way as the depth-first ordering column. The SEARCH
DEPTH FIRST BY  and CYCLE  clauses used together create redundant computations. To avoid it, use the CYCLE  clause and order by the path  column. If

you need to apply the breadth-first order, specify both SEARCH  and CYCLE  clauses.

CTE materialization

WITH employees_data AS MATERIALIZED (
    SELECT * FROM employees
)
SELECT full_name FROM employees_data WHERE employee_id = 5;

WITH employees_data AS NOT MATERIALIZED (
    SELECT * FROM employees
)
SELECT (

SELECT full_name FROM employees_data WHERE employee_id = 5),
    (SELECT full_name FROM employees_data WHERE employee_id = 6);

Data-modifying statements

WITH moved_rows AS (
    DELETE FROM employees
    WHERE
        employee_id = 4 OR
        employee_id = 5
    RETURNING *
)
INSERT INTO retired_employee
SELECT * FROM moved_rows;

WITH employees_data AS (
    UPDATE employees SET manager_id = 1 WHERE employee_id =10
    RETURNING *
)
SELECT * FROM employees;

WITH employees_data AS (
    UPDATE employees SET manager_id = 1 WHERE employee_id =10
    RETURNING *
)
SELECT * FROM employees_data;

WITH RECURSIVE subordinates (employee_id, full_name, manager_id) AS (
    SELECT employee_id, manager_id, full_name
    FROM employees WHERE employee_id = 2
    UNION
        SELECT e․employee_id, e․manager_id, e․full_name
        FROM employees e
    INNER JOIN subordinates s ON s․employee_id = e․manager_id
)
DELETE FROM employees
  WHERE employee_id IN (SELECT employee_id FROM subordinates);
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Aggregate functions compute a single result from a set of input values. For example, you can compute the count, sum, average, maximum, and minimum over a set of rows.

Example:

The result:

To utilize an aggregate function in the WHERE  clause, use a subquery. The following example returns the title of the oldest book:

The result:

You can also combine aggregate functions with the GROUP BY  clauses. For example, we can get the oldest book of each genre:

The result:

You can use the HAVING  clause to filter the result set:

The result:

To obtain the full list of predefined aggregate functions, refer to the following link: Aggregate functions.

The syntax of an aggregate expression can be one of the following:

1. The first form of aggregate expression invokes the aggregate function once for each input row according to the specified expression:

Where:

<aggregate_name>  is an aggregate function;

<expression>  is a value expression that does not contain any aggregate expression or window function call;

<order_by_clause>  is a clause that specifies the sort order (optional);

<filter_clause>  is a clause that defines a filter (optional).

Example:

2. The second form has the ALL  modifier. Since ALL  is used by default, the second form is the same as the first.

3. The third form invokes the aggregate function once for each distinct value of the expression (or distinct set of values, for multiple expressions).

The following statement returns the number of distinct book titles:

4. The fourth form invokes the aggregate function once for each row. Since no particular input value is specified, this form only applies to the COUNT(*)  function.

5. The fifth form is used with ordered-set aggregate functions (for example, array_agg , string_agg , rank , and percentile ). The result of these functions depends on

the order of the input rows. The order_by_clause  parameter is required for these functions.

The ORDER BY  clause has the same syntax as a query-level ORDER BY  clause, but cannot contain output-column numbers and names.

Example:

If you call multiple-argument aggregate functions, ORDER BY  must be placed after all aggregate arguments:

If DISTINCT  is specified in addition to ORDER BY , all the ORDER BY  expressions must match regular arguments of the aggregate function. You cannot sort by an expression

that is not included in the DISTINCT list.

For an ordered-set aggregate function, you can put order_by_clause  inside WITHIN GROUP(… ) . The expressions in order_by_clause  are evaluated once per input

row as regular aggregate arguments, sorted according to order_by_clause  requirements, and passed to the aggregate function as input arguments. When

order_by_clause  is not in WITHIN GROUP , it is not treated as an aggregate function argument. The argument expressions preceding WITHIN GROUP , if any, are called

direct arguments to distinguish them from the aggregated arguments listed in the order_by_clause . Direct arguments are evaluated once per aggregate call. They can

contain variables only if these variables are grouped by GROUP BY . Direct arguments are typically used for a single value per aggregation calculation (for example, percentile

fractions). If the direct argument list is empty, write () .

Example:

For all types of aggregate expression listed above, filter_clause  is an optional parameter. If FILTER  is specified, only the input rows for which the filter_clause  evaluates

to true  are passed to the aggregate function.

We have the following table:

Execute query with the specified FILTER :

The result:

Most aggregate functions ignore NULL input, and rows where one or more expressions evaluate to NULL are discarded. This is true for all built-in aggregate functions unless otherwise

specified. For example, COUNT(*)  returns the total number of input rows, COUNT(field1)  returns the number of input rows where field1  is not null, and COUNT(DISTINCT
field1)  returns the number of distinct non-null values of field1 .
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SELECT MIN(public_year) FROM book;

 min
------
 1869

SELECT title FROM book WHERE public_year = (SELECT min(public_year) FROM book);

     title
---------------
 War and Peace

SELECT genre, min(public_year) public_year FROM book GROUP BY genre;

      genre      | public_year
-----------------+-------------
 science fiction |        1895
 fantasy         |        1937
 novel           |        1869

SELECT genre, min(public_year) public_year
    FROM book GROUP BY genre HAVING min(public_year) < 1900;

      genre      | min
-----------------+------
 science fiction | 1895
 novel           | 1869

NOTE

There is a fundamental difference between the WHERE  and HAVING  clauses. WHERE  selects input rows before evaluating groups and aggregate functions, it

determines which rows are included in aggregate calculations. HAVING  selects group rows after groups and aggregate functions are calculated. The WHERE
clause cannot contain aggregate functions, and the HAVING  clause always contains aggregate functions.

If you need to use additional conditions, add them to the WHERE  clause, not HAVING . This approach avoids aggregation calculations for rows that do not meet

the additional conditions.

Aggregate expression syntax

<aggregate_name> (<expression> [ , ․․․ ] [<order_by_clause>] )
    [ FILTER ( WHERE <filter_clause> ) ]

SELECT MIN(public_year) FROM book;

<aggregate_name> (ALL <expression> [ , ․․․ ] [<order_by_clause>] )
    [ FILTER (WHERE <filter_clause>) ]

 <aggregate_name> (DISTINCT <expression> [ , ․․․ ] [<order_by_clause>] )
    [ FILTER (WHERE <filter_clause>) ]

SELECT COUNT (DISTINCT(book_title)) FROM orders;

<aggregate_name> ( * ) [ FILTER (WHERE <filter_clause>) ]

<aggregate_name> ( [ <expression> [ , ․․․ ] ] )
    WITHIN GROUP ( <order_by_clause>)
    [FILTER (WHERE <filter_clause>)]

SELECT array_agg(field1 ORDER BY field2 DESC) FROM table1;

SELECT string_agg(field1, ',' ORDER BY field1) FROM table1;

SELECT percentile_cont(0․5) WITHIN GROUP (ORDER BY income) FROM households;

 id |            book_title               | public_year
----+-------------------------------------+-------------
  1 | Mrs․ Dalloway                       |        1925
  2 | To the Lighthouse                   |        1927
  3 | To Kill a Mockingbird               |        1960
  4 | The Great Gatsby                    |        1925
  5 | The Lord of the Rings               |        1955
  8 | War and Peace                       |        1869
  7 | The Hobbit, or There and Back Again |        1937
  9 | Hyperion                            |        1989
 10 | The Time Machine                    |        1895
  6 | 1984                                |        1949

SELECT
    COUNT(*) AS unfiltered,
    COUNT(*) FILTER (WHERE public_year < 1900) AS filtered
FROM book;

 unfiltered | filtered
------------+----------
         10 |        2
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Window functions perform a calculation across a set of rows. They do not return a single output row as , window functions include some additional information in

the selection result.

The simplified window function syntax can be written as follows:

Where:

<function_name>  is a window function name;

<window>  is an expression that describes the set of rows to process and the processing order.

For information on the extended window function syntax, refer to Window Function Calls.

If you need to pass all result rows to a window function, use empty parentheses () . For example, the following query adds row numbers to the result:

The result:

You can add the ORDER BY  clause to the window function to change the processing order:

The result:

In the example above, a query-level sort ( ORDER BY id ) is added to the query. PostgreSQL first evaluates the window function results and then sorts its results with the query results

according to ORDER BY id . ORDER BY  at the window level and ORDER BY  at the query level are applied correctly and do not interfere with each other.

You can use the PARTITION BY  clause to divide rows into groups or partitions that share the same values of the PARTITION BY  expression. The window function calculates a

row value across the rows of the same partition. The following example calculates a book rating across books of the same genre:

The result:

If you omit PARTITION BY , a window function is evaluated for all rows.

The list of predefined window functions is available at the following link: General-purpose window functions.

You can also use aggregate functions sum , count  and others as window functions. If ORDER BY  is not specified in the window clause of an aggregate function, the function is

calculated for the entire partition and its result is written to all partition rows.

For example, we have the table orders :

The query below calculates the sum of orders for each customer:

The result:

If ORDER BY  is specified, the function is calculated for rows from the beginning of the partition to the current row. If the next row contains the same value of the field specified in the

ORDER BY  clause, it is included in the calculation. This set of rows is called window frame. Some window functions operate with window frame rows, rather than with the entire

partition. For example, the sum  function works with window frames. Add ORDER BY  to the example above:

The result:

The result contains the running total for each partition.

You can use window functions in the SELECT  and ORDER BY  clause. They cannot be included in the GROUP BY , HAVING , WHERE , and other clauses, because window

functions are calculated after the processing of these clauses. Also, window functions are executed after non-window aggregate functions. You can include an aggregate function call

in the arguments of a window function.

To filter or group rows after a window function calculation, use a . The following query utilizes subquery to apply a filter and display rows where sum  less than 5000 :

The result:

You can use several window functions in a single query:

The result:

If multiple window functions have the same OVER  clause, you can name it and place separately with the WINDOW  keyword. Rewrite the query above as follows:

The result:
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aggregate functions

<function_name> OVER (<window>)

SELECT id, title, evaluation,
       row_number() OVER () AS numbers
FROM books;

 id |                title                | evaluation | numbers
----+-------------------------------------+------------+---------
  1 | Mrs․ Dalloway                       |       7․82 |       1
  2 | To the Lighthouse                   |       8․45 |       2
  3 | To Kill a Mockingbird               |       7․48 |       3
  4 | The Great Gatsby                    |       9․23 |       4
  5 | The Lord of the Rings               |       9․49 |       5
  6 | 1984                                |       8․17 |       6
  7 | The Hobbit, or There and Back Again |       9․32 |       7
  8 | War and Peace                       |       9․69 |       8
  9 | Hyperion                            |       9․46 |       9
 10 | The Time Machine                    |       8․12 |      10

SELECT id, title, genre, evaluation,
       row_number() OVER (ORDER BY evaluation DESC) AS rating
FROM books
ORDER BY id;

 id |                title                |  genre  | evaluation | rating
----+-------------------------------------+---------+------------+--------
  1 | Mrs․ Dalloway                       | novel   |       7․82 |      9
  2 | To the Lighthouse                   | novel   |       8․45 |      6
  3 | To Kill a Mockingbird               | novel   |       7․48 |     10
  4 | The Great Gatsby                    | novel   |       9․23 |      5
  5 | The Lord of the Rings               | fantasy |       9․49 |      2
  6 | 1984                                | sci-fi  |       8․17 |      7
  7 | The Hobbit, or There and Back Again | fantasy |       9․32 |      4
  8 | War and Peace                       | novel   |       9․69 |      1
  9 | Hyperion                            | sci-fi  |       9․46 |      3
 10 | The Time Machine                    | sci-fi  |       8․12 |      8

SELECT id, title, genre, evaluation,
       row_number() OVER (PARTITION BY genre ORDER BY evaluation DESC) AS rating
FROM books
ORDER BY genre;

 id |                title                |  genre  | evaluation | rating
----+-------------------------------------+---------+------------+--------
  5 | The Lord of the Rings               | fantasy |       9․49 |      1
  7 | The Hobbit, or There and Back Again | fantasy |       9․32 |      2
  8 | War and Peace                       | novel   |       9․69 |      1
  4 | The Great Gatsby                    | novel   |       9․23 |      2
  2 | To the Lighthouse                   | novel   |       8․45 |      3
  1 | Mrs․ Dalloway                       | novel   |       7․82 |      4
  3 | To Kill a Mockingbird               | novel   |       7․48 |      5
  9 | Hyperion                            | sci-fi  |       9․46 |      1
  6 | 1984                                | sci-fi  |       8․17 |      2
 10 | The Time Machine                    | sci-fi  |       8․12 |      3

 id | customer_id |  total
----+-------------+---------
  1 |          17 | 3500․00
  2 |          22 | 1000․00
  4 |          46 | 3300․00
 11 |          38 | 2000․00
 12 |          17 | 1750․00
  3 |          17 | 5000․00
  5 |          17 | 4700․00
  6 |          17 | 2000․00
  7 |          46 | 1900․00
  8 |          22 | 2100․00
  9 |          22 | 1400․00
 10 |          13 | 1400․00
 13 |          46 | 4600․00
 14 |          13 | 2250․00

SELECT id, customer_id,
    sum(total) OVER (PARTITION BY customer_id) as sum
FROM orders;

 id | customer_id |   sum
----+-------------+----------
 10 |          13 |  3650․00
 14 |          13 |  3650․00
  6 |          17 | 16950․00
 12 |          17 | 16950․00
  3 |          17 | 16950․00
  5 |          17 | 16950․00
  1 |          17 | 16950․00
  2 |          22 |  4500․00
  9 |          22 |  4500․00
  8 |          22 |  4500․00
 11 |          38 |  2000․00
  7 |          46 |  9800․00
  4 |          46 |  9800․00
 13 |          46 |  9800․00

SELECT id, customer_id,
    sum(total) OVER (PARTITION BY customer_id ORDER BY id) as sum
FROM orders;

 id | customer_id |   sum
----+-------------+----------
 10 |          13 |  1400․00
 14 |          13 |  3650․00
  1 |          17 |  3500․00
  3 |          17 |  8500․00
  5 |          17 | 13200․00
  6 |          17 | 15200․00
 12 |          17 | 16950․00
  2 |          22 |  1000․00
  8 |          22 |  3100․00
  9 |          22 |  4500․00
 11 |          38 |  2000․00
  4 |          46 |  3300․00
  7 |          46 |  5200․00
 13 |          46 |  9800․00

subquery

SELECT id, customer_id, sum
 FROM
    (SELECT id, customer_id, sum(total) OVER (PARTITION BY customer_id ORDER BY id) as sum
        FROM orders
    )AS orders_with_sum
 WHERE sum < 5000;

 id | customer_id |   sum
----+-------------+---------
 10 |          13 | 1400․00
 14 |          13 | 3650․00
  1 |          17 | 3500․00
  2 |          22 | 1000․00
  8 |          22 | 3100․00
  9 |          22 | 4500․00
 11 |          38 | 2000․00
  4 |          46 | 3300․00

SELECT id, customer_id,
    sum(total) OVER (PARTITION BY customer_id ORDER BY id) as sum,
    round(avg(total) OVER(PARTITION BY customer_id),2) as avg
FROM orders;

 id | customer_id |   sum    |   avg
----+-------------+----------+---------
 10 |          13 |  1400․00 | 1825․00
 14 |          13 |  3650․00 | 1825․00
  1 |          17 |  3500․00 | 3390․00
  3 |          17 |  8500․00 | 3390․00
  5 |          17 | 13200․00 | 3390․00
  6 |          17 | 15200․00 | 3390․00
 12 |          17 | 16950․00 | 3390․00
  2 |          22 |  1000․00 | 1500․00
  8 |          22 |  3100․00 | 1500․00
  9 |          22 |  4500․00 | 1500․00
 11 |          38 |  2000․00 | 2000․00
  4 |          46 |  3300․00 | 3266․67
  7 |          46 |  5200․00 | 3266․67
 13 |          46 |  9800․00 | 3266․67

SELECT id, customer_id,
    sum(total) OVER (w ORDER BY id) as sum,
    round(avg(total) OVER(w),2) as avg
FROM orders
WINDOW w AS (PARTITION BY customer_id);

 id | customer_id |   sum    |   avg
----+-------------+----------+---------
 10 |          13 |  1400․00 | 1825․00
 14 |          13 |  3650․00 | 1825․00
  1 |          17 |  3500․00 | 3390․00
  3 |          17 |  8500․00 | 3390․00
  5 |          17 | 13200․00 | 3390․00
  6 |          17 | 15200․00 | 3390․00
 12 |          17 | 16950․00 | 3390․00
  2 |          22 |  1000․00 | 1500․00
  8 |          22 |  3100․00 | 1500․00
  9 |          22 |  4500․00 | 1500․00
 11 |          38 |  2000․00 | 2000․00
  4 |          46 |  3300․00 | 3266․67
  7 |          46 |  5200․00 | 3266․67
 13 |          46 |  9800․00 | 3266․67
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Both JSON  and JSONB  allow you to store valid JSON values. JSON  saves data in a plain text format, as a copy of the input text. JSONB  stores data in a decomposed binary

format. These formats have the following differences:

JSONB  requires more time to build from its input representation.

JSONB  operations take significantly less time than JSON  operations. JSON  processing functions reparse data on each execution, while JSONB  stores parsed values.

JSONB  supports indexes, JSON  does not.

Use JSON  if you work with the JSON representation, and PostgreSQL is only used to store and retrieve JSON data. If you do a lot of operations in PostgreSQL, or use indexing on

JSON fields, use JSONB . For more information on indexes, refer to jsonb Indexing to efficiently query JSON data stored in the JSONB format.

JSON  also preserves semantically-insignificant white spaces between tokens and the order of keys within JSON objects. If a JSON object within the value contains the same key more

than once, all the key/value pairs are kept. The processing functions consider the last value as the operative one. JSONB  does not preserve white spaces, the order of object keys, and

does not keep duplicate object keys. If duplicate keys exist in the input, only the last value is kept.

RFC 7159 specifies that JSON strings should be encoded in UTF8. It is possible only if the database encoding is UTF8. You cannot use characters that cannot be represented in the

database encoding. Non-UTF8 characters supported by the database encoding are allowed.

RFC 7159 permits JSON strings to contain Unicode escape sequences denoted by \uXXXX . The input function for the JSON  type allows Unicode escapes regardless of the

database encoding. Only their syntax is checked: whether four hex digits follow \u .

The input JSONB  function prohibits Unicode escapes for characters that are not allowed by the database encoding. JSONB  also rejects \u0000  (NULL), because it cannot be

represented in the PostgreSQL text type, and validates whether any use of Unicode surrogate pairs to designate characters outside the Unicode Basic Multilingual Plane (BMP) is

correct. The input JSONB  function converts valid Unicode escapes to the equivalent single character and concatenates surrogate pairs into a single character.

Many of the JSON  processing functions convert Unicode escapes to regular characters, and throw errors. The fact that the JSON  input function does not validate the input

characters only allows you to store (without processing) Unicode escapes to a database encoding that does not support these characters.

When converting text JSON input into JSONB , the primitive types are mapped onto native PostgreSQL types, as shown in the table below. JSONB  has some minor additional

constraints, corresponding to restrictions of the PostgreSQL data types. For example, JSONB  rejects numbers that are outside the range of the PostgreSQL numeric  data type.

JSON primitive type PostgreSQL type Notes

string text JSONB  does not allow \u0000  and Unicode

escapes of characters that are not supported by

the database encoding

number numeric The NaN  and infinity  values are not

allowed

boolean boolean Only lowercase true  and false  spellings

are accepted

null  —  This is not SQL null

The following JSON expressions are valid for the JSON  and JSONB  types:

Simple scalar/primitive values. Primitive values can be numbers, quoted strings, true , false , or null . Example:

Array of zero or more elements. Array can contain elements of different types. Example:

Objects that contain pairs of keys and values. Key is a quoted string. Example:

Nested arrays and objects. Example:

To store JSON data to a table, use a JSONB  or JSON  column. For example, we create a new table book_orders  with a JSONB  column:

To insert data into a table, ensure that data is in a valid JSON format. The following code adds new rows to the book_orders  table:

You can use the SELECT  statement to get JSON data in the same way as you operate with other data types:

The result:

PostgreSQL also provides operators to work with JSON data types. For example, the ->  operator returns a JSON object by key, ->>  returns a JSON object by key as text.

The following query uses the ->  operator to get all customers as JSON objects:

The result:

The query below uses the ->>  operator to get all customers in the text form:

The result:

Since the ->  operator returns a JSON object, you can use it with the ->>  operator to retrieve a specific node. For example, the following statement returns all books:

The result:

content -> 'items'  returns items  as JSON objects. content->'items'->>'book'  returns all books as text.

It is also possible to get a JSON object at the specified path. To do this, use the #>  operator.

The following statement returns JSON objects at the path items→book :

The result:

You can also return JSON objects at the specified path as text. To do this, use the #>>  operator:

The result:

You can include JSON operators in the WHERE  clause to filter rows. For example, the following query returns a customer who bought the "War and Peace" book:

The result:

Utilize a type cast in the WHERE  clause to use comparison operators. In the query below, the type cast is used to convert the qty  value into the INTEGER  type and compare it with

3 :

The result:

It is possible to rewrite the first WHERE  clause example with the additional JSONB operator @>  that determines whether the first JSON value contains the second one.

The result is the same:

The @>  operator takes into account the element nesting level.

For example, the following statement returns true :

However, the example below returns false :

It is necessary to explicitly specify the nesting level to get the true  result:

The ?  operator is a variation of @> . It determines whether a JSONB  object contains the specified string as an object key or array element at the top level. The following statement

returns true :

For more information on additional JSONB  operators, refer to Additional JSONB operators.

 (min. max, avg, and others) can be applied to JSON data. For example, the following statement returns minimum, maximum, average, and the total quantity of

books. The example also uses the ROUND  function to round the result of the AVG  function and CAST  to cast the input data type to an appropriate type for aggregate functions.

The result:

PostgreSQL provides a lot of functions to process JSON / JSONB  data, some of them are described below.

The json_each  and jsonb_each  functions expand the top-level JSON object into a set of key/value pairs.

The functions have the following syntax:

Example:

The result:

To get a set of key/value pairs as text, use the json_each_text  or jsonb_each_text  function.

The json_object_keys  and jsonb_object_keys  functions return a set of keys of the top-level JSON object.

The functions have the following syntax:

The statement below displays a set of keys for the items  objects:

The result:

The json_typeof  and jsonb_typeof  functions return a type of the top-level JSON value as a string. They can return the number , boolean , null , object , array , and

string  values.

The functions have the following syntax:

The statement below displays the type of the qty  objects:

The result:

The json_extract_path  and jsonb_extract_path  functions extract JSON objects at the specified path. It is equivalent to the #>  operator.

The functions have the following syntax:

The statement below displays qty  objects:

The result:

The jsonb_pretty  function converts a JSON value to the pretty-printed, indented text.

The function has the following syntax:

The following example displays the items  objects:

The result:
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PostgreSQL offers two types to store JSON data defined in RFC 7159: JSON  and JSONB . To implement efficient query mechanisms for these data types, PostgreSQL also provides

the  data type.JSONPath

JSON and JSONB data types

JSON and JSONB encoding

JSONB converting

JSON and JSONB syntax

SELECT '5'::json;
SELECT '"Text string"'::json;

SELECT '[0, 1, "array element", null]'::json;

SELECT '{"bar": "baz", "balance": 7․77, "active": false}'::json;

SELECT '{"foo": [true, "bar"], "tags": {"a": 1, "b": null}}'::json;

Store JSON data to a table

CREATE TABLE book_orders (
    id serial NOT NULL PRIMARY KEY,
    content jsonb NOT NULL
);

INSERT INTO book_orders (content)
VALUES('{ "customer": "Jacob Johnson", "items": {"book": "Hyperion","qty": 3}}'),
        ('{ "customer": "Adam Brown", "items": {"book": "War and Peace","qty": 2}}'),
        ('{ "customer": "Andrew Nelson", "items": {"book": "1984","qty": 4}}');

Use operators to query JSON data

SELECT content FROM book_orders;

                                 content
--------------------------------------------------------------------------
 {"items": {"qty": 2, "book": "War and Peace"}, "customer": "Adam Brown"}
 {"items": {"qty": 4, "book": "1984"}, "customer": "Andrew Nelson"}
 {"items": {"qty": 3, "book": "Hyperion"}, "customer": "Jacob Johnson"}

SELECT content -> 'customer' AS customer
FROM book_orders;

    customer
-----------------
 "Jacob Johnson"
 "Adam Brown"
 "Andrew Nelson

SELECT content ->> 'customer' AS customer
FROM book_orders;

   customer
---------------
 Jacob Johnson
 Adam Brown
 Andrew Nelson

SELECT content -> 'items'->> 'book' AS book
FROM book_orders;

     book
---------------
 War and Peace
 1984
 Hyperion

SELECT content #> '{items, book}' AS books
FROM book_orders;

      books
-----------------
 "War and Peace"
 "1984"
 "Hyperion"

SELECT content #>> '{items, book}' AS books
FROM book_orders;

     books
---------------
 War and Peace
 1984
 Hyperion

Use JSON operators in the WHERE clause

SELECT content ->> 'customer' AS customer
FROM book_orders
WHERE content -> 'items' ->> 'book' = 'War and Peace';

  customer
------------
 Adam Brown

SELECT content ->> 'customer' AS customer,
content -> 'items' ->> 'book' AS book
FROM book_orders
WHERE CAST ( content -> 'items' ->> 'qty' AS INTEGER) = 3;

   customer    |   book
---------------+----------
 Jacob Johnson | Hyperion

Contain and exist operators

SELECT content ->> 'customer' AS customer
FROM book_orders
WHERE content -> 'items' -> 'book' @> '"War and Peace"'::jsonb;

  customer
------------
 Adam Brown

SELECT '[1, 2, 3]'::jsonb @> '[1, 3]'::jsonb;

SELECT '[1, 2, [1, 3]]'::jsonb @> '[1, 3]'::jsonb;

SELECT '[1, 2, [1, 3]]'::jsonb @> '[[1, 3]]'::jsonb;

SELECT content ? 'customer'
FROM book_orders;

Apply aggregate functions to JSON data

Aggregate functions

SELECT
   ROUND(AVG (CAST (content -> 'items' ->> 'qty' AS INTEGER)),2) AS AVG,
   MIN (CAST (content -> 'items' ->> 'qty' AS INTEGER)),
   MAX (CAST (content -> 'items' ->> 'qty' AS INTEGER)),
   SUM (CAST (content -> 'items' ->> 'qty' AS INTEGER))

FROM book_orders;

 avg  | min | max | sum
------+-----+-----+-----
 3․00 |   2 |   4 |   9

PostgreSQL functions to process the JSON and JSONB types

json_each/jsonb_each

json_each (<json>) → setof record (key text, value json)
jsonb_each (<jsonb>) → setof record (key text, value jsonb)

SELECT jsonb_each(content)
FROM book_orders;

                     jsonb_each
-----------------------------------------------------
 (items,"{""qty"": 2, ""book"": ""War and Peace""}")
 (customer,"""Adam Brown""")
 (items,"{""qty"": 4, ""book"": ""1984""}")
 (customer,"""Andrew Nelson""")
 (items,"{""qty"": 3, ""book"": ""Hyperion""}")
 (customer,"""Jacob Johnson""")

json_object_keys/jsonb_object_keys

json_object_keys(<json>) → setof text
jsonb_object_keys(<jsonb>) → setof text

SELECT jsonb_object_keys (content->'items')
FROM book_orders;

 jsonb_object_keys
-------------------
 qty
 book
 qty
 book
 qty
 book

json_typeof/jsonb_typeof

json_typeof(<json>) → setof text
jsonb_typeof(<jsonb>) → setof text

SELECT jsonb_typeof (content->'items'->'qty')
FROM book_orders;

 jsonb_typeof
--------------
 number
 number
 number

json_extract_path/jsonb_extract_path

json_extract_path ( <from_json> json, <VARIADIC path_elems> text[] ) → json
jsonb_extract_path ( <from_json> jsonb, <VARIADIC path_elems> text[] ) → jsonb

SELECT jsonb_extract_path (content, 'items','qty')
FROM book_orders;

 jsonb_extract_path
--------------------
 2
 4
 3

jsonb_pretty

jsonb_pretty (<jsonb>) → text

SELECT jsonb_pretty(content->'items')
FROM book_orders;

        jsonb_pretty
-----------------------------
 {                          +
     "qty": 2,              +
     "book": "War and Peace"+
 }
 {                          +
     "qty": 4,              +
     "book": "1984"         +
 }
 {                          +
     "qty": 3,              +
     "book": "Hyperion"     +
 }
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The functions described below manipulate JSONB  data. All these functions have vars  and silent  optional arguments. vars  allows you to pass variables into a JSONPath

expression. silent  determines whether error handling is suppressed. These arguments are described below.

Create the book_orders  and demand  tables for test examples:

The function checks whether path  returns any item for the target  JSON value.

Examples:

The following query determines if the JSON data stored in the content  column of the book_orders  table contains strings that have the Hyperion  value:

$.**  iterates through the JSON value hierarchy of the content  field and returns all element values, regardless of their nesting level. @  refers to the current element value in the

filter expression.

The result:

The function returns the result of the path  predicate check for the target  JSON value. The function takes into account only the first item of the result. If the result is not

boolean , jsonb_path_match  returns null .

Examples:

The following query also determines if the content  column of the book_orders  table contains strings that have the Hyperion  value:

The result:

The function returns all JSON items that path  extracts from the target  JSON value.

Examples:

The following query returns items  where the qty  field more than 2:

The result:

The function returns all JSON items that path  extracts from the target  JSON value as a JSON array.

Examples:

The function returns the first JSON item that path  extracts from the target  JSON value. jsonb_path_query_first  returns null  if there are no results.

Examples:

PostgreSQL provides the following functions with the _tz  suffix: jsonb_path_exists_tz , jsonb_path_match_tz , jsonb_path_query_tz ,

jsonb_path_query_array_tz , and jsonb_path_query_first_tz . These functions operate as their counterparts described above without the _tz  suffix, but support

comparisons of date/time values that require timezone-aware conversions.

The example below requires interpretation of the date-only value 2022-08-02  as a timestamp with time zone. The result depends on the current TimeZone setting. Because of this

dependency, PostgreSQL marks these functions as stable, which means that you cannot use these functions in indexes.

Examples:

The vars  argument allows you to pass variables into a JSONPath  expression. It must be a JSON object, and its fields must contain named values to be substituted into the

JSONPath  expression.

Execute the following query with the vars  argument to find books with a price lower than max_price  specified for Alex  in the demand  table:

The vars  argument passes the result of the query that determines max_price  specified for Alex  to the jsonb_path_query  function.

The result:

silent  suppresses error handling. Execute the following query, in which the  modifier changes the error handling mode:

An error occurs:

Set silent  to true :

The error is not displayed. The result:

The @@  operator returns the result of the JSONPath  predicate check for the specified JSON value. PostgreSQL takes into account only the first item of the result. If the result is not

boolean , @@  returns null .

The following query determines if the content  column of the book_orders  table contains strings that have the Hyperion  value:

The result:

The @?  operator determines whether a JSONPath  expression returns any item for the specified JSON value.

The following query uses @?  to select books with the price  value more than 25.

The result:

When you query JSON data, the JSONPath  expression may not match the actual JSON data structure. An attempt to access a non-existent member or element is a structural error.

JSONPath  expressions have two modes of handling structural errors:

lax  (default) — the path engine implicitly adapts the queried data to the specified path. Any remaining structural errors are suppressed and converted to empty SQL/JSON

sequences.

strict  — if a structural error occurs, an error is raised.

Use the lax  and strict  modifiers to switch modes.

To see how these modes operate, search the b  key in a JSON value that does not contain this key. In the lax  mode, the result is false :

The result:

In the strict  mode, it returns null :

The result:

In the lax  mode, an array with a complex hierarchy [1,3,[5,7,9]] is processed as [1,3,5,7,9]:

The result is true .

In the strict  mode, the query returns false :

Replace @  with @[*]  to get the true  result in the strict  mode:

For more information on modes, see Strict and lax modes.
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The JSONPath  type implements support for the SQL/JSON path language in PostgreSQL to efficiently query JSON data stored in the JSONB  format. JSONPath  is a binary

representation of the parsed SQL/JSON path expression that specifies the items to be retrieved for further operations.

JSONPath  uses the following JavaScript convention syntax:

The dot ( . ) is used for member access.

Square brackets ( [] ) are used for array access.

SQL/JSON arrays are 0-relative, unlike regular SQL arrays that start from 1.

Enclose an SQL/JSON path expression in single quotes to include it in an SQL query. To use a single-quote character in a value, double it. For example: 'Dianne''s horse' .

Some forms of path expressions require string literals. These embedded string literals must be surrounded by double quotes. These string literals can contain backslash escapes. To

write a double quote, use \" . To add a backslash, type \\ . Other special backslash sequences that can be used in JSON strings: \b , \f , \n , \r , \t , \v  for ASCII control

characters; \xNN , \uNNNN , and \u{N… }  for a Unicode character identified by two hex digits, by four hex digits, and by from one to six hex digits respectively.

A path expression can consist of the following path elements:

Path variables:

$  is the current context of the element. The expression with $  specifies the area to process and is used in a filter. Example: $.items .

@  is the current context in the filter expression (the result of path evaluation in filter expressions). Example: $.items[*] ? (@.qty > 2) .

$varname  is a named variable. Its value can be set by the parameter . Example: '$[*] ? (@ > $x)',vars ⇒ '{"x": 2}' .

A filter expression that starts with a question mark ( ? ) and contains a condition in parentheses:

It operates similar to the WHERE  clause.

JSONPath  operators and methods listed in the following section: SQL/JSON Path Operators And Methods.

Parentheses that are used to specify filter expressions or define the order of path evaluation.

Accessor operators that are listed in the table below.

Accessor operator Description Example

.key

."$varname"

A member accessor that returns an object member with the specified key. If the key name

matches a named variable starting with $  or does not meet the JavaScript rules for an

identifier, it must be enclosed in double quotes

$.items

.* A wildcard member accessor that returns the values of all members located at the top level

of the current object

$.items.*

.** A recursive wildcard member accessor that processes all levels of the JSON hierarchy of the

current object and returns all the member values, regardless of their nesting level

$.**

.**{level}

.**{start_level to

end_level}

This member accessor selects only the specified levels of the JSON hierarchy. A nesting

level is an integer value. The 0  level corresponds to the current object. To access the

lowest nesting level, use the last  keyword

$.**{2}

$.**{1 to 3}

[index]

[start_index to end_index]

An array element accessor that can be used in two forms: index  or start_index to
end_index . The first form returns a single array element by its index. The second form

returns an array, including the elements that correspond to the start_index  and

end_index .

The specified index can be an integer or an expression returning a single numeric value,

which is automatically cast to integer. The 0  index corresponds to the first array element.

You can also use the last  keyword to denote the last array element

$.a[1]

$.a[3 to 5]

[*] A wildcard array element accessor that returns all array elements $.items[*]

You can use JSONPath  syntax to create simpler queries than the SQL syntax allows.

vars

? (condition)

JSONPath functions

CREATE TABLE book_orders (
    id serial NOT NULL PRIMARY KEY,
    content jsonb NOT NULL
);

INSERT INTO book_orders (content)
VALUES('{ "supplier": "Jacob Johnson", "items": {"book": "Hyperion","qty": 3, "price": 21}}'),
        ('{ "supplier": "Adam Brown", "items": {"book": "War and Peace","qty": 2, "price": 26}}'),
        ('{ "supplier": "Andrew Nelson", "items": {"book": "1984","qty": 4, "price": 31}}');

CREATE TABLE demand(name text, max_price int);

INSERT INTO demand VALUES ('Jane', 25), ('Alex', 27 ), ('Max', 35);

jsonb_path_exists

jsonb_path_exists ( <target> jsonb, <path> jsonpath [, vars jsonb [, silent boolean ]] ) → boolean

SELECT jsonb_path_exists('{"a": 1}', '$․a');
-- returns true

SELECT jsonb_path_exists('{"a": 1}', '$․b');
-- returns false

SELECT jsonb_path_exists('{"a":[1,2,3,4,5]}', '$․a[*] ? (@ >= $min && @ <= $max)', '{"min":2, "max":4}')
-- returns true

SELECT jsonb_path_exists(content, '$․** ? (@ == "Hyperion")')
FROM book_orders ORDER by id;

 jsonb_path_exists
-------------------
 true
 false
 false

jsonb_path_match

jsonb_path_match ( <target> jsonb, <path> jsonpath [, vars jsonb [, silent boolean ]] ) → boolean

SELECT jsonb_path_match('{"a": 1}', '$․a == 1');
-- returns true

SELECT jsonb_path_match('{"a": 1}', '$․a >= 2');
-- returns false

SELECT jsonb_path_match('{"a":[1,2,3,4,5]}', 'exists($․a[*] ? (@ >= $min && @ <= $max))', '{"min":2, "max":4}');
-- returns true

SELECT jsonb_path_match(content, 'exists($․** ? (@ == "Hyperion"))')
FROM book_orders ORDER by id;

 jsonb_path_match
-------------------
 true
 false
 false

jsonb_path_query

jsonb_path_query ( <target> jsonb, <path> jsonpath [, vars jsonb [, silent boolean ]] ) → setof jsonb

SELECT jsonb_path_query('{"a": [1,2,3,4,5]}', '$․a[*] ? (@ > 2)');
-- returns 3, 4, 5

SELECT jsonb_path_query('{"a": [1,2,3,4,5]}', '$․a[*] ? (@ > 5)');
-- returns 0 rows

SELECT jsonb_path_query(content, '$․items[*] ? (@․qty > 2)')
FROM book_orders;

              jsonb_path_query
---------------------------------------------
 {"qty": 3, "book": "Hyperion", "price": 21}
 {"qty": 4, "book": "1984", "price": 31}

jsonb_path_query_array

jsonb_path_query_array ( <target> jsonb, <path> jsonpath [, vars jsonb [, silent boolean ]] ) → jsonb

SELECT jsonb_path_query_array('{"a": [1,2,3,4,5]}', '$․a[*] ? (@ > 2)');
-- returns [3, 4, 5]

SELECT jsonb_path_query_array('{"a": [1,2,3,4,5]}', '$․a[*] ? (@ > 5)');
-- returns []

jsonb_path_query_first

jsonb_path_query_first ( <target> jsonb, <path> jsonpath [, vars jsonb [, silent boolean ]] ) → jsonb

SELECT jsonb_path_query_first('{"a": [1,2,3,4,5]}', '$․a[*] ? (@ > 2)');
-- returns 3

SELECT jsonb_path_query_first('{"a": [1,2,3,4,5]}', '$․a[*] ? (@ > 5)');
-- returns null

JSONPath functions with the _tz suffix

SELECT jsonb_path_exists_tz('["2022-08-01 12:00:00 -05"]', '$[*] ? (@․datetime() < "2022-08-02"․datetime())');
-- returns false

SELECT jsonb_path_exists_tz('["2022-08-01 12:00:00"]', '$[*] ? (@․datetime() < "2022-08-02"․datetime())');
-- returns true

The vars argument

SELECT jsonb_path_query(content, '$․items[*]? (@․price < $max_price)',
    vars => jsonb_build_object('max_price', demand․max_price))
    FROM book_orders, demand WHERE name = 'Alex';

                 jsonb_path_query
--------------------------------------------------
 {"qty": 3, "book": "Hyperion", "price": 21}
 {"qty": 2, "book": "War and Peace", "price": 26}

The silent argument

strict

SELECT jsonb_path_query('[]', 'strict $․a');

ERROR: jsonpath member accessor can only be applied to an object

SELECT jsonb_path_query('[]', 'strict $․a', silent => true);

 jsonb_path_query
------------------
(0 rows)

JSONPath operators

The match operator @@

SELECT content @@ '$․** == "Hyperion"' AS hyperion FROM book_orders;

hyperion
----------
true
null
null

The existence check operator @?

SELECT jsonb_path_query(content, '$․items․book')
FROM book_orders WHERE content @? '$․items[*] ? (@․price > 25)';

 jsonb_path_query
------------------
 "War and Peace"
 "1984"

The strict and lax modes

SELECT jsonb '{"a":1}' @? 'lax $․b ? (@ > 1)';

 ?column?
----------
 false

SELECT jsonb '{"a":1}' @? 'strict $․b ? (@ > 1)';

 ?column?
----------
null

SELECT jsonb '[1,3,[5,7,9]]' @? 'lax $[*] ? (@ == 9)';

SELECT jsonb '[1,3,[5,7,9]]' @? 'strict $[*] ? (@ == 9)';

SELECT jsonb '[1,3,[5,7,9]]' @? 'strict $[*] ? (@[*] == 9)';
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You can use the options described below to generate values of the XML  data type. To test these options, create a new table with an XML  column:

The xmlparse  function produces XML  from character data. It has the following syntax:

The first argument determines the type of <value> . It can be an XML document ( DOCUMENT ) or a content fragment ( CONTENT ).

Example:

The result:

The following syntax allows you to convert character strings to XML :

Note, the XML  type conversion does not validate input values against a document type declaration (DTD) and other XML schema languages.

Example:

The result is the same:

To create a character string value from XML , use the xmlserialize  function:

<type>  can be the character , character varying , or text  data type.

Example:

The result:

According to the SQL standard, the xmlserialize  function is the only way to convert XML  to character types, but PostgreSQL also allows you to cast the value:

When a character string value is cast to or from the XML  type without using the xmlparse  and xmlserialize  functions, the xmloption session configuration parameter

determines the type of XML  value. It can be DOCUMENT  or CONTENT . The default value is CONTENT . Use the SET  command to change the xmloption  parameter:

This section describes functions and expressions that create XML content from SQL data. You can use them to format query results into XML documents.

The xmlcomment  function creates an XML comment with the specified text.

The <text>  parameter cannot contain --  or end with - , otherwise the result is not a valid XML comment. If the argument is null , the result is null .

Example:

The result:

The xmlconcat  function concatenates a list of individual XML  values to create a single value containing an XML content fragment.

Null  values are omitted. The result is null , if all individual XML  values are null .

Example:

The result:

The xmlelement  expression creates an XML element with the given name, attributes, and content.

Where:

<name>  and <attname>  are identifiers;

<attvalue>  and <content>  are expressions that can return any PostgreSQL data type;

xmlattributes  generates attributes of the XML element;

the <content>  values are concatenated to form the element content.

Example:

The result:

If an attribute value is a column reference, you do not need to specify the attribute name, xmlelement  uses the column name as the attribute name.

Example:

The result:

The xmlforest  expression creates an XML sequence of elements with the given names and content.

Where <name>  is an identifier, <content>  can have any data type.

Example:

The result:

Note that an XML forest is not a valid XML document if it consists of more than one element. You can wrap an xmlforest  expression in xmlelement  to make it valid.

The xmlpi  expression creates an XML processing instruction.

Where <name>  is an identifier, <content>  can have any data type. Also, <content>  cannot contain the ?>  characters.

Example:

The result:

The xmlroot  expression changes the properties of the XML root node.

If version  and standalone  settings are specified, they replace values in the root node’s version declaration.

Example:

The result:

The xmlagg  function is an . It concatenates the input values across rows.

Call xmlagg  for the xmldocs  table created above:

The result:

XML predicates in this section allow you to determine whether an XML  value is a document or a content fragment, if it contains the specified XML element and has the well-formed

structure.

The IS DOCUMENT/IS NOT DOCUMENT  expressions determine if an XML  value is an XML document or content fragment.

If <xml>  is a document, IS DOCUMENT  returns true  and IS NOT DOCUMENT  returns false . If <xml>  is not a document, IS DOCUMENT  returns false  and IS NOT
DOCUMENT  returns true .

Examples:

The result:

The result:

The xmlexists  function evaluates an XPath 1.0 expression (the <text>  argument), with the specified <xml>  value. The function returns false  if the evaluation result is an

empty node-set. If the evaluation returns any other value, the xmlexists  result is true .

<xml>  must be an XML document, not a content fragment or non-XML value. The function returns null  if any argument is null .

Update the xmldocs  table to make XML data valid:

Call the xmlexists  function to determine whether title  with the Hyperion  value exists:

The result:

The SQL standard supports two mechanisms to pass an XML argument from SQL: BY REF  and BY VALUE . According to SQL standard, PostgreSQL accepts the BY REF  and BY
VALUE  clauses, but ignores them. For additional information, see Incidental Limits of the Implementation.

In the SQL standard, the xmlexists  function also evaluates an expression in the XML Query language. PostgreSQL allows only an XPath 1.0 expression as described in Queries Are

Restricted to XPath 1.0.

These functions check whether a text string is a well-formed XML and returns a Boolean result.

xml_is_well_formed_document  verifies whether a text string is a well-formed document, while xml_is_well_formed_content  checks for well-formed content.

xml_is_well_formed  verifies a text string according to the xmloption value.

Example:

The result is true .

You can use xml_is_well_formed  to check if the cast to the XML  type will be successful. The xml_is_well_formed_document  and xml_is_well_formed_content
functions help you to determine if the  function can convert a text string to XML .

To process XML  values, PostgreSQL offers xpath  and xpath_exists  functions that evaluate XPath 1.0 expressions. xpath  extracts XML  values and xpath_exists
determines if the specified XML  values exist. PostgreSQL also provides the xmltable  expression that creates a table based on an XML  value.

The xpath  function returns an array of XML  values corresponding to the XPath expression. If the XPath expression returns a scalar value, xpath  returns a single-element array.

Where:

<xpath_expression>  is a XPath 1.0 expression given as text.

<xml>  is a well-formed XML  document, it must have a single root node element.

<nsarray>  is an array of namespace mappings (optional). It should be an array of arrays that consists of two elements. The first element of each nested array is the namespace

name (alias), the second one is the namespace URI.

Examples:

The result of both statements is the same:

The xpath_exists  function returns a Boolean value that determines whether any value other than an empty node-set is returned.

This function is equivalent to the  predicate with additional support for a namespace mapping argument.

Example:

The result is true .

The xmltable  expression creates a table based on an XML  value. You can use it only in the FROM  clause.

The xmltable  expression has the following syntax:

Where:

XMLNAMESPACES  (optional) — is a comma-separated list of namespace definitions, where each <namespace_uri>  is a text  expression and each <namespace_name>  is

a identifier. XMLNAMESPACES  specifies the XML namespaces and their aliases used in the document. A default namespace specification is not supported.

<row_expression>  is an XPath 1.0 expression given as text. xmltable  uses <document_expression>  as <row_expression>  context to obtain a set of XML nodes

and transform them into output rows. If the <document_expression>  is null  or <row_expression>  returns an empty node-set or any value other than a node-set,

xmltable  returns no rows.

<document_expression>  is a context for <row_expression> . It must be a well-formed XML document.

COLUMNS  specifies the columns created in the output table. <name>  and <type>  are required for each column. The PATH , DEFAULT , and NOT NULL | NULL  clauses

are optional. A column with the FOR ORDINALITY  attribute is populated with row numbers, starting with 1. At most one column can have the FOR ORDINALITY  attribute.

<column_expression>  is an XPath 1.0 expression that is evaluated for each row, with the current node from the <row_expression>  result. If no

<column_expression>  is set, the column name is used as an implicit path.

<default_expression>  is used if <column_expression>  returns an empty node-set for a current row. The column value is set to null , unless

<default_expression>  is specified.

Run the following query that converts the XML data into the booklist  table:

The query below returns a table from the XML  value listed above:

The result:

You can use  with the xmltable  expression:

The result:

The following functions create XML  values based on relational table contents:

The table_to_xml  function creates an XML  value from the content of the table, passed as the <table>  parameter. The <regclass>  type accepts strings that identify tables.

The query_to_xml  function executes the SQL query passed as the <query>  parameter and creates an XML  value from the result set.

The cursor_to_xml  function fetches the specified number of rows (the <count>  parameter) from the cursor passed as the <cursor>  parameter and creates an XML  value

from them. Since results of these functions are built up in memory, use cursor_to_xml  if you need to export a large table.

All these functions have the following common parameters:

The <nulls>  parameter determines whether null  values should be included in the output.

The <targetns>  parameter specifies the XML namespace. If you do not need to define a namespace, pass an empty string.

If the <tableforest>  parameter is false , the resulting XML document has additional <row>  nodes:

If <tableforest>  is true , the result contains multiple <tablename>  nodes instead of <row> :

For example, we have the authors  table:

Execute the following statement to convert the authors  table to XML :

The result:
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You can use the XML  data type to store XML data. For this data type, PostgreSQL validates the input value structure and provides functionality to perform type-safe operations.

The XML  type can store well-formed XML documents and content fragments, whose root node is not a document node. A content fragment also can have more than one top-level

element.

NOTE

The PostgreSQL XML  data type and processing functions have compatibility limitations. For more information, refer to XML Limits and Conformance to

SQL/XML.

Create XML values

CREATE TABLE xmldocs (id SERIAL PRIMARY KEY, xmldata XML);

The xmlparse function

xmlparse ({ DOCUMENT | CONTENT } <value>)

 INSERT INTO xmldocs (xmldata)
    VALUES
        (xmlparse (DOCUMENT '<?xml version="1․0"?><book><title>Hyperion</title><author>Dan Simmons</author></book>')),
        (xmlparse (CONTENT '<title>1984</title><author>George Orwell</author>'))
    RETURNING *;

 id |                             xmldata
----+------------------------------------------------------------------
  1 | <book><title>Hyperion</title><author>Dan Simmons</author></book>
  2 | <title>1984</title><author>George Orwell</author>

PostgreSQL-specific conversion

xml <value>
<value>::xml

 INSERT INTO xmldocs (xmldata)
    VALUES
        (xml '<?xml version="1․0"?><book><title>Hyperion</title><author>Dan Simmons</author></book>'),
        ('<title>1984</title><author>George Orwell</author>'::xml)
    RETURNING *;

 id |                             xmldata
----+------------------------------------------------------------------
  1 | <book><title>Hyperion</title><author>Dan Simmons</author></book>
  2 | <title>1984</title><author>George Orwell</author>

Convert XML to a character string

xmlserialize ({ DOCUMENT | CONTENT } <value> AS <type>)

SELECT xmlserialize (CONTENT xmldata AS text )
FROM xmldocs;

                                     xmlserialize
---------------------------------------------------------------------------------------
 <?xml version="1․0"?><book><title>Hyperion</title><author>Dan Simmons</author></book>
 <title>1984</title><author>George Orwell</author>

SELECT CAST(xmldata AS text)
FROM xmldocs;

SET xmloption TO DOCUMENT;
/* or */
SET XML OPTION DOCUMENT;

Create XML content elements

xmlcomment

xmlcomment ( <text> ) → xml

SELECT xmlcomment ('This is a comment');

        xmlcomment
--------------------------
 <!--This is a comment-->

xmlconcat

xmlconcat ( <xml> [, ․․․] ) → xml

SELECT xmlconcat('<title>Hyperion</title>','<author>Dan Simmons</author>');

                      xmlconcat
-----------------------------------------------------
 <title>Hyperion</title><author>Dan Simmons</author>

xmlelement

xmlelement ( NAME <name>
    [, xmlattributes ( <attvalue> [ AS <attname> ] [, ․․․] ) ] [, <content> [, ․․․]] ) → xml

SELECT xmlelement (name book,
    xmlattributes('novel' as genre, current_date as record_date), 'Leo Tolstoy,', ' War and Peace');

                                   xmlelement
--------------------------------------------------------------------------------
 <book genre="novel" record_date="2022-09-06">Leo Tolstoy, War and Peace</book>

SELECT xmlelement (name book, xmlattributes(b․genre, b․public_year as year), a․name, ', ',b․title)
FROM books as b, authors as a
WHERE b․author_id = a․id;

                                          xmlelement
----------------------------------------------------------------------------------------------
 <book genre="novel" year="1960">Harper Lee, To Kill a Mockingbird</book>
 <book genre="novel" year="1925">F․ Scott Fitzgerald, The Great Gatsby</book>
 <book genre="fantasy" year="1955">J․R․R․ Tolkien, The Lord of the Rings</book>
 <book genre="sci-fi" year="1949">George Orwell, 1984</book>
 <book genre="fantasy" year="1937">J․R․R․ Tolkien, The Hobbit, or There and Back Again</book>
 <book genre="novel" year="1869">Leo Tolstoy, War and Peace</book>
 <book genre="sci-fi" year="1989">Dan Simmons, Hyperion</book>
 <book genre="sci-fi" year="1895">Herbert Wells, The Time Machine</book>

xmlforest

xmlforest (<content> [ AS <name> ] [, ․․․] ) → xml

SELECT xmlforest(b․title, b․public_year as year, a․name as author)
FROM books as b, author as a
WHERE b․author_id = a․id;

 <title>To the Lighthouse</title><year>1927</year><author>Virginia Woolf</author>
 <title>Mrs․ Dalloway</title><year>1925</year><author>Virginia Woolf</author>
 <title>To Kill a Mockingbird</title><year>1960</year><author>Harper Lee</author>
 <title>The Great Gatsby</title><year>1925</year><author>F․ Scott Fitzgerald</author>
 <title>The Hobbit, or There and Back Again</title><year>1937</year><author>J․R․R․ Tolkien</author>
 <title>The Lord of the Rings</title><year>1955</year><author>J․R․R․ Tolkien</author>
 <title>1984</title><year>1949</year><author>George Orwell</author>
 <title>War and Peace</title><year>1869</year><author>Leo Tolstoy</author>
 <title>Hyperion</title><year>1989</year><author>Dan Simmons</author>
 <title>The Time Machine</title><year>1895</year><author>Herbert Wells</author>

xmlpi

xmlpi ( NAME <name> [, <content> ] ) → xml

SELECT xmlpi(name php, 'echo "hello world";');

            xmlpi
-----------------------------
 <?php echo "hello world";?>

xmlroot

xmlroot ( <xml>, version {<text>|NO VALUE} [, standalone {YES|NO|NO VALUE} ] ) → xml

SELECT xmlroot(xmlparse(document '<?xml version="1․1"?><content>example</content>'),
        version '1․0', standalone yes);

                           xmlroot
--------------------------------------------------------------
 <?xml version="1․0" standalone="yes"?><content>example</content>

xmlagg

aggregate function

SELECT xmlagg(xmldata) FROM xmldocs;

<book><title>Hyperion</title><author>Dan Simmons</author></book><book><title>1984</title><author>George Orwell</author></book>;

Check XML value properties

IS DOCUMENT / IS NOT DOCUMENT

<xml> IS DOCUMENT → boolean
<xml> IS NOT DOCUMENT → boolean

SELECT xmldata IS DOCUMENT FROM xmldocs;

 ?column?
----------
 t
 f

SELECT xmldata IS NOT DOCUMENT FROM xmldocs;

?column?
----------
 f
 t

xmlexists

xmlexists ( <text> PASSING [BY {REF|VALUE}] <xml> [BY {REF|VALUE}] ) → boolean

UPDATE xmldocs
SET xmldata = xmlparse (DOCUMENT '<?xml version="1․0"?><book><title>1984</title><author>George Orwell</author></book>')
WHERE id = 2;

SELECT xmlexists('//title[text() = ''Hyperion'']' PASSING BY VALUE xmldata)
FROM xmldocs;

xmlexists
-----------
 t
 f

xml_is_well_formed

xml_is_well_formed ( <text> ) → boolean
xml_is_well_formed_document ( <text> ) → boolean
xml_is_well_formed_content ( <text> ) → boolean

SELECT xml_is_well_formed ('<book><title>Hyperion</title><author>Dan Simmons</author></book>');

xmlparse

Process XML data

Extract XML values

xpath ( <xpath_expression> text, <xml> xml [, <nsarray> text[] ] ) → xml[]

SELECT xpath('/my:a/text()', '<my:a xmlns:my="httр://example․com">test</my:a>',
ARRAY[ARRAY['my', 'httр://example․com']]);

/* a default (anonymous) namespace */
SELECT xpath('//mydefns:b/text()', '<a xmlns="httр://example․com"><b>test</b></a>',
             ARRAY[ARRAY['mydefns', 'httр://example․com']]);

 xpath
--------
 {test}

xpath_exists ( <xpath_expression> text, <xml> xml [, <nsarray> text[] ] ) → boolean

xmlexists

SELECT xpath_exists('/my:a/text()', '<my:a xmlns:my="httр://example․com">test</my:a>',
ARRAY[ARRAY['my', 'httр://example․com']]);

Create a table based on an XML value

xmltable (
[ XMLNAMESPACES ( <namespace_uri> AS <namespace_name> [, ․․․] ), ]
<row_expression> PASSING [BY {REF|VALUE}] <document_expression> [BY {REF|VALUE}]
COLUMNS <name> { <type> [PATH <column_expression>]
            [DEFAULT <default_expression>] [NOT NULL | NULL] | FOR ORDINALITY }
[, ․․․]
) → setof record

CREATE TABLE booklist AS SELECT xml
   $$<books>
      <book id="01">
         <title>Hyperion</title>
         <author>Dan Simmons</author>
         <price>60</price>
      </book>
      <book id="02">
        <title>1984</title>
        <author>George Orwell</author>
        <price>45</price>
      </book>
   </books>$$ AS books;

SELECT xmltable․*  FROM booklist,
   XMLTABLE ('/books/book' PASSING books
      COLUMNS
         id CHAR(2) PATH '@id' NOT NULL,
         title TEXT PATH 'title' NOT NULL,
         author TEXT PATH 'author' NOT NULL,
         price FLOAT PATH 'price' NOT NULL);

 id |  title   |    author     | price
----+----------+---------------+-------
 01 | Hyperion | Dan Simmons   |    60
 02 | 1984     | George Orwell |    45

aggregate functions

SELECT count(id) as total_books, avg(price) as avg_price FROM booklist1,
   XMLTABLE ('/books/book' PASSING books
      COLUMNS
         id CHAR(2) PATH '@id' NOT NULL,
         title TEXT PATH 'title' NOT NULL,
         author TEXT PATH 'author' NOT NULL,
         price FLOAT PATH 'price' NOT NULL);

 total_books | avg_price
-------------+-----------
           2 |      52․5

Export tables to XML

table_to_xml ( <table> regclass, <nulls> boolean,
               <tableforest> boolean, <targetns> text ) → xml
query_to_xml ( <query> text, <nulls> boolean,
               <tableforest> boolean, <targetns> text ) → xml
cursor_to_xml ( <cursor> refcursor, <count> integer, <nulls> boolean,
                <tableforest> boolean, <targetns> text ) → xml

<tablename>
  <row>
    <columnname1>data</columnname1>
    <columnname2>data</columnname2>
  </row>
  ․․․
</tablename>

<tablename>
  <columnname1>data</columnname1>
  <columnname2>data</columnname2>
</tablename>

<tablename>
  ․․․
</tablename>

 id |        name         |    country
----+---------------------+---------------
  1 | Harper Lee          | USA
  2 | F․ Scott Fitzgerald | USA
  3 | J․R․R․ Tolkien      | Great Britain

SELECT table_to_xml ('authors', false, true, '' );

 <authors xmlns:xsi="httр://www․w3․org/2001/XMLSchema-instance">+
   <id>1</id>                                                   +
   <name>Harper Lee</name>                                      +
   <country>USA</country>                                       +
 </authors>                                                     +
                                                                +
 <authors xmlns:xsi="httр://www․w3․org/2001/XMLSchema-instance">+
   <id>2</id>                                                   +
   <name>F․ Scott Fitzgerald</name>                             +
   <country>USA</country>                                       +
 </authors>                                                     +
                                                                +
 <authors xmlns:xsi="httр://www․w3․org/2001/XMLSchema-instance">+
   <id>3</id>                                                   +
   <name>J․R․R․ Tolkien</name>                                  +
   <country>Great Britain</country>                             +
 </authors>                                                     +

6 39

https://www.postgresql.org/docs/16/runtime-config-client.html#GUC-XMLOPTION
https://www.w3.org/TR/1999/REC-xpath-19991116/
https://www.postgresql.org/docs/16/xml-limits-conformance.html#FUNCTIONS-XML-LIMITS-POSTGRESQL
https://www.postgresql.org/docs/16/xml-limits-conformance.html#FUNCTIONS-XML-LIMITS-XPATH1
https://www.postgresql.org/docs/16/xml-limits-conformance.html#FUNCTIONS-XML-LIMITS-XPATH1
https://www.postgresql.org/docs/16/runtime-config-client.html#GUC-XMLOPTION
https://www.postgresql.org/docs/16/plpgsql-cursors.html
https://www.w3.org/TR/2010/REC-xpath-datamodel-20101214/#DocumentNode
https://www.postgresql.org/docs/16/xml-limits-conformance.html
https://www.postgresql.org/docs/16/xml-limits-conformance.html


Hstore data type
Eugenia Kuzina

Contents

PostgreSQL provides a variety of operators and functions to work with the hstore  type. This section gives examples of typical operations that you can perform with this functionality.

For more information on hstore  operators and function, refer to the PostgreSQL documentation: Hstore operators and functions.

You can use the ->  operator to retrieve a value of a specific key from an hstore  column. If the key is missing, a corresponding row is not included in the result:

The result:

You can also utilize the ->  operator in the WHERE  clause. The following statement selects products of the sci-fi  genre:

The result:

You can add a new key/value pair to existing rows. For this, use the ||  operator that concatenates two hstore  values. The following statement adds "freeshipping"=>"yes"
to all existing rows:

To update an existing key/value pair, utilize the same ||  operator. For example, the following statement updates the freeshipping  value of the Hyperion  book with no .

The table content:

To add several key/value pairs, use a two-dimensional array that contains keys and values. The following statement replaces the attributes  field value in the row where id = 4 :

The query below adds values to the attributes  field value in the row where id = 4 :

Use the delete  function to remove a key/value pair from the hstore  column:

You can also utilize an array to delete several keys:

Use the ?  operator to check if a specific key exists in the hstore  column:

The result:

To check if a key/value pair exists, utilize the @>  operator that determines whether the left operand contains the right one. The following statement retrieves all rows where the

attributes  column contains '"freeshipping"⇒"yes"' :

The result:

Use the ?&  operator to get rows with the several specified keys. The following statement returns rows with the genre  and pages  keys:

The result:

Use the akeys  function to get all keys from an hstore  column as an array:

The result:

Utilize the skeys  function to get all keys as a set of records:

The result:

Use the avals  function to get all values from an hstore  column as an array:

The result:

Utilize the svals  function to get all keys as a set of records:

The result:

Use the each  function to extract hstore  data as a set of records:

The result:

PostgreSQL provides the hstore_to_json  and hstore_to_jsonb  functions to convert hstore  data to the  or  format. The following statement converts the

attributes  column to JSONB :

The result:

You can use indexes to reduce the time PostgreSQL takes to look up particular keys and values. The hstore  type supports GIN and GiST indexing with @> , ? , ?& , and ?|
operators.

The following statements create the GIN  and GiST  indexes on the attributes  column:

You can also use the hash and btree indexes with the =  operator.

The following statements create the hash  and btree  indexes on the attributes  column:
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The hstore  data type allows you to store key/value pairs in a single value in PostgreSQL. hstore  is useful when you cannot predefine keys, or keys can vary for different objects.

The hstore module implements the hstore  data type. You need to create the hstore  extension to use this type:

The hstore  value includes key => value  pairs separated by commas. Keys and values are stored as text strings.

Create the products  table with an hstore  column to see how to work with this type:

In this table, different products can have different attributes. Add the following values to the table:

The table content:

The hstore  type has the following syntax specifics:

The order of hstore  pairs is not significant and may not be reproduced on output.

PostgreSQL ignores whitespaces between pairs or around the =>  sign. Keys and values that include whitespace, commas, = , or >  characters should be double-quoted. To

include a double quote ( " ) or a backslash ( \ ) in a key or value, escape it with a backslash ( \" , \\ ).

Each key should be unique.

A value can contain SQL NULL  ( key => NULL ). The null  keyword is not case-sensitive. Double-quote it to process as the "NULL"  string value.

CREATE EXTENSION hstore;

CREATE TABLE products (
  id serial PRIMARY KEY,
  name character varying(100),
  attributes hstore
);

INSERT INTO products (name, attributes) VALUES (
 'The Time Machine',
 'author => "Herbert Wells",
  pages => 202,
  genre => "sci-fi"'),
('Hyperion',
 'author => "Dan Simmons",
  pages => 640,
  genre => "sci-fi"'),
('The Great Gatsby',
'author => "F․ Scott Fitzgerald",
  pages => 256,
  genre => "novel"'),
('People',
 'publisher => "Time Inc",
  number => 38,
  date => "09․12․2022"'
);

 id |       name       |                    attributes
----+------------------+-----------------------------------------------------------------
  1 | The Time Machine | "genre"=>"sci-fi", "pages"=>"202", "author"=>"Herbert Wells"
  2 | Hyperion         | "genre"=>"sci-fi", "pages"=>"640", "author"=>"Dan Simmons"
  3 | The Great Gatsby | "genre"=>"novel", "pages"=>"256", "author"=>"F․ Scott Fitzgerald"
  4 | People           | "date"=>"09․12․2022", "number"=>"38", "publisher"=>"Time Inc"

Operations with hstore values

Get value by key

SELECT name, attributes->'author' as author
FROM products;

       name       |       author
------------------+---------------------
 The Time Machine | Herbert Wells
 Hyperion         | Dan Simmons
 The Great Gatsby | F․ Scott Fitzgerald

SELECT name, attributes->'author' as author
FROM products
WHERE attributes -> 'genre' = 'sci-fi';

       name       |    author
------------------+---------------
 The Time Machine | Herbert Wells
 Hyperion         | Dan Simmons

Add a key/value pair to an existing hstore  value

UPDATE products
SET attributes = attributes || '"freeshipping"=>"yes"' :: hstore;

Update a key/value pair

UPDATE products
SET attributes = attributes || '"freeshipping"=>"no"' :: hstore
WHERE name = 'Hyperion';

 id |       name       |                                        attributes
----+------------------+------------------------------------------------------------------------------------------
  1 | The Time Machine | "genre"=>"sci-fi", "pages"=>"202", "author"=>"Herbert Wells", "freeshipping"=>"yes"
  2 | Hyperion         | "genre"=>"sci-fi", "pages"=>"640", "author"=>"Dan Simmons", "freeshipping"=>"no"
  3 | The Great Gatsby | "genre"=>"novel", "pages"=>"256", "author"=>"F․ Scott Fitzgerald", "freeshipping"=>"yes"
  4 | People           | "date"=>"09․12․2022", "number"=>"38", "publisher"=>"Time Inc", "freeshipping"=>"yes"

Add multiple key/value pairs

UPDATE products SET attributes = hstore(ARRAY[['pages', '32'],['media', 'ebook']]) WHERE id = 4;

UPDATE products SET attributes = attributes || hstore(ARRAY[['pages', '32'],['media', 'ebook']]) WHERE id = 4;

Remove a key/value pair

UPDATE products
SET attributes = delete(attributes, 'freeshipping');

UPDATE products
SET attributes = delete(attributes, ARRAY['genre', 'pages']);

Determine if a key exists

SELECT name, attributes -> 'publisher' as publisher
FROM products
WHERE attributes ? 'publisher';

  name  | publisher
--------+-----------
 People | Time Inc

Check if a key/value pair exists

SELECT name, attributes -> 'freeshipping' as freeshipping
FROM products
WHERE attributes @> '"freeshipping"=>"yes"' :: hstore;

       name       | freeshipping
------------------+--------------
 The Time Machine | yes
 The Great Gatsby | yes
 People           | yes

Get rows that contain multiple specified keys

SELECT name FROM products
WHERE attributes ?& ARRAY [ 'genre', 'pages' ];

       name
------------------
 The Time Machine
 The Great Gatsby
 Hyperion

Get all keys

SELECT akeys (attributes) FROM products;

                akeys
--------------------------------------
 {genre,pages,author,freeshipping}
 {genre,pages,author,freeshipping}
 {date,number,publisher,freeshipping}
 {genre,pages,author,freeshipping}

SELECT skeys (attributes) FROM products;

 genre
 pages
 author
 freeshipping
 genre
 pages
 author
 freeshipping
 date
 number
 publisher
 freeshipping
 genre
 pages
 author
 freeshipping

Get all values

SELECT avals (attributes) FROM products;

                avals
---------------------------------------
 {sci-fi,202,"Herbert Wells",yes}
 {novel,256,"F․ Scott Fitzgerald",yes}
 {09․12․2022,38,"Time Inc",yes}
 {sci-fi,640,"Dan Simmons",no}

SELECT svals (attributes) FROM products;

 sci-fi
 202
 Herbert Wells
 yes
 novel
 256
 F․ Scott Fitzgerald
 yes
 09․12․2022
 38
 Time Inc
 yes
 sci-fi
 640
 Dan Simmons
 no

Convert hstore data to a set of records

SELECT
    name,
    (each(attributes) )․*
FROM products;

       name       |     key      |        value
------------------+--------------+---------------------
 The Time Machine | genre        | sci-fi
 The Time Machine | pages        | 202
 The Time Machine | author       | Herbert Wells
 The Time Machine | freeshipping | yes
 The Great Gatsby | genre        | novel
 The Great Gatsby | pages        | 256
 The Great Gatsby | author       | F․ Scott Fitzgerald
 The Great Gatsby | freeshipping | yes
 People           | date         | 09․12․2022
 People           | number       | 38
 People           | publisher    | Time Inc
 People           | freeshipping | yes
 Hyperion         | genre        | sci-fi
 Hyperion         | pages        | 640
 Hyperion         | author       | Dan Simmons
 Hyperion         | freeshipping | no

Convert hstore data to JSON/JSONB

JSON JSONB

SELECT hstore_to_jsonb (attributes) jsonb
FROM products;

                                           jsonb
--------------------------------------------------------------------------------------------
 {"genre": "sci-fi", "pages": "202", "author": "Herbert Wells", "freeshipping": "yes"}
 {"genre": "novel", "pages": "256", "author": "F․ Scott Fitzgerald", "freeshipping": "yes"}
 {"date": "09․12․2022", "number": "38", "publisher": "Time Inc", "freeshipping": "yes"}
 {"genre": "sci-fi", "pages": "640", "author": "Dan Simmons", "freeshipping": "no"}

Create indexes on the hstore field

CREATE INDEX idx_gin_attributes ON products USING GIN(attributes);

CREATE INDEX idx_gist_attributes ON products USING GIST(attributes);

CREATE INDEX idx_btree_attributes ON products USING BTREE(attributes);

CREATE INDEX idx_hash_attributes ON products USING HASH(attributes);
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The hex  format encodes binary data as two hexadecimal digits per byte. It has the following format:

Example:

The hexadecimal digits can be upper or lower case, whitespaces are permitted between digit pairs and prohibited within a digit pair and at the beginning of the \x  sequence. The

hex  format is compatible with a wide range of applications and protocols, and it tends to be faster to convert than the escape  format.

The escape  format is the traditional PostgreSQL format for the bytea  type. It represents a binary string as a sequence of ASCII characters and converts bytes that cannot be

represented as an ASCII character into escape sequences.

To escape an octet, convert it into its three-digit octal value and precede it with a backslash. To add the backslash character to a binary string, use the double backslash ( \\ ). While

any octet value can be escaped, the values in the table below must be escaped.

Decimal octet value Description Escaped input

representation

Example Hex representation

0 zero octet '\000' '\000'::bytea \x00

39 single quote '''' or '\047' ''''::bytea \x27

92 backslash '\\' or '\134' '\\'::bytea \x5c

0 to 31 and 127 to 255 "non-printable" octets '\xxx' (octal value) '\001'::bytea \x01

The requirement to escape "non-printable" octets depends on locale settings.

The bytea  octets are output in the hex  format by default.

If you change bytea_output  to escape , PostgreSQL converts "non-printable" octets (decimal octet values from 0 to 31 and from 127 to 255) to equivalent three-digit octal values.

Printable octets are output as their standard representation in the client character set. The backslash octet is doubled in the output.

Example:

The result:

PostgreSQL provides a lot of functions and operators for binary string manipulations. Many of them are equivalent to the text string functions. This section gives multiple examples. For

more information on binary string operators and functions, refer to the PostgreSQL documentation: Binary string functions and operators.

Some of the SQL operators and functions for working with binary strings are described below:

Use the ||  operator to concatenate two binary strings:

The result: \x123456789a00bcde .

The position  function returns the first starting index of the specified substring in bytes, or zero if the substring is not found:

The result: 3 .

The substring  function extracts a substring that starts at the specified byte and has the specified length in bytes. The function has the following syntax:

Example:

The result: \x5678 .

PostgreSQL allows you to convert strings between different encodings and transform binary data to text form. The available conversions are listed in the following article: Available

character set conversions. You can use the following functions:

convert . The function converts a binary string that contains text in the src_encoding  encoding to a binary string in the dest_encoding  encoding.

Example:

The result: \x746578745f696e5f75746638 .

convert_from . The function converts a binary string that contains text in the src_encoding  encoding to text in the database encoding.

Example:

The result: text_in_utf8 .

convert_to . The function converts a text string in the database encoding to a binary string in the dest_encoding  encoding.

Example:

The result: \x736f6d655f74657874 .

encode . The function encodes binary data to a text representation. Supported formats are: base64, escape , hex .

Example:

The result: QURQRw== .

decode . The function decodes binary data from a text string. Supported formats are: base64, escape , hex .

Example:

The result: \x41445047 .
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The bytea  data type allows you to store variable-length binary strings. A binary string is a sequence of octets (bytes). Binary strings differ from character strings in the following:

Binary strings allow storing octets of zero values and other non-printable octets. Character strings do not allow zero octets and any other octet values that are invalid according to

the database encoding.

Operations on binary strings process bytes, the character string processing depends on locale settings.

Binary strings are appropriate for "raw bytes", the character strings are suitable for text.

The bytea  data type adds 1 or 4 bytes to the binary string size.

Bytea  supports two formats for input and output: the hex  format and PostgreSQL historical escape  format. The input data can be one of these formats. The bytea_output

configuration parameter determines the output format, its default value is hex .

The bytea hex format

 '\x<binary string>'

SELECT '\xDEADBEEF';

The bytea escape format

SET bytea_output = 'escape';

SELECT 'abc \144\145\146 \052 \251 \134'::bytea;

       bytea
-------------------
 abc def * \251 \\

TIP

The escape  format blurs the differences between binary strings and character strings and has unwieldy escape mechanism. It is preferable to use the hex
format instead of escape .

Binary string functions and operators

SQL functions and operators

SELECT '\x123456'::bytea || '\x789a00bcde'::bytea;

SELECT position('\x5678'::bytea in '\x1234567890'::bytea);

substring ( bytes bytea [ FROM start integer ] [ FOR count integer ] ) → bytea

SELECT substring('\x1234567890'::bytea from 3 for 2);

Text/binary string conversion functions

convert ( <bytes> bytea, <src_encoding>, <dest_encoding> ) → bytea

SELECT convert('text_in_utf8', 'UTF8', 'LATIN1');

convert_from ( <bytes> bytea, <src_encoding> ) → text

SELECT convert_from('\x746578745f696e5f75746638', 'UTF8');

convert_to ( <string> text, <dest_encoding> ) → bytea

SELECT convert_to('some_text', 'UTF8');

encode ( <bytes> bytea, <format> text ) → text

SELECT encode('\x41445047', 'base64');

decode ( <string> text, <format> text ) → bytea

SELECT decode('QURQRw==', 'base64');
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This section describes inner formats of the tsvector  and tsquery  types.

Execute the query below to see in what format PostgreSQL stores data into the tsvector  type. Use english language dictionaries to combine different word forms in a single lexeme.

For this, specify the english  configuration parameter in the to_tsvector  function. See Configuration Example for configuration details.

The result:

The to_tsvector  function calls a parser which breaks text into tokens and assigns a type to each token. PostgreSQL uses a list of dictionaries for each token, the list can vary

depending on the token type. The first dictionary that recognizes the token emits one or more normalized lexemes to represent the token. In our example, the words satisfies ,

condition , and returns  become satisfi , condit , and return  respectively.

The resulting tsvector  value does not contain the words a , the , if , and it . These words are recognized as stop words and are excluded from the result since they occur too

frequently to be useful in search.

The numbers in the result determines the word position in the initial string (5 for 'condit', 8 for 'return', 2 for 'row', and etc.).

Lexemes in the tsvector  type can have a weight label, which can be A , B , C , or D . D  is the default and is not shown in the output.

Example:

The result:

Weight labels are typically used to mark entries coming from different parts of a document (title, body, and others).

PostgreSQL also contains the setweight  function to set weights of tsvector  entries. The example below uses setweight  to label the source of each lexeme, and merges the

labeled tsvector values using the tsvector concatenation operator || . For more information on this operation, see Manipulating Documents.

After you specify lexeme labels, you can use search rank functions described below to assign different priority values for different weight labels.

The tsquery  data type contains lexemes combined with the phrase search operator <->  (FOLLOWED BY) and logical operators &  (AND), |  (OR), !  (NOT). Run the following

query to see the tsquery  value:

The result:

The result contains lexemes and the logical operator & .

The tsquery  format can also include weight labels.

The result:

The tsquery  lexemes with weight labels match only tsvector  lexemes with the same weight.

A tsquery  lexeme can contain *  to specify prefix matching:

This lexeme matches any word in a tsvector  value that begins with the super  string.

to_tsquery  can also accept single-quoted phrases. This is useful, if the configuration includes a thesaurus dictionary that triggers on these phrases.

In addition to to_tsquery , PostgreSQL provides the plainto_tsquery , phraseto_tsquery , and websearch_to_tsquery  functions for converting a query to the

tsquery  data type.

plainto_tsquery  transforms unformatted text to a tsquery  value. The function parses and normalizes text and inserts the &  (AND) operator between words.

plainto_tsquery  does not recognize operators, weight labels, or prefix-match labels in its input.

Example:

The result:

phraseto_tsquery  parses and normalizes text and inserts the <-> (FOLLOWED BY) operator between words. The FOLLOWED BY operator can be represented as <N> , where N
is an integer value that specifies the distance between two lexemes. <->  is equivalent to <1> . If a phrase contains stop words, they are discarded, but the <N>  operator shows

distance including them. The phraseto_tsquery  function is useful to search for lexeme sequences (phrases), since the FOLLOWED BY operators check lexeme order.

phraseto_tsquery  does not recognize operators, weight labels, or prefix-match labels in its input.

Example:

The result:

websearch_to_tsquery  uses an alternative syntax to create a tsquery  value from query text. It supports the following syntax:

Unquoted text is converted to lexemes separated by the &  operator.

Quoted text is converted to lexemes separated by the <N>  operator.

OR  is converted to the |  operator.

-  is converted to the !  operator.

Example:

The result:

The websearch_to_tsquery  function does not raise syntax errors. You can use it for a raw user-supplied input. websearch_to_tsquery  does not recognize operators, weight

labels, or prefix-match labels in its input.

PostgreSQL provides the match operator @@  for the full text search. Create a table to test it:

The match operator @@  returns true  if a tsvector  value (document) matches a tsquery  value (query). To use english language dictionaries, specify the english
configuration parameter in the to_tsvector  and to_tsquery  functions:

The result includes documents that contain satisfy  and its modified forms, satisfies  and satisfied :

You can use indexes to speed up the search.

Create a GIN  index on an expression with the to_tsvector  function call:

The search query remains the same:

Another approach is to store the to_tsvector  output to a separate tsvector  column and create indexes on it as follows:

After the table is updated, use the tsv  field for search:

The same rows are returned:

In the separate-column approach, it is not necessary to explicitly specify the text search configuration in queries. Also, searches are faster, since PostgreSQL does not repeat the

to_tsvector  calls to verify index matches.

The expression-index approach is simpler to set up and it requires less disk space since tsvector  values are not stored explicitly.

When searching in a large database and a lot of matching documents are included in the result, more relevant documents may be at the end of the list. To avoid this problem,

PostgreSQL provides two predefined functions to rank the results: ts_rank  and ts_rank_cd .

ts_rank  ranks tsvector  values based on the frequency of their matching lexemes. ts_rank_cd  computes the cover density ranking for the given document and query. Refer

to the following link for details: Ranking Search Results.

These functions have similar signatures:

Where:

<vector>  — the document tsvector  value.

<query>  — the query tsquery  value.

<weights>  — contains weight values for different weight labels (optional).

<normalization>  — specifies how a document’s length impacts its rank (optional).

Execute the query with the ts_rank  function without optional parameters:

The result:

The document that contains table  twice has a higher rank.

The optional weights  parameter offers the ability to change the weight of lexemes in the search based on their weight labels. A weight label is a part of the tsvector  and

tsquery  formats described above. The weight array specifies weight values for each category of lexemes in the following order: {D-weight, C-weight, B-weight, A-
weight} . If you do not set this parameter, rank functions use the default value {0.1, 0.2, 0.4, 1.0} .

Update a tsv  field value for the third row with the label weight:

The result:

Execute the query with the specified weight array:

The result is different. The row, in which the tabl  lexeme has the A  weight label, obtains a higher rank:

A longer document has a greater chance to contain a query term. It is reasonable to take into account the document size. A hundred-word document with five instances of a searched

word is more relevant than a thousand-word document with five instances. Both rank functions have the normalization  option that specifies how a document’s length impacts its

rank. The table below contains the normalization  values:

Value Description

0 Ignores the document length. This is the default value

1 Divides the rank by 1 + the logarithm of the document length

2 Divides the rank by the document length

4 Divides the rank by the mean harmonic distance between extents (only for ts_rank_cd )

8 Divides the rank by the number of unique words in the document

16 Divides the rank by 1 + the logarithm of the number of unique words in the document

32 Divides the rank by itself + 1

You can use |  to specify several values, for example 2|4 . The transformations are applied in the order listed.

Add a normalization value to the query above:

The result:
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The tsvector and tsquery formats

tsvector

tsquery

The match operator @@

Increase search speed

Rank search results

PostgreSQL provides the functionality to implement the full text search. It allows you to identify documents that match a query and sort them by relevance.

The pattern text search is a part of the SQL standard since the beginning. PostgreSQL provides ~ , ~* , LIKE , and ILIKE  operators to support it, but they lack many essential

properties required by modern information systems. The pattern search does not take into account word forms. For example, if you search try , tries  is not included in the result.

It also does not rank search results. When thousands of matching documents are found, more relevant documents may be at the end of the result list. Pattern search operators are

slow because they do not support indexes and must process all documents for each search request.

The full text search solves these problems. PostgreSQL has the to_tsvector function to convert a document to the tsvector data type. A tsvector  value is a sorted list of distinct

lexemes that are normalized to merge different variants of the same word. PostgreSQL also includes to_tsquery  and other functions that parse a user query and create the tsquery

value from the query text. The tsquery  type contains normalized lexemes combined with the logical and phrase search operators. PostgreSQL uses dictionaries to converts text to

lexemes. These dictionaries help to determine stop words that should be ignored, and combine different word forms in a single lexeme. This technique allows PostgreSQL to overcome

the pattern search limitations.

The tsvector and tsquery formats

tsvector

SELECT to_tsvector('english', 'A row satisfies the condition if it returns true․');

to_tsvector
----------------------------------------------------
'condit':5 'return':8 'row':2 'satisfi':3 'true':9

SELECT 'condit:5B return:8C row:2A satisfi:3C true:9D'::tsvector;

                        tsvector
--------------------------------------------------------
 'condit':5B 'return':8C 'row':2A 'satisfi':3C 'true':9

UPDATE docs SET tsvector_document =
    setweight(to_tsvector(coalesce(title,'')), 'A')    ||
    setweight(to_tsvector(coalesce(keyword,'')), 'B')  ||
    setweight(to_tsvector(coalesce(summary,'')), 'C') ||
    setweight(to_tsvector(coalesce(body,'')), 'D');

tsquery

SELECT to_tsquery('english', 'row & satisfy');

   to_tsquery
-----------------
'row' & 'satisfi'

SELECT to_tsquery('english', 'row & satisfy:AB');

      to_tsquery
----------------------
 'row' & 'satisfi':AB

SELECT to_tsquery('super:*A');

SELECT plainto_tsquery('english', 'A joined table:B');

    plainto_tsquery
-----------------------
 'join' & 'tabl' & 'b'

SELECT phraseto_tsquery('english', 'A row satisfies the condition if it returns true․');

                     phraseto_tsquery
----------------------------------------------------------
 'row' <-> 'satisfi' <2> 'condit' <3> 'return' <-> 'true'

SELECT websearch_to_tsquery('english', '"A row satisfies the condition" if it returns true OR "false" -"index"․');

                           websearch_to_tsquery
--------------------------------------------------------------------------
 'row' <-> 'satisfi' <2> 'condit' & 'return' & 'true' | 'fals' & !'index'

TIP

You can configure a parser, dictionaries, and types of tokens that should be indexed for the to_tsvector  and to_tsquery  functions. See Configuration

Example.

The match operator @@

CREATE TABLE documents(
    document_id SERIAL,
    document_text TEXT
);

INSERT INTO documents (document_text) VALUES
('If the condition is not satisfied, rows are not returned․'),
('A joined table is a table derived from two other tables according to the rules of the particular join type․'),
('Indexes can be added to and removed from tables at any time․'),
('An index defined on a column that is part of a join condition can also significantly speed up queries with joins․'),
('A row satisfies the condition if it returns true․'),
('The type numeric can store numbers with a very large number of digits․'),
('It allows you to specify that the value in a certain column must satisfy a boolean expression․');

SELECT * FROM documents
    WHERE to_tsvector('english', document_text) @@ to_tsquery('english', 'satisfy');

 document_id |                 document_text
-------------+----------------------------------------------------
           5 | A row satisfies the condition if it returns true․
           7 | It allows you to specify that the value in a certain column
               must satisfy a boolean expression․
           1 | If the condition is not satisfied, rows are not returned․

Increase search speed

CREATE INDEX idx_gin_document_text ON documents
    USING GIN (to_tsvector('english', document_text));

SELECT * FROM documents
    WHERE to_tsvector('english', document_text) @@ to_tsquery('english', 'satisfy');

ALTER TABLE documents
    ADD COLUMN tsv1 tsvector
        GENERATED ALWAYS AS (to_tsvector('english',document_text))
        STORED;

CREATE INDEX idx_gin_document_text11
    ON documents USING gin (tsv);

SELECT document_id, document_text FROM documents
    WHERE tsv @@ to_tsquery('english', 'satisfy');

 document_id |                 document_text
-------------+----------------------------------------------------
           7 | It allows you to specify that the value in a certain column
               must satisfy a boolean expression․
           1 | If the condition is not satisfied, rows are not returned․
           5 | A row satisfies the condition if it returns true․

Rank search results

ts_rank([ <weights> float4[], ] <vector> tsvector, <query> tsquery [, <normalization> integer ]) returns float4

ts_rank_cd([ <weights> float4[], ] <vector> tsvector, <query> tsquery [, <normalization> integer ]) returns float4

SELECT document_id, ts_rank(tsv, query) AS rank, document_text
FROM documents, to_tsquery('english', 'table') query
WHERE tsv @@ query
ORDER BY rank DESC;

document_id|    rank    |                document_text
-----------+------------+--------------------------------------------------------
          2| 0․082745634|A joined table is a table derived from two other tables
           |            |according to the rules of the particular join type․
          3|  0․06079271|Indexes can be added to and removed from tables at any time․

UPDATE documents SET tsv = setweight(tsv,'A')
WHERE document_id = 3
RETURNING tsv;

                        tsv
----------------------------------------------------
 'ad':4A 'index':1A 'remov':7A 'tabl':9A 'time':12A

SELECT document_id, ts_rank('{0․05, 0․2, 0․4, 1․0}', tsv, query) AS rank, document_text
FROM documents, to_tsquery('english', 'table') query
WHERE tsv @@ query
ORDER BY rank DESC;

document_id|    rank     |            document_text
-----------+-------------+------------------------------------------------------------
          3|   0․6079271 |Indexes can be added to and removed from tables at any time․
          2| 0․041372817 |A joined table is a table derived from two other tables
                            according to the rules of the particular join type․

SELECT document_id, ts_rank('{0․05, 0․2, 0․4, 1․0}', tsv, query, 8) AS rank, document_text
    FROM documents, to_tsquery('english', 'table') query
    WHERE tsv @@ query
    ORDER BY rank DESC;

 document_id |    rank     |             document_text
-------------+-------------+--------------------------------------------------------------------
           3 | 0․121585414 | Indexes can be added to and removed from tables at any time․
           2 | 0․005171602 | A joined table is a table derived from two other tables according
                                to the rules of the particular join type․

NOTE

Ranking search results can be an expensive operation since it requires reading the tsvector  value of each matching document. It can take significant time if

PostgreSQL reads tsvector  values from the disk. It is almost impossible to avoid, since search queries often result in large numbers of matches.
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The EXPLAIN  command allows you to get information on buffer usage. Utilize the BUFFERS  parameter for this purpose.

To see correct results, restart ADPG to clear the buffer cache before testing BUFFERS .

Execute the EXPLAIN  command with the ANALYZE  and BUFFERS  parameters:

The result:

PostgreSQL reads the table in parts called blocks. The Buffers: shared read  option is the number of blocks read from the disk. The cache is empty and the table is completely

read from the disk, 8334 blocks are read.

Run the same query:

The result:

PostgreSQL adds the Buffers: shared hit  parameter to the result. Buffers: shared hit  is the number of blocks read from the PostgreSQL cache. If you repeat this query

multiple times, you will see that PostgreSQL takes more and more data from the cache each time. PostgreSQL adds data to the cache on each request. It reads from the cache faster

than from the disk. PostgreSQL increases Buffers: shared hit  and reduces Execution Time  on each query execution.

The shared_buffers  configuration parameter determines the cache size. You can change it via ADCM, see .

Add the WHERE  clause to the query:

The result:

The table has no indexes, and PostgreSQL reads each record sequentially ( Seq Scan ).

Filter: (field1 > 750)  means that each entry is compared with the condition field1 > 750 . If a field1  value meets the condition, PostgreSQL inserts the

corresponding row into the result.

The cost  values is increased. The expected number of result rows ( rows ) is reduced because of the WHERE clause.

Create an index on field1  and execute the same query:

The result:

Only 750 rows were filtered out, query returns more than 99.9% of the table. Despite an index, the planner chose Seq Scan .

Utilize the enable_seqscan setting to disable Seq Scan  and force the query planner to use the index:

The result:

Index Scan  means that PostgreSQL scans an index. Index Cond  contains the condition used to find rows.

PostgreSQL uses the index, but it increases the execution time. The planner chose the best plan without index in the previous example.

Enable the enable_seqscan  setting and modify the query as follows:

The result:

The planner uses the test_table_field1_idx  index to get the best result.

Add an index on field2 . Since our database stores text fields in UTF8, create the index with the text_pattern_ops operator class.

Run the following query with the condition for the text field:

The result:

In the EXPLAIN  command output, the ->  sign and indentation reflect the hierarchical plan tree structure.

Bitmap Index Scan  collects a bitmap with the positions of records that match the condition. After that, PostgreSQL sequentially scans the target table for these positions within

Bitmap Heap Scan .

Bitmap Heap Scan  works effectively with a large number of records that correspond to a condition.

PostgreSQL also supports Index Only Scan  operation that is used if a query only references indexed columns. Execute a query that returns a single indexed field:

The result:

Index Only Scan  is faster than Index Scan , because Index Only Scan  does not need to read the entire row ( width=4 ), except checking the visibility of an index row.

Indexes improve performance of different operations, including sorting. Consider the ORDER BY  clause.

Drop the index for field1 :

Sort the table by field1 :

The result:

When the planner determines that a parallel query is the fastest execution strategy for a particular query, it creates a plan that includes a Gather  or Gather Merge  node (in our

case, the Gather Merge  node). This node includes the execution plan subtree, which is processed in parallel.

The first operation is Parallel Seq Scan  on test_table . The table blocks are divided among the cooperating processes ( Worker 0  and Worker 1 ). Worker 0  and

Worker 1  scan different consecutive blocks of the table in parallel.

Then, PostgreSQL sorts the result. Sort Key  contains the sort condition ( field1 ). Sort Method  is external merge Disk : the system creates temporary files on disk.

The query execution plan above contains several operations and looks complex.

Add an index to the field1  and execute the same query:

The result:

With an index, the plan contains only the Index Scan  operation, and as a consequence — the execution time is reduced.
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Cache usage

Index usage

PostgreSQL creates an execution plan for each query. Since the resulting plan is critical to performance, PostgreSQL includes a complex planner that chooses the best plan based on

an estimated cost of each alternative option. You can use the EXPLAIN command to see what plan the planner produces for a query.

Create a table for test examples:

Add data to the table and execute the ANALYZE command to create table statistics after data update:

Call the EXPLAIN  command to see the query plan:

The result:

PostgreSQL can read data from a table in several ways. Seq Scan  reports that PostgreSQL reads data sequentially, block by block.

The cost  option contains two values: estimated start-up and total costs of the query execution. The start-up cost has the 0.00  value. This is the cost value before the output phase

begins, for example, the cost value required to sort in a sort node. The estimated total cost ( 18334.00 ) shows the cost that is necessary for retrieving all available rows. The cost
option does not take into account resources taken to send result rows to the client, because the planner cannot change this value by altering the plan. By default, the cost  is

measured in units of disk page fetches ( seq_page_cost ). The cost  value most often indicates the consumption of resources, and not the required time, although these values

correlate with each other. See Planner Cost Constants for details.

The rows  option is the estimated number of rows that Seq Scan  returns.

The width  option is the estimated average size of an output row in bytes.

When you call EXPLAIN , PostgreSQL does not execute the query, instead it creates an estimated execution plan based on available statistics. The actual plan can differ. Use the

ANALYZE  parameter to execute the query and get actual statistics.

The result:

The actual time  option is the time expended to get the first row and all rows, in milliseconds.

The rows  option is the actual number of rows that Seq Scan  returns.

The loops  option shows how many times PostgreSQL scans the entire table, i.e. executes Seq Scan  on all table data.

Execution Time  is the total time to complete the request.

The EXPLAIN ANALYZE  command executes queries. If you need to get statistics on the modifying INSERT , DELETE , or UPDATE  statements and do not change data, use the

BEGIN and ROLLBACK commands to execute EXPLAIN ANALYZE  inside a transaction block with a rollback:

CREATE TABLE test_table (field1 integer, field2 text);

INSERT INTO test_table
  SELECT i, md5(random()::text)
  FROM generate_series(1, 1000000) AS i;
ANALYZE test_table;

EXPLAIN SELECT * FROM test_table;

 QUERY PLAN
---------------------------------------------------------------------
Seq Scan on test_table (cost=0․00․․18334․00 rows=1000000 width=37)

EXPLAIN (ANALYZE) SELECT * FROM test_table;

                      QUERY PLAN
------------------------------------------------------------------
Seq Scan on test_table
    (cost=0․00․․18334․00 rows=1000000 width=37)
    (actual time=0․005․․62․035 rows=1000000 loops=1)
Planning Time: 0․056 ms
Execution Time: 96․757 ms

BEGIN;

EXPLAIN (ANALYZE) INSERT INTO test_table
  SELECT i, md5(random()::text)
  FROM generate_series(1, 100) AS i;

ROLLBACK;

Cache usage

EXPLAIN (ANALYZE, BUFFERS) SELECT * FROM test_table;

                      QUERY PLAN
------------------------------------------------------------------
Seq Scan on test_table
    (cost=0․00․․18334․00 rows=1000000 width=37)
    (actual time=1․400․․626․291 rows=1000000 loops=1)
   Buffers: shared read=8334
Planning:
   Buffers: shared hit=47 read=14
Planning Time: 35․535 ms
Execution Time: 663․332 ms

EXPLAIN (ANALYZE,BUFFERS) SELECT * FROM test_table;

                      QUERY PLAN
-------------------------------------------------------------------
Seq Scan on test_table
    (cost=0․00․․18334․00 rows=1000000 width=37)
    (actual time=0․037․․73․519 rows=1000000 loops=1)
  Buffers: shared hit=32 read=8302
Planning Time: 0․033 ms
Execution Time: 108․673 ms

Configuration parameters

Index usage

EXPLAIN SELECT * FROM test_table WHERE field1 > 750;

                             QUERY PLAN
---------------------------------------------------------------------
Seq Scan on test_table (cost=0․00․․20834․00 rows=999288 width=37)
  Filter: (field1 > 750)

CREATE INDEX ON test_table(field1);
EXPLAIN (ANALYZE) SELECT * FROM test_table WHERE field1 > 750;

                             QUERY PLAN
---------------------------------------------------------------------
 Seq Scan on test_table
    (cost=0․00․․20834․00 rows=999279 width=37)
    (actual time=0․132․․89․711 rows=999250 loops=1)
   Filter: (field1 > 750)
   Rows Removed by Filter: 750
Planning Time: 0․083 ms
Execution Time: 121․256 ms

SET enable_seqscan TO off;
EXPLAIN (ANALYZE) SELECT * FROM test_table WHERE field1 > 750;

                             QUERY PLAN
---------------------------------------------------------------------
Index Scan using test_table_field1_idx on test_table
    (cost=0․42․․36794․81 rows=999279 width=37)
    (actual time=0․054․․162․518 rows=999250 loops=1)
   Index Cond: (field1 > 750)
Planning Time: 0․087 ms
Execution Time: 195․522 ms

SET enable_seqscan TO on;
EXPLAIN (ANALYZE) SELECT * FROM test_table WHERE field1 < 750;

                             QUERY PLAN
---------------------------------------------------------------------
Index Scan using test_table_field1_idx on test_table
    (cost=0․42․․31․02 rows=720 width=37)
    (actual time=0․031․․0․148 rows=749 loops=1)
   Index Cond: (field1 < 750)
Planning Time: 0․074 ms
Execution Time: 0․182 ms

CREATE INDEX ON test_table(field2 text_pattern_ops);

EXPLAIN (ANALYZE) SELECT * FROM test_table WHERE field2 LIKE 'a%';

                             QUERY PLAN
---------------------------------------------------------------------
Bitmap Heap Scan on test_table
        (cost=2711․24․․11912․67 rows=70714 width=37)
        (actual time=7․672․․25․626 rows=62382 loops=1)
   Filter: (field2 ~~ 'a%'::text)
   Heap Blocks: exact=8332
   ->  Bitmap Index Scan on test_table_field2_idx1
        (cost=0․00․․2693․57 rows=69314 width=0)
        (actual time=6․343․․6․344 rows=62382 loops=1)
         Index Cond: ((field2 ~>=~ 'a'::text) AND (field2 ~<~ 'b'::text))
Planning Time: 0․097 ms
Execution Time: 28․520 ms

EXPLAIN SELECT field1 FROM test_table WHERE field1 < 750;

                             QUERY PLAN
---------------------------------------------------------------------
Index Only Scan using test_table_field1_idx on test_table
   (cost=0․42․․29․69 rows=758 width=4)
  Index Cond: (field1 < 750)

DROP INDEX test_table_field1_idx;

EXPLAIN (ANALYZE) SELECT * FROM test_table ORDER BY field1;

                             QUERY PLAN
---------------------------------------------------------------------
Gather Merge  (cost=63795․04․․161033․70 rows=833416 width=37)
              (actual time=94․311․․273․651 rows=1000000 loops=1)
  Workers Planned: 2
  Workers Launched: 2
  ->  Sort  (cost=62795․02․․63836․79 rows=416708 width=37)
            (actual time=91103․․127․215 rows=333367 loops=3)
        Sort Key: field1
        Sort Method: external merge  Disk: 13568kB
        Worker 0:  Sort Method: external merge  Disk: 12040kB
        Worker 1:  Sort Method: external merge  Disk: 20504kB
        ->  Parallel Seq Scan on test_table
            (cost=0․00․․12502․08 rows=416708 width=37)
            (actual time=0․008․․29․574 rows=333367 loops=3)
Planning Time: 0․099 ms
Execution Time: 316․971 ms

CREATE INDEX ON test_table(field1);
EXPLAIN (ANALYZE) SELECT * FROM test_table ORDER BY field1;

                             QUERY PLAN
---------------------------------------------------------------------
Index Scan using test_table_field1_idx on test_table
    (cost=0․42․․34319․93 rows=1000100 width=37)
    (actual time=0․018․․106․251 rows=1000100 loops=1)
Planning Time: 0․140 ms
Execution Time: 148․662 ms
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You can use  to view the installed extensions:

The \dx  meta-command lists installed extensions.

The \dx+  meta-command displays installed extensions and their associated objects.

The pg_available_extensions view contains the extensions available for installation. Use the following code to list them:

You can also find the list of available extensions in the  article.

The pg_extension catalog stores information about the installed extensions. In ADPG, the plpgsql  and pg_stat_statements  extensions are preinstalled in the postgres
database. When creating a new database, the extensions that are present in the template1  database are used (by default, only plpgsql ). See Template Databases.

Utilize the following code to check installed extensions:

Result:

You can create, alter, and drop extensions using corresponding commands.

CREATE EXTENSION  loads a new extension into the current database. An extension with the same name cannot be loaded.

PostgreSQL runs the extension script file. The script creates new SQL objects, for example, functions, data types, operators, and index support methods. CREATE EXTENSION  also

records the identifiers of all the created objects, so that they can be dropped if DROP EXTENSION  is run.

The user who runs CREATE EXTENSION  becomes the extension owner and the owner of any objects created by the extension script.

If a matching extension is not found, CREATE EXTENSION  reports that the extension script file does not exist.

If an extension cannot be found, install an appropriate package that contains this extension.

The following code creates the pg_stat_statements  module, which is included in the contrib extension:

For more information on this command, refer to CREATE EXTENSION.

DROP EXTENSION  removes extensions from the database. Dropping an extension causes its component objects to be also dropped.

The following code uses the CASCADE  option to drop an extension, all dependent objects, and objects that depend on the dependent objects:

For additional information, see DROP EXTENSION.

ALTER EXTENSION  modifies an extension.

The following code changes the schema of the hstore  extension to schema1 :

For more information, refer to ALTER EXTENSION.
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View available extensions

Manage extensions

Create an extension

Drop an extension

Alter an extension

PostgreSQL provides a way to extend the functionality of a database by bundling SQL objects into a package and using them as a unit. This functionality is implemented as PostgreSQL

extensions.

Extensions are modules that provide additional functionality: functions, operators, types, etc.

View available extensions

psql

SELECT * FROM pg_available_extensions;

Supported extensions

SELECT * FROM pg_extension;

  oid  |      extname       | extowner | extnamespace | extrelocatable | extversion | extconfig | extcondition
-------+--------------------+----------+--------------+----------------+------------+-----------+--------------
 14472 | plpgsql            |       10 |           11 | f              | 1․0        |           |
 16388 | pg_stat_statements |       10 |         2200 | t              | 1․9        |           |

Manage extensions

CAUTION

If you use PL/Perl, PL/PerlU, PL/Python3U, PL/Tcl, or PL/TclU procedural languages that require additional packages, make sure that all packages for

corresponding extensions are installed on all ADPG nodes — the leader and all replicas. Otherwise, cluster can be damaged during minor/major upgrade.

Create an extension

CREATE EXTENSION pg_stat_statements;

Drop an extension

DROP EXTENSION plperlu CASCADE;

Alter an extension

ALTER EXTENSION hstore SET SCHEMA schema1;
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The timescaledb extension offers additional capabilities for processing time series data. It allows you to perform scalable inserts and complex queries. It also increases the

performance of time series data queries.

The package required for the timescaledb  installation is shipped with ADPG. To use timescaledb , just run the CREATE EXTENSION command:

ADPG uses the timescaledb  version 2.15.0. To check it, execute the following query:

Result:

The timescaledb  extension adds a number of functions, views, and tables to a database. For more information on timescaledb  API, see TimescaleDB API reference.

You can use the \dn psql  meta-command to display the various schemas that timescaledb  has created.

Result:

The timescaledb  extension provides hypertables that are a high-level abstraction, extending traditional PostgreSQL tables to operate with temporal data more effectively. Any

operation that you can do with regular PostgreSQL tables, you can perform with hypertables. A hypertable simplifies the organization and retrieval of time-series information by

providing built-in partitioning based on time intervals. timescaledb  splits hypertables into chunks.

To generate a hypertable, you need to create an ordinary table and pass it as a parameter to the create_hypertable function:

Result:

The number from the output (in this case 7 ) will be used later in the names of chunks belonging to this hypertable.

The create_hypertable  function has two required parameters:

relation  — an identifier of the table to convert to a hypertable. The relation  must be of the regclass  type ( 'base_table'  in the example above).

dimension  — must be of the dimension_info type. To create a dimension_info  instance, you need to call the by_range or by_hash function. This parameter specifies

conditions according to which a table will be divided into chunks ( by_range('time_column')  in the example above).

Populate the hypertable with data:

Use the \d+ psql  meta-command to display information on the base_table  hypertable:

Result:

In the output, you can see that timescaledb  has created 28 chunks for base_table .

You can also specify an interval for chunks. To do this, set an interval in the by_range  function. It is possible to set it in milliseconds:

Alternatively, use the INTERVAL  keyword:

When a hypertable is created, timescaledb  generates indexes on partitioning columns. The create_default_indexes  parameter controls this behavior. It is an optional

parameter, and its default value is true . You can cancel index creation by setting its value to false :

If you try to call the create_hypertable  function for a table that is already a hypertable, the exception is raised: ERROR: table "base_table" is already a
hypertable . You can set an optional parameter if_not_exists  to true  to print a warning instead of raising the exception:

Result:

To create a hypertable from a table with data, specify an optional parameter —  migrate_data . The code below creates a new table and populates it with data:

Convert conditions  to a hypertable passing the migrate_data  parameter:

Result:

If a converted table contains data, but the migrate_data  parameter is not passed or set to false , an error occurs:

The timescaledb  extension allows you to compress time-series data and reduce chunk size significantly. When you enable compression, the data in the hypertable is compressed

chunk by chunk. When the chunk is compressed, multiple records are combined into a single row. This reduces the amount of disk space needed, as a single row occupies less space

than multiple rows. For more information on this feature, see About compression.

To enable compression, follow the steps below.

1. Use the ALTER TABLE statement to turn on compression and set compression options:

2. Call the add_compression_policy function to add a compression policy. The following code compresses chunks that are older than 1 hour:

It is possible to decompress a certain chunk using the decompress_chunk function, for example, to maximize performance if various DML operations need to be performed. You can

use the timescaledb_information.chunks view to determine a chunk name and pass it as a parameter to decompress_chunk .

Use the remove_compression_policy function to remove compression:

The timescaledb  extension provides hyperfunctions to analyze data. This section describes some of them. The examples in this section utilize the conditions  table, the

creation of which is described above.

The first and last functions allow you to get the first or last value respectively of one column as ordered by another. The following example returns the earliest temperature value based

on time within each location:

Result:

The code below returns the latest humidity value based on time within a location:

Result:

The time_bucket function allows you to aggregate data into buckets of time.

The following query calculates the average temperature per day for a specific location:

Result:

The histogram function calculates how many times a value falls into a specified range (bucket). For example, the query below breaks up the humidity range 0-100  into 10 buckets,

and returns how many times the humidity value falls into each bucket for each location.

The return value is an array containing the specified number of buckets plus two buckets. The first bucket at the head of the array is for values under the lower min bound, and the last

bucket is for values greater than or equal to the max bound:

Values equal to the min bucket value are included in the bucket starting with this value, but values equal to the max value are included to the next bucket. The test data of the example

contains 1350 humidity values that equal 100 . In the result, the last (twelve) bucket contains this value distributed by locations (location 1 — 278, location 2 — 267, location 3 — 268,

location 4 — 277, location 1 — 260).
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Overview

CREATE EXTENSION timescaledb;

NOTE

If the timescaledb  extension is created in the template1  database used as the default template, all subsequently created databases will have this

extension installed.

SELECT extversion FROM pg_extension
    WHERE extname = 'timescaledb';

 extversion
------------
 2․15․0

           List of schemas
           Name           |  Owner
--------------------------+----------
 _timescaledb_cache       | postgres
 _timescaledb_catalog     | postgres
 _timescaledb_config      | postgres
 _timescaledb_debug       | postgres
 _timescaledb_functions   | postgres
 _timescaledb_internal    | postgres
 public                   | postgres
 timescaledb_experimental | postgres
 timescaledb_information  | postgres

Hypertables

Create an empty hypertable

CREATE TABLE base_table(
    id uuid,
    time_column timestamptz not null default clock_timestamp(),
    data_column1 int default random()*1E5,
    data_column2 int default random()*1E5
);

SELECT create_hypertable('base_table', by_range('time_column'));

create_hypertable
-------------------
 (7,t)

INSERT INTO base_table(id, time_column) SELECT gen_random_uuid(), generate_series(
now() - INTERVAL '6 months',
now(),
INTERVAL '1 minute'
);

\d+ base_table

    Column    |           Type           | Collation | Nullable |                     Default                      | Storage | 
Compression | Stats target | Description
--------------+--------------------------+-----------+----------+--------------------------------------------------+---------+---
----------+--------------+-------------
 id           | uuid                     |           |          |                                                  | plain   |           
|              |
 time_column  | timestamp with time zone |           | not null | clock_timestamp()                                | plain   |           
|              |
 data_column1 | integer                  |           |          | (random() * '100000'::numeric::double precision) | plain   |           
|              |
 data_column2 | integer                  |           |          | (random() * '100000'::numeric::double precision) | plain   |           
|              |
Indexes:
    "base_table_time_column_idx" btree (time_column DESC)
Triggers:
    ts_insert_blocker BEFORE INSERT ON base_table FOR EACH ROW EXECUTE FUNCTION _timescaledb_functions․insert_blocker()
Child tables: _timescaledb_internal․_hyper_7_57_chunk,
              _timescaledb_internal․_hyper_7_58_chunk,
              _timescaledb_internal․_hyper_7_59_chunk,
              _timescaledb_internal․_hyper_7_60_chunk,
              _timescaledb_internal․_hyper_7_61_chunk,
              _timescaledb_internal․_hyper_7_62_chunk,
              _timescaledb_internal․_hyper_7_63_chunk,
              _timescaledb_internal․_hyper_7_64_chunk,
              _timescaledb_internal․_hyper_7_65_chunk,
              _timescaledb_internal․_hyper_7_66_chunk,
              _timescaledb_internal․_hyper_7_67_chunk,
              _timescaledb_internal․_hyper_7_68_chunk,
              _timescaledb_internal․_hyper_7_69_chunk,
              _timescaledb_internal․_hyper_7_70_chunk,
              _timescaledb_internal․_hyper_7_71_chunk,
              _timescaledb_internal․_hyper_7_72_chunk,
              _timescaledb_internal․_hyper_7_73_chunk,
              _timescaledb_internal․_hyper_7_74_chunk,
              _timescaledb_internal․_hyper_7_75_chunk,
              _timescaledb_internal․_hyper_7_76_chunk,
              _timescaledb_internal․_hyper_7_77_chunk,
              _timescaledb_internal․_hyper_7_78_chunk,
              _timescaledb_internal․_hyper_7_79_chunk,
              _timescaledb_internal․_hyper_7_80_chunk,
              _timescaledb_internal․_hyper_7_81_chunk,
              _timescaledb_internal․_hyper_7_82_chunk,
              _timescaledb_internal․_hyper_7_83_chunk,
              _timescaledb_internal․_hyper_7_84_chunk
Access method: heap

CREATE TABLE table1 (LIKE base_table);
SELECT create_hypertable('table1', by_range('time_column', 86400000000));

CREATE TABLE table2 (LIKE base_table);
SELECT create_hypertable('table2', by_range('time_column', INTERVAL '1 day'));

CREATE TABLE table3 (LIKE base_table);
SELECT create_hypertable('table3', by_range('time_column'), create_default_indexes=> false);

SELECT create_hypertable('base_table', by_range('time_column'), if_not_exists=> true);

NOTICE:  table "base_table" is already a hypertable, skipping
 create_hypertable
-------------------
 (7,f)
(1 row)

Convert a table with data to a hypertable

CREATE FUNCTION return_location() RETURNS text AS $$
BEGIN
    RETURN 'location ' || floor(random() * 5+1 ):: text;
END;
$$ LANGUAGE plpgsql;

CREATE TABLE "conditions"(
    time         TIMESTAMP WITH TIME ZONE NOT NULL,
    location    TEXT DEFAULT return_location(),
    temperature  NUMERIC,
    humidity     NUMERIC
);

INSERT INTO conditions(time, temperature, humidity) SELECT generate_series(
    now() - INTERVAL '6 months',
    now(),
    INTERVAL '1 minute'
    )as time,
    round(random()*100) as temperature,
    round(random()*100) as humidity;

SELECT create_hypertable('conditions', 'time', migrate_data => true);

NOTICE:  migrating data to chunks
DETAIL:  Migration might take a while depending on the amount of data․
    create_hypertable
--------------------------
 (14,public,conditions,t)

ERROR:  table "conditions" is not empty
HINT:  You can migrate data by specifying 'migrate_data => true' when calling this function․

Compression

ALTER TABLE conditions SET (
  timescaledb․compress,
  timescaledb․compress_segmentby = 'location'
);

SELECT add_compression_policy('conditions', INTERVAL '1 hour');

SELECT decompress_chunk('_timescaledb_internal․_hyper_14_376_chunk');

SELECT remove_compression_policy('conditions');

Use timescaledb hyperfunctions to analyze data

first and last

SELECT location, first(temperature, time) FROM conditions
    GROUP BY location ORDER BY location;

  location  | first
------------+-------
 location 1 |    29
 location 2 |    30
 location 3 |    43
 location 4 |    87
 location 5 |    95

SELECT location, last(humidity, time) FROM conditions
    GROUP BY location ORDER BY location;

  location  | last
------------+------
 location 1 |   15
 location 2 |   69
 location 3 |   47
 location 4 |   98
 location 5 |   69

time_bucket

SELECT time_bucket('1 day', time) AS bucket_time, AVG(temperature) AS avg_temperature
    FROM conditions WHERE location = 'location 3'
    GROUP BY bucket_time ORDER BY bucket_time
    LIMIT 5;

      bucket_time       |   avg_temperature
------------------------+---------------------
 2024-09-02 00:00:00+00 | 49․0534759358288770
 2024-09-03 00:00:00+00 | 49․6323529411764706
 2024-09-04 00:00:00+00 | 49․0774410774410774
 2024-09-05 00:00:00+00 | 47․7973856209150327
 2024-09-06 00:00:00+00 | 51․7582417582417582

histogram

SELECT location, histogram(humidity, 0, 100, 10)
    FROM conditions GROUP BY location ORDER BY location;

  location  |                         histogram
------------+-----------------------------------------------------------
 location 1 | {0,4903,5316,5124,5226,5200,5219,5386,5173,5206,5172,278}
 location 2 | {0,4830,5338,5343,5150,5222,5189,5154,5333,5230,5275,267}
 location 3 | {0,4949,5264,5217,5216,5194,5278,5077,5214,5190,5246,268}
 location 4 | {0,4922,5075,5192,5134,5329,5083,5349,5302,5128,5262,277}
 location 5 | {0,4892,5224,5104,5290,5050,5291,5179,5140,5191,5320,260}
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PL/pgSQL is a loadable procedural language for the ADPG/PostgreSQL database system.

SQL is the language that ADPG/PostgreSQL and most other relational databases use as query language. Every SQL statement must be executed individually by the database server.

That means that a client application must send each query to the database server, wait for it to be processed, receive and process the results, and then send further queries to the

server. All this requires inter-process communication and can also incur network overhead.

With PL/pgSQL, you can group queries and calculations inside a database server. This gives you the power of the procedural language and advantages of SQL, significantly reducing the

amount of data transfer between client and server. It can result in a considerable performance increase as compared to an application without stored functions.

PL/pgSQL has the following advantages:

Allows you to create , and . Functions and stored procedures developed with PL/pgSQL can be used like any built-in functions and stored procedures.

Provides control structures to the SQL language.

Allows performing complex computations.

Inherits all user-defined types, functions, procedures, and operators.

Can be defined to be trusted by the PostgreSQL database server.

Is easy to use.

In ADPG, the plpgsql  extension, required to use PL/pgSQL, is preinstalled in the postgres  database. When creating a new database, the extensions that are present in the

template1  database are installed. By default, template1  has plpgsql  installed. See Template Databases.

PL/pgSQL supports anonymous code blocks called with the DO statement.

If you need to reuse the code, you can create a . Use CREATE FUNCTION or CREATE PROCEDURE for this. The following example defines a function written in

PL/pgSQL. LANGUAGE  specifies the name of the language that the function is implemented in:

The function body is a string literal. Very often dollar quoting ( $$ ) is used to write the function body, rather than the normal single quote syntax (see Dollar-quoted string constants).

Without dollar quoting, any single quotes or backslashes in the function body must be escaped by doubling them.

PL/pgSQL is a block-structured language. The complete text of a function body must be a block. A block is defined as:

Each declaration and each statement within a block is terminated by a semicolon. A block that is located within another block must have a semicolon after END , as shown above.

However, the final END  that concludes a function body does not require a semicolon.

A label  is only needed if you want to identify the block for use in an EXIT  statement, or to qualify the names of the variables declared in the block. If a label  is given after END ,

it must match the label  at the block’s beginning.

PL/pgSQL allows you to use the same comments as in ordinary SQL. A double dash ( -- ) starts a one-line comment, a block comment begins with /*  and ends with */ .

Any statement in the statement section of a block can be a subblock. Subblocks are used for logical grouping or to localize variables to a small group of statements. Variables with the

same names declared in a subblock substitute any variables of outer blocks, but you can access the outer variables if you qualify their names with their block’s label. For example:

Result:

It is important not to confuse the use of BEGIN/END  for grouping statements in PL/pgSQL with the similarly-named SQL commands for transaction control. In PL/pgSQL,

BEGIN/END  are only for grouping. They do not start or end a transaction. For more information on how to work with transactions in PL/pgSQL, refer to Transaction management.

Additionally, a block with an EXCEPTION  clause essentially creates a nested transaction that can be rolled back without affecting the outer transaction. This is described in the

Trapping errors section.

All variables used in a block must be declared in the DECLARE  section of the block. The only exception is the FOR  loop variable. PL/pgSQL variables can have any SQL data type,

such as integer, char, etc.

Examples of variable declarations:

The general syntax of variable declaration:

Parameters of variable declaration

name Variable name

CONSTANT Prevents the value of the variable from changing after initialization, so the value remains constant in the block

type Variable type

COLLATE <collation_name> Specifies a collation to use for the variable (see Collation of PL/pgSQL variables)

NOT NULL If specified, an assignment of a null value results in a run-time error. All variables declared as NOT NULL
must have a non-null default value specified

{DEFAULT | := | = } <expression> Specifies the initial value assigned to the variable when the block is entered. If the DEFAULT  clause is not

given, the variable is initialized to the SQL null value

The equal sign ( = ) can be used instead of Oracle PL/SQL-compliant := .

Examples:

Parameters passed to functions are named with the identifiers $1 , $2 , etc. Optionally, aliases can be declared for parameter names to increase readability. An alias or a numeric

identifier can be used to refer to the parameter value. The following two functions are identical:

PL/pgSQL functions also support output parameters. Output parameters are assigned numeric identifiers $1… $n  and can be given aliases in the same way as input parameters. An

output parameter is a variable that should be assigned during the function execution. The last assigned value is returned. Output parameters are most useful when returning multiple

values:

Result:

You can use the ALIAS FOR  clause to declare an alias for a variable or a function parameter.

The following example creates the variable2  alias for variable1 :

The example below declares the parameter2  alias for the second function parameter:

%TYPE  allows you to assign a new variable a data type of the existing variable or a table column. By using %TYPE  you do not need to know the data type of the object you are

referencing. Also, if the data type of the referenced item changes in the future, you do not need to change your function definition.

The following code illustrates how to declare variables with the data type of a table column and another variable:

A variable of a composite type is called a row variable (or row-type variable). This type of variables can hold a whole row of a SELECT  or FOR  query result. You can declare a row

variable with the same type as the rows of an existing table or view. Use the <table_name>%ROWTYPE  notation for this:

The individual fields of the row value are accessed using the dot notation, for example my_row.field . A function parameter can have a composite type (a table row). In this case,

the corresponding identifier $n  will be a row variable, and fields can be selected from it as follows: $1.field1 . The example below uses tables from the 

 article.

Result:

Record variables are similar to row-type variables, but they have no predefined structure. They take on the structure of the row they are assigned during a SELECT  or FOR  command.

The structure of a record variable can be changed each time it is assigned. Until a record variable is first set, it has no structure, and any attempt to access a field in it will result in a run-

time error.

Example:

Result:

In general, any SQL command that does not return rows can be executed within a PL/pgSQL function just by writing the command. For example, you can create and fill a table:

If the command does return rows (for example SELECT , or INSERT/UPDATE/DELETE  with RETURNING ), there are two ways to proceed. When a command returns at most one

row, or you only care about the first row of output, use INTO  clause to capture the output. See Executing a command with a single-row result. INTO  is used in an example above:

To process all the output rows, write the command as the data source for a FOR  loop, as described in Looping through query results. The following function refreshes all materialized

views using this approach:

Non-optimizable SQL commands (also called utility commands) do not accept query parameters. Automatic substitution of PL/pgSQL variables does not work in such commands. To

include non-constant text in a utility command executed from PL/pgSQL, build the utility command as a string and then use EXECUTE  to run it, as described in Executing dynamic

commands. In the example above, EXECUTE  is used to run REFRESH MATERIALIZED VIEW :

Sometimes it is necessary to evaluate an expression or SELECT  query but discard the result, for example when calling a function that has side effects but no useful result value. To do

this in PL/pgSQL, use the PERFORM  statement:

Example:

Control structures are probably the most useful part of PL/pgSQL. With PL/pgSQL control structures, you can manipulate PostgreSQL data in a very flexible and powerful way.

RETURN  allows you to return data from a function.

RETURN  with an expression terminates the function and returns the value of the expression to the caller. This form is used for PL/pgSQL functions that do not return a set. In the

examples above, RETURN  is executed as follows:

When a PL/pgSQL function is declared to return SETOF <sometype> , the individual items to return are specified by a sequence of RETURN NEXT  or RETURN QUERY  commands,

and then a final RETURN  command with no argument is used to indicate that the function has finished executing. RETURN NEXT  can be used with both scalar and composite data

types; with a composite result type, an entire "table" of results will be returned. RETURN QUERY  appends the results of executing a query to the function’s result set.

Example of RETURN NEXT

Result:

Example of RETURN QUERY

Result:

A procedure does not have a return value. A procedure can therefore end without a RETURN  statement. If you wish to use a RETURN  statement to exit the code early, write just

RETURN  with no expression. If a procedure has output parameters, the final values of the output parameter variables will be returned to the caller.

A PL/pgSQL function, procedure, or DO  block can call a procedure using CALL . Output parameters are handled differently from the way that CALL  works in plain SQL. Each OUT  or

INOUT  parameter of the procedure must correspond to a variable in the CALL  statement, and whatever the procedure returns is assigned back to that variable after it returns. For

example:

The IF  and CASE  statements let you execute alternative commands based on certain conditions. PL/pgSQL provides three forms of IF :

IF …  THEN …  END IF

IF …  THEN …  ELSE …  END IF

IF …  THEN …  ELSIF …  THEN …  ELSE …  END IF

and two forms of CASE:

CASE …  WHEN …  THEN …  ELSE …  END CASE

CASE WHEN …  THEN …  ELSE …  END CASE

IF

An example of using IF :

CASE

The simple form of CASE  provides conditional execution based on the equality of operands. A search expression is evaluated once and successively compared to each expression

in the WHEN  clauses. If a match is found, then the corresponding statements are executed, and then control passes to the next statement after END CASE .

Example:

The searched form of CASE  provides conditional execution based on truth of boolean expressions. Each WHEN  clause’s boolean expression is evaluated in turn, until one is found

that is true. Then the corresponding statements are executed, and control passes to the next statement after END CASE . Subsequent expressions in the remaining WHEN  are not

evaluated. If no true result is found, the ELSE  statements are executed. If ELSE  is not specified, a CASE_NOT_FOUND  exception is raised.

Example:

With the LOOP , EXIT , CONTINUE , WHILE , FOR , and FOREACH  statements, you can repeat a series of commands in PL/pgSQL code.

LOOP

LOOP  defines an unconditional loop that is repeated indefinitely until terminated by an EXIT  or RETURN  statement. The optional label  can be used by EXIT  and

CONTINUE  statements within nested loops to specify which loop these statements refer to.

EXIT

EXIT  exits the loop. If no label  is specified for EXIT , the innermost loop is terminated and the statement following END LOOP  is executed next. If a label is given, it must be

the label of the current or an outer level of nested loop or block. Then the named loop or block is terminated and control continues with the statement after the corresponding

END .

If WHEN  is specified, the loop exit occurs only if a boolean expression is true. Otherwise, control passes to the statement after EXIT .

EXIT  can be used with all types of loops, it is not limited to use with unconditional loops.

CONTINUE

If no label is given, the next iteration of the innermost loop is begun. All statements remaining in the loop body are skipped, and control returns to the loop control expression (if any)

to determine whether another loop iteration is needed. If a label is added, it determines the loop whose execution will be continued.

If WHEN  is specified, the next iteration of the loop starts only if a boolean expression is true. Otherwise, control passes to the statement after CONTINUE .

CONTINUE  can be used with all types of loops; it is not limited to use with unconditional loops.

The following example uses LOOP , EXIT , and CONTINUE  to calculate the sum of even numbers from 1  to the given parameter:

Result:

WHILE

The WHILE  loop statement has the following syntax:

The WHILE  statement repeats a sequence of statements so long as the boolean-expression  evaluates to true. The expression is checked just before each entry to the loop

body.

This example rewrites with WHILE  the get_sum  function that calculates the sum of even numbers:

Result:

FOR

The syntax of the FOR  loop statement that iterates over a range of integers:

The counter  variable is defined as a type of integer and exists only inside the loop (any pre-existing definition of the counter  variable is ignored within the loop). The two

expressions giving the lower and upper bound of the range are evaluated once when entering the loop. If the BY  clause is not specified, the iteration step is 1 , otherwise it is the

value specified in the BY  clause. If REVERSE  is specified, the step value is subtracted rather than added after each iteration.

This example rewrites with FOR  the get_sum  function that calculates the sum of even numbers:

Result:

Also, PL/pgSQL provides the FOREACH  loop for iterating over arrays.

This example creates tables with random data.

1. Create a function that returns a string of the specified length from the given characters:

2. Write a procedure that creates a specified number of tables, using the generate_text  function to populate them. The required number of tables is passed as a parameter:

3. Call the create_tables  procedure. The first parameter ( 3 ) specifies the number of tables to create, the second parameter ( my_table ) sets the prefix for table names, and

the third one ( 25 ) — the number of rows in tables.

As a result, the my_table_1 , my_table_2 , and my_table_3  tables will be created.
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PL/pgSQL structure

DO
$$
    DECLARE
        book_num integer;
    BEGIN
        SELECT count(*) into book_num FROM book;
        RAISE NOTICE 'The number of books: %', book_num;
END;
$$;

function or procedure

CREATE FUNCTION my_function(integer, text) RETURNS integer
AS 'function body text'
LANGUAGE plpgsql;

[ <<<label>>> ]
[ DECLARE
    <declarations> ]
BEGIN
    <statements>
END [ <label> ];

CREATE FUNCTION my_function() RETURNS integer AS $$
    << my_label >>
    DECLARE
        variable1 integer := 100;
    BEGIN
        RAISE NOTICE 'Variable1 is %', variable1; -- Prints 100
        variable1 := 50;
        -- Create a subblock
    DECLARE
        variable1 integer := 200;
    BEGIN
        RAISE NOTICE 'Variable1 is %', variable1; -- Prints 200
        RAISE NOTICE 'Variable1 is %', my_label․variable1; -- Prints 50
    END;

    RAISE NOTICE 'Variable1 is %', variable1; -- Prints 50

    RETURN variable1;
END;
$$ LANGUAGE plpgsql;

SELECT my_function();

NOTICE:  Variable1 is 100
NOTICE:  Variable1 is 200
NOTICE:  Variable1 is 50
NOTICE:  Variable1 is 50
 my_function
-------------
          50

Declarations

account_id integer;
amount numeric(5);
article varchar;
my_row tablename%ROWTYPE;
my_field tablename․columnname%TYPE;
arow RECORD;

<name> [ CONSTANT ] <type> [ COLLATE <collation_name> ] [ NOT NULL ] [ { DEFAULT | := | = } <expression> ];

account_id CONSTANT integer := 10;
quantity integer DEFAULT 32;
article varchar = 'This is text';

Declare function parameters

CREATE FUNCTION deposit_interest(real) RETURNS real AS $$
BEGIN
RETURN $1 * 1․2;
END;
$$ LANGUAGE plpgsql;

CREATE FUNCTION deposit_interest(total real) RETURNS real AS $$
BEGIN
RETURN total * 1․2;
END;
$$ LANGUAGE plpgsql;

CREATE FUNCTION calculations (x int, y int, OUT sum int, OUT prod int) AS $$
BEGIN
    sum := x + y;
    prod := x * y;
END;
$$ LANGUAGE plpgsql;

SELECT * FROM calculations(10, 5);

 sum | prod
-----+------
  15 |   50

Aliases

<new_name> ALIAS FOR <old_name>;

DECLARE
  variable2 ALIAS FOR variable1;

DECLARE
    parameter2 ALIAS FOR $2;

Copy types

variable1 pgbench_accounts․abalance%TYPE;

variable3 variable2%TYPE;

Row types

row_var pgbench_accounts%ROWTYPE;

Example of working with

tables via psql

CREATE FUNCTION get_author(t_row book) RETURNS text AS $$
DECLARE
    author text;
BEGIN
    SELECT name INTO author FROM author WHERE id = t_row․author_id;
    RETURN author;
END;
$$ LANGUAGE plpgsql;

SELECT get_author(b․*), title FROM book b;

     get_author      |         title
---------------------+-----------------------
 Virginia Woolf      | Mrs․ Dalloway
 Virginia Woolf      | To the Lighthouse
 Harper Lee          | To Kill a Mockingbird
 F․ Scott Fitzgerald | The Great Gatsby
 J․R․R․ Tolkien      | The Lord of the Rings
 George Orwell       | 1984
 George Orwell       | Animal Farm

Record types

CREATE FUNCTION get_book_name(int) RETURNS text AS $$
DECLARE
    my_row record;
BEGIN
    SELECT * INTO my_row FROM book WHERE id = $1;
    RETURN my_row․title;
END;
$$ LANGUAGE plpgsql;

SELECT get_book(5);

     get_book_name
-----------------------
 The Lord of the Rings

Execute SQL commands

CREATE TABLE shelves (
    book_id SERIAL PRIMARY KEY,
    location VARCHAR(10) NOT NULL);

INSERT INTO shelves VALUES (5, 'B32');

․․․
 SELECT * INTO my_row FROM book WHERE id = $1;
․․․

CREATE FUNCTION refresh_mat_views() RETURNS integer AS $$
DECLARE
    mviews RECORD;
BEGIN
    RAISE NOTICE 'Refreshing all materialized views․․․';

    FOR mviews IN
       SELECT n․nspname AS mv_schema,
              c․relname AS mv_name,
              pg_catalog․pg_get_userbyid(c․relowner) AS owner
         FROM pg_catalog․pg_class c
    LEFT JOIN pg_catalog․pg_namespace n ON (n․oid = c․relnamespace)
        WHERE c․relkind = 'm'
     ORDER BY 1
    LOOP

        -- "mviews" has one record with information about each materialized view

        RAISE NOTICE 'Refreshing materialized view %․% (owner: %)․․․',
                     quote_ident(mviews․mv_schema),
                     quote_ident(mviews․mv_name),
                     quote_ident(mviews․owner);
        EXECUTE format('REFRESH MATERIALIZED VIEW %I․%I', mviews․mv_schema, mviews․mv_name);
    END LOOP;

    RAISE NOTICE 'Done refreshing materialized views․';
    RETURN 1;
END;
$$ LANGUAGE plpgsql;

SELECT refresh_mat_views();

․․․
EXECUTE format('REFRESH MATERIALIZED VIEW %I․%I', mviews․mv_schema, mviews․mv_name);
․․․

PERFORM <query>;

 PERFORM pg_advisory_lock(1234);

Control structures

RETURN

․․․
RETURN total * 1․2;
․․․
RETURN my_row․title;
․․․

CREATE OR REPLACE FUNCTION get_all_books() RETURNS SETOF book AS $$
DECLARE
    row book%ROWTYPE;
BEGIN
    FOR row IN SELECT * FROM book
    LOOP
    -- can do some processing here
    -- the "book" table are not changed, the string "processed by RETURN NEXT" is only added in the output
    row․title= row․title||' processed by RETURN NEXT';
    RETURN NEXT row; -- return the current row of the `SELECT` result set
    END LOOP;
RETURN;
END;
$$ LANGUAGE plpgsql;

SELECT title FROM get_all_books();

                     title
------------------------------------------------
 The Great Gatsby processed by RETURN NEXT
 The Lord of the Rings processed by RETURN NEXT
 1984 processed by RETURN NEXT
 Animal Farm processed by RETURN NEXT
 Mrs․ Dalloway processed by RETURN NEXT
 To the Lighthouse processed by RETURN NEXT
 To Kill a Mockingbird processed by RETURN NEXT

CREATE OR REPLACE FUNCTION get_books_by_author(int) RETURNS SETOF book AS $$

BEGIN
    RETURN QUERY SELECT * FROM book WHERE author_id=$1;
    IF NOT FOUND THEN
        RAISE EXCEPTION 'No books';
    END IF;

    RETURN;
END;
$$ LANGUAGE plpgsql;

SELECT * FROM get_books_by_author(3);

 id |      title       | author_id | public_year
----+------------------+-----------+-------------
  4 | The Great Gatsby |         3 |        1925

Call a procedure

CREATE PROCEDURE triple(INOUT x int)
LANGUAGE plpgsql
AS $$
BEGIN
x := x * 3;
END;
$$;

DO $$
DECLARE myvar int := 5;
BEGIN
CALL triple(myvar);
RAISE NOTICE 'myvar = %', myvar;  -- prints 15
END;
$$;

Conditionals

IF number = 0 THEN
result := 'zero';
ELSIF number > 0 THEN
result := 'positive';
ELSIF number < 0 THEN
result := 'negative';
ELSE
-- the only possibility is that number is null
result := 'NULL';
END IF;

CASE <search-expression>
WHEN <expression> [, <expression> [ ․․․ ]] THEN
<statements>
[ WHEN <expression> [, <expression> [ ․․․ ]] THEN
<statements>
․․․ ]
[ ELSE
<statements> ]
END CASE;

CASE book_id

    WHEN 1,2 THEN
        msg := 'Author is Virginia Woolf';
    WHEN 3 THEN
        msg := 'Author is Harper Lee';
    WHEN 4 THEN
        msg := 'Author is F․ Scott Fitzgerald';
    WHEN 5 THEN
        msg := 'Author is J․R․R․ Tolkien';
    WHEN 6,7 THEN
        msg := 'Author is George Orwell';
    ELSE
        msg := 'Author is unknown';
END CASE;

CASE
    WHEN <boolean-expression> THEN
      <statements>
  [ WHEN <boolean-expression> THEN
      <statements>
    ․․․ ]
  [ ELSE
      <statements>]
END CASE;

CASE
    WHEN balance > 1000 THEN
        status = 'Platinum' ;
    WHEN balance > 500 THEN
        status = 'Gold' ;
    ELSE
        status = 'Base';
END CASE;

Loops

[ <<<label>>> ]
LOOP
    <statements>
END LOOP [ <label> ];

EXIT [ <label> ] [ WHEN <boolean-expression> ];

CONTINUE [ <label> ] [ WHEN <boolean-expression> ];

CREATE OR REPLACE FUNCTION get_sum(int) RETURNS int AS $$
DECLARE
   num int := 0;
   my_sum int :=0;
BEGIN

  LOOP
     num = num + 1;

 -- Exit the loop if num > the passed parameter
 EXIT WHEN num > $1;

 -- Skip the iteration if num is an odd number
 CONTINUE WHEN mod(num,2) != 0;
 my_sum = my_sum + num;

  END LOOP;
  RETURN my_sum;
END;
$$ LANGUAGE plpgsql;

SELECT get_sum(12);

 get_sum
---------
      42

[ <<<label>>> ]
WHILE <boolean-expression> LOOP
<statements>
END LOOP [ <label> ];

CREATE OR REPLACE FUNCTION get_sum(int) RETURNS int AS $$
DECLARE
   my_sum int :=0;
   num int :=0;
BEGIN

  WHILE num <= $1 LOOP
  num = num +1;
    IF mod(num,2) = 0 THEN
        my_sum = my_sum + num;

END IF;
  END LOOP;
  RETURN my_sum;
END;
$$ LANGUAGE plpgsql;

SELECT get_sum(12);

 get_sum
---------
      42

[ <<label>> ]
FOR <counter> IN [ REVERSE ] <expression> ․․ <expression> [ BY <expression> ] LOOP
<statements>
END LOOP [ label ];

CREATE OR REPLACE FUNCTION get_sum(int) RETURNS int AS $$
DECLARE
   my_sum int :=0;
  BEGIN

  FOR i in 1․․$1 LOOP
    IF mod(i,2) = 0 THEN
        my_sum = my_sum + i;

END IF;
  END LOOP;
  RETURN my_sum;
END;
$$ LANGUAGE plpgsql;

SELECT get_sum(12);

 get_sum
---------
      42

Example

CREATE OR REPLACE FUNCTION generate_text(len int) RETURNS text AS $$
DECLARE
    symbols text := 'aAbBcCdDeEfFgGhHiIjJkKlLmMnNoOpPqQrRsStTuUvVwWxXyYzZ';
    result text := '';
    place int := 0;
    symbols_lenght int = length(symbols);
BEGIN
    WHILE LENGTH(result) < len
    LOOP
    place = floor(random()*symbols_lenght);
        result := result || SUBSTRING(symbols, place, 1);
    END LOOP;

    RETURN result;
END
$$ LANGUAGE 'plpgsql';

CREATE OR REPLACE PROCEDURE create_tables(num int, t_name text, row_number int)AS $$
    DECLARE
    table_name text;
    BEGIN
    FOR i IN 1 ․․ num
        LOOP
            table_name= t_name || '_' || i;
            EXECUTE ('CREATE TABLE ' || table_name || '(id int, text varchar);');
            FOR j IN 1 ․․ row_number
                LOOP
                    -- The row number determines the number of symbols in the "text" column
                    EXECUTE ('INSERT INTO ' || table_name || ' VALUES (' || j ||','||''''|| generate_text(j)||'''' || ');');
                END LOOP;
        END LOOP;
    END
$$ LANGUAGE 'plpgsql';

CALL create_tables(3, 'my_table', 25);
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The PL/Python procedural language allows PostgreSQL functions and procedures to be written in the Python language. ADPG supports the language version Python 3.

PL/Python is only available as an untrusted language — it does not provide a possibility to restrict user operations and is therefore named plpython3u . The author of a function in

the untrusted PL/Python language must ensure that the function cannot be misused, since it has the same permissions as a database administrator. Only superusers can create

functions in plpython3u  and other untrusted languages.

To install PL/Python in a particular database, use the CREATE EXTENSION command:

To create a function in the PL/Python language, use the standard CREATE FUNCTION command:

The function body is a Python script. When the function is called, its arguments are passed as elements of the args  list. Named arguments are also passed as ordinary variables to

the Python script. Named arguments make code more readable. The result is returned from the Python code with return  or yield  (in case of a function returning a set). If you do

not provide a return value, Python returns the default None . PL/Python converts None  to the SQL NULL  value. In a procedure, the result from the Python code must be None . You

can end the procedure without a return  statement or use return  without argument to achieve this. Otherwise, an error will be raised.

For example, the following function returns the greater of two integers:

Result:

The arguments are set as global variables. Because of the scoping rules of Python, an argument variable cannot be reassigned inside the function to the value of an expression that

involves the variable name itself, unless the variable is redeclared as global.

For example, the following function converts a string to lower case:

It will be created but will return the error: ERROR: UnboundLocalError: local variable 'str' referenced before assignment .

Add the global  definition to the str  variable to overcome the problem:

Result:

However, it is recommended not to rely on such implementation detail of the PL/Python, but to assume that function parameters are read-only.

When a PL/Python function is called, its arguments are converted from their PostgreSQL data type to a corresponding Python type. The table below contains type mappings of function

arguments.

Type mappings of arguments

ADPG/PostgreSQL type Python type

Boolean Bool

Smallint, int, bigint, oid Int

Real, double Float

Numeric Decimal

Bytea Bytes

Null None. See the  section

Array List. See the  section

Composite types Composite-type arguments are passed to the function as Python mappings. See the

 section

Other data types, including the PostgreSQL character string

types

Str (in Unicode, like all Python strings)

A return value of a PL/Python function is converted to the declared PostgreSQL return type using the rules described in the table below.

Return type conversion

ADPG/PostgreSQL return

type

Conversion rules

Boolean The return value will be evaluated according to the Python rules. That is, false  will be returned for 0  and the empty string,

but note that true  will be returned for f

Bytea The return value will be converted to Python bytes  using Python built-in facilities and then converted to the bytea  type

NULL None. See the  section

Array List. See the  section

Composite types A composite result can be returned as a sequence, mapping, or an object. You can also use a function with OUT  parameters.

See the  section

Other PostgreSQL return

types

The return value is converted to a string using the Python built-in str , and the result is passed to the input function of the

PostgreSQL data type. If a Python value has the type of float , it is converted using the repr  instead of str  to avoid loss

of precision. Strings are converted to the PostgreSQL server encoding when they are passed to PostgreSQL

Information about non-scalar data types is given below.

Note that logical inconsistencies between the declared return type in PostgreSQL and the returned Python data type are ignored — the value is converted anyway.

If an SQL NULL  value is passed to a function, the argument value will appear as None  in Python. You can add STRICT  to the function definition to make ADPG/PostgreSQL return

the NULL  result if a NULL  value is passed as a parameter. In this case, the function is not called. Alternatively, it is possible to check for NULL  inputs in the function body:

The following code returns NULL :

SQL array values are passed into PL/Python as a Python list. To return an SQL array value out of a PL/Python function, return a Python list:

Result:

Multidimensional arrays are passed into PL/Python as nested Python lists. For example, a 2-dimensional array is a list of lists. When returning a multi-dimensional SQL array out of a

PL/Python function, the inner lists at each level must all be of the same size.

Result:

Other Python sequences, like tuples, are also accepted for backward compatibility with PostgreSQL versions 9.6 and below. However, they are always treated as one-dimensional arrays,

because they are ambiguous with composite types. For the same reason, when a composite type is used in a multi-dimensional array, it must be represented by a tuple, rather than a

list.

Note that in Python, strings are sequences, which can have undesirable effects:

Result:

Composite-type arguments are passed to a function as Python mappings. The attribute names of the composite type are the element names of the mapping. Example:

Result:

If an attribute has the NULL  value in the passed row, it has the None  value in the mapping.

There are multiple ways to return row or composite types from a Python function. The examples below assume that the following composite type exists:

A composite result can be returned as one of the options described below.

Sequence type (a tuple or list)

A returned sequence object must have the same number of items as the composite result type has fields. The item with the 0  index is assigned to the first field of the composite

type, 1  — to the second, and so on. For example:

Result:

To return an SQL NULL  for any column, insert None  at the corresponding position.

When an array of composite types is returned, it cannot be returned as a list, because it is ambiguous whether the Python list represents a composite type or another array

dimension.

A composite type cannot be a Python set because it is not indexable.

Mapping (dictionary)

The value for each result type column is retrieved from the mapping with the column name as a key.

Result:

Any extra dictionary key/value pairs are ignored. A missing key raises an error. To return an SQL NULL  value for any column, insert None  with the corresponding column name as

the key.

Object (any object providing the getattr method)

This works the same as a mapping. Example:

Alternatively, the function can be rewritten as follows:

Result:

OUT parameters

You can use functions with output parameters:

Result:

Output parameters of procedures are passed back in the same way:

Result:

A PL/Python function can also return sets of scalar or composite types. This can be done in different ways, since the returned object is internally turned into an iterator. The examples

below utilize the following composite type:

A set result can be returned from a sequence type, iterator, or generator. Set-returning functions with OUT  parameters are also supported.

Examples

Sequence type (tuple, list, set)

Result:

Iterator

A function must return an object providing the __iter__  and __next__  methods.

Result:

Generator (yield)

Result:

Set-returning functions with OUT parameters

Result:

PL/Python also supports anonymous code blocks called with the DO  statement. An anonymous code block takes no arguments, and any value it might return is discarded. Otherwise,

it works like function code.

Example:

Result:

PL/Python provides the SD  global dictionary to store private data between repeated calls to the same function. It also has another global dictionary —  GD  for public data, that is

available to all Python functions within a session.

Each function gets its own execution environment in the Python interpreter, so that global data and function arguments from one function are not available to another function. The

exception is the data in the GD  dictionary, as mentioned above.

The PL/Python language module automatically imports a Python module called plpy . The functions and constants in this module are available in the Python code as plpy.
<function_name> .

The plpy  module provides several functions to execute database commands.

The plpy.execute  command executes the given query with the optional limit  parameter and returns a result object.

If a limit is specified and is greater than 0 , plpy.execute  returns the number of rows that do not exceed the limit, as if the query includes a LIMIT  clause. If you omit limit  or

set it to 0 , the row limit will not be applied.

For example, the following code returns up to 3 rows from the book  table:

Result:

The result object emulates a list or dictionary object. The result object can be accessed by row number and column name. For example, you can access the title  column as:

You can use the len function to obtain the number of returned rows.

Also, the result object has additional methods listed in the table below.

Method Description

nrows() Returns the number of rows processed by the command. Note that this is

not necessarily the same as the number of rows returned. For example, an

UPDATE  command sets this value but does not return any rows (unless

RETURNING  is used)

status() The SPI_execute()  return value

colnames() Returns a list of column names

coltypes() Returns a list of column type OIDs

coltypmods() Returns a list of type-specific modifiers for the columns

__str__() The standard Python __str__()  method that returns a string

representation of an object. So, it is possible, for example, to debug query

execution results using plpy.debug(row)

The colnames() , coltypes() , and coltypmods()  methods raise an exception when called on a result object from a command that did not produce a result set, for example,

UPDATE  without RETURNING , or DROP TABLE . However, you can use these methods on a result set containing zero rows.

The plpy.prepare  function prepares the execution plan for a query. It is called with a query string and a list of parameter types if you have parameter references in the query. For

example:

text  is the type of the variable that will be passed as $1 .

After prepare , use the plpy.execute  function to run the query plan. Pass the plan as the first argument (instead of the query string), and a list of values to substitute parameters

in the query as the second argument. It can be omitted if the query does not expect any parameters.

You can also add the optional third parameter —  limit  that specifies the row limit as mentioned above.

Alternatively, you can call the execute  method on the plan  object:

When you prepare a plan using the PL/Python module, it is automatically saved. For more information, see Server Programming Interface. To effectively use this across multiple

function calls, you may need to use the SD  or GD . For example:

In the example above, the plpy.notice  method is used to display information inside and outside the loop body for demonstration purposes. Generally, it is used to generate

PostgreSQL log messages. See Utility functions.

Result:

The plpy.cursor  function accepts the same arguments as plpy.execute  (except for the row limit) and returns a cursor object, which allows you to process large result sets in

smaller chunks. As with plpy.execute , a query string or a plan object with a list of arguments can be used.

The cursor  function can also be called as a method of the plan object. Below is an example that, like the other examples in this section, uses the pgbench_accounts  table

created by pgbench.

Result:

The cursor object provides the fetch  method that accepts an integer parameter and returns a result object. Each time you call fetch , the returned object contains the next batch

of rows. The amount of rows cannot be larger than the parameter value. Once all rows are exhausted, fetch starts returning an empty result object.

Result:

Cursor objects also provide an iterator interface. It yields one row at a time until all rows are exhausted. Data fetched that way is not returned as result objects, but rather as

dictionaries. Each dictionary corresponds to a single result row.

Result:
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Overview

CREATE EXTENSION plpython3u;

NOTE

If the plpython3u  extension is created in the template1  database used as the default template, all subsequently created databases will have this extension

installed.

PL/Python functions

CREATE FUNCTION function_name (argument-list)
  RETURNS return-type
AS $$
  # PL/Python function body
$$ LANGUAGE plpython3u;

CREATE FUNCTION get_max (a integer, b integer)
  RETURNS integer
AS $$
  if a > b:
    return a
  return b
$$ LANGUAGE plpython3u;

SELECT get_max(28,3);

 get_max
----------
       28

CREATE FUNCTION fn_lower (str text)
RETURNS text
AS $$
    str = str․lower() # error
    return str
$$ LANGUAGE plpython3u;

CREATE FUNCTION fn_lower (str text)
  RETURNS text
AS $$
  global str
  str = str․lower()
  return str
$$ LANGUAGE plpython3u;

SELECT fn_lower('TEsT STRinG');

  fn_lower
-------------
 test string

Data types

NULL → None

Arrays → Lists

Composite types

NULL → None

Arrays → Lists

Composite types

NULL → None

CREATE FUNCTION get_max (a integer, b integer)
  RETURNS integer
AS $$
  if (a is None) or (b is None):
    return None
  if a > b:
    return a
  return b
$$ LANGUAGE plpython3u;

SELECT get_max(NULL, 5);

Arrays → Lists

CREATE FUNCTION get_array()
RETURNS char[]
AS $$
return ['a', 'b', 'c', 'd', 'e']
$$ LANGUAGE plpython3u;

SELECT get_array();

  get_array
-------------
 {a,b,c,d,e}

CREATE FUNCTION get_two_dim_array(x int4[]) RETURNS int4[] AS $$
plpy․info(x, type(x))
return x
$$ LANGUAGE plpython3u;

SELECT * FROM get_two_dim_array(ARRAY[[1,2,3],[11,12,13],[21,22,23]]);

INFO:  ([[1, 2, 3], [11, 12, 13], [21, 22, 23]], <class 'list'>)

        get_two_dim_array
---------------------------------
 {{1,2,3},{11,12,13},{21,22,23}}

CREATE FUNCTION get_str_arr()
  RETURNS varchar[]
AS $$
return "test"
$$ LANGUAGE plpython3u;

SELECT get_str_arr();

 get_str_arr
-------------
 {t,e,s,t}

Composite types

CREATE TABLE book (
    book_id SERIAL PRIMARY KEY,
    title VARCHAR(50) NOT NULL,
    in_stock INTEGER DEFAULT 0);

INSERT INTO book(title, in_stock) VALUES
('Mrs․ Dalloway',25),
('To the Lighthouse',13),
('To Kill a Mockingbird',2),
('The Great Gatsby',3),
('The Lord of the Rings',45);

CREATE FUNCTION sufficient_in_stock(b book)
  RETURNS boolean
AS $$
  if b["in_stock"] >= 10 :
    return True
  return False
$$ LANGUAGE plpython3u;

SELECT book_id, title, sufficient_in_stock(b․*) AS sufficient
 FROM book b;

 book_id |         title         | sufficient
---------+-----------------------+------------
       1 | Mrs․ Dalloway         | t
       2 | To the Lighthouse     | t
       3 | To Kill a Mockingbird | f
       4 | The Great Gatsby      | f
       5 | The Lord of the Rings | t

CREATE TYPE named_value AS (
  name   text,
  value  integer
);

CREATE FUNCTION create_named_value1 (name text, value integer)
    RETURNS named_value
    AS $$
    return ( name, value )
#   return [ name, value ] -- or alternatively, return as list
$$ LANGUAGE plpython3u;

SELECT create_named_value1('name1', 1);

 create_named_value1
---------------------
 (name1,1)

CREATE FUNCTION create_named_value2 (name text, value integer)
  RETURNS named_value
AS $$
  return { "name": name, "value": value }
$$ LANGUAGE plpython3u;

SELECT create_named_value2('name2',2);

 create_named_value2
---------------------
 (name2,2)

CREATE FUNCTION create_named_value3 (name text, value integer)
  RETURNS named_value
AS $$
  class named_value:
    def __init__ (self, n, v):
      self․name = n
      self․value = v
  return named_value(name, value)
$$ LANGUAGE plpython3u;

CREATE FUNCTION create_named_value3 (name text, value integer)
  RETURNS named_value
AS $$
  class nv: pass
  nv․name = name
  nv․value = value
  return nv
$$ LANGUAGE plpython3u;

SELECT create_named_value3('name3',3);

 create_named_value3
---------------------
 (name3,3)

CREATE FUNCTION return_out_params(OUT id integer, OUT name text ) AS $$
    return (1, "text1")
$$ LANGUAGE plpython3u;

SELECT * FROM return_out_params();

 id | name
----+-------
  1 | text1

CREATE PROCEDURE calculate_cube (INOUT x integer, INOUT y integer) AS $$
    return (pow(x, 3), pow(y, 3))
$$ LANGUAGE plpython3u;

CALL calculate_cube(2, 5);

 x |  y
---+-----
 8 | 125

Set-returning functions

CREATE TYPE author_book AS (
  author text,
  book text
);

CREATE FUNCTION get_books(author text)
  RETURNS SETOF author_book
AS $$
  # return tuple containing lists as composite types
   return ( [ author, "War and Peace" ], [ author, "Anna Karenina" ], [ author, "The Kreutzer Sonata" ] )
$$ LANGUAGE plpython3u;

SELECT get_books('Tolstoy');

            get_books
---------------------------------
 (Tolstoy,"War and Peace")
 (Tolstoy,"Anna Karenina")
 (Tolstoy,"The Kreutzer Sonata")

CREATE FUNCTION get_books1(author text)
  RETURNS SETOF author_book
AS $$
  class producer:
    def __init__ (self, author, book):
      self․author = author
      self․book = book
      self․ndx = -1

    def __iter__ (self):
      return self

    def __next__ (self):
      self․ndx += 1
      if self․ndx == len(self․book):
        raise StopIteration
      return ( self․author, self․book[self․ndx] )

  return producer(author, [ "War and peace", "Anna Karenina", "The Kreutzer sonata" ])
$$ LANGUAGE plpython3u;

SELECT get_books1('Tolstoy');

           get_books1
---------------------------------
 (Tolstoy,"War and peace")
 (Tolstoy,"Anna Karenina")
 (Tolstoy,"The Kreutzer sonata")

CREATE FUNCTION get_books2 (author text)
  RETURNS SETOF author_book
AS $$
  for book in ["War and peace", "Anna Karenina", "The Kreutzer sonata"]:
    yield (author, book)
$$ LANGUAGE plpython3u;

SELECT get_books2('Tolstoy');

           get_books2
---------------------------------
 (Tolstoy,"War and peace")
 (Tolstoy,"Anna Karenina")
 (Tolstoy,"The Kreutzer sonata")

CREATE FUNCTION multiout_simple_setof(n integer, OUT integer, OUT integer) RETURNS SETOF record AS $$
    return [(1, 2)] * n
$$ LANGUAGE plpython3u;

SELECT * FROM multiout_simple_setof(3);

 column1 | column2
---------+---------
       1 |       2
       1 |       2
       1 |       2

Anonymous code blocks

DO $$
# PL/Python code
$$ LANGUAGE plpython3u;

DO $$
plpy․notice('This code is executed inside the Do block')
$$ LANGUAGE plpython3u;

NOTICE:  This code is executed inside the Do block
DO

Sharing data

Database access

execute

plpy․execute(<query> [, <limit>])

CREATE FUNCTION access_db() RETURNS SETOF book AS $$
    rows=plpy․execute("SELECT * FROM book", 3)
    return rows
$$ LANGUAGE plpython3u;

SELECT * FROM access_db();

 book_id |         title         | author_id | in_stock
---------+-----------------------+-----------+----------
       1 | Mrs․ Dalloway         |         1 |       25
       2 | To the Lighthouse     |         1 |       13
       3 | To Kill a Mockingbird |         2 |        2

col = rows[i]["title"]

TIP

Calling plpy.execute  causes the entire result set to be read into memory. Use this function only when you are sure that the result set will be relatively small. If

you do not want to risk excessive memory usage when fetching large results, use  rather than plpy.execute .plpy.cursor

prepare and execute

plan = plpy․prepare("SELECT in_stock FROM book WHERE title = $1", ["text"])

row = plpy․execute(plan, ["To the Lighthouse"])

row = plan․execute(["To the Lighthouse"])

persistent storage dictionary

CREATE FUNCTION use_plan(min_value int) RETURNS SETOF book AS $$
    if "plan" in SD:
        plan = SD["plan"]
    else:
        plan = plpy․prepare("SELECT * FROM book WHERE in_stock >=$1", ["int"])
        SD["plan"] = plan
    rows = plpy․execute(plan, [min_value])
    plpy․notice(rows․colnames()) # display column names
    total_books=0
    for i, elem in enumerate(rows):
        plpy․notice(rows[i]["title"]) # display book titles
        total_books = total_books + rows[i]["in_stock"]
    plpy․notice("total books: " + str(total_books)) # display total number of books
    return rows
$$ LANGUAGE plpython3u;

SELECT * from use_plan(10);

NOTICE:  ['book_id', 'title', 'author_id', 'in_stock']
NOTICE:  Mrs․ Dalloway
NOTICE:  To the Lighthouse
NOTICE:  The Lord of the Rings
NOTICE:  total books: 83
 book_id |         title         | author_id | in_stock
---------+-----------------------+-----------+----------
       1 | Mrs․ Dalloway         |         1 |       25
       2 | To the Lighthouse     |         1 |       13
       5 | The Lord of the Rings |         4 |       45

cursor

plpy․cursor(query)

plpy․cursor(plan [, arguments])

CREATE FUNCTION count_odd_prepared() RETURNS integer AS $$
    odd = 0
    plan = plpy․prepare("SELECT aid FROM pgbench_accounts WHERE aid % $1 <> 0", ["integer"])
    rows = list(plpy․cursor(plan, [2]))
#   rows = list(plan․cursor([2])) -- call cursor as a method of the plan object
    return len(rows)
$$ LANGUAGE plpython3u;

SELECT count_odd_prepared();

 count_odd_prepared
--------------------
            2500000

CREATE FUNCTION count_odd_fetch(batch_size integer) RETURNS integer AS $$
odd = 0
cursor = plpy․cursor("SELECT aid FROM pgbench_accounts")
while True:
    rows = cursor․fetch(batch_size)
    if not rows:
        break
    for row in rows:
        if row['aid'] % 2:
            odd += 1
return odd
$$ LANGUAGE plpython3u;

SELECT count_odd_fetch(1000);

 count_odd_fetch
-----------------
         2500000

CREATE FUNCTION count_odd_iterator() RETURNS integer AS $$
odd = 0
for row in plpy․cursor("SELECT aid FROM pgbench_accounts"):
    if row['aid'] % 2:
         odd += 1
return odd
$$ LANGUAGE plpython3u;

SELECT count_odd_iterator();

 count_odd_iterator
--------------------
            2500000

50dac68

https://www.python.org/
https://www.postgresql.org/docs/16/sql-createextension.html
https://www.postgresql.org/docs/16/sql-createfunction.html
https://docs.python.org/3/library/functions.html#len
https://www.postgresql.org/docs/16/spi.html
https://www.postgresql.org/docs/16/plpython-util.html
https://www.postgresql.org/docs/16/pgbench.html
https://docs.python.org/3/library/stdtypes.html#iterator-types
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The first time a user-defined function in a particular loadable object file is called in a session, the dynamic loader loads that object file into memory so that the function can be called.

The CREATE FUNCTION command for a user-defined C function must specify two options for the function: the name of the loadable object file and the name of the C function to call

within that object file. If the C function name is not explicitly specified, it is assumed to be the same as the SQL function name.

The following algorithm is used to locate the shared object file based on the name given in the CREATE FUNCTION  command:

If the name is an absolute path, the given file is loaded.

If the name starts with the $libdir  string, that part is replaced by the PostgreSQL package library directory name, which is determined at build time.

If the name does not contain a directory part, the file is searched for in the path specified by the dynamic_library_path  configuration variable.

Otherwise (the file was not found in the path, or it contains a non-absolute directory part), the dynamic loader will try to take the name as given, which will most likely fail. It is

unreliable to depend on the current working directory.

If these options do not work, the platform-specific shared library file name extension (often .so ) is appended to the given name, and the options above are tried again. If that fails, the

load will fail.

The default library path is /usr/lib/adpg16/lib . You can use the following psql  commands to verify it:

Also, you can determine which path contains $libdir  with the pg_config --pkglibdir  command. For this, the adpg16-devel package should be installed as described below.

The user, on whose behalf the ADPG server runs, must be able to traverse the path to the file you intend to load. Making the file or a higher-level directory not readable and/or not

executable by this user is a common mistake.

To ensure that a dynamically loaded object file is not loaded into an incompatible server, ADPG/PostgreSQL checks if the file contains a "magic block" with the appropriate contents.

This allows the server to detect incompatibilities, such as code compiled for a different major version of ADPG/PostgreSQL. To include a magic block, write this in one of the module

source files, after the #include "fmgr.h"  header:

After it is used for the first time, a dynamically loaded object file is retained in memory. In the same session, future calls to the functions in that file will only incur the small overhead of a

symbol table lookup. If you need to force a reload of an object file, for example after recompiling it, start a new session.

Optionally, a dynamically loaded file can contain initialization and finalization functions. If the file includes a function named _PG_init , that function will be called immediately after

loading the file. The _PG_init  function receives no parameters and should return void. There is presently no way to unload a dynamically loaded file, so the finalization function is not

used.

ADPG/PostgreSQL will not compile C functions automatically. The object file must be compiled before it is referenced in the CREATE FUNCTION  command.

Creating shared libraries is generally analogous to linking executables: first the source files are compiled into object files, then the object files are linked together. The object files need to

be created as position-independent code (PIC), which means that they can be placed at an arbitrary location in memory when they are loaded by the executable.

If your system does not have a C compiler, you can install GNU Compiler Collection (GCC) as described below.

YUM

The default CentOS repositories contain a package group named Development Tools that contains the GCC compiler and a lot of libraries and other utilities required for compiling

software.

To install Development Tools including the GCC Compiler, run the following command:

To check if the GCC compiler is successfully installed, use the following command that prints the GCC version:

Install the adpg16-devel package that contains development files for ADPG/PostgreSQL server-side programming:

APT

To install the GCC Compiler, run the following command:

Alternatively, install the build-essential package that contains additional utilities used with GCC:

To check if the GCC compiler is successfully installed, use the following command that prints the GCC version:

Install the adpg16-devel package that contains development files for ADPG/PostgreSQL server-side programming:

Create a C function that returns numbers to the second power from 1 to a passed parameter value. Note that you should always include postgres.h first in any source file of server code.

The postgres.h file contains definitions of a lot of necessary types and functions, fmgr.h includes the function manager interfaces ( PG_FUNCTION_ARGS , etc.), funcapi.h is required to

return a set of rows.

By default, postgres.h and other header files are located at the following path: /usr/lib/adpg16/include/server. You can put the created file to this folder or specify a path to header files

( #include "postgres.h"  and others) according to the created file location.

Specify the name of the file containing the function as foo.c.

Set the C_INCLUDE_PATH  environment variable to a path to the header files included via #include  for the GCC compiler:

In this example, the source code is in the foo.c file, and a shared library with the foo.so name is created. The intermediate object file is called foo.o. A shared library can contain more

than one object file, but the example uses one.

For more information on creating shared libraries, see Compiling and linking dynamically-loaded functions.

Create a function in PostgreSQL:

Test the function:

Result:

ADPG/PostgreSQL regards a base type as a "blob of memory". The user-defined functions define the way that PostgreSQL can operate on it. That is, ADPG/PostgreSQL only stores and

retrieves the data from disk, and uses user-defined functions to input, process, and output the data.

Base types can have one of three internal formats:

pass by value, fixed-length;

pass by reference, fixed-length;

pass by reference, variable-length.

By-value types can only be 1, 2, or 4 bytes in length (also 8 bytes, if sizeof(Datum)  is 8 on the current machine). You should be careful to define your types such that they will be the

same size (in bytes) on all architectures. For example, the long  type is 4 bytes on some machines and 8 bytes on others, whereas the int  type is 4 bytes on most Unix machines. A

reasonable implementation of the int4  type on Unix machines can be:

The actual PostgreSQL code considers this type as int32 , because there is a convention in C that intXX  means XX  bits. Note therefore that the C type int8  is 1 byte in size.

The SQL type int8  is called int64  in C.

Fixed-length types of any size can be passed by reference. For example, here is a sample implementation of a PostgreSQL type:

Only pointers to such types can be used when passing them in and out of PostgreSQL functions. To return a value of such a type, allocate the memory with the palloc  function, fill in

the allocated memory, and return a pointer to it. Also, if you just want to return the same value as one of your input arguments, just return the pointer to the input value.

All variable-length types must also be passed by reference. These types must begin with a required length field of 4 bytes, which should be specified by the SET_VARSIZE  macro.

Never set this field manually. All data to be stored within that type must be located in the memory immediately following that length field.

Never modify the contents of a pass-by-reference input value. This operation can corrupt data on the disk, since the pointer might point directly into a disk buffer.

As an example, the text  type can be defined as follows:

The [FLEXIBLE_ARRAY_MEMBER]  notation means that the actual length of data is not specified by this declaration.

When manipulating variable-length types, you must be careful to allocate the correct amount of memory and set the length field correctly. For example, to store 40 bytes in a text

structure, use a code fragment like this:

VARHDRSZ  is the same as sizeof(int32) , but it is a good style to use the VARHDRSZ  macro to refer to the size of the overhead for a variable-length type.

The table below lists the C types corresponding to the built-in SQL data types of PostgreSQL. The Defined in column contains the header file name that should be included to get the

type definition. As mentioned above, it is necessary to include postgres.h first in any source file of server code.

Equivalent C types for built-in SQL types

SQL type C type Defined in

boolean bool postgres.h (maybe compiler built-in)

box BOX* utils/geo_decls.h

bytea bytea* postgres.h

"char" char (compiler built-in)

character BpChar* postgres.h

cid CommandId postgres.h

date DateADT utils/date.h

float4 (real) float4 postgres.h

float8 (double precision) float8 postgres.h

int2 (smallint) int16 postgres.h

int4 (integer) int32 postgres.h

int8 (bigint) int64 postgres.h

interval Interval* datatype/timestamp.h

lseg LSEG* utils/geo_decls.h

name Name postgres.h

numeric Numeric utils/numeric.h

oid Oid postgres.h

oidvector oidvector* postgres.h

path PATH* utils/geo_decls.h

point POINT* utils/geo_decls.h

regproc RegProcedure postgres.h

text text* postgres.h

tid ItemPointer storage/itemptr.h

time TimeADT utils/date.h

time with time zone TimeTzADT utils/date.h

timestamp Timestamp datatype/timestamp.h

timestamp with time zone TimestampTz datatype/timestamp.h

varchar VarChar* postgres.h

xid TransactionId postgres.h

The version 1 calling convention relies on macros to perform operations involving passing arguments and results. By version 1 convention, a C function should always be defined as

follows:

In addition, the following macro call must be written just before the function itself:

In a version-1 function, each argument is fetched using the PG_GETARG_xxx()  macro that corresponds to the argument’s data type ( xxx  is a data type). In non-strict functions, this

call must be preceded by a check for NULL  in the argument using PG_ARGISNULL() . The PG_RETURN_xxx()  macro for the required type returns a result. PG_GETARG_xxx()
takes the number of the function argument (starting with 0 ) as its argument. PG_RETURN_xxx()  takes the actual value to return as an argument.

Examples:

After the code was prepared in the funcs.c file, compiled into a shared object as described in , and placed in the directory specified by the default library path,

you can define the functions in ADPG/PostgreSQL with the following commands:

Alternatively, you can place funcs.so in any other directory and specify the full path to this file instead of funcs . Make sure that the user, on whose behalf the ADPG server runs, is able

to execute this file.

Notice that we have specified the functions as STRICT , meaning that the system should assume a NULL  result if any input value is NULL . It avoids checking for NULL  inputs in

the function code. Without this, you should check for NULL  values explicitly, using PG_ARGISNULL() . For example:

The basic rules for writing and building C functions are as follows:

Define a "magic block" for your shared library —  PG_MODULE_MAGIC; .

When allocating memory, use the palloc  and pfree  PostgreSQL functions instead of the corresponding malloc  and free  C-library functions. The memory allocated by

palloc  will be freed automatically at the end of each transaction, preventing memory leaks.

Always zero the bytes of your structures using memset  (or allocate the memory with palloc0 ). Even if you assign a value to each field of your structure, there might be

alignment paddings that contain garbage values. Without this, it is difficult to support hash indexes or hash joins, as you must pick out only the significant bits of your data structure

to compute a hash. The planner also sometimes relies on comparing constants via bitwise equality, so you can get undesirable planning results if logically-equivalent values are not

bitwise equal.

Most of the internal PostgreSQL types are declared in postgres.h, while the function manager interfaces ( PG_FUNCTION_ARGS , etc.) are in fmgr.h. So you need to include at least

these two files. As mentioned above, by default, ADPG server header files are located at the following path: /usr/lib/adpg16/include/server. For portability reasons, it is the best

practice to include postgres.h first, before any other system or user header files. Including postgres.h will also include elog.h and palloc.h.

Symbol names defined within object files must not conflict with each other or with symbols defined in the PostgreSQL server executable. You should rename your functions or

variables if you get error messages related to this effect.

Composite types do not have a fixed layout like C structures. Instances of a composite type can contain NULL  fields. In addition, composite types that are part of an inheritance

hierarchy can have different fields than other members of the same inheritance hierarchy. Therefore, PostgreSQL provides a function interface for accessing fields of composite types

from C.

As an example, consider a function that returns TRUE  if a book is written by the author with the specified id:

Result:

GetAttributeByName  is the PostgreSQL system function that returns attributes of the specified row. It has three arguments: the argument of the HeapTupleHeader  type

passed into the function, the name of the desired attribute, and a return parameter that tells whether the attribute is NULL . GetAttributeByName  returns a Datum value that you

can convert to the proper data type by using the appropriate DatumGetxxx()  function. Note that the return value is meaningless if the null flag is set. Check the null flag before

trying to do anything with the result.

C-language functions have two options for returning sets (multiple rows):

The ValuePerCall mode — a set-returning function is called repeatedly (passing the same arguments each time). It returns one new row on each call, until it has no more rows to

return and signals that by returning NULL . The set-returning function (SRF) must therefore save its state across calls and return the correct next item on each call. The example

from the  section uses the ValuePerCall mode.

The Materialize mode — an SRF fills and returns a tuplestore object containing its entire result. Then only one call occurs for the whole result, and no inter-call state is needed.

This section is dedicated to the ValuePerCall mode. When using ValuePerCall mode, it is important to remember that the query is not guaranteed to be run to completion due to options

such as LIMIT , the executor might stop making calls to the set-returning function before all rows have been fetched. This means it is not safe to perform cleanup activities in the last

call, because that might not ever happen.

The macros that support ValuePerCall use the FuncCallContext  structure. FuncCallContext  contains the state that should to be saved across calls.

Fields of the FuncCallContext structure

Name Description

call_cntr Number of times the function has been called before. call_cntr  is initialized with 0  by

SRF_FIRSTCALL_INIT() , and incremented every time SRF_RETURN_NEXT()  is called

max_calls Maximum number of calls. This setting is optional. If not set, you must provide alternative way to determine

when the function is done

*user_fctx Optional pointer to miscellaneous user-provided context information. You can use user_fctx  as a pointer

to your data to retain arbitrary context information between calls of the function

*attinmeta Optional pointer to struct containing attribute type input metadata. attinmeta  is for use when returning

tuples (i.e. composite data types). It is not utilized when returning base data types. It is only needed if you

intend to use BuildTupleFromCStrings()  to create a return tuple

multi_call_memory_ctx Is used for structures that must exist for multiple calls. multi_call_memory_ctx  is set by

SRF_FIRSTCALL_INIT()  and used by SRF_RETURN_DONE()  for cleanup. It is the most appropriate

memory context for any memory that is to be reused across multiple calls of the SRF

tuple_desc Optional pointer to struct containing tuple description. tuple_desc  is for use when returning tuples and is

only needed if you build the tuples with heap_form_tuple()  rather than with

BuildTupleFromCStrings() . Note that the TupleDesc pointer stored in this field should have been run

through BlessTupleDesc()  first

Within the calling SRF, fcinfo->flinfo->fn_extra  is used to hold a pointer to FuncCallContext across calls. The macros automatically fill that field on first use, and expect to

find the same pointer there on subsequent uses.

Macros used with FuncCallContext

Name Description

SRF_IS_FIRSTCALL() Used to determine if the function is being called for the first or a subsequent time

SRF_FIRSTCALL_INIT() Executed on the first call only to initialize FuncCallContext

SRF_PERCALL_SETUP() Called on every function call, including the first, to set up for using FuncCallContext

SRF_RETURN_NEXT(funcctx, result) Used to return data to the caller if the function has data to return during the current call. The result must be of

the Datum  type

SRF_RETURN_DONE(funcctx) Used to clean up and end the SRF when the function is finished returning data

A complete example of a simple SRF returning a composite type:

Declare this function in PostgreSQL:

A different way to declare this function is to use OUT parameters:

Call the function:

Result:
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Basic rules for writing code

Composite-type arguments

Return sets

In ADPG, you can use C language (or a language compatible with C, for example, C++) to write user-defined functions. The main feature of these functions is that they are compiled into

dynamically loadable objects (also called shared libraries). The server loads them on demand. The dynamic loading feature distinguishes C-language functions from internal functions 

— the actual coding conventions are essentially the same for both. Hence, the standard internal function library is a rich source of coding examples for user-defined C functions.

Currently, only one calling convention is used for C functions ( ). Support for this convention is indicated by a function declaration with the PG_FUNCTION_INFO_V1  macro

as shown below.

version 1

Dynamic loading

SHOW dynamic_library_path;

 dynamic_library_path
----------------------
 $libdir
(1 row)

SELECT setting FROM pg_config WHERE name='PKGLIBDIR';

       setting
---------------------
 /usr/lib/adpg16/lib

PG_MODULE_MAGIC;

Create a sample function

$ sudo yum group install "Development Tools"

$ gcc --version

$ sudo yum install adpg16-devel

$ sudo apt install gcc

$ sudo apt install build-essential

$ gcc --version

$ sudo apt-get install adpg16-devel

#include "postgres․h"
#include "fmgr․h"
#include "funcapi․h"

PG_MODULE_MAGIC;

PG_FUNCTION_INFO_V1(function_test);

Datum
function_test(PG_FUNCTION_ARGS)
{
    FuncCallContext *function_call_context;
    MemoryContext old_context;
    if (SRF_IS_FIRSTCALL()) {
    function_call_context = SRF_FIRSTCALL_INIT();
    old_context = MemoryContextSwitchTo(function_call_context->multi_call_memory_ctx);
    function_call_context->max_calls = PG_GETARG_INT32(0);
    MemoryContextSwitchTo(old_context);
    }
    function_call_context = SRF_PERCALL_SETUP();
    if (function_call_context->call_cntr < function_call_context->max_calls) {
        SRF_RETURN_NEXT(function_call_context, pow(Int32GetDatum(function_call_context->call_cntr),2));
    } else {
        SRF_RETURN_DONE(function_call_context);
    }
}

$ export C_INCLUDE_PATH=$C_INCLUDE_PATH:/lib/adpg16/include/server

$ cc -fPIC -c foo․c
$ cc -shared -o foo․so foo․o

CREATE OR REPLACE FUNCTION
    function_test(integer) RETURNS setof int4 AS
    '/usr/lib/adpg16/include/server/foo․so', 'function_test'
LANGUAGE C
STRICT;

SELECT function_test(4);

 function_test
---------------
             1
             4
             9
            16

Base types in C-Language functions

/* 4-byte integer, passed by value */
typedef int int4;

/* 16-byte structure, passed by reference */
typedef struct
{
    double  x, y;
} Point;

typedef struct {
    int32 length;
    char data[FLEXIBLE_ARRAY_MEMBER];
} text;

#include "postgres․h"
․․․
char buffer[40]; /* the source data */
․․․
text *destination = (text *) palloc(VARHDRSZ + 40);
SET_VARSIZE(destination, VARHDRSZ + 40);
memcpy(destination->data, buffer, 40);
․․․

Version 1 сalling сonventions

Datum <function_name>(PG_FUNCTION_ARGS)

PG_FUNCTION_INFO_V1(<function_name>);

/* The funcs․c file that is compiled into funcs․so */
#include "postgres․h"
#include <string․h>
#include "fmgr․h"
#include "utils/geo_decls․h"
#include "varatt․h"

PG_MODULE_MAGIC;

/* by value */

PG_FUNCTION_INFO_V1(add_one);

Datum
add_one(PG_FUNCTION_ARGS)
{
    int32   arg = PG_GETARG_INT32(0);

    PG_RETURN_INT32(arg + 1);
}

/* by reference, fixed length */

PG_FUNCTION_INFO_V1(add_one_float8);

Datum
add_one_float8(PG_FUNCTION_ARGS)
{
    float8  arg = PG_GETARG_FLOAT8(0);

    PG_RETURN_FLOAT8(arg + 1․0);
}

/* by reference, variable length */

PG_FUNCTION_INFO_V1(concat_text);

Datum
concat_text(PG_FUNCTION_ARGS)
{
    text  *arg1 = PG_GETARG_TEXT_PP(0);
    text  *arg2 = PG_GETARG_TEXT_PP(1);
    int32 arg1_size = VARSIZE_ANY_EXHDR(arg1);
    int32 arg2_size = VARSIZE_ANY_EXHDR(arg2);

    /* VARSIZE_ANY_EXHDR is the size of the struct in bytes, minus VARHDRSZ or VARHDRSZ_SHORT of its header․ */

    int32 new_text_size = arg1_size + arg2_size + VARHDRSZ;
    text *new_text = (text *) palloc(new_text_size);

    SET_VARSIZE(new_text, new_text_size);
    /*
     * VARDATA is a pointer to the data region of the new struct․ The source
     * could be a short datum, so retrieve its data through VARDATA_ANY․
     */

    memcpy(VARDATA(new_text),          /* destination */
           VARDATA_ANY(arg1),          /* source */
                 arg1_size);           /* size in bytes */

    memcpy(VARDATA(new_text) + arg1_size, VARDATA_ANY(arg2), arg2_size);
    PG_RETURN_TEXT_P(new_text);
}

Create a sample function

CREATE FUNCTION add_one(integer) RETURNS integer
AS 'funcs', 'add_one'
LANGUAGE C STRICT;

-- Overloading of the "add_one" SQL function

CREATE FUNCTION add_one(double precision) RETURNS double precision
AS 'funcs', 'add_one_float8'
LANGUAGE C STRICT;

CREATE FUNCTION concat_text(text, text) RETURNS text
AS 'funcs', 'concat_text'
LANGUAGE C STRICT;

 isnull = PG_ARGISNULL(0);
    if (isnull)
        element = (Datum) 0;
    else
        element = PG_GETARG_DATUM(0);

Basic rules for writing code

Composite-type arguments

SELECT title, books_by_author_id(book, 1) AS is_author
FROM book WHERE is_author = TRUE;

/* The foo2․c file that is compiled into foo2․so */
#include "postgres․h"
#include "executor/executor․h"  /* for GetAttributeByName() */

PG_MODULE_MAGIC;

PG_FUNCTION_INFO_V1(books_by_author_id);

Datum
books_by_author_id(PG_FUNCTION_ARGS)
{
    HeapTupleHeader  t = PG_GETARG_HEAPTUPLEHEADER(0);
    int32            author_id = PG_GETARG_INT32(1);
    bool isnull;
    Datum author;

    author = GetAttributeByName(t, "author_id", &isnull);
    if (isnull)
        PG_RETURN_BOOL(false);

    PG_RETURN_BOOL(DatumGetInt32(author) == author_id);
}

CREATE FUNCTION books_by_author_id(book, integer) RETURNS boolean
    AS 'foo2', 'books_by_author_id'
    LANGUAGE C STRICT;

SELECT title, books_by_author_id(book, 1) AS is_author FROM book;

         title         | is_author
-----------------------+-----------
 The Great Gatsby      | f
 The Lord of the Rings | f
 1984                  | f
 Animal Farm           | f
 Mrs․ Dalloway         | t
 To the Lighthouse     | t
 To Kill a Mockingbird | f

Return sets

Create a sample function

typedef struct FuncCallContext
{
    uint64 call_cntr;
    uint64 max_calls;
    void *user_fctx;
    AttInMetadata *attinmeta;
    MemoryContext multi_call_memory_ctx;
    TupleDesc tuple_desc;

} FuncCallContext;

/* The my_foo․c file that is compiled into my_foo․so */
#include "postgres․h"
#include "fmgr․h"
#include "funcapi․h"

PG_MODULE_MAGIC;

PG_FUNCTION_INFO_V1(my_func);

Datum
my_func(PG_FUNCTION_ARGS)
{
    FuncCallContext     *funcctx;
    int                  call_cntr;
    int                  max_calls;
    TupleDesc            tupdesc;
    AttInMetadata       *attinmeta;

    /* operations only on the first call of the function */
    if (SRF_IS_FIRSTCALL())
    {
        MemoryContext   oldcontext;

        /* create a function context for cross-call persistence */
        funcctx = SRF_FIRSTCALL_INIT();

        /* switch to memory context appropriate for multiple function calls */
        oldcontext = MemoryContextSwitchTo(funcctx->multi_call_memory_ctx);

        /* total number of tuples to be returned */
        funcctx->max_calls = PG_GETARG_INT32(0);

        /* build a tuple descriptor for the result type */
        if (get_call_result_type(fcinfo, NULL, &tupdesc) != TYPEFUNC_COMPOSITE)
            ereport(ERROR,
                    (errcode(ERRCODE_FEATURE_NOT_SUPPORTED),
                     errmsg("function returning record called in context "
                            "that cannot accept type record")));

        /* generate attribute metadata needed later to produce tuples from raw C strings*/

        attinmeta = TupleDescGetAttInMetadata(tupdesc);
        funcctx->attinmeta = attinmeta;

        MemoryContextSwitchTo(oldcontext);
    }

    /* operations on every call of the function */
    funcctx = SRF_PERCALL_SETUP();

    call_cntr = funcctx->call_cntr;
    max_calls = funcctx->max_calls;
    attinmeta = funcctx->attinmeta;

    if (call_cntr < max_calls)
    {
        char       **values;
        HeapTuple    tuple;
        Datum        result;

        /*
         * Prepare an array of values for building the returned tuple․
         * This should be an array of C strings which will
         * be processed later by the type input functions․
         */

        values = (char **) palloc(3 * sizeof(char *));
        values[0] = (char *) palloc(16 * sizeof(char));
        values[1] = (char *) palloc(16 * sizeof(char));
        values[2] = (char *) palloc(16 * sizeof(char));

        snprintf(values[0], 16, "%d", 1 * PG_GETARG_INT32(1));
        snprintf(values[1], 16, "%d", PG_GETARG_INT32(1) * PG_GETARG_INT32(1));
        snprintf(values[2], 16, "%d", PG_GETARG_INT32(1) * PG_GETARG_INT32(1) * PG_GETARG_INT32(1));

        /* build a tuple */
        tuple = BuildTupleFromCStrings(attinmeta, values);

        /* create a Datum */
        result = HeapTupleGetDatum(tuple);

        /* clean up (this is not really necessary in this case) */
        pfree(values[0]);
        pfree(values[1]);
        pfree(values[2]);
        pfree(values);

        SRF_RETURN_NEXT(funcctx, result);
    }
    else
    {
        SRF_RETURN_DONE(funcctx);
    }
}

CREATE TYPE __my_func AS (f1 integer, f2 integer, f3 integer);

CREATE OR REPLACE FUNCTION my_func(integer, integer)
RETURNS SETOF __my_func
AS '/usr/lib/adpg16/include/server/my_foo․so', 'my_func'
LANGUAGE C IMMUTABLE STRICT;

CREATE OR REPLACE FUNCTION my_func(IN integer, IN integer,
    OUT f1 integer, OUT f2 integer, OUT f3 integer)
    RETURNS SETOF record
    AS '/usr/lib/adpg16/include/server/my_foo․so', 'my_func'
    LANGUAGE C IMMUTABLE STRICT;

SELECT my_func(6,5);

  my_func
------------
 (5,25,125)
 (5,25,125)
 (5,25,125)
 (5,25,125)
 (5,25,125)
 (5,25,125)
(6 rows)

036 8 39

https://www.postgresql.org/docs/16/sql-createfunction.html
https://gcc.gnu.org/
https://doxygen.postgresql.org/postgres_8h.html
https://doxygen.postgresql.org/fmgr_8h.html
https://doxygen.postgresql.org/funcapi_8h.html
https://www.postgresql.org/docs/16/xfunc-c.html#DFUNC
https://www.postgresql.org/docs/16/xfunc-c.html#XFUNC-C-RETURNING-ROWS
https://www.postgresql.org/docs/16/xfunc-c.html#XFUNC-C-RETURNING-ROWS
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PL/Perl is a loadable procedural language that allows you to write stored procedures and functions using the Perl programming language in ADPG/PostgreSQL. The main advantage of

PL/Perl is that it allows you to use many of the string manipulation functions and operators available in Perl. Parsing complex strings in Perl can be much easier than using string

functions and control structures in PL/pgSQL.

Usually, PL/Perl is installed as a trusted programming language named plperl . In this language, certain Perl operations are disabled to preserve security. In general, all operations

that interact with the environment are prohibited. This includes operations with files, the require  and use  Perl functions used for external modules. Therefore, PL/Perl functions

cannot interact with the internal mechanisms of a database server or access the operating system with the permissions of the server process. As a result, any unprivileged database

user can be allowed to use this language.

To install PL/Perl in a database as a trusted language, use the CREATE EXTENSION command as follows:

If you need to write Perl functions that are not restricted, install Perl as an untrusted PL/PerlU language. In this case, all the features of the Perl language will be available. To select an

untrusted PL/Perl variant, specify the name plperlu  when creating the extension:

Using PL/PerlU, you must ensure that functions cannot be utilized to do anything unexpected, since they can perform any operation allowed to a user with database administrator

rights. Note that ADPG/PostgreSQL grants permission to create functions in untrusted languages only to database superusers.

PL/Perl functions run in a separate Perl interpreter for each SQL role. All PL/PerlU functions executed in the current session run in a single Perl interpreter. This allows PL/PerlU

functions to share data, but the communication between PL/Perl and PL/PerlU functions is not possible.

ADPG/PostgreSQL provides some configuration parameters that affect PL/Perl. They are listed in the table below. These parameters can be set in the postgresql.conf field on the

Primary configuration tab of the ADPG service. See .

For more information, see PL/Perl Under the Hood. Configuration.

To create a function in the PL/Perl language, use the CREATE FUNCTION SQL command:

The function body is ordinary Perl code. The PL/Perl code wraps the function code inside a Perl subroutine. A PL/Perl function is called in a scalar context, so it cannot return a list. You

can return non-scalar values (arrays, records, and sets) by returning a reference, as described below.

In a PL/Perl procedure, any return value from the Perl code is ignored.

PL/Perl also supports anonymous code blocks called with the DO statement:

An anonymous code operates like a function but takes no arguments, and any returned value is discarded.

It is not recommended to use named nested subroutines in Perl, especially if they refer to lexical variables in the enclosing scope. Since a PL/Perl function is wrapped in a subroutine,

any named subroutine you place inside it will be nested. In general, it is much safer to create anonymous routines and call them by reference to the code. For more information, see the

entries for Variable "%s" will not stay shared  and Variable "%s" is not available  in perldiag.

The syntax of the CREATE FUNCTION  command requires the function body to be a string constant. Usually, a dollar-quoted string constant is used. If you want to utilize the escape

string syntax E'' , double single quote marks ( ' ) and backslashes ( \ ) in the function body.

Arguments and results are handled as in any other Perl subroutine: arguments are passed in @_ , and a result value is returned with return  or as the last expression evaluated in the

function.

For example, a function returning the greater of two integer values can be defined as:

Arguments will be converted from the database encoding to UTF-8 for use inside PL/Perl, and then converted from UTF-8 back to the database encoding upon return.

If an SQL NULL  value is passed to a function, the argument value is processed as undefined  in Perl. However, the above function definition handles NULL  input values as zeroes,

which can lead to unpredictable results. To avoid this situation, add  to the function definition. In this case, if a NULL  value is passed, the function is not called and returns a

NULL  result automatically. Alternatively, you can check for undefined inputs in the function body. To illustrate this approach, update the return_max  function to return a non-null

argument if one of the arguments is NULL :

As shown in the example, to return an SQL NULL  value from a PL/Perl function, pass an undefined value. This can be done whether the function is strict or not.

Any function argument that is not a reference is a string. This string is in the standard PostgreSQL external text representation for the corresponding data type. In case of ordinary

numeric or text types, Perl processes them as expected, and you do not need to perform additional operations. However, with more complex types, you need to convert the argument to

a suitable form for Perl. For example, to transform bytea  to a binary value, use the decode_bytea  function.

Values passed back to PostgreSQL must be in the external text format. For example, to prepare binary data to be returned as a bytea  value, use the encode_bytea  function. See

.

The transformation of logical types deserves special attention.

By default, boolean values are passed to Perl as text, that is, as t  or f . This is where the problem occurs, because Perl does not treat f  as false . To improve the situation, use a

transform provided by the bool_plperl  extension ( bool_plperlu  for PL/PerlU). See CREATE TRANSFORM.

You need to install the bool_plperl  or bool_plperlu  extension first:

Then use the TRANSFORM  attribute for the PL/Perl function that takes or returns bool , for example:

When this transform is applied, Perl receives the bool  arguments as 1  or an empty value, which appears as true  or false  to Perl. If the function’s result is of type bool , it will

return true  or false , depending on whether Perl evaluates the returned value as true . Similar transformations are also performed for the arguments and results of SPI queries

executed within the function.

Perl can return PostgreSQL arrays as references to Perl arrays. For example:

Result:

Perl passes an array to PostgreSQL as an object mapped to PostgreSQL::InServer::ARRAY . This object may be treated as an array reference or a string for backward

compatibility with Perl code written for PostgreSQL versions below 9.1. The result will be different. In the functions below, shift  returns the first element of the function’s argument

array.

The function with an array reference:

Result:

The function uses a string:

Result:

Multidimensional arrays are represented as references to lower-dimensional arrays of references — this is a common way for Perl.

Composite-type arguments are passed to a function as references to hashes. The keys of the hash are the attribute names of the composite type.

Create tables for demonstration purposes:

The example below uses the book  composite type as an argument:

Result:

A PL/Perl function can return a composite-type result using the same approach — return a reference to a hash that has required attributes. For example:

Result:

Any columns in the declared result data type that are not present in the hash will be returned as NULL  values.

Similarly, output arguments of procedures can be returned as a hash reference:

Result:

PL/Perl functions can return sets of scalar or composite types. It is better to return rows one at a time to reduce preparation time and avoid storing the entire result set in memory. For

this approach, you can use return_next  as illustrated below. Note that after the last return_next  call, you should invoke return  or return undef . The last one is

preferable, since it returns a single value.

The function below returns a set of scalar types:

Result:

The following function returns a set of composite types:

Result:

For a small result set, you can return a reference to an array that contains scalar values, references to arrays, or references to hashes for simple types, array types, and composite types,

respectively.

The function below returns a set of integer values:

Result:

The function below returns a set of composite test_row  values:

Result:

If you wish to use the STRICT  clause, there are several options:

Add the following code at the top of the function body:

For temporary global use with all functions and procedures, execute:

See the  table. This will set the STRICT  mode for all subsequent compilations of PL/Perl functions, but not functions already

compiled in the current session.

For permanent global use with all functions and procedures, set plperl.use_strict  to true  in the postgresql.conf field that is located on the Clusters → ADPG cluster →
Services → ADPG → Primary configuration tab in ADCM UI.

This section describes functions that can be used to access a database form the PL/Perl code.

The spi_exec_query  function executes an SQL command and returns the entire row set as a reference to an array of hash references. You should only use this command when

you know that the result set will be relatively small.

If <limit>  is specified and is greater than zero, spi_exec_query  retrieves at most limit rows, as if the query included the LIMIT  clause. Without specifying <limit>  or when

it is 0 , the row limit is omitted.

The following code returns up to 3 rows from the book  table.

If book  has the title  column, you can get the value from the row with the i  number:

The total number of rows returned from a SELECT  query can be accessed as follows:

The following example uses a different SQL command type with spi_exec_query :

You can access the command status as follows:

The entire example looks like this:

Result:

Use the spi_query  and spi_fetchrow  functions together for row sets that might be large, or for cases where you wish to return rows as they are retrieved. Note that

spi_fetchrow  works only with spi_query .

The example below accesses a file from a disk in PL/PerlU code. You can use /etc/passwd or create any other text file for this example.

Also, this example requires the Digest::MD5 module. Use the following command to install it:

YUM

APT

The example generates the number of rows specified by the input function parameter. The type of the rows is type1  defined in the example. The text  field is created as a digest in

hexadecimal form.

Result:

Normally, calls of spi_fetchrow  should be repeated until it returns undef  indicating that there are no more rows to read. The cursor returned by spi_query  is automatically

freed when spi_fetchrow  returns undef . If you do not need to read all the rows, call spi_cursor_close  to free the cursor.

The spi_prepare , spi_query_prepared , spi_exec_prepared , and spi_freeplan  functions operate with prepared query plans.

The spi_prepare  function prepares a query plan. It accepts a query string with numbered argument placeholders ( $1 , $2 , etc.) and a string list of argument types:

The plan is used in the spi_exec_prepared  function instead of a string query. Its result is the same as returned by .

Also, you can pass the plan as a parameter of the spi_query_prepared  function, which returns a cursor exactly as spi_query . This cursor can be passed to spi_fetchrow .

The optional second parameter of spi_exec_prepared  is an attribute hash reference. The only attribute currently supported is limit , which sets the maximum number of rows

returned from a query.

The advantage of prepared queries is that you can use one prepared plan for more than one query execution. After the plan is not needed, it can be freed with spi_freeplan .

Result:

From PL/Perl code, you can commit or roll back the current transaction using the spi_commit  and spi_rollback  functions, respectively. These functions can only be invoked in

a procedure or anonymous code block (the DO  command) called from the top level. Note that it is not possible to run the COMMIT  or ROLLBACK  SQL commands via

spi_exec_query  or similar Perl functions. After a transaction is ended, a new transaction is automatically started, so there is no separate function for that.

Example:

Result:

There are no entries for odd values because such transactions were rolled back.

The utility functions available in PL/Perl are listed in the table below.

Name Description

elog(<level>, <msg>) Emits a log or error message. Possible levels are DEBUG , LOG , INFO , NOTICE , WARNING , and ERROR .

ERROR  raises an error condition. If this is not trapped by the surrounding Perl code, the error propagates out

to the calling query, causing the current transaction or subtransaction to be aborted. This is the same as the

Perl die  command. The other levels only generate messages of different priority levels. The

 and client_min_messages configuration parameters determine whether messages of a

particular priority are reported to the client, written to the server log, or both. You can specify these settings on

the Primary configuration tab of the ADPG service. Expand the ADPG configurations node, open the

postgresql.conf field, find and change the log_min_messages  parameter. To set

client_min_messages , add this parameter to the postgresql.conf field (see ).

quote_literal(<string>) Returns the given string suitably quoted to be used as a string literal in an SQL statement string. Single quotes

( ' ) and backslashes ( \ ) are doubled. Note that quote_literal  returns undef  if an input parameter is

undef . If a function’s argument might be undef , the quote_nullable  function is more suitable

quote_nullable(<string>) Returns the given string suitably quoted to be used as a string literal in an SQL statement string. If the

argument is undef , returns the unquoted string NULL . Single quotes ( ' ) and backslashes ( \ ) are

doubled

quote_ident(<string>) Returns the given string suitably quoted to be used as an identifier in an SQL statement string. Quotes are

added only if necessary. For example, if the string contains non-identifier characters or letters in different

cases. Embedded quotes are doubled

decode_bytea(<string>) Returns the unescaped binary data represented by the contents of the given string, which should be bytea
encoded

encode_bytea(<string>) Returns the given string encoded in the bytea  format

encode_array_literal(<array>)

encode_array_literal(<array>, <delimiter>)

Returns the contents of the referenced array as a string in array literal format (see Array value input).

ncode_array_literal  returns the argument value unchanged if it is not a reference to an array. If a

delimiter is not specified or is undef , the comma ( , ) is used by default as a delimiter between elements of

the array literal format

encode_typed_literal(<value>,

<type_name>)

Converts a Perl variable to the value of the data type passed as a second argument and returns a string

representation of this value. This function handles correctly nested arrays and values of composite types

encode_array_constructor(<array>) Returns the contents of the referenced array as a string in array constructor format (see Array constructors).

Individual values are quoted using quote_nullable . The function returns the argument value processed

with quote_nullable , if it is not a reference to an array

looks_like_number(<string>) Returns the true  value if the content of the given string looks like a number, according to Perl, returns

false  otherwise. It returns undef  if the argument is undef . Leading and trailing spaces are ignored.

Inf  and Infinity  are treated as numbers

is_array_ref(<argument>) Returns the true  value if the given argument may be treated as an array reference, that is, if ref of the

argument is ARRAY  or PostgreSQL::InServer::ARRAY . It returns false  otherwise
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Overview

CAUTION

Trusted PL/Perl relies on the Opcode  Perl module to preserve security. However, the Perl documentation states that this module does not work effectively for

trusted PL/Perl. If you have stringent security requirements, consider executing the REVOKE command: REVOKE USAGE ON LANGUAGE plperl FROM
PUBLIC . It revokes the privilege to use plperl  from PUBLIC . The PUBLIC  keyword refers to the implicitly defined group of all roles.

CREATE EXTENSION plperl;

CREATE EXTENSION plperlu;

NOTE

If the plperl  or plperlu  extension is created in the template1  database used as the default template, all subsequently created databases will have this

extension installed.

Configuration parameters

Configuration parameters that affect PL/Perl

Name Type Description

plperl.on_init String Specifies the Perl code to be executed when a Perl interpreter is first

initialized, before it is specialized for use by plperl  or plperlu . The

SPI functions are not available when this code is executed. If the code fails

with an error, it will abort the initialization of the interpreter and propagate

out to the calling query. As a result, the current transaction or

subtransaction will be aborted. For a plperl.on_init  value, the code is

limited to a single string. Longer code can be placed into a module and

loaded using the plperl.on_init  value, for example: 'require
"plperlinit.pl"' , 'use lib "/my/app"; use
MyApp::PgInit;' .

This parameter can be set only in the postgresql.conf field

plperl.on_plperl_init

plperl.on_plperlu_init

String The parameters specify the Perl code to be executed when a Perl interpreter

is specialized for the plperl  or plperlu  extension, respectively. It

occurs when a PL/Perl or PL/PerlU function is first executed in a database

session, or when an additional interpreter has to be created for another

language, or a PL/Perl function is called by a new SQL role. The code runs

after the initialization done by plperl.on_init . The SPI functions are

not available when this code is executed. If the code fails, it will abort the

initialization and cause the current transaction or subtransaction to be

aborted. Any actions already performed in Perl will not be undone. However,

this interpreter will not be used again. If the language is utilized again, the

initialization will be attempted with a new Perl interpreter.

Only superusers can set the plperl.on_plperlu_init  and

plperl.on_plperl_init  settings. Although these settings can be

updated within a session, such changes will not affect Perl interpreters that

have already been used to execute functions

plperl.use_strict Bool When set to true , subsequent compilations of PL/Perl functions will have

the STRICT  specification enabled. This parameter does not affect

functions already compiled in the current session

PL/Perl functions, procedures, and arguments

CREATE FUNCTION funcname (argument-types)
RETURNS return-type
-- function attributes
AS $$
# PL/Perl function body
$$ LANGUAGE plperl;

DO $$
# PL/Perl code
$$ LANGUAGE plperl;

CREATE FUNCTION return_max (integer, integer) RETURNS integer AS $$
    if ($_[0] > $_[1]) { return $_[0]; }
    return $_[1];
$$ LANGUAGE plperl;

STRICT

CREATE FUNCTION return_max (integer, integer) RETURNS integer AS $$
    my ($a, $b) = @_;
    if (not defined $a) {
        return undef if not defined $b;
        return $b;
    }
    return $a if not defined $b;
    return $a if $a > $b;
    return $a;
$$ LANGUAGE plperl;

Utility functions

Boolean value transformation

CREATE EXTENSION bool_plperl;
-- or
CREATE EXTENSION bool_plperlu;

CREATE FUNCTION perl_or(bool, bool) RETURNS bool
TRANSFORM FOR TYPE bool
AS $$
  my ($a, $b) = @_;
  return $a || $b;
$$ LANGUAGE plperl;

Arrays

CREATE OR REPLACE function return_array()
RETURNS text[][] AS $$
    return [['id " 1','text 1'],['id 2','text 2']];
$$ LANGUAGE plperl;

SELECT return_array();

              return_array
------------------------------------------
 {{"id \" 1","text 1"},{"id 2","text 2"}}

CREATE OR REPLACE FUNCTION concat_elem_reference(text[]) RETURNS TEXT AS $$
    my $arg = shift;
    my $result = "";
    return undef if (!defined $arg);

    for (@$arg) {
        $result ․= $_;
    }

    return $result;
$$ LANGUAGE plperl;

SELECT concat_elem_reference(ARRAY['PL','/','Perl']);

 concat_elem_reference
-----------------------
 PL/Perl

CREATE OR REPLACE FUNCTION concat_elem_string(text[]) RETURNS TEXT AS $$
    my $arg = shift;
    my $result = "";
    return undef if (!defined $arg);

    $result ․= $arg;

    return $result;
  $$ LANGUAGE plperl;

SELECT concat_elem_string(ARRAY['PL','/','Perl']);

 concat_elem_string
--------------------
 {PL,/,Perl}

Composite types

CREATE TABLE book (
    book_id SERIAL PRIMARY KEY,
    title VARCHAR(50) NOT NULL,
    author_id INT NOT NULL,
    in_stock INTEGER DEFAULT 0);

INSERT INTO book(title, author_id, in_stock) VALUES
    ('Mrs․ Dalloway',1,25),
    ('To the Lighthouse',1,13),
    ('To Kill a Mockingbird',2,0),
    ('The Great Gatsby',3,3),
    ('The Lord of the Rings',4,45);

CREATE TABLE author (
  id SERIAL PRIMARY KEY,
  author_name VARCHAR(100) NOT NULL
);

INSERT INTO author(author_name) VALUES
    ('Virginia Woolf'),
    ('Harper Lee'),
    ('F․ Scott Fitzgerald'),
    ('J․R․R․ Tolkien'),
    ('George Orwell'),
    ('Dan Simmons');

CREATE FUNCTION arrival(book) RETURNS integer AS $$
    my ($bk) = @_;
    return $bk->{in_stock} + 5;
$$ LANGUAGE plperl;

SELECT title, arrival(book․*) FROM book;

         title         | arrival
-----------------------+---------
 Mrs․ Dalloway         |      30
 To the Lighthouse     |      18
 To Kill a Mockingbird |       5
 The Great Gatsby      |       8
 The Lord of the Rings |      50

CREATE TYPE test_row AS (book_id integer, title text, author_name text);

CREATE OR REPLACE FUNCTION create_row() RETURNS test_row AS $$
    return {book_id => 1, title => 'Animal Farm', author_name => 'George Orwell'};
$$ LANGUAGE plperl;

SELECT create_row();

 book_id |    title    |    author_name
---------+-------------+---------------
       1 | Animal Farm | George Orwell

CREATE PROCEDURE calculate_cube(INOUT x integer, INOUT y integer) AS $$
    my ($x, $y) = @_;
    return {x => $x * $x * $x, y => $y * $y * $y};
$$ LANGUAGE plperl;

CALL calculate_cube(2, 8);

 x |  y
---+-----
 8 | 512

CREATE OR REPLACE FUNCTION return_int_set(int)
RETURNS SETOF INTEGER AS $$
    foreach (0․․$_[0]) {
        return_next($_);
    }
    return undef;
$$ LANGUAGE plperl;

SELECT return_int_set(4);

 return_set_int
----------------
              0
              1
              2
              3
              4

CREATE OR REPLACE FUNCTION return_composite_set()
RETURNS SETOF test_row AS $$
    return_next({ book_id => 1, title => 'Mrs․ Dalloway', author_name => 'Virginia Woolf' });
    return_next({ book_id => 2, title => 'To Kill a Mockingbird', author_name => 'Harper Lee' });
    return_next({ book_id => 3, title => 'The Great Gatsby', author_name => 'F․ Scott Fitzgerald' });
    return undef;
$$ LANGUAGE plperl;

SELECT return_composite_set();

             return_composite_set
----------------------------------------------
 (1,"Mrs․ Dalloway","Virginia Woolf")
 (2,"To Kill a Mockingbird","Harper Lee")
 (3,"The Great Gatsby","F․ Scott Fitzgerald")

CREATE OR REPLACE FUNCTION return_set_of_int(int)
RETURNS SETOF INTEGER AS $$
    return [0․․$_[0]];
$$ LANGUAGE plperl;

SELECT return_set_of_int(3);

 return_set_of_int
-------------------
                 0
                 1
                 2
                 3

CREATE OR REPLACE FUNCTION return_set_of_composite()
RETURNS SETOF test_row AS $$
    return [
        {book_id => 1, title => 'Mrs․ Dalloway', author_name => 'Virginia Woolf'},
        {book_id => 2, title => 'To Kill a Mockingbird', author_name => 'Harper Lee'},
        {book_id => 3, title => 'The Great Gatsby', author_name => 'F․ Scott Fitzgerald'}
    ];
$$ LANGUAGE plperl;

SELECT return_set_of_composite();

           return_set_of_composite
----------------------------------------------
 (1,"Mrs․ Dalloway","Virginia Woolf")
 (2,"To Kill a Mockingbird","Harper Lee")
 (3,"The Great Gatsby","F․ Scott Fitzgerald")

Use STRICT with functions and procedures

use strict;

$ SET plperl․use_strict to true

Configuration parameters that affect PL/Perl

Database access from the PL/Perl code

Return an entire row set

spi_exec_query(query [, <limit>])

$result = spi_exec_query('SELECT * FROM book', 3);

$book_title = $result->{rows}[$i]->{title};

$r_number = $rv->{processed}

$query = "INSERT INTO book VALUES (6, 'Hyperion', 7, 10)";
$result = spi_exec_query($query);

$st = $result->{status};

CREATE OR REPLACE FUNCTION change_letter_case() RETURNS SETOF test_row AS $$
    my $result = spi_exec_query('SELECT book․book_id, book․title, author․author_name FROM book INNER JOIN author ON author․id = 
book․author_id');
    my $status = $result->{status};
    my $r_number = $result->{processed};
    foreach my $rn (0 ․․ $r_number - 1) {
        my $row = $result->{rows}[$rn];
            $row->{book_id} += 100 if defined($row->{book_id});
            $row->{title} =~ tr/A-Za-z/a-zA-Z/ if (defined($row->{title}));
        return_next($row);
    }
    return undef;
$$ LANGUAGE plperl;

SELECT * FROM change_letter_case();

 book_id |         title         |     author_name
---------+-----------------------+---------------------
     101 | mRS․ dALLOWAY         | Virginia Woolf
     102 | tO THE lIGHTHOUSE     | Virginia Woolf
     103 | tO kILL A mOCKINGBIRD | Harper Lee
     104 | tHE gREAT gATSBY      | F․ Scott Fitzgerald
     105 | tHE lORD OF THE rINGS | J․R․R․ Tolkien

Return a large row set

$ sudo yum install perl-Digest-MD5 -y

$ sudo apt install libdigest-perl-md5-perl -y

CREATE TYPE type1 AS (number INTEGER, text TEXT);

CREATE OR REPLACE FUNCTION lotsa_md5 (INTEGER) RETURNS SETOF type1 AS $$
    use Digest::MD5 qw(md5_hex);
    my $file = '/etc/passwd';
    my $t = localtime;
    elog(NOTICE, "opening file $file at $t" );
    open my $fh, '<', $file # a file access
        or elog(ERROR, "cannot open $file for reading: $!");
    my @words = <$fh>;
    close $fh;
    $t = localtime;
    elog(NOTICE, "closed file $file at $t");
    chomp(@words);
    my $row;
    my $sth = spi_query("SELECT * FROM generate_series(1,$_[0]) AS b(a)");
    while (defined ($row = spi_fetchrow($sth))) {
        return_next({
            number => $row->{a},
            text => md5_hex($words[rand @words])
        });
    }
    return;
$$ LANGUAGE plperlu;

SELECT * FROM lotsa_md5(50);

NOTICE:  opening file /etc/passwd at Tue Feb 25 08:42:00 2025
NOTICE:  closed file /etc/passwd at Tue Feb 25 08:42:00 2025
 number |               text
--------+----------------------------------
      1 | d429087cc8a5927d6eac8ec266da4426
      2 | 8bce1016b9caf72f9e981d4c7fb828cd
      3 | 963a084efcda655c5312ff2264f931e7
․․․

Use prepared query plans

spi_prepare(<command>, <argument types>)
spi_query_prepared(<plan>, <arguments>)
spi_exec_prepared(<plan> [, <attributes>], <arguments>)
spi_freeplan(<plan>)

$plan = spi_prepare('SELECT * FROM book
    WHERE id > $1 AND title = $2','INTEGER', 'TEXT');

spi_exec_query

CREATE OR REPLACE FUNCTION init() RETURNS VOID AS $$
$_SHARED{my_plan} = spi_prepare('SELECT * FROM book WHERE in_stock < $1', 'INTEGER');
$$ LANGUAGE plperl;

CREATE OR REPLACE FUNCTION add_books( INTEGER ) RETURNS SETOF book AS $$
return spi_exec_prepared(
$_SHARED{my_plan},
$_[0]
)->{rows};
$$ LANGUAGE plperl;

CREATE OR REPLACE FUNCTION done() RETURNS VOID AS $$
spi_freeplan( $_SHARED{my_plan});
undef $_SHARED{my_plan};
$$ LANGUAGE plperl;

SELECT init();
SELECT add_books(15);
SELECT done();

            add_books
---------------------------------
 (2,"To the Lighthouse",1,13)
 (3,"To Kill a Mockingbird",2,0)
 (4,"The Great Gatsby",3,3)

Manage transactions

CREATE TABLE test (a int);

CREATE PROCEDURE transaction_test1()
LANGUAGE plperl
AS $$
foreach my $i (0․․9) {
    spi_exec_query("INSERT INTO test (a) VALUES ($i)");
    if ($i % 2 == 0) {
        spi_commit();
    } else {
        spi_rollback();
    }
}
$$;

CALL transaction_test1();

SELECT a FROM test;

 a
---
 0
 2
 4
 6
 8

Utility functions

log_min_messages

Configuration parameters
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PL/Tcl is a loadable procedural language for the ADPG/PostgreSQL database system that allows you to use the Tcl language to write functions and procedures.

PL/Tcl offers most of the capabilities that the C language provides with few limitations and allows you to use the powerful string processing libraries that are available for Tcl.

One useful restriction is that the code runs in the security context of the Tcl interpreter. In addition to the limited set of secure Tcl commands, only a few commands are available to

access the database using SPI and to issue messages via . PL/Tcl does not provide the ability to interact with the internal mechanism of the database server or access the OS with

the rights of the PostgreSQL server process, which is possible in C functions. So, unprivileged database users can be trusted to use this language — it does not give them unlimited

authority.

Another major limitation is that Tcl functions cannot be used to create input/output functions for new data types.

Sometimes it is necessary to write a Tcl function that goes beyond safe Tcl. For example, you may need a function that sends emails. To handle these cases, there is a variation of

PL/Tcl called PL/TclU (untrusted Tcl). This is exactly the same language except that a full Tcl interpreter is used. PL/TclU must be installed as an untrusted procedural language so that

only database superusers can create functions in it. The author of a PL/TclU function must ensure that the function cannot be used to do anything unexpected, since it can perform any

operation that a user with database administrator rights can do.

To install PL/Tcl and/or PL/TclU in a particular database, use the CREATE EXTENSION command:

To create a function in the PL/Tcl language, use the standard CREATE FUNCTION command:

The body of the function is a part of a Tcl script. When the function is called, the argument values are passed to the Tcl script as variables named 1 …  n . The result is returned from

the Tcl code with the return  statement.

The PL/TclU function has the same syntax, except that the language must be specified as pltclu .

For example, the following function returns the greater of two integer values:

With the STRICT  clause, if a null  value is passed, the function is not called but returns a null  result.

If STRICT  is not specified and an argument value is null , the corresponding $n  variable will be set to an empty string.

Use the argisnull  function to determine whether a particular argument is null . To return a null  value from a PL/Tcl function, execute return_null . This can be done

whether the function contains STRICT  or not.

It is possible to rewrite the calculate_max  function with argisnull  and return_null  to return the non-null argument if one of the arguments is null :

Composite-type arguments are passed to the function as Tcl arrays. The element names of the array are the attribute names of the composite type. If an attribute in a row has the

null  value, it does not appear in the array. The following example uses an array:

Result:

PL/Tcl functions can also return composite-type results. To do this, the Tcl code must return a list of column name/value pairs matching the expected result type. Any column names

omitted from the list return null  values, and an error is raised if there are unexpected column names. Example:

Result:

You can return output arguments of procedures in the same way, for example:

Result:

You can use the array get  Tcl command to create the result list from an array representation:

Result:

PL/Tcl functions can return sets of results. To do this, the Tcl code should call return_next  once per row to return an appropriate value for a scalar type, or a list of column

name/value pairs for a composite type. The following function returns a set of a scalar type:

Result:

The example below returns a set of a composite type:

Result:

Sometimes it is necessary to have some global data that is stored between two function calls or shared between different functions. This is easy to do in PL/Tcl, but there are some

limitations.

For security reasons, PL/Tcl runs functions called by a specific SQL role in a separate Tcl interpreter for that role. This prevents one user from accidentally or maliciously interfering with

the behavior of another user’s PL/Tcl functions. Each such interpreter has its own values for any Tcl global variables. So, two PL/Tcl functions use the same global variables only if they

are executed by the same SQL role. In an application that runs code under multiple SQL roles in the same session (using SECURITY DEFINER  or SET ROLE , etc.), it may be

necessary to perform additional steps to ensure that PL/Tcl functions can share data. To do this, ensure that the functions that should communicate are owned by the same user and

set the SECURITY DEFINER  parameter for them. See CREATE FUNCTION.

All PL/TclU functions used in a session are executed in the same Tcl interpreter, which is different from the interpreters used for PL/Tcl functions. In this way, global data is

automatically distributed among the PL/TclU functions. This is not considered a security risk because all PL/TclU functions are performed at the same trust level — the database

superuser level.

To protect PL/Tcl functions from unintentionally affecting each other, each function is provided with a global array variable using the upvar  command. The global name of this

variable is the internal name of the function, and the local name is GD . It is recommended to use GD  for persistent private function data. Use regular Tcl global variables only for

values that will be shared among multiple functions. Note that GD  arrays are only global within a particular interpreter, so they do not bypass the security restrictions mentioned above.

You can find an example of using GD  in the description of the  function.

Below are the commands used for accessing a database from the body of a PL/Tcl function. In this section, according to the Tcl convention, question marks ( ? ) replace the brackets

( [] ) typically used to indicate optional elements in a syntax description.

The spi_exec  command executes an SQL command given as a string. An error in the command causes an error to be raised. The return value of spi_exec  is the number of rows

processed (selected, inserted, updated, or deleted) by the command, or zero if the command is a utility statement. Additionally, if the command is a SELECT  statement, the values of

the selected columns are placed in Tcl variables, as described below.

Where:

<command>  — SQL command.

count <n>  — an optional parameter indicating that execution of spi_exec  should stop immediately after <n>  rows are retrieved, as if the query included a LIMIT  clause. If

<n>  is zero, the query is executed until completion, the same as if -count  is not specified.

array <name>  — an optional parameter, used if the SQL command is a SELECT  statement. When specified, the column values are stored in a named associative array, and the

column names are used as array indexes. The current row number in the result (starting from zero) is stored in an array element named tupno , unless that name is used as a

column name. If array  is not specified, the values of the result columns are placed in Tcl variables named after the column names.

<loop-body>  — an optional parameter that specifies a Tcl script fragment that is executed once for each row of the query result. If the command is a SELECT  statement and

no <loop-body>  is specified, only the first row of results is stored in Tcl variables or array, the remaining rows are ignored. Storing does not occur if the query returns no rows. If

the SQL command is not SELECT , <loop-body>  is ignored.

The following function sets the value of the count_books  variable to the number of rows in the books  table:

Result:

The function below returns a string containing books of a specific author. The column values of the current row are stored in the res  array before each iteration:

Result:

The spi_prepare  function prepares and saves a query plan for later execution. The saved plan is available during the current session.

Where:

<query>  — SQL query;

<typelist>  — list of query parameter types.

The query string processed by spi_prepare  supports parameters. You can use numbers $1 …  $n  to refer to parameters in the query string. The parameter types must be given

as a Tcl list. For example, [ list int4 int4 ] . Add an empty list as <typelist>  if no parameters are used.

The spi_prepare  function returns a query ID to be used in subsequent calls of the spi_execp  function described below.

The spi_execp  function executes a query previously prepared with .

Where:

<queryid>  — ID returned by spi_prepare .

count <n>  — an optional parameter indicating that execution of spi_execp  should stop immediately after n  rows are retrieved. If n  is zero, the query is executed until

completion, the same as if -count  is not specified.

array <name>  — an optional parameter, used if the SQL command is a SELECT  statement. When specified, the column values are stored in a named associative array, and the

column names are used as array indexes. The current row number in the result (starting from zero) is stored in an array element named tupno , unless that name is used as a

column name. If array  is not specified, the values of the result columns are placed in Tcl variables named after the column names.

nulls <string>  — an optional parameter indicating which parameters have null values. <string>  is a sequence of characters that includes spaces and n  characters for

parameters that have null values. The string must have the same length as the <value-list> . If nulls  is not specified, all the parameter values are assumed to be non-null.

<value-list>  — a Tcl list of actual values for query parameters. <value-list>  must be the same length as the parameter type list previously given to spi_prepare .

Omit <value-list>  if the query has no parameters.

<loop-body>  — an optional parameter that specifies a Tcl script fragment that is executed once for each row of the query result. If the command is a SELECT  statement and

no <loop-body>  is specified, only the first row of results is stored in Tcl variables or array, the remaining rows are ignored. Storing does not occur if the query returns no rows. If

the SQL command is not SELECT , <loop-body>  is ignored.

Except for the way in which the query and its parameters are specified, spi_execp  works like spi_exec .

The following function calculates the number of rows where the aid  column value is greater than or equal to the first parameter of the rows_count  function but less than or equal

to the second parameter. The example operates with the pgbench_accounts  table created using pgbench:

Result:

Note that backslashes inside the query string given to spi_prepare  ensure that the $n  markers will be passed as is and are not replaced by the Tcl variable substitution.

The quote function doubles all occurrences of a single quote and backslash characters in the given string. This can be used to protect strings that will be inserted into SQL commands

passed to spi_exec  or spi_prepare .

Example:

As a result, for example, SELECT 'It doesn’t true' AS ret  will be transformed into SELECT 'It doesn''t true' AS ret .

The subtransaction  function executes the given command within an SQL subtransaction.

Where <command>  is a Tcl script.

If the script returns an error, the entire subtransaction is rolled back before returning the error out to the surrounding code.

Example:

Result:

For more information, see Explicit Subtransactions in PL/Tcl.

The elog  function emits a log or error message.

Where:

<level>  — message priority level. Possible levels are DEBUG , LOG , INFO , NOTICE , WARNING , ERROR , and FATAL .

<msg>  — message text.

Example:

The ERROR  level raises an error condition. If this is not trapped by the Tcl code, the error propagates out to the calling query, causing the current transaction or subtransaction to be

aborted. This is the same as the Tcl error command. FATAL  aborts the transaction and causes the current session to shut down. There is probably no good reason to use this error

level in PL/Tcl functions, but it is provided for completeness. The other levels only generate messages of different priority levels.

Whether messages of a particular priority are reported to the client, written to the server log, or both is controlled by the  and client_min_messages configuration

parameters. You can specify these settings on the Primary configuration tab of the ADPG service. Expand the ADPG configurations node, open the postgresql.conf field, find and change

the log_min_messages  parameter. To set client_min_messages , add this parameter to the postgresql.conf field (see ). For more information on

error handling, refer to Error handling in PL/Tcl.
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CREATE EXTENSION pltcl;

CREATE EXTENSION pltclu;

NOTE

If the pltcl  or pltclu  extension is created in the template1  database used as the default template, all subsequently created databases will have this

extension installed.

PL/Tcl functions and arguments

CREATE FUNCTION <funcname> (<argument-types>) RETURNS <return-type> AS $$
# PL/Tcl function body
$$ LANGUAGE pltcl [STRICT];

CREATE FUNCTION calculate_max(integer, integer) RETURNS integer AS $$
    if {$1 > $2} {return $1}
    return $2
$$ LANGUAGE pltcl STRICT;

CREATE FUNCTION calculate_max(integer, integer) RETURNS integer AS $$
    if {[argisnull 1]} {
        if {[argisnull 2]} { return_null }
        return $2
    }
    if {[argisnull 2]} { return $1 }
    if {$1 > $2} {return $1}
    return $2
$$ LANGUAGE pltcl;

CREATE TABLE book (
    book_id SERIAL PRIMARY KEY,
    title VARCHAR(50) NOT NULL,
    author_id INT NOT NULL,
    in_stock INTEGER DEFAULT 0);

INSERT INTO book(title, author_id, in_stock) VALUES
    ('Mrs․ Dalloway',1,25),
    ('To the Lighthouse',1,13),
    ('To Kill a Mockingbird',2,0),
    ('The Great Gatsby',3,3),
    ('The Lord of the Rings',4,45);

CREATE FUNCTION is_in_stock(book) RETURNS boolean AS $$
    if {$1(in_stock)> 0} {
        return "t"
    }
    return "f"
$$ LANGUAGE pltcl;

SELECT book_id, title, is_in_stock(b․*) FROM book b;

 book_id |         title         | is_in_stock
---------+-----------------------+-------------
       1 | Mrs․ Dalloway         | t
       2 | To the Lighthouse     | t
       3 | To Kill a Mockingbird | f
       4 | The Great Gatsby      | t
       5 | The Lord of the Rings | t

CREATE FUNCTION sum_prod(x int, y int, out sum int, out prod int) AS $$
    return [list sum [expr {$1 + $2}] prod [expr {$1 * $2}]]
$$ LANGUAGE pltcl;

SELECT sum_prod(2,6);

 sum_prod
----------
 (8,12)

CREATE PROCEDURE calculate_cube(INOUT x integer, INOUT y integer) AS $$
     return [list x [expr {$1 * $1 * $1}] y [expr {$2 * $2 * $2} ]]
$$ LANGUAGE pltcl;

CALL calculate_cube(2, 15);

 x |  y
---+------
 8 | 3375

CREATE FUNCTION arrival(book, amount int) RETURNS book AS $$
    set 1(in_stock) [expr {$1(in_stock) + $2}]
    return [array get 1]
$$ LANGUAGE pltcl;

SELECT arrival(book::book, 6) FROM book;

             arrival
----------------------------------
 (1,"Mrs․ Dalloway",1,31)
 (2,"To the Lighthouse",1,19)
 (3,"To Kill a Mockingbird",2,6)
 (4,"The Great Gatsby",3,9)
 (5,"The Lord of the Rings",4,51)

CREATE FUNCTION incr_sequence(start_seq int, end_seq int) RETURNS SETOF int AS $$
    for {set i $1} {$i <= $2} {incr i} {
    return_next $i
}
$$ LANGUAGE pltcl;

SELECT incr_sequence(8, 14);

 incr_sequence
---------------
             8
             9
            10
            11
            12
            13
            14

CREATE FUNCTION cube_sequence(start_seq int, end_seq int) RETURNS TABLE ( x int, x_cube int) AS $$
for {set i $1} {$i <= $2} {incr i} {
return_next [list x $i x_cube [expr {$i * $i * $i}]]
}
$$ LANGUAGE pltcl;

SELECT cube_sequence(8, 14);

 cube_sequence
---------------
 (8,512)
 (9,729)
 (10,1000)
 (11,1331)
 (12,1728)
 (13,2197)
 (14,2744)

NOTE

The argument values passed to the PL/Tcl function are the input arguments converted to text. The return  and return_next  commands accept any string

that matches the format of the declared function result type or the specified column in the result of a composite type.

Global data

spi_execp

Database access from PL/Tcl

spi_exec

spi_exec ?-count <n>? ?-array <name>? <command> ?<loop-body>?

CREATE OR REPLACE FUNCTION book_count() RETURNS int AS $$

    spi_exec "SELECT count(*) AS count_books FROM book"

return $count_books

$$ LANGUAGE pltcl;

SELECT book_count();

 book_count
------------
          5

CREATE OR REPLACE FUNCTION books_by_author() RETURNS text AS $$
    set book_result " Virginia Woolf: "
    set counter 1
    spi_exec -array res "SELECT * FROM book WHERE author_id=1" {
        if {$counter > 1} { append book_result ", " }
        append book_result $res(title)
        incr counter
        }

    return $book_result
$$ LANGUAGE pltcl;

SELECT books_by_author();

                  books_by_author
---------------------------------------------------
  Virginia Woolf: Mrs․ Dalloway, To the Lighthouse

spi_prepare

spi_prepare <query> <typelist>

spi_execp

spi_prepare

spi_execp ?-count <n>? ?-array <name>? ?-nulls <string>? <queryid> ?<value-list>? ?<loop-body>?

CREATE FUNCTION rows_count(integer, integer) RETURNS integer AS $$
    if {![ info exists GD(plan) ]} {
    # prepare a plan on the first call
        set GD(plan) [ spi_prepare "SELECT count(*) AS row_number FROM pgbench_accounts WHERE aid >= \$1 AND aid <= \$2" [ list 
int4 int4 ] ]
    }
    spi_execp -count 1 $GD(plan) [ list $1 $2 ]
    return $row_number

$$ LANGUAGE pltcl;

SELECT rows_count(28,3678);

 rows_count
------------
       3651

quote

quote <string>

"SELECT '[ quote $val ]' AS ret"

subtransaction

subtransaction <command>

CREATE TABLE accounts(
  acc_number integer PRIMARY KEY,
  balance numeric
);

CREATE TABLE transfer_logs(
  log_id SERIAL PRIMARY KEY,
  result text
);

INSERT INTO accounts VALUES
    (1234,1000․00),
    (4321,2000․00);

CREATE FUNCTION account_transfers() RETURNS void AS $$
    if [catch {
        spi_exec "UPDATE accounts SET balance = balance - 1000 WHERE acc_number = '1234'"
        spi_exec "UPDATE accounts SET balance = balance + 1000 WHERE acc_number = '4321'"
    } errormsg] {
        set result [format "The transfer was canceled: %s" $errormsg]
    } else {
        set result "The transfer is successful"
}
    spi_exec "INSERT INTO transfer_logs (result) VALUES ('[quote $result]')"
$$ LANGUAGE pltcl;

SELECT account_transfers();
SELECT * FROM accounts;

 acc_number | balance
------------+---------
       1234 |    0․00
       4321 | 3000․00

elog

elog <level> <msg>

elog DEBUG "The database contains table $table_name"

log_min_messages

Configuration parameters
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All pgcrypto functions run on the database server. The data and passwords move between pgcrypto and client applications in clear text. You must connect locally or use SSL

connections. Alternatively, you can encrypt data inside the client application.

Note, data protection with pgcrypto is vulnerable for side-channel attacks.

According to the SQL standard, all pgcrypto functions return NULL if any of the arguments are NULL. This may cause security risks on careless usage.

Pgcrypto is included in the contrib extension that is preinstalled in ADPG. For more information, see .

The pgcrypto module is trusted, users with CREATE privilege on the current database can install the module.

The following command installs pgcrypto:

The following algorithms are supported:

MD5;

SHA1;

SHA224/256/384/512;

other digest algorithms supported by OpenSSL, except ciphers, which should be explicitly supported;

Blowfish;

AES;

DES/3DES/CAST5;

raw encryption;

PGP Symmetric encryption;

PGP Public-Key encryption.

The pgcrypto module includes cryptographic functions. You can utilize them to hash data, hash passwords, encrypt data with symmetric and public keys (PGP) and raw encryption

algorithms, get random data.

This function calculates a binary hash of the given data. The type  parameter defines the algorithm to use. Standard algorithms are md5 , sha1 , sha224 , sha256 , sha384 ,

and sha512 . You can also use any supported algorithm. The example below uses digest  to generate a binary hash of the key_code  field.

You can use encode  to convert a binary string into hexadecimal:

This function calculates hashed MAC (message authentication code) for data  with the specified key . The type  parameter defines the algorithm to use.

Hmac  is similar to digest , but you need to know the key to recalculate the hash. It prevents the scenario where someone modifies the data and also changes the hash.

If the key is larger than the hash block, it is hashed first and the result is used as key.

The crypt  and gen_salt  functions are designed for hashing passwords. The crypt  function performs the hashing, and gen_salt  prepares the algorithm parameters.

The algorithms in crypt  differ from the standard hashing algorithms:

They are slow. Since the amount of data is small, this is the way to make brute-forcing passwords difficult.

They use a random value called the salt. Users with the same passwords have different encrypted passwords.

They include the algorithm type in the result, so passwords hashed with different algorithms can co-exist.

Some of them are adaptive. When computers get faster, you can tune the algorithm to be slower and keep it compatible with existing passwords.

The table below lists the supported algorithms.

Name Max password

length

Adaptivity Salt, bits Output length Description

bf 72 yes 128 60 Blowfish-based,

variant 2a

md5 unlimited no 48 34 MD5-based crypt

xdes 8 yes 24 20 Extended DES

des 8 no 12 13 Original UNIX crypt

This function calculates a crypt(3)-style hash of the password  parameter. Use gen_salt  to generate a new salt  value when you store a new password.

The following example shows how to set a new password using the crypt  function:

The following statement retrieves data for authentication and returns true  if the entered password is correct:

This function generates a new random salt string for crypt . The salt string also defines the algorithm used in crypt . The type  parameter specifies the hashing algorithm. The

possible values are: des , xdes , md5 , and bf .

The iter_count  parameter specifies the number of iteration for the xdes and bf algorithms. The larger the number, the longer it takes to hash the password and the longer to break

it. Although, if the value is too large, the calculation time can be several years. If the iter_count  parameter is omitted, the default value is used. The table below contains allowed

values for iter_count . The xdes algorithm has an additional limitation that iter_count  must be an odd number.

Algorithm Default Min Max

xdes 725 1 16777215

bf 6 4 31

PGP encryption functions implement the encryption part of the OpenPGP (RFC 4880) standard. They support the symmetric-key and public-key encryption.

An encrypted PGP message consists of 2 parts or packets:

A packet that contains a session key (symmetric-key or public-key).

A packet that contains data encrypted with the session key.

When encryption is performed with a symmetric key (password), the String2Key (S2K) algorithm is used to hash a password. S2K is similar to crypt  algorithms, it is purposefully

slow and uses a random salt. S2K produces a full-length binary key. If a separate session key is requested, a new random key is generated. Otherwise, the S2K key is used as the

session key. If the S2K key is a session key, the session key packet contains only S2K settings. Otherwise, the session key is encrypted with the S2K key and put into the session key

packet.

When encryption is performed with a public key, a new random session key is generated. The session key is encrypted with the public key and put into the session key packet. For

information on key generation, see .

The data encryption includes the following steps:

1. Optional data-manipulation: compression, conversion to UTF-8, line-endings conversion.

2. A block of random bytes is added before data.

3. A SHA1 hash of the random prefix and data is appended.

4. The data with the random prefix and their hash are encrypted with the session key and placed in the data packet.

This function encrypts data with a symmetric PGP key. The data  parameter is data to encrypt, psw  is a symmetric PGP key. The options  parameter contains option settings

separated from each other with commas. The table below lists available options.

Name Description Default value Possible values

cipher-algo A cipher algorithm to use aes128 bf, aes128, aes192, aes256;

openSSL-only: 3des, cast5

compress-algo A compression algorithm to use 0 0  — no compression, 1  - ZIP

compression, 2  — ZLIB

compression

compress-level A level of compression. The

higher the level, the smaller the

result and the longer the

compression process. The value

0  disables compression

6 0-9

convert-crlf Specifies whether to convert \n
into \r\n  when encrypting and

\r\n  to \n  when decrypting.

RFC 4880 specifies that text data

should contain \r\n  line-feeds.

Use this option to get fully RFC-

compliant behavior

0 0  — not convert, 1  — convert

disable-mdc Disables data protection with

SHA-1. Use this option only to

achieve compatibility with ancient

PGP products

0 0  — enable data protection, 1
— disable data protection

sess-key Specifies whether to use a

separate session key

0 0  — uses the S2K key as a

session key, 1  — uses a

separate session key

s2k-mode An S2K algorithm to use 3 0  — without salt (not

recommended), 1  — with salt

and fixed iteration count, 3  — 

with salt and variable iteration

count

s2k-count A number of iterations for the

S2K algorithm. To apply this

setting, the s2k-mode  should

be equal 3

A random value between 65536

and 253952

A value between 1024 and

65011712

s2k-digest-algo A digest algorithm to use in the

S2K calculation

sha1 md5, sha1

s2k-cipher-algo Cipher to use for encrypting a

separate session key

The cipher-algo  value is

used

bf, aes, aes128, aes192, aes256

unicode-mode Specifies whether text data

should be converted from

database internal encoding to

UTF-8 and back. If the database

is UTF-8, no conversion is done,

but the message is tagged as

UTF-8

0 0  — not convert, 1  — convert

Example:

This function decrypts a symmetric-key-encrypted PGP message. The msg  parameter is a message to decrypt, psw  is a symmetric PGP key. The options  parameter contains

option settings. The table below lists available options.

Name Description Default value Possible values

convert-crlf Specifies whether to convert \n
into \r\n  when encrypting and

\r\n  to \n  when decrypting.

RFC 4880 specifies that text data

should contain \r\n  line-feeds.

Use this option to get fully RFC-

compliant behavior

0 0  — not convert, 1  — convert

Example:

This function encrypts data with a public PGP key. If you pass this function a secret key, an error occurs. Use the pgp_sym_decrypt_bytea  function to encrypt bytea data. You can

also utilize pgp_pub_encrypt_bytea  to encrypt text data.

The data  parameter is data to encrypt, key  is a public PGP key. The options  parameter contains option settings separated from each other with commas. The table below lists

available options.

Name Description Default value Possible values

cipher-algo A cipher algorithm to use aes128 bf, aes128, aes192, aes256;

openSSL-only: 3des, cast5

compress-algo A compression algorithm to use 0 0  — no compression, 1  - ZIP

compression, 2  — ZLIB

compression

compress-level A level of compression. The

higher the level, the smaller the

result and the longer the

compression process. The value

0  disables compression

6 0-9

convert-crlf Specifies whether to convert \n
into \r\n  when encrypting and

\r\n  to \n  when decrypting.

RFC 4880 specifies that text data

should contain \r\n  line-feeds.

Use this option to get fully RFC-

compliant behavior

0 0  — not convert, 1  — convert

unicode-mode Specifies whether text data

should be converted from

database internal encoding to

UTF-8 and back. If the database

is UTF-8, no conversion is done,

but the message is tagged as

UTF-8

0 0  — not convert, 1  — convert

Example:

In this example the  function unwraps binary data from the PGP ASCII-armor format.

This function decrypts a public-key-encrypted message. Use the pgp_pub_decrypt_bytea  function to decrypt bytea data. You can also utilize pgp_pub_decrypt_bytea  to

decrypt text data.

The msg  parameter is a message to decrypt, key  should contain the secret key corresponding to the public key that is used for encryption. If the secret key is password-protected,

pass the password as the psw  parameter. If there is no password, but you want to specify options, use an empty password. The options  parameter contains option settings. The

table below lists available options.

Name Description Default value Possible values

convert-crlf Specifies whether to convert \n
into \r\n  when encrypting and

\r\n  to \n  when decrypting.

RFC 4880 specifies that text data

should contain \r\n  line-feeds.

Use this option to get fully RFC-

compliant behavior

0 0  — not convert, 1  — convert

Example:

In this example the  function unwraps binary data from the PGP ASCII-armor format.

This function returns the key ID of a PGP public or secret key. It also extracts the key ID that is used for encrypting the data, if an encrypted message is passed as a parameter.

It can also return two special key IDs:

SYMKEY  — the message is encrypted with a symmetric key.

ANYKEY  — the message is public-key encrypted, but the key ID is removed.

Note, different keys may have the same ID. In this case, the client application should try to decrypt the message with each key to determine which one is appropriate.

These functions wrap/unwrap binary data into PGP ASCII-armor format, which is based on Base64 with CRC and additional formatting.

If the keys  and values  arrays are specified, an Armor header is added to the armored format for each key/value pair. Both arrays must be single-dimensional and have the same

length. The keys  and values  arrays can contain only ASCII characters.

This function extracts the armor headers from data. The return value is a set of rows with two columns key  and value . If keys or values contain any non-ASCII characters, they are

treated as UTF-8.

You can use the GnuPG tool to generate PGP keys. Execute the following command to generate a new key:

The terminal asks you to select a type of key:

The preferred key type is DSA and Elgamal . For RSA encryption, you should create DSA (sign only)  or RSA (sign-only)  key as master and then add an RSA encryption

subkey with the gpg --edit-key  command.

Execute the following command to list keys:

To export a public key in the ASCII-armor format:

To export a secret key in the ASCII-armor format:

Use the  function on these keys before pass them to the PGP functions. Alternatively, if you can handle binary data, omit the -a  option from the gpg  command.

These functions run a cipher over data and do not have any advanced features of the PGP encryption. They have the following major problems:

Functions use a user key directly as cipher key.

Functions do not provide any integrity checking, to see if the encrypted data is modified.

Users manage all encryption parameters themselves, even IV.

Functions do not handle text.

Raw encryption functions use the cipher method specified by type  to encrypt/decrypt data.

The syntax of the type  string is:

The table below contains possible parameter values.

Name Values

algorithm bf  — Blowfish;

aes  — AES (Rijndael-128, -192 or -256).

mode cbc  — next block depends on previous (default);

ecb  — each block is encrypted separately (for testing only).

padding pkcs  — data can be of arbitrary length (default);

none  — data should be multiple of cipher block size.

The following functions are equivalent:

In encrypt_iv  and decrypt_iv , the iv  parameter specifies the initial value for the CBC mode. This value is ignored for the ECB mode. The initial value is truncated or padded

with zeros if its size is not exactly the size of the block. In functions without this parameter, it is filled with zeros by default.

This function returns a specified number (the count  parameter) of cryptographically strong random bytes. A maximum of 1024 bytes can be received per call to avoid draining the

randomness generator pool.

This function returns a version 4 (random) UUID.

To Table of Contents

Security limitations

Install pgcrypto

Supported algorithms

Pgcrypto functions

General hashing functions

Password hashing functions

PGP encryption functions

Generate PGP keys with GnuPG

Raw encryption functions

Random-data functions

You can use the additional pgcrypto module to encrypt specific database fields. It can be useful if a part of data is sensitive. Pgcrypto provides a number of hashing and cryptographic

functions that allows you to encrypt data with symmetric and public-key cryptographic algorithms, hash passwords, and get random data.

Security limitations

Install pgcrypto

Work with extensions

CREATE EXTENSION IF NOT EXISTS pgcrypto;

Supported algorithms

Pgcrypto functions

General hashing functions

digest()

digest(data text, type text) returns bytea
digest(data bytea, type text) returns bytea

CREATE TABLE table1( key_code text, hash bytea );

CREATE OR REPLACE FUNCTION update_table1() RETURNS trigger AS $$
BEGIN
        NEW․hash = digest(NEW․key_code, 'sha256');
        RETURN NEW;
END;
$$ LANGUAGE plpgsql;

CREATE TRIGGER table1_hash_insert
BEFORE INSERT ON table1
FOR EACH ROW
EXECUTE PROCEDURE update_table1();

CREATE TRIGGER table1_hash_update
BEFORE UPDATE ON table1
FOR EACH ROW
WHEN ( NEW․key_code IS DISTINCT FROM OLD․key_code )
EXECUTE PROCEDURE update_table1();

SELECT encode(digest('MyPassword', 'sha256'),'hex');

hmac()

hmac(data text, key text, type text) returns bytea
hmac(data bytea, key bytea, type text) returns bytea

SELECT hmac('MyPassword', 'My_key', 'sha256');

Password hashing functions

crypt()

crypt(password text, salt text) returns text

UPDATE table1 SET password_hash = crypt('new_password', gen_salt('md5'));

SELECT (password_hash = crypt('entered_password', password_hash)) AS password_match FROM table1;

gen_salt()

gen_salt(type text [, iter_count integer ]) returns text

PGP encryption functions

Generate PGP keys with GnuPG

pgp_sym_encrypt()

pgp_sym_encrypt(data text, psw text [, options text ]) returns bytea
pgp_sym_encrypt_bytea(data bytea, psw text [, options text ]) returns bytea

CREATE TABLE users (user_id serial PRIMARY KEY, username VARCHAR(50), password TEXT);

INSERT INTO users (username, password)
VALUES ('Robert',pgp_sym_encrypt('password', 'aes_key', 'compress-algo=1, cipher-algo=aes256'));

pgp_sym_decrypt()

pgp_sym_decrypt(msg bytea, psw text [, options text ]) returns text
pgp_sym_decrypt_bytea(msg bytea, psw text [, options text ]) returns bytea

SELECT username, pgp_sym_decrypt(password::bytea, 'aes_key') as password
FROM users WHERE (username LIKE '%Robert%');

pgp_pub_encrypt()

pgp_pub_encrypt(data text, key bytea [, options text ]) returns bytea
pgp_pub_encrypt_bytea(data bytea, key bytea [, options text ]) returns bytea

INSERT INTO users (username, password) VALUES ('Robert',pgp_pub_encrypt('password', dearmor('-----BEGIN PGP PUBLIC KEY BLOCK-----
XXX-----END PGP PUBLIC KEY BLOCK-----')));

dearmor

pgp_pub_decrypt()

pgp_pub_decrypt(msg bytea, key bytea [, psw text [, options text ]]) returns text
pgp_pub_decrypt_bytea(msg bytea, key bytea [, psw text [, options text ]]) returns bytea

SELECT pgp_pub_decrypt(password::bytea,dearmor('-----BEGIN PGP PRIVATE KEY BLOCK-----XXXX-----END PGP PRIVATE KEY BLOCK-----
'),'PRIVATE-KEY-PASSWORD') AS password FROM users;

dearmor

pgp_key_id()

pgp_key_id(bytea) returns text

armor(), dearmor()

armor(data bytea [ , keys text[], values text[] ]) returns text
dearmor(data text) returns bytea

pgp_armor_headers()

pgp_armor_headers(data text, key out text, value out text) returns setof record

Generate PGP keys with GnuPG

$ gpg --gen-key

Please select what kind of key you want:
(1) RSA and RSA (default)
(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
Your selection?

$ gpg --list-secret-keys

$ gpg -a --export KEYID > public․key

$ gpg -a --export-secret-keys KEYID > secret․key

dearmor

Raw encryption functions

CAUTION

Usage of raw encryption functions is not recommended. Use the  instead.PGP encryption functions

encrypt(data bytea, key bytea, type text) returns bytea
decrypt(data bytea, key bytea, type text) returns bytea

encrypt_iv(data bytea, key bytea, iv bytea, type text) returns bytea
decrypt_iv(data bytea, key bytea, iv bytea, type text) returns bytea

algorithm [ - mode ] [ /pad: padding ]

encrypt(data, 'fooz', 'bf')
encrypt(data, 'fooz', 'bf-cbc/pad:pkcs')

Random-data functions

gen_random_bytes()

gen_random_bytes(count integer) returns bytea

gen_random_uuid()

gen_random_uuid() returns uuid

c9 90c3
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Parameter Description Default value

Data directory Directory that is used to store data on the ADPG hosts. The parameter’s

value can be changed only before installation of the ADPG service

/pg_data1

This section describes Linux kernel parameters. To add a new parameter, click the child node Add property of the Sysctl parameters [key:value] option.

Sysctl parameters

In the window that appears, specify the parameter name and value and click Apply.

The window with a Sysctl parameter

You can add multiple parameters.

ADPG uses etcd as the Patroni Distributed Configuration Store (DCS). If you use an external etcd cluster, switch on the corresponding toggle button, expand the External Etcd

[ip_address:port] node, and click Add property.

External Etcd settings

In the window that appears, specify the IP address of the etcd server in the first row and the port in the second row.

The window with external Etcd settings

You can add multiple external etcd servers.

To use PgBouncer, switch on the Enable PgBouncer toggle button. When this toggle button is enabled, you can expand the corresponding node and specify settings listed in the table

below.

PgBouncer settings

Parameter name Description Default value

listen_port The port that PgBouncer listens on. This port cannot be changed for a

running cluster

15432

pool_mode Specifies when a server connection can be reused by other clients. It can

contain the following values:

session  — a server is released back to the pool after a client

disconnects.

transaction  — a server is released back to the pool after a

transaction finishes.

statement  — a server is released back to the pool after a query

finishes. Transactions that include multiple statements are prohibited in

this mode.

session

max_client_conn The maximum number of client connections allowed 100

default_pool_size The number of connections to the server that are allowed for each

user/database pair

20

min_pool_size The minimum number of connections to the server to keep in the pool 0

reserve_pool_size The number of additional connections allowed to the pool if a client

connection exceeds the time specified in the reserve_pool_timeout
option

0

reserve_pool_timeout If a client needs to wait longer than the specified time in seconds, additional

connections from reserve_pool_size  are used

5

max_db_connections The maximum number of connections to a server for a database 0

max_user_connections The maximum number of connections to a server for a user 0

Enable all users When enabled, this option allows access to all users with password

authentication. If the option is disabled, utilize Users list  to allow

specified users to access ADPG with PgBouncer

Enabled

Users list List of users who are allowed to access ADPG using PgBouncer, when the

Enable all users  option is disabled. For example:

postgres,user1

Empty

Enable all databases When enabled, this option allows access to all existing databases with

PgBouncer. If the option is disabled, utilize Databases list  to allow

access to specified databases using PgBouncer

Databases list List of databases that are allowed to access using PgBouncer when the

Enable all databases  option is disabled. It has the same syntax as

the databases PgBouncer section. For example, postgres =
host=localhost port=5432

Empty

Use custom pg_hba.conf When disabled, the general PG_HBA section of the ADPG service will be

used for PgBouncer. If the option is enabled, it is necessary to add required

settings to Custom pg_hba.conf. In this case, PgBouncer will use settings

from Custom pg_hba.conf

Disabled

Custom pg_hba.conf Custom pg_hba.conf section for PgBouncer Empty

After you specify required settings, click Save and execute the  action to apply changes.

To enable creating backups, switch on the Enable backups toggle button. When this toggle button is enabled, you can expand the corresponding node and specify settings listed in the

table below. Note that the S3 options only have an effect if Repo type  is set to s3 .

Enable backups

Parameter name Description Default value

Archive timeout(s) The amount of time (in seconds) to wait before forcing a switch to the next

WAL file

1800

Backup stanza The name of the current stanza. The stanza is created with the specified

name and the added prefix: adpg<version>- . For example, if the

specified name is mystanza , the result —  adpg16-mystanza

 — 

Backup repo The path to the repository where pgBackRest  should store backups and

archives WAL segments

 — 

Repo type A storage type. You can use the following values:

posix  — a storage that is compatible with POSIX.

s3  — an S3 storage. If you select the S3 type, specify S3 configuration

settings listed below.

cifs  — a storage that supports the CIFS protocol.

posix

S3 URI style An S3 URI style. The following URI styles are supported:

host  —  <bucket>.<endpoint>.<host> . For example,

mybucket.us-east-1.amazonaws.com.

path  —  <endpoint>.<host>/<bucket> . For example, us-east-

1.amazonaws.com/mybucket.

path

S3 Region An S3 repository region where the bucket was created  — 

S3 Bucket An S3 bucket used to store the repository with backups  — 

S3 Endpoint An S3 repository endpoint. The endpoint should be valid for the specified

region

 — 

S3 Key An S3 repository access key used to access the bucket  — 

S3 Key Secret An S3 repository secret access key used to access this bucket  — 

Retention full type It is possible to choose whether a time (days) or a number will be used to

determine which backups are expired. Retention full type
determines whether the Retention full  setting represents a time

period (days) or a number of full backups to keep. The following

Retention full type  values are available:

count  — the number of backups to keep.

time  — full backups older than the Retention full  value (in

days) will be removed from the repository if there is at least one backup

that expires in a number of days equal to or greater than Retention
full .

count

Retention full A number of full backups to retain or the number of days to keep each full

backup depending on Retention full type
7

Retention diff A number of differential backups to retain  — 

Enable compression Enables the backup compression false

Compress type A backup compress type. You can use one of the following values: bz2 ,

gz , lz4 , and zst
gz

Compress level A file compression level (from 0  to 9 ) used when Compression type
does not equal none

The following default compression levels

are used based on Compression
type :

bz2 — 9;

gz — 6;

lz4 — 1;

zst — 3.

Log path A path to the directory with log files /var/log/adpg16-pgbackrest

Log level A logging level of messages written to log files. Possible values are: off ,

error , warn , info , detail , debug , and trace .

info

Use custom config If checked, all the pgBackRest  configuration settings except the stanza

name ( Backup stanza ) are applied from the Global options  and

Custom options  parameters. Specify these parameters to add settings

to the pgBackRest  configuration file

false

Global options Settings to add to the [global]  section of the pgBackRest
configuration file

 — 

Custom options Settings to add to the pgBackRest  configuration file  — 

For more information, see .

To enable Patroni basic auth for Patroni REST API, switch on the Enable Patroni basic auth toggle button. When this toggle button is enabled, you can expand the corresponding node

and specify settings listed in the table below.

Parameter name Description Default value

username Basic-auth username ( restapi.authentication.username )  — 

password Basic-auth password ( restapi.authentication.password )  — 

If you enable Patroni basic auth for an existing cluster, run the Reconfigure & Restart action of the ADPG service.

After enabling Patroni basic auth, unsafe (POST) calls to Patroni are authenticated, but safe (GET) calls will be processed without authentication.

This section describes Patroni configuration settings that can be changed in ADCM UI. For more information on these settings, refer to . After you

specify parameter values, execute the  action of the ADPG service to apply changes.

Parameter name Description Default value

synchronous_mode Enables Patroni synchronous mode false

synchronous_node_count Specifies the number of synchronous standby nodes. The parameter value

should not be more than the count of hosts with the ADPG component of

the ADPG service installed on. This parameter is ignored if

synchronous_mode  is disabled

1

synchronous_mode_strict Prevents Patroni from switching off the synchronous replication on the

primary when no synchronous standby candidates are available. Enables

synchronous_mode_strict  in addition to synchronous_mode  to

guarantee that each entry is stored on at least two nodes

false

maximum_lag_on_failover Specifies the amount of transactions in bytes that can be lost 1048576

ttl The TTL to acquire the leader lock (in seconds). It defines the length of time

before initiation of the automatic failover process

30

loop_wait The time that Patroni waits (sleeps) before starting a new loop iteration (in

seconds)

10

retry_timeout The timeout for DCS and PostgreSQL operation retries (in seconds). DCS or

network issues shorter than this value do not cause Patroni to demote the

leader

10

patroni_listen_port The port that Patroni listens to for the REST API. Can only be changed

before the ADPG service installation

8008

use_custom_patroni_log_dir When enabled, you can specify custom logging settings for Patroni false

patroni_log_dir An existing folder to store Patroni logs. The parameter only has an effect if

use_custom_patroni_log_dir  is set to true . If you change this

parameter, the Patroni service restart is required. For this, run 

 with the Force reconfigure and restart flag checked

/var/log/adpg16-patroni

patroni_log_file_size The size limit of a single Patroni log file, in bytes. The parameter only has an

effect if use_custom_patroni_log_dir  is set to true
25000000

patroni_log_file_num The number of log files to retain. The parameter only has an effect if

use_custom_patroni_log_dir  is set to true
4

patroni_log_level The level of logging. It can contain the following values: critical ,

error , warning , info , debug , and notset . The parameter only

has an effect if use_custom_patroni_log_dir  is set to true

info

The Patroni ADPG tags section allows you to utilize Patroni tags. It becomes visible in the ADCM UI after the Show advanced toggle button is activated. Use ADCM configuration groups

to assign Patroni tags to individual hosts.

Tag name Description Default value

clonefrom If set to true , other nodes might prefer to use this node for bootstrap

(take a base backup of this node using pg_basebackup ). If there are

several nodes with the clonefrom  tag set to true , the node to

bootstrap from will be randomly selected

false

noloadbalance If set to true , the node returns the 503  HTTP status code for the GET
/replica  REST API health check and therefore will be excluded from load

balancing

false

replicatefrom The name of another replica to replicate from. Used to support cascading

replication

empty (the string type)

nosync If set to true , the node will never be selected as a synchronous replica false

nofailover Controls whether this node is allowed to participate in the leader elections

and become a leader. The default false  value means that this node can

participate in the leader elections

false

failover_priority Controls the priority that a node has during failover. Nodes with higher

priority will be preferred over lower-priority nodes if they received/replayed

the same amount of WAL. However, nodes with higher values of

receive/replay LSN are preferred regardless of their priority. If

failover_priority  is 0  or has a negative value, this node is not

allowed to participate in the leader elections and to become a leader

(similar to nofailover  is true )

empty (the integer type)

nostream If set to true , the node will not use replication protocol to stream WAL. It

will rely instead on archive recovery (if restore_command  is configured)

and pg_wal/pg_xlog  polling. It also disables copying and

synchronization of permanent logical replication slots on the node itself and

all its cascading replicas. Setting this tag on a leader node has no effect

false

The ADPG configurations section contains the  and  nodes. Settings from the Custom postgresql.conf field have higher priority than settings

from postgresql.conf and can be applied to certain hosts with the ADPG service using ADCM configuration groups.

ADPG configurations

The postgresql.conf text field allows you to specify the content of the postgresql.conf file (the default path is /pg_data1/adpg16/postgresql.conf). The configuration parameters set in

this field will be applied to all ADPG nodes. To switch to editing mode, click postgresql.conf in the Configuration tree.

The postgresql.conf field

In the window that appears, specify the required parameters and click Apply.

It is necessary to use ADCM to edit the postgresql.conf file. When the ADPG service executes the  action, postgresql.conf is rewritten with settings specified in the

postgresql.conf field. If you make changes directly to postgresql.conf, these changes will be lost.

After modifying postgresql.conf, execute the  action to apply changes.

The table below contains a description of some parameters that can be specified in postgresql.conf.

Parameter name Description Default value

port The TCP port the server listens on 5432

max_connections Determines the maximum number of concurrent connections to the server.

For a replica host, the value of this parameter should be greater than or

equal to the value on the leader host. If this requirement is not met, the

replica host will reject all requests

100

shared_buffers Sets the amount of memory the server used for the shared memory buffer.

The higher the value of this parameter, the less the load on the host hard

drives will be

128 MB

max_worker_processes Sets the maximum number of background processes that the system can

support

8

max_parallel_workers Sets the maximum number of workers that the system can support for

parallel operations

8

max_parallel_workers_per_gather Sets the maximum number of workers that can be started by a single

Gather or Gather Merge node

2

max_parallel_maintenance_workers Sets the maximum number of parallel workers that can be started by a

single utility command

2

effective_cache_size Sets the planner’s assumption about the effective size of the disk cache

that is available to a single query. This is taken into account when

estimating the cost of using the index. A higher value makes it more likely

index scans will be used, a lower value makes it more likely sequential

scans will be applied. When setting this parameter, you should consider

both PostgreSQL shared buffers and the portion of the kernel’s disk cache

that will be used for PostgreSQL data files, though some data might exist in

both places. Also, take into account the expected number of concurrent

queries on different tables, since they will have to share the available space.

This parameter does not affect the size of shared memory allocated by

PostgreSQL, and it does not reserve kernel disk cache. It is used only for

estimation purposes. The system also does not assume data remains in

the disk cache between queries. If this value is specified without units, it is

taken as blocks, that is BLCKSZ  bytes, typically 8 KB

4096 MB

maintenance_work_mem Specifies the maximum amount of memory to be used by maintenance

operations, such as VACUUM , CREATE INDEX , and ALTER TABLE ADD
FOREIGN KEY . If this value is specified without units, it is taken as

kilobytes. Since only one of these operations can be executed at a time by a

session, and they are usually not executed in parallel in a cluster, it is safe to

set this value significantly larger than work_mem . Larger settings might

improve performance of vacuuming and restoring database dumps

64 MB

work_mem Sets the base maximum amount of memory to be used by a query

operation (such as a sort or hash table) before writing to temporary disk

files. Note that for a complex query, several sort or hash operations might

be running in parallel. Each operation will be allowed to use as much

memory as this value specifies before it starts to write data into temporary

files. Several running sessions can also do such operations concurrently.

Therefore, the total memory used can be many times greater than the value

of work_mem . If this value is specified without units, it is taken as

kilobytes

4 MB

min_wal_size Until WAL disk usage stays below the min_wal_size  value, old WAL files

are recycled for future use at a checkpoint instead of removing. This

ensures that enough WAL space is reserved to handle spikes in WAL usage,

for example, when running large batch jobs

80 MB

max_wal_size Sets the memory limit to which the log size can grow between automatic

checkpoints. Increasing this setting may increase the recovery time after a

failure. The specified limit can be exceeded automatically with a high load

on ADPG

1024 MB

wal_keep_size Sets the minimum size of segments retained in the pg_wal directory, in case

a standby server needs to fetch them for streaming replication. If a standby

server connected to the sending server falls behind by more than

wal_keep_size  megabytes, the sending server might remove a WAL

segment still needed by the standby. In this case, the replication connection

is terminated. Downstream connections also fail as a result. If WAL

archiving is enabled, the standby server can fetch the segment from archive

and recover. The wal_keep_size  parameter sets only the minimum size

of segments retained in pg_wal. The system might need to retain more

segments for WAL archival or to recover from a checkpoint. If

wal_keep_size  is zero, the system does not keep any extra segments

for standby purposes. In the Enterprise version, if the wal_keep_size
value is set to less than 16 MB, Patroni uses 128 MB instead in its

configuration. The value in the ADCM UI is not changed

128 MB

huge_pages Defines whether huge pages can be requested for the main shared memory

area. The following values are valid:

Try  — the server tries to request huge pages. If this operation fails, the

server falls back to the default page.

On  — if a huge page request fails, the server does not start.

Off  — huge pages are not used.

try

superuser_reserved_connections Determines the number of connection "slots" that are reserved for

PostgreSQL superuser connections

3

logging_collector Enables the logging collector. The logging collector is a background process

that captures log messages sent to stderr and redirects them into log files

The logging collector is

enabled ( true )

log_directory Determines the directory that contains log files. It can be specified as an

absolute path, or relative to the cluster data directory

log

(the absolute path is

/pg_data1/adpg16/log)

log_filename Specifies the log file name pattern. The value can include strftime %-

escapes to define time-varying file names. If you specify a file name pattern

without escapes, use a log rotation utility to save disk space

postgresql-%a.log

log_rotation_age Determines the maximum period of time to use a log file, after which a new

log file is created. If this value is specified without units, it is taken as

minutes. Set log_rotation_age  to 0  to disable time-based log file

creation

1d

log_rotation_size Determines the maximum size of a log file. After a log file reaches the

specified size, a new log file is created. If the value is set without units, it is

taken as kilobytes. Set log_rotation_size  to 0  to disable size-based

log file creation

0

log_min_messages Specifies the minimum severity level of messages that are written to a log

file. Valid values are debug5 , debug4 , debug3 , debug2 , debug1 ,

info , notice , warning , error , log , fatal , and panic  (see

 table). Messages with the specified severity or higher are

included in the log file. For example, if you set log_min_messages  to

warning , the log file will include the warning , error , log , fatal ,

and panic  messages

warning

log_min_error_statement Specifies which SQL statements that cause errors are logged. Valid values

are debug5 , debug4 , debug3 , debug2 , debug1 , info ,

notice , warning , error , log , fatal , and panic  see 

 table). The log file includes SQL statements for messages of the

specified severity or higher. To disable error statement logging, set

log_min_error_statement  to panic

error

You can use the Custom postgresql.conf field to set configuration parameters for specific ADPG nodes using ADCM configuration groups. The settings specified in this field have higher

priority than the settings specified in postgresql.conf. To switch to editing mode, click Custom postgresql.conf in the Configuration tree.

The Custom postgresql.conf field

In the window that appears, specify the required parameters and click Apply.

Note that some parameters must have the same values on leader and replica nodes according to the Patroni requirements. Specifying these parameters in the Custom postgresql.conf

field has no effect. You can set their values only in the postgresql.conf field for all ADPG nodes simultaneously. These parameters and their default values are listed in the table below.

Parameters that cannot be changed in "Custom postgresql.conf"

Parameter name Default value

max_connections 100

max_locks_per_transaction 64

max_worker_processes 8

max_prepared_transactions 0

wal_level hot_standby

track_commit_timestamp off

max_wal_senders 10

max_replication_slots 10

wal_keep_segments 8

wal_keep_size 128 MB

The settings of this section are applied when SSL is enabled using the  action. Its parameters are listed in the table below. Only the PG_HBA field is available for editing.

Other settings are specified during the Manage SSL action.

Parameter name Description

Enable SSL Read-only boolean field that indicates whether SSL is enabled via the Manage SSL action

postgresql.conf Read-only field that contains SSL settings specified during the Manage SSL action

PG_HBA Field to specify rules for SSL connections

The section allows you to add lines to the pg_hba.conf file. The pg_hba.conf file configures the client authentication.

Parameter Description Default value

Xmx ram parameter Defines the maximum Java heap size for the component in gigabytes 2

Log level A logging level of messages written to log files. Possible values: ERROR ,

WARN , INFO , DEBUG , and TRACE
INFO

Parameter Description Default value

Xmx ram parameter Defines the maximum Java heap size for the component in gigabytes 2

Log level A logging level of messages written to log files. Possible values: ERROR ,

WARN , INFO , DEBUG , and TRACE
INFO

Parameter Description Default value

leader as replica Specifies if the leader handles read only transactions False

leader_port Sets a port on the host with the HAProxy component for write transactions 6432

replica_port Specifies a port on the host with the HAProxy component for read only

transactions

6433

balancer_stats_port Defines a port on which a web page with a HAProxy statistics report is

available

7000

pgbouncer_leader_port All connections to this port are transferred to a PgBouncer instance of an

ADPG leader node

16432

pgbouncer_replica_port All connections to this port are transferred to PgBouncer instances of ADPG

replica nodes

16433

balancer_global_maxcon

n

Sets the maximum number of concurrent connections that HAProxy can

process

100

Parameter Description Default value

NTP servers Addresses of valid NTP servers. For example, 0.ru.pool.ntp.org ,

1.ru.pool.ntp.org . If this parameter is set, then Master takes the

time from NTP servers, Secondary Master — from Master or NTP servers,

Segment hosts — from Master or Secondary Master. If the parameter is not

set or all NTP servers become unavailable, then Master uses its local

clocks, Secondary Master uses the Master or local clocks, and Segment

Hosts get the time from Master or Secondary Master

 — 

Parameter Description Default value

listen_peer_urls_port Specifies the port for peer communication 2380

listen_client_urls_port Specifies the port for client requests 2379

Space quota(bytes) The maximum number of bytes the etcd db file can consume 2147483648

Enable log compaction Enables etcd auto-compaction true

Autocompaction mode Etcd autocompaction mode periodic

Autocompaction

retention

Etcd autocompaction retention for mvcc key/value store in hour or revision

number

10h

HAProxy Exporter settings

Parameter Description Default value

Listen port Port on the host with the Balancer service to retrieve HAProxy metrics in

the Prometheus format

8405

Metrics endpoint Endpoint on the host with the Balancer service to retrieve HAProxy

metrics in the Prometheus format

/metrics

Pgbouncer Exporter settings

Parameter Description Default value

Listen port Port on the host with the ADPG service to retrieve connection pooler

metrics in the Prometheus format

9188

PgBackRest Exporter settings

Parameter Description Default value

Listen port Port on the host with the ADPG service to retrieve PgBackRest metrics in

the Prometheus format

9854

Metrics endpoint Endpoint on the host with the ADPG service to retrieve PgBackRest

metrics in the Prometheus format

/metrics

ADPG Exporter settings

Parameter Description Default value

Listen port Port on the host with the ADPG service to retrieve PostgreSQL metrics in

the Prometheus format

9187

Prometheus settings

Group Parameter Description Default value

 —  scrape_interval Specifies how frequently to scrape targets 1m

 —  scrape_timeout Specifies how long to wait until a scrape request times

out

10s

 —  Password for Grafana

connection

A password of a Grafana user ( admprom_grafana )

that is used to connect to Prometheus. The password

should contain a combination of uppercase [A-Z] and

lowercase [a-z] English letters, digits [0-9], special

characters and have a minimum length of 8

 — 

 —  Prometheus users to

login/logout to

Prometheus

User credentials for logging into the Prometheus web

interface

 — 

Service parameters config.file Path to the Prometheus server configuration file /etc/admprom/prometh

eus/prometheus.yml

storage.tsdb.path Path to the Prometheus server database /var/lib/admprom/prom

etheus

web.console.libraries Path to console management libraries /usr/share/admprom/pr

ometheus/console_librar

ies

web.console.templates Path to Prometheus server console templates /usr/share/admprom/pr

ometheus/consoles

web.config.file Specifies which web configuration file to load. The file

should have the YAML format

/etc/admprom/prometh

eus/prometheus-

auth.yml

storage.tsdb.retention.ti

me

Specifies how long to retain samples in the storage.

Supported units: y , w , d , h , m , s , ms
15d

web.listen-address Address to access the Prometheus web interface 0.0.0.0:11200

Grafana settings

Parameter Description Default value

Grafana administrator’s

password

Password of the Grafana admin  user. The password should include

uppercase [A-Z] and lowercase [a-z] English letters, digits [0-9], and special

characters

 — 

Grafana listen port Port to access the Grafana web interface 11210

Node Exporter settings

Parameter Description Default value

Listen port Port on the cluster’s host to access host system metrics in the

Prometheus format

11203

Metrics endpoint Endpoint on the cluster’s host to retrieve system metrics in the

Prometheus format

/metrics
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Extensions are special modules that provide additional database functionality by bundling several SQL objects into a package to use them as a single unit. Extensions loaded into a

database can operate like features that are built-in. See .

The table below lists the extensions available for installation.

Extension name Default version Description

address_standardizer 3.4.1 A rule-based address standardizer that is used to parse an address into constituent

elements

address_standardizer_dat

a_us

3.4.1 Contains data for standardizing US addresses

adminpack 2.1 Administrative functions for ADPG/PostgreSQL

amcheck 1.3 Functions to verify table and index consistency

autoinc 1.0 Functions for autoincrementing fields

bloom 1.0 An index access method based on Bloom filters

btree_gin 1.3 Provides support for indexing common data types in GIN

btree_gist 1.7 Provides support for indexing common data types in GiST

citext 1.6 The case-insensitive character string type —  citext

cube 1.5 The cube  data type for representing multidimensional cubes

dblink 1.2 Executes queries in a remote database

dict_int 1.0 An example of an add-on dictionary template for full-text search. This example dictionary

controls the indexing of integers, allowing such numbers to be indexed and preventing the

number of unique words from growing too large

dict_xsyn 1.0 An example of a text search dictionary template for extended synonym processing. This

dictionary type replaces words with groups of their synonyms, and makes it possible to

search for a word using any of its synonyms

earthdistance 1.1 Calculates great-circle distances on the surface of the Earth

file_fdw 1.0 A foreign-data wrapper for flat file access

fuzzystrmatch 1.2 Determines similarities and distance between strings

1.8 A data type to store key/value pairs in a single value

insert_username 1.0 Functions for tracking the users who have changed a table

intagg 1.1 An integer aggregator and enumerator (obsolete)

intarray 1.5 Functions and operators for manipulating NULL -free arrays of integers

isn 1.2 Data types for international product numbering standards

lo 1.1 Provides support for managing Large Objects (also called LOs or BLOBs)

ltree 1.2 A data type for hierarchical tree-like structures

moddatetime 1.0 Functions for tracking last modification time

old_snapshot 1.0 Allows you to check the server state that is used to implement old_snapshot_threshold

pageinspect 1.12 Allows you to inspect the contents of database pages at a low level

pg_buffercache 1.4 Provides information about the state of the shared buffer cache

pg_freespacemap 1.2 Provides tools for exploring the free space map (FSM)

pg_orphaned 1.0 Handling orphaned files

pg_prewarm 1.2 Preloads relation data into buffer caches

pg_repack 1.5.2 Allows you to reorganize tables

pg_stat_statements 1.10 Provides a means for tracking planning and execution statistics of all SQL statements

executed by a server

pg_surgery 1.0 An extension to perform surgery on a damaged relation

pg_trgm 1.6 Provides functions and operators for determining the similarity of alphanumeric text based

on trigram matching and index operator classes that support fast searching for similar

strings

pg_vector 0.8.0 Allows you to work with vector data

pg_visibility 1.2 Provides a means for examining the visibility map (VM) and page-level visibility information

of a table

pgaudit 16.1 Provides detailed session and/or object audit logging via the standard PostgreSQL logging

facility

pgauditlogtofile 1.6 An addon to pgaudit  that redirects audit log lines to an independent file instead of using

PostgreSQL server logger

1.3 Cryptographic functions

pg_walinspect 1.1 Provides SQL functions that allow you to inspect the contents of write-ahead log of a

running cluster at a low level

pgrowlocks 1.2 Provides a function to show row locking information for a specified table

pgstattuple 1.5 Provides functionality to show tuple-level statistics

plpgsql 1.0 The PL/pgSQL procedural language. See 

plperl 1.0 The PL/Perl procedural language

plperlu 1.0 The PL/PerlU untrusted procedural language

plpython3u 1.0 The PL/Python3U untrusted procedural language. See 

pltcl 1.0 The PL/Tcl procedural language. See 

pltclu 1.0 The PL/TclU untrusted procedural language. See 

postgis 3.4.1 PostGIS geometry and geography spatial types and functions

postgis_raster 3.4.1 PostGIS raster types and functions

postgis_sfcgal 3.4.1 PostGIS SFCGAL functions

postgis_tiger_geocoder 3.4.1 PostGIS tiger geocoder and reverse geocoder

postgis_topology 3.4.1 PostGIS topology spatial types and functions

postgres_fdw 1.1 Foreign-data wrapper to access data stored in external PostgreSQL servers

refint 1.0 Functions for implementing referential integrity (obsolete)

seg 1.4 The seg  data type for representing line segments or floating-point intervals

sslinfo 1.2 Provides information about SSL certificates

tablefunc 1.0 Functions that return tables including crosstab

tcn 1.0 Provides a trigger function that notifies listeners of changes to any table on which it is

attached

timescaledb 2.15.0 Enables scalable inserts and complex queries for time-series data. See 

timescaledb_toolkit 1.19.0 Provides additional hyperfunctions

tsm_system_rows 1.0 Provides the table sampling method SYSTEM_ROWS , which can be used in the

TABLESAMPLE  clause of a SELECT  command

tsm_system_time 1.0 Provides the table sampling method SYSTEM_TIME , which can be used in the

TABLESAMPLE  clause of a SELECT  command

unaccent 1.1 A text search dictionary that removes accents (diacritic signs) from lexemes

uuid-ossp 1.1 Provides functions to generate universally unique identifiers (UUIDs) using one of several

standard algorithms

xml2 1.1 Provides XPath querying and XSLT functionality
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16.3.5

     Date: 20.11.2025

New features

Added support for Astra Linux 1.7 "Voronezh"

Added a new ADPG Control Agents service with two components: ADPG Control Agent, ADPG Control ADBM Agent

Added the pgaudit  extension

Added the pgauditlogtofile  extension

Improvements

Added the balancer_global_maxconn  parameter to the Balancer service

Bug fixes

Fixed when the icon in ADCM UI did not work for Prometheus settings

Fixed when user settings in .psqlrc causing to the Reconfigure&Restart action to fail

Fixed installation failure of the ADPG submodule if the en_US.UTF-8  locale does not exist

Fixed reboot issue in minor upgrade EE with preset patroni  tags

16.3.4

     Date: 25.07.2025

New features

Added support for SSL with a new  cluster action

Added HTTPS auth to Patroni REST API

Added SSL for client-server PostgreSQL connections

Added SSL to PgBouncer

Added SSL to HAProxy

Added SSL to etcd

Added SSL to pgBackRest

Added HTTPS support for Enterprise Tools

Upgraded timescaledb to 2.15.0

Improvements

Balancer was removed from the Import cluster page

Added precheck that certificates exist on all nodes

Added precheck that certificates are placed outside the ADPG data directory (PGDATA) and are specified with absolute paths

Added check for pgbouncer-exporter that the ADPG service is a prerequisite on the same host

Upgraded Ansible to 2.9

Added check and UI restriction that the replicatefrom  Patroni tag value is chosen from the list of Patroni members

Bug fixes

Fixed when some config strings with special characters could be pre-processed by Ansible for safety reasons

Fixed when trust auth for a local connection on ADPG CE was ignored

Fixed when Prometheus/Grafana failed while trying to remap to a new host in ADPG CE

Fixed when pgbackrest-exporer was not stopped after the Monitoring service’s Stop and cluster’s Stop actions

Fixed when the Etcd installation failed with uppercase hostnames

Fixed when Grafana remapping to a new host failed

16.3.3

     Date: 15.04.2025

New features

The Metrics storage service was migrated from the Postgres storage to the Prometheus engine

Added basic auth to Patroni REST API

Added the pg_orphaned  extension

Added the pg_repack  extension

Added the timescaledb_toolkit  extension

Added the pg_vector  extension

Added the check that the input value of the replicatefrom  Patroni tag does not refer to the host itself for which the tag is specified

Improvements

Added a link to the ADPG documentation to the cluster Info section

Added the check that the required parameter port  is specified in the postgresql.conf field

The global_adcm_precheck_fail  check was refactored to display a list of all occurred problems

The SYS_UID*/SYSGID*  variables were pre-assigned to ensure that UIDs/IDs of accounts created for ADPG will not match the reserved ones in the range 1-

499

The Patroni instance is now restarted on SIGKILL

ADPG cluster member names have been simplified to Patroni member names

Bug fixes

Fixed when listen_addresses  was incorrectly parsed in case of using several IPs

Fixed when the Check cluster action failed because it expected IPs in HAProxy file and not FQDNs

Fixed when the Abort upgrade action failed after successful Upgrade leader during the major upgrade

Fixed when the Complete upgrade action failed if the ADPG service was already stopped before the major upgrade

Fixed when the Patroni restart was used if reload was enough during the Reconfigure & Restart action

Fixed when Balancer packages were not upgraded during the major upgrade EE

Fixed when the Save button was locked without reason on the cluster’s Configuration page

Fixed when the PG_HBA field was replaced with its default value after the Reconfigure & Restart action

Fixed when the Reinstall action failed with Patroni tags

Fixed when the Info tab of the ADPG service was not updated with new ADPG member names after the major upgrade

Fixed when the logrotate.d folder contained the adpg14 data instead of adpg16 after the major upgrade to ADPG 16

16.3.2

     Date: 16.01.2025

New features

Added support for RED OS 7.3 Certified edition

Added Patroni member names to the ADPG service Info section

Added the allow_to_terminate  property to ADPG major upgrade jobs

ADCM min version was limited to 2.3.0 to ensure introduced ADPG features that use ADCM structs, ADCM configuration groups, job termination

Introduced Patroni tags (see  → ADPG → Patroni ADPG tags) and ability to pinpoint them to different ADPG nodes

Improvements

Changed the Patroni default log path to /var/log/adpg16-patroni

Changed the display name of the use_custom_location  parameter to use_custom_patroni_log_dir

HAProxy was rebuilt to support SSL on Ubuntu, Alt Linux, Astra Linux, RED OS

Simplified the ADPG Configuration section to a plaintext sheet

Changed timeout to wait replica infinitely during major upgrade and the Expand action

Added check that all services are running and healthy on the Precheck action of the major upgrade

Refactored etcd3 client to retry connecting to other nodes with etcd servers in case of unresponsive service

Implemented Patroni config check: ttl >= loop_wait + 2 * retry_timeout

Added the Run backup after upgrade checkbox to boost EE major upgrade

The Reconfigure & Reload action is now included into the  action, which is able to apply changes without the ADPG service restart if

possible

Bug fixes

Fixed when stanza upgrade was not applied for all replicas during the Complete upgrade action

Fixed when PgBouncer was not updated during minor upgrade on CentOS and Alt Linux

Fixed when the Complete upgrade action failed for cluster with external monitoring during major upgrade to ADPG v16.x.x

Fixed when the Reconfigure & Reload action rendered incorrect configs and broke replication

Fixed when the repetitive failed Upgrade replica step was retried with all replicas in a cluster during major upgrade to ADPG v16.x.x

Fixed when the Upgrade leader step failed in case the adpg16  stanza existed

Fixed when stopping postgres  failed on timeout in the Upgrade leader step during major upgrade to ADPG v16.x.x

Fixed when the Abort upgrade step did not check that at least one adpg14  replica was still alive and existed during major upgrade to ADPG v16.x.x

16.3.1

     Date: 17.10.2024

New features

Upgraded the PostgreSQL version to 16.3

Added support for Ubuntu 22.04

Upgraded Patroni to 3.2.1

Upgraded etcd to 3.5.11

Upgraded HAProxy to 2.9.0

Upgraded postgis to 3.4.1

Upgraded Grafana to 9.5.8

Upgraded PgBouncer to 1.23.1

Added the pg_walinspect extension

Upgraded extensions:

address_standardizer 3.4.1

address_standardizer_data_us 3.4.1

btree_gist 1.7

fuzzystrmatch 1.2

pageinspect 1.12

pg_buffercache 1.4

pg_stat_statements 1.10

postgis 3.4.1

postgis_raster 3.4.1

postgis_sfcgal 3.4.1

postgis_tiger_geocoder 3.4.1

postgis_topology 3.4.1

Improvements

Added dynamic URLs to ADPG services

Removed the Run SQL action of the ADPG service

14.3.8

     Date: 17.10.2024

New features

Upgraded pgwatch2  to 1.13.0

Upgraded timescaledb  to 2.14.2

Upgraded confd  to 0.16.1

Improvements

Added UUID to the ADPG cluster

Refactored ADPG to use core part as a submodule in other Arenadata products

Changed the Enable maintenance mode and Disable maintenance mode action names to  and  respectively

Improved EE upgrade with Patroni Pause/Resume

Added locale=en_US.UTF-8  to initdb to validate logs in English

Updated the default value of the wal_keep_size  PostgreSQL parameter to 128 MB

Set log level  to info  in confd haproxy template

Removed the following extensions: hstore_plperl, hstore_plperlu, jsonb_plperl, and jsonb_plperlu

Bug fixes

Fixed when Grafana lost the connection to a database if the ADPG service port had been changed

Fixed when stanza creation failed if the ADPG service non-default port was used

Fixed when adpg-monitoring-agent could not start in case of a numeric ADPG cluster name

Fixed when the Reinstall statuschecker cluster action did not update .sh scripts

Fixed when the Reconfigure & Restart action of the Balancer service failed after changing the Grafana port

Fixed when Grafana did not display metrics on dashboards with database filter for an external cluster

Fixed when upgrade failed if ADPG has an extension with dash (e.g. uuid-ossp)

14.3.7

     Date: 13.05.2024

New features

Added the ability to  using the functionality of the pgBackRest  utility. The , , and  actions are

implemented for the ADPG service. ADCM UI now contains the following settings of the ADPG service: Archive timeout(s), Backup stanza, Backup repo, Repo

type, S3 URI style, S3 Region, S3 Bucket, S3 Endpoint, S3 Key, S3 Key Secret, Retention full type, Retention full, Retention diff, Enable compression, Compress

type, Compress level, Log path, Log level, Use custom config, Global options, and Custom options

14.3.6

     Date: 05.03.2024

New features

Astra Linux 1.7 SE "Orel" is supported in ADPG Enterprise edition

A connection pooler is implemented based on  in ADPG Enterprise edition. ADCM UI now contains the PgBouncer settings for the ADPG and Balancer

services. For ADPG: Enable PgBouncer, listen_port, pool_mode, max_client_conn, default_pool_size, min_pool_size, reserve_pool_size, reserve_pool_timeout,

max_db_connections, max_user_connections, Enable all users, Users list, Enable all databases, Databases list, Use custom pg_hba.conf и Custom pg_hba.conf.

For Balancer: pgbouncer_leader_port, pgbouncer_replica_port.

The Force reconfigure and restart checkbox is added to the Reconfigure & Restart action settings. Force reconfigure and restart disables validation of the

configuration settings before restarting ADPG

14.3.4

     Date: 29.06.2023

New features

The new  system is implemented. Added the Metrics storage service that can collect metrics from multiple ADPG clusters. For information on the

installation of the new monitoring system, refer to 

ADCM UI now contains the following monitoring cluster settings: Use external ADPG cluster for monitoring, External ADPG cluster [ip_address:port], Monitoring

db name, Monitoring username, and Monitoring user password

The following settings of the new Metrics storage service are available in ADCM UI: Monitoring db name, Monitoring username, Monitoring user’s password,

Grafana TCP port, and Grafana admin’s password

Misc/Internal

Since the new built-in  system is implemented, ADPG no longer supports the integration with the Monitoring cluster. If you want to upgrade to version

ADPG 14.3.4 from previous versions via automatic updates, you have to configure the monitoring system manually.

If you upgrade from ADPG Community 14.3.4 to Enterprise 14.3.4, you also need to configure monitoring manually, since the Community version does not

support load balancing, which is necessary for monitoring

14.3.3

     Date: 16.03.2023

New features

 is implemented in ADPG Enterprise edition. The new Balancer service performs balancing based on HAProxy

ADCM UI now contains : leader as replica, leader_port, replica_port, and balancer_stats_port

The contrib and PostGIS extensions are included in ADPG and do not require installation

Misc/Internal

Since the contrib and PostGIS extensions are included in the ADPG distribution, the settings and actions related to their installation are removed

You can upgrade to version 14.3.3 from version 14.3.2. If you need to upgrade from an earlier version, upgrade first to 14.3.2 and then to 14.3.3

14.3.2

     Date: 29.12.2022

New features

 (HA) feature based on Patroni is implemented in ADPG Enterprise Edition

The Etcd service required for HA is added

The ADCM UI now contains External Etcd settings that allow you to use an external etcd cluster as an alternative of the built-in Etcd service

The Check, Disable maintenance mode, Enable maintenance mode, and Expand actions are implemented for services

The ADCM UI now includes the following Patroni ADPG configuration : synchronous_mode, synchronous_node_count, synchronous_mode_strict, and

maximum_lag_on_failover

The Enable monitoring setting and the Install monitoring agents action are added for the ADPG cluster. These options install monitoring agents on all hosts of

the cluster

 is implemented in ADPG Enterprise Edition

Misc/Internal

Upgrade an ADPG cluster from a previous version to version 14.3.2 does not preserve the settings specified in postgresql.conf custom section. It is necessary to

restore them manually

14.3.1

     Date: 30.06.2022

New features

ADPG migrates to PostgreSQL 14.3. For information about changes and migration to PostgreSQL 14.3, see PostgreSQL release notes

Alt Linux 8.4 SP is supported in ADPG Enterprise edition

Base  is implemented

The following performance tuning  are added to the ADCM UI: effective_cache_size, maintenance_work_mem, work_mem, min_wal_size, max_wal_size,

wal_keep_size, huge_pages, and superuser_reserved_connections

14.2.1

     Date: 28.04.2022

New features

The ADPG_v14.2_arenadata1 bundle is created. It is the ADCM-integrated Open-Source PostgreSQL bundle for the x86-architectures (RHEL 7, CentOS 7). The

bundle is designed to install two services: ADPG and Chrony. The following rpm-packages are used:

Postgres 14.2;

Postgres contrib extensions;

PostGIS extension 3.1.5.

The ADCM integration for the ADPG installation and administration is implemented

The Install, Reinstall, Delete, and Uninstall actions are implemented for the Chrony service in ADCM

The ability to perform minor updates of the ADPG bundle version via ADCM is implemented

The ability to add lines to the pg_hba.conf file via ADCM is added. To do this, it is necessary to fill in the PG_HBA custom section in the ADPG service

configuration window and then apply the Reconfigure & Reload action

The Run SQL action is implemented for the ADPG service in ADCM

The Install postgis action is implemented for the ADPG service in ADCM

The Install contrib action is implemented for the ADPG service in ADCM

The Start and Stop actions are implemented for the ADPG service and cluster in ADCM

The Check action is implemented for the ADPG cluster in ADCM

The Precheck action is implemented for the ADPG cluster in ADCM

The Install and Reinstall actions are implemented for the ADPG service in ADCM
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Issue From Fixed Workaround

After SSL certificates expire, the Stop and

Start cluster actions fail

16.3.4  —  Update certificates and store them at the same paths. Run the Stop cluster

action and then the Start cluster action

The Expand action of the ADPG service fails

if SSL is enabled with the Manage SSL

cluster action

16.3.4  —  Follows the steps below:

1. Run the Manage SSL action to turn off the Enable SSL toggle button.

2. Expand the ADPG service to a new host.

3. Put SSL keys and certificates to the new ADPG host according to the

paths specified in the Manage SSL action window.

4. Run the Manage SSL action to switch on the Enable SSL toggle button.

The Add/remove components action of the

Monitoring service that is executed to

expand Grafana to a new host fails with the

message No package matching
'admprom-grafana-9.5.8' found
available, installed or updated

16.3.3  — 

ADPG EE: first, expand the ADPG, Etcd, and Chrony services to a new host,

then run the Add/remove components action to expand Grafana.

ADPG СЕ: first, expand the Chrony service to a new host, then run the

Add/remove components action to expand Grafana.

After the Abort upgrade action in case of

reverting the major upgrade 14 → 16, the

Monitoring service is marked with the red

flag, the Service has an issue with
config  error message is displayed, and

the Save button is highlighted in red in the

configuration section of the Metrics storage

service

16.3.3  —  Resave the configuration without changing the values

The Check actions of the cluster and the

Monitoring service will not fail if any

Monitoring subjobs fail

16.3.3  —  On the Jobs page, expand all Monitoring sub-jobs to identify potential

problems

After major upgrade from ADPG 14 to

ADPG 16 cluster’s statuschecker is marked

with yellow, while all cluster components,

hosts, and services are green. Reinstalling

statuschecker does not help

16.3.3  —  Restart the ADCM container (and the Postgres container, if an external

database is used)

If connecting with pgbouncer user to

psql , it causes the warning Some psql
features might not work  due to the

1.23.0 pgbouncer version

16.3.1  —  You can safely disregard this warning

An error occurs if you remove (with )

the Monitoring service mistakenly mapped

to a host with an unsupported OS

14.3.6  —  Remap Monitoring components to another host with a supported OS (CE:

CentOS, Ubuntu; EE: CentOS, Alt Linux, Astra Linux, Ubuntu, RED OS). After this

operation, you can successfully remove the Monitoring service from a cluster

The ADPG cluster installation fails if one of

the cluster host name matches the

reserved service names:

adpg

balancer

chrony

etcd

prometheus_monitoring

14.3.6  —  Recreate the cluster with a hostname that is not the exact name of a service.

For example, in the case of adpg , rename the host to adpg1 , adpg2 , or

another non-reserved word

The port that PgBouncer listens on cannot

be changed for a running cluster (the

listen_port  PgBouncer parameter of

the ADPG service)

14.3.6  —  After changing the port, execute the  action of the ADPG

service

If you add nodes to expand the Etcd

service, new nodes are not included in the

ADPG cluster configuration

14.3.3  —  To solve the problem, execute the Reconfigure & Restart action of the ADPG

and Balancer services

The  cluster action used for

upgrade from ADPG 14.3.8 to ADPG 16 is

not stable when moving replicas. Only

ADPG clusters with a single-host ADPG

service (without replicas) can be major-

upgraded with this action

16.3.1 16.3.2 Use logical backup/restore with  and pg_restore  utilities to move

your data from ADPG 14 to ADPG 16

If you use a non-default port of the ADPG

service (other than 5432), the stanza

creation is failed during backup repo

configuration

14.3.7 16.3.1 Switch to the default ADPG service port — 5432

During ADPG installation on the Astra "Orel"

1.7.x operating system the following error

may occur: invalid locale name
"en_US.UTF-8"

14.3.6 16.3.4 Add the en_US.UTF-8  locale

Since the new built-in  system

was implemented in 14.3.4, ADPG no longer

supports the integration with the old

imported Monitoring cluster, and therefore

each minor upgrade 14.x → 14.y resets the

Enable monitoring setting to false

14.2.1 16.3.1 You have to configure the monitoring system and set Enable monitoring to

true  manually

Upgrade of an ADPG cluster from a

previous version to version 14.3.2 does not

preserve the settings specified in the

postgresql.conf custom section

configuration field of the ADPG service

14.2.1 14.3.2 If you need to upgrade of an ADPG cluster from the versions 14.2.1 - 14.3.1,

you have to restore the postgresql.conf custom section contents manually
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