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Arenadata Monitoring overview
Dmitry Bulgakov
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Arenadata Monitoring (ADM) is a centralized monitoring and observability system for the Arenadata ecosystem, built on a modern stack of open-source components.

The main functional capabilities of ADM are listed below:

Full metrics lifecycle support for observability and monitoring, from data collection to analysis and visualization.

Centralized long-term metrics storage in a fault-tolerant distributed time-series database (TSDB) based on VictoriaMetrics Cluster.

Active monitoring and a unified health model for Arenadata products (healthy, degraded, or critical).

Support for product-specific dashboards delivered together with Arenadata products.

Open architecture with integration points for external metrics collection and visualization systems.

The main components of the ADM architecture are:

VictoriaMetrics . A high-performance TSDB and monitoring storage platform that includes a distributed storage architecture and auxiliary components for collecting, storing, and

querying metrics. ADM uses the following components of VictoriaMetrics:

VictoriaMetrics Insert — data ingestion.

VictoriaMetrics Storage — persistent storage, compression, and retrieval of time-series data.

VictoriaMetrics Select — database query execution.

Grafana . A visualization and monitoring platform used to display metrics, logs, and traces collected from various data sources.

To make metrics available for export from the source cluster, the source cluster must have the following components installed:

Metrics exporters (Node Exporter, JMX Exporter). Agents collecting and exposing operating system and service metrics.

One of:

VictoriaMetrics Agent. A lightweight agent for collecting metrics from various sources, labeling and filtering them, and forwarding them for storage to VictoriaMetrics Storage or

any other metrics storage system via the Prometheus-compatible remote_write  protocol.

Monitoring architecture (recommended components)

Prometheus . A monitoring and alerting system that collects and stores metrics from applications and infrastructure.

Monitoring architecture (alternative components)

To Table of Contents

Features

Architecture

Monitoring workflow

Features

Architecture

NOTE

VictoriaMetrics Agent is currently not available on a number of Arenadata bundles.

Monitoring workflow

The monitoring process begins with metrics generation on infrastructure nodes and services. Node Exporter components on each host collect OS-level metrics (CPU, RAM, disk

metrics, network I/O). JMX Exporter retrieves metrics from JMX MBeans exposed by JVM-based applications and exposes them in Prometheus format. As a result, metrics from

Java services become available.

1.

One of the following components can be used for metrics collection and forwarding to a long-term storage:

VictoriaMetrics Agent periodically scrapes exporters over HTTP, can apply relabeling and filtering, and then forwards the data to the central VictoriaMetrics cluster using the

remote_write  mechanism. In this architecture, VictoriaMetrics Agent does not store data locally and acts as a lightweight metrics collector forming a unified edge layer.

This approach reduces resource consumption on the cluster side and simplifies monitoring operations.

An alternative component for metrics collection is Prometheus. Prometheus independently scrapes exporters, stores metrics in its local TSDB, and simultaneously forwards

them to the central VictoriaMetrics cluster via remote_write . The presence of local storage preserves cluster autonomy and ensures compatibility with existing

Prometheus-compatible infrastructures. It also enables local metrics analysis with the help of a local Grafana instance connected to the local Prometheus server.

2.

After the transmission, all metrics are received by the VictoriaMetrics Insert component of the VictoriaMetrics cluster. It accepts the incoming data stream and distributes time

series across storage shards according to the cluster sharding algorithm.

3.

The data is then stored in VictoriaMetrics Storage. This component is responsible for long-term metrics storage, data compression, retention policies, and, when configured,

replication. High compression efficiency of VictoriaMetrics allows large volumes of time-series data to be stored with relatively low disk space and memory consumption.

4.

When a user opens a dashboard in Grafana, the request is sent to the VictoriaMetrics Select component. It performs a distributed query, aggregates data from all storage nodes,

and returns the result to the client. For the user, the system appears as a single centralized metrics storage regardless of which cluster the data originated from or how it was

collected. Grafana connects to VictoriaMetrics as a unified data source. Dashboards display both infrastructure metrics collected by Node Exporter and application metrics

exposed through JMX Exporter. This provides centralized observability for the entire distributed system through a single interface.

5.

888 633

https://victoriametrics.com/
https://victoriametrics.com/
https://grafana.com/
https://grafana.com/
https://prometheus.io/
https://prometheus.io/


Installation
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This tutorial guides you through the process of installing an Arenadata Monitoring (ADM) cluster. The easiest way to install it is to use Arenadata Cluster Manager (ADCM)  — a

separate Arenadata product designed for simple, convenient, and fast software deployment and operation.

You can install ADM via ADCM in two ways.

on hosts with access to the Internet

Online installation

on hosts without access to the Internet

Offline installation

cc d8 a

https://docs.arenadata.io/en/ADCM/current/introduction/intro.html
https://docs.arenadata.io/en/ADCM/current/introduction/intro.html


Online installation
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This topic describes online installation of ADM. It can be applied to the hosts with access to the Internet.

Install ADCM

Step 1.

Prepare hosts

Step 2.

Install ADM cluster

Step 3.
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Install ADCM
Lisa Vaysman
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ADCM is a software that is distributed in the form of a Docker image. To install it, you need:

One of the following operating systems:

Ubuntu

Ubuntu 22.04 LTS

CentOS

CentOS 7.9

RHEL

RHEL 7.9

RHEL 9

ALT Linux

ALT Linux 8.4 SP

ALT Linux 10.2 SP

Astra Linux SE

Astra Linux SE 1.7.6 Orel

Astra Linux SE 1.8.4 Orel

Astra Linux SE 1.7.6 Voronezh

Astra Linux SE 1.8.4 Voronezh

RED OS

RED OS 7.3 Certified edition

RED OS 8.0 Certified edition

A user account with sudo  privileges.

Access to the official repositories of CentOS Extras and CentOS Base. These repositories are available in the operating system by default. However, if they were disabled, you need

to enable them before proceeding (for example, by editing the repository configuration file in the /etc/yum.repos.d/ directory).

The software package installer YUM/APT.

The hardware that meets the following conditions:

CPU: 4 CPU cores;

RAM: 16 GB;

HDD: 50 GB.

To grant the user the necessary rights to install ADCM, perform the steps described below.

Grant the root  privileges for the user:

CentOS 7.9/RHEL 7.9/RED OS 7.3/ALT Linux 8.4 SP

where <user>  is a username.

Ubuntu 22.04 LTS/Astra Linux SE 1.7.6 Orel

where <user>  is a username.

Make sure that the /etc/sudoers file contains the record specified below depending on the operating system with the following command:

To return to the command line, press Esc , type :q! , and press Enter .

CentOS 7.9/RHEL 7.9/RED OS 7.3

Ubuntu 22.04 LTS/Astra Linux SE 1.7.6 Orel

ALT Linux 8.4 SP

Below are the step-by-step procedures of Docker installation on the examples of several operating systems supported by ADCM. These steps may differ for operating system versions

other than those specified on tabs.

CentOS 7.9/RHEL 7.9

Ubuntu 22.04 LTS

ALT Linux 8.4 SP

Astra Linux SE 1.7.6 Orel

RED OS 7.3

To disable SELinux permanently, set SELINUX=disabled  in the /etc/selinux/config file, and reboot your system.

You can edit the file via the vi  or vim  command:

The content of the changed file should look like this:

You can also disable SELinux temporarily via the following command:

Still, it is strongly recommended to disable SELinux permanently, so that it does not restart on each system reboot.

If you use the firewalld service, stop it before installing ADCM.

Before stopping firewalld, make sure that it is installed, started, and enabled:

The example of the command execution result:

Stop firewalld:

As an alternative, you can disable the firewalld service, so that it will not apply rules to network packets:

If in the future you want to access the Docker CLI without using root  privileges, you should create a docker  user group (if it does not exist) and add the current user to this group

with the certain rights:

After running these commands, you should re-login under the current user.

To install ADCM, perform the following steps:

ADCM is just a container operated by Docker. So you are able to use simple Docker commands to start and stop ADCM:

To stop ADCM, use the following command.

To start ADCM, use the following command.

In order to provide the automatic start of the Docker container after unexpected errors, use the following command.

To make sure that the Docker container adcm  is successfully deployed, run the following command:

The example of the command execution result is listed below. Make sure that the STATUS  value is equal to Up .

After ADCM is installed and started, its web interface should become available on the 8000  port of the deployed container.

For Ubuntu 22.04, first install the packages required for executing the netstat  command:

You can check the 8000 port availability using these commands:

The netstat  command — to display information about port listening.

The example of the command execution result:

The curl  command — to check the URL connection.

The example of the command execution result:

To log in to ADCM, use the user with administrator rights that is created by default:

User: admin

Password: admin

Log in to ADCM

Later you can change the password if necessary. To do this:

For successful communication between ADCM and product clusters deployed via ADCM, it is important to correctly define the external ADCM address. This address is used by cluster

components for sending information about their state to ADCM. To specify the ADCM URL, use the environment variable DEFAULT_ADCM_URL  when creating the ADCM container. If

you did not specify that variable, you should manually install the URL in the ADCM web interface. To do this, follow the steps:

The ADCM update process depends on the installation method of ADCM.

If you need to upgrade the previously installed version of ADCM that was installed without using ADCM Installer , do the following:

To Table of Contents

Step 1. Check prerequisites

Software and hardware requirements

Install Docker

Disable SELinux

Stop firewalld

Allow access to the Docker CLI without root privileges

Step 2. Install ADCM

Step 3. Start ADCM

Step 4. Check installation

Check the Docker container status

Check the 8000 port availability

Check the ADCM web-interface

Set the ADCM URL

Step 5. Update ADCM

ADCM requires a separate host. Before installing ADCM, we recommend to read its documentation .

The installation steps are listed below.

Step 1. Check prerequisites

Software and hardware requirements

IMPORTANT

The following system requirements are minimal. The target sizing should be calculated based on the customer requirements.

IMPORTANT

Starting with ADCM 2.7.0 , any Container Registry Client with downloaded images of ADPG, ADCM, and ADCM Installer will be required to install ADPG without

the Internet connection and use it as the ADCM database. The installation is done via the ADCM Installer  by specifying the URL of the local storage of the

ADCM and ADPG images.

$ sudo usermod -aG wheel <user>

$ sudo usermod -aG sudo <user>

$ sudo vi /etc/sudoers

## Allows people in group wheel to run all commands
%wheel  ALL=(ALL)       ALL

# Allow members of group sudo to execute any command
%sudo   ALL=(ALL:ALL) ALL

## Uncomment to allow members of group wheel to execute any command
WHEEL_USERS ALL=(ALL:ALL) ALL

Install Docker

CAUTION

Do not install Docker from the official Docker site . Instead, use the official repositories of your Linux distribution. The repositories provided by operating system

developers tend to be more stable and secure.

Using root  privileges, update all packages that are currently installed in your system:1.

$ sudo yum update -y

Install the packages required for Docker installation and usage:

where:

yum-utils  is the package that provides the yum-config-manager  utility;

device-mapper-persistent-data  and lvm2  are packages required by the devicemapper storage driver.

2.

$ sudo yum install -y yum-utils docker device-mapper-persistent-data lvm2

Start Docker:3.

$ sudo systemctl start docker

Enable Docker as a system service:4.

$ sudo systemctl enable docker

Using root  privileges, update all packages that are currently installed in your system:1.

$ sudo apt-get update

Install the packages required for Docker installation and usage:

where:

ca-certificates  is the package of Root CA certificates;

curl  is the package for working with web resources.

Confirm the use of additional disk space during the execution of the command.

2.

$ sudo apt-get install ca-certificates curl

Add the official GPG key for the Docker repository:3.

$ sudo install -m 0755 -d /etc/apt/keyrings
$ sudo curl -fsSL httрs://download․docker․com/linux/ubuntu/gpg -o /etc/apt/keyrings/docker․asc
$ sudo chmod a+r /etc/apt/keyrings/docker․asc

Add the Docker repository:4.

$ echo \
"deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker․asc] httрs://download․docker․com/linux/ubuntu \
$(․ /etc/os-release && echo "jammy") stable" | \
sudo tee /etc/apt/sources․list․d/docker․list > /dev/null

Update all packages, including packages for the Docker repository:5.

$ sudo apt-get update

Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

6.

$ sudo apt-get install docker-ce docker-ce-cli containerd․io docker-buildx-plugin docker-compose-plugin

Start Docker:7.

$ sudo systemctl start docker

Enable Docker as a system service:8.

$ sudo systemctl enable docker

Using root  privileges, update all packages that are currently installed in your system:1.

$ sudo apt-get update

Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

2.

$ sudo apt-get install docker-engine

Start and enable Docker as a system service:3.

$ sudo systemctl enable --now docker

Using root  privileges, update all packages that are currently installed in your system:1.

$ sudo apt-get update

Install the packages required for Docker installation and usage:

where:

ca-certificates  is the package of Root CA certificates;

curl  is the package for working with web resources;

net-tools  is the package for controlling the network subsystem of the Linux kernel, in particular for executing the netstat  command.

Confirm the use of additional disk space during the execution of the command.

2.

$ sudo apt-get install ca-certificates curl net-tools

Add the official GPG key for the Docker repository:3.

$ curl -fsSL httрs://download․docker․com/linux/debian/gpg | sudo apt-key add -

Add the Docker repository:4.

$ echo "deb [arch=amd64] httрs://download․docker․com/linux/debian stretch stable" | sudo tee -a /etc/apt/sources․list

Update all packages, including packages for the Docker repository:5.

$ sudo apt-get update

Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

6.

$ sudo apt install docker-ce docker-ce-cli containerd․io

Start Docker:7.

$ sudo systemctl start docker

Enable Docker as a system service:8.

$ sudo systemctl enable docker

Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

1.

$ sudo dnf install docker-ce docker-ce-cli

Start and enable Docker as a system service:2.

$ sudo systemctl enable docker --now

Disable SELinux

NOTE

It is recommended to disable SELinux only if CentOS 7.9 or RHEL 7.9 is used.

$ sudo vi /etc/selinux/config

# This file controls the state of SELinux on the system․
# SELINUX= can take one of these three values:
#       enforcing - SELinux security policy is enforced․
#       permissive - SELinux prints warnings instead of enforcing․
#       disabled - SELinux is fully disabled․
SELINUX=disabled
# SELINUXTYPE= type of policy in use․ Possible values are:
#       targeted - Only targeted network daemons are protected․
#       strict - Full SELinux protection․
SELINUXTYPE=targeted

$ sudo setenforce 0

CAUTION

Do not forget to reboot your host after SELinux is disabled.

Stop firewalld

$ sudo systemctl status firewalld

● firewalld․service - firewalld - dynamic firewall daemon
   Loaded: loaded (/usr/lib/systemd/system/firewalld․service; enabled; vendor preset: enabled)
   Active: active (running) since Mon 2024-12-02 10:02:57 UTC; 3min 25s ago
     Docs: man:firewalld(1)
 Main PID: 3023 (firewalld)
    Tasks: 2
   Memory: 22․8M
   CGroup: /system․slice/firewalld․service
           └─3023 /usr/bin/python2 -Es /usr/sbin/firewalld --nofork --nopid

$ sudo systemctl stop firewalld

$ sudo systemctl disable firewalld

Allow access to the Docker CLI without root privileges

$ sudo groupadd docker
$ sudo usermod -a -G docker $USER

Step 2. Install ADCM

NOTE

ADCM requires PostgreSQL, which you can configure as an external database or deploy as an embedded database using ADCM Installer . For more

information on configuring PostgreSQL, see the Work with an external database .

Starting with ADCM 2.5.0 , the minimum required version of PostgreSQL is 14.

To see the full list of images, refer to the ADCM repository on Docker Hub .

ADCM has some mandatory persistent information stored in the /adcm/data directory inside a container. This means that you have to map a volume to that

directory and provide backups for that volume.

Pull a Docker image from the Arenadata Docker Registry:

<major>.<minor>.<patch>  — if you need a specific ADCM patch. For example, 2.0.0 .

<major>.<minor>  — if you need the last patch within the selected ADCM version. For example, 2.0 .

1.

$ sudo docker pull hub․arenadata․io/adcm/adcm:<version>

where <version>  is a desired ADCM image version in one of the following formats:

IMPORTANT

latest  was used for earlier versions of ADCM and is no longer supported starting from version 2.0.0 .

Before ADCM 2.0.0 , the following format was used for versioning: YYYY.MM.DD.HH .

Add and start a container based on that image:

If you want to run ADCM with SELinux enabled, a Docker container should be created and started with the :Z  option in the data catalog parameter:

Optionally, when you create and start a container, you can specify the environment variables listed below. Each variable is specified in the following format: -e <name>="
<value>" . For example:

2.

NOTE

The command below creates and starts a container with ADCM on the 8000  port and establishes a connection to an external database. All its data will be

stored on the host machine in the /opt/adcm/ directory. The environment variables description is given in the table below.

$ sudo docker run --name adcm -p 8000:8000 -v /opt/adcm:/adcm/data -e DB_HOST="<DATABASE_HOSTNAME_OR_IP_ADDRESS>" -e DB_PORT="
<DATABASE_TCP_PORT>" -e DB_USER="<DATABASE_USERNAME>" -e DB_NAME="<DATABASE_NAME>" -e DB_PASS="<DATABASE_USER_PASSWORD>" -e 
DB_OPTIONS="<DATABASE_OPTIONS>" hub․arenadata․io/adcm/adcm:<version>

$ sudo docker run --name adcm -p 8000:8000 -v /opt/adcm:/adcm/data:Z hub․arenadata․io/adcm/adcm:<version>

$ sudo docker run --name adcm -p 8000:8000 -v /opt/adcm:/adcm/data -e LOG_LEVEL="INFO" hub․arenadata․io/adcm/adcm:<version>

NOTE

Special environment variables, such as STATUS_LOG_LEVEL , ADCM_LOG_LEVEL , AUDIT_LOG_LEVEL , LDAP_LOG_LEVEL ,

BACKGROUND_TASKS_LOG_LEVEL , and TASK_RUNNER_LOG_LEVEL  have higher priority than the LOG_LEVEL  variable.

Environment variables

Name Description

DB_HOST Name or IP address of the host where the database is deployed

DB_PORT TCP port number that is used to connect to the database

DB_USER Username that is used to connect to the database

DB_NAME Database name

DB_PASS Password that is used to connect to the database

DB_OPTIONS Options for connecting to the database:

sslmode  — flag that is used for establishing an SSL connection. Possible values:

disable  — only try a non-SSL connection.

allow  — first try a non-SSL connection. If that fails, try an SSL connection.

prefer  (default) — first try an SSL connection. If that fails, try a non-SSL connection.

require  — only try an SSL connection. If a root certificate authority (CA) file is present, verify the

certificate in the same way as if verify-ca  was specified.

verify-ca  — only try an SSL connection, and verify that the server certificate is issued by a trusted

CA.

verify-full  — only try an SSL connection, and verify that the server certificate is issued by a

trusted CA and that the requested server host name matches that in the certificate.

sslcert  — specifies the file name of the client SSL certificate. This parameter is ignored if the

connection is made without SSL.

sslkey  — specifies the location for the secret key used for the client certificate. This parameter is

ignored if the connection is made without SSL.

sslrootcert  — specifies the name of a file containing SSL certificate authority certificate(s). If the

file exists, the server certificate will be verified to be signed by one of these authorities. A special system

value may be specified instead, in which case the system trusted CA roots will be loaded. The exact

locations of these root certificates differ by SSL implementation and platform.

DEFAULT_ADCM_URL URL of the host where the ADCM container is deployed. Use the following format: http://<IP>:8000/ .

If DEFAULT_ADCM_URL  is not specified, you should  in the ADCM’s URL field on the

Settings page

LOG_LEVEL Log level for all log types . Possible values:

DEBUG

INFO

WARNING

ERROR  (default value)

CRITICAL

STATUS_LOG_LEVEL Log level for status.log. Possible values:

DEBUG

INFO

WARNING

ERROR

CRITICAL

ADCM_LOG_LEVEL Log level for adcm.log and adcm_debug.log. Possible values:

DEBUG

INFO

WARNING

ERROR

CRITICAL

AUDIT_LOG_LEVEL Log level for audit.log. Possible values:

DEBUG

INFO  (default value)

WARNING

ERROR

CRITICAL

LDAP_LOG_LEVEL Log level for ldap.log. Possible values:

DEBUG

INFO

WARNING

ERROR

CRITICAL

BACKGROUND_TASKS_LOG_LEVEL Log level for cron_task.log. Possible values:

DEBUG

INFO

WARNING

ERROR

CRITICAL

TASK_RUNNER_LOG_LEVEL Log level for task_runner.err. Possible values:

DEBUG

INFO

WARNING

ERROR

CRITICAL

MIGRATION_MODE Flag that indicates whether migration mode (ability to migrate ADCM database from SQLite to PostgreSQL)

is turned on. For more information, see Migration . Possible values:

0  — migration mode is off;

1  — migration mode is on.

CONSUL_URL HashiCorp Consul server URL. Use the following format: http://<IP>:8500/

CONSUL_DATACENTER HashiCorp Consul Datacenter . If the variable value is not specified, the value specified in HashiCorp

Consul by default will be used

CONSUL_CACERT_FILE Path to the certificate authority (CA) certificate file if encryption is enabled in HashiCorp Consul

CONSUL_CLIENT_CERT_FILE Path to the client certificate file if encryption is enabled in HashiCorp Consul

CONSUL_CLIENT_KEY_FILE Path to the client private key file if encryption is enabled in HashiCorp Consul

SECRET_BACKEND Type of secret storage . Specify VaultBackend  to use HashiCorp Vault. If the variable is not set, file

system storage is used

VAULT_URL HashiCorp Vault server URL (for example, https://vault.example.com:8200)

VAULT_MOUNT_POINT Mount point in HashiCorp Vault for storing ADCM secrets

VAULT_TOKEN_FILE Path to the file containing the access token used for authentication in HashiCorp Vault

VAULT_NAMESPACE HashiCorp Vault namespace . Used in the Enterprise version to isolate data and configuration

VAULT_CA_FILE Path to the certificate authority (CA) certificate file for verifying TLS connections to HashiCorp Vault. If the

variable is not set, but VAULT_CLIENT_CERT_FILE  and VAULT_CLIENT_KEY_FILE  are defined, TLS

verification is disabled ( verify=false )

VAULT_CLIENT_CERT_FILE Path to the client certificate file when using TLS authentication in HashiCorp Vault

VAULT_CLIENT_KEY_FILE Path to the client private key file when using TLS authentication in HashiCorp Vault

set the URL manually

NOTE

The VAULT_*  variables are used when working with HashiCorp Vault ( SECRET_BACKEND="VaultBackend" ).

Step 3. Start ADCM

$ sudo docker stop adcm

$ sudo docker start adcm

$ sudo docker update --restart=on-failure adcm

NOTE

For more information about Docker restart policies, refer to the Docker documentation .

If you allowed your user to access the Docker CLI without root  privileges, then you can omit the sudo  keyword from the commands listed above.

Step 4. Check installation

Check the Docker container status

$ sudo docker container ls

CONTAINER ID        IMAGE                               COMMAND             CREATED             STATUS              PORTS                
NAMES
74b5628146e5        hub․arenadata․io/adcm/adcm:2․0   "/etc/startup․sh"   4 days ago          Up 21 minutes       0․0․0․0:8000-
>8000/tcp   adcm

Check the 8000 port availability

$ sudo apt-get install net-tools

$ sudo netstat -ntpl | grep 8000

tcp6       0      0 :::8000                 :::*                    LISTEN                                             
1514/docker-proxy-c

$ curl httр://localhost:8000

<!doctype html>
<html lang="en">
<head>
  <meta charset="utf-8">
  <title>Arenadata Cluster Manager</title>
  <base href="/">
  <meta name="viewport" content="width=device-width, initial-scale=1">
  <link rel="icon" type="image/x-icon" href="assets/favicon․ico">
<link rel="stylesheet" href="styles․10db6328264e0907c52f․css"></head>
<body>
  <app-root></app-root>
<script src="runtime-es2015․7eb406ed18bf0258cd35․js" type="module"></script><script src="runtime-es5․7eb406ed18bf0258cd35․js" 
nomodule defer></script><script src="polyfills-es5․2e224d70daec4412d3c2․js" nomodule defer></script><script src="polyfills-
es2015․37e0553ac06970d6a5b5․js" type="module"></script><script src="main-es2015․39851da0ebf9ed6fec45․js" type="module">
</script><script src="main-es5․39851da0ebf9ed6fec45․js" nomodule defer></script></body>
</html>

Check the ADCM web-interface

Open the user profile in the left navigation menu.1.

Enter the current password in the Current password field.2.

Fill in the New password field.3.

Confirm a new password in the Confirm password field.4.

Click Save.

Change the admin password

5.

Set the ADCM URL

Select the Settings item in the left navigation menu.1.

Expand the Global Options node in the tree of configuration settings.2.

Click the ADCM’s URL field value.

The Settings page

3.

In the window that opens, edit the ADCM’s URL field value and click Apply.

Change the ADCM URL

4.

Click Save to apply changes.

Save the ADCM URL

5.

Step 5. Update ADCM

CAUTION

General recommendations and limitations

Before upgrading, it is strongly recommended to back up ADCM data. For more information, see Backup and restore .

Downgrade of the ADCM version is not supported.

It is not recommended to update ADCM more than 5 minor versions ahead (see <minor>  in the versioning format below).

Before upgrading ADCM to version 2.7 , migrate  data from SQLite to PostgreSQL. Migration can be performed in any ADCM version up to and including

2.6 .

Version restrictions during upgrade

Version 2.10  is mandatory for installation and cannot be skipped. Direct upgrade from versions lower than 2.10  to 2.11  and later is not supported.

If installed clusters contain products with an outdated contract version , a warning about unsupported contract versions is displayed in the Docker

container logs.

If installed clusters contain products with an unsupported contract version, the Docker container startup is stopped. Such products should be updated to a

supported version.

Stop and remove the adcm  container:1.

$ sudo docker rm -f adcm

Download the required Docker image from the Arenadata Docker Registry:

where <version>  is a desired ADCM image version in one of the following formats:

<major>.<minor>.<patch>  — if you need a specific ADCM patch. For example, 2.0.0 .

<major>.<minor>  — if you need the last patch within the selected ADCM version. For example, 2.0 .

2.

$ sudo docker pull hub․arenadata․io/adcm/adcm:<version>

IMPORTANT

latest  was used for earlier versions of ADCM and is no longer supported starting from version 2.0.0 .

Before ADCM 2.0.0 , the following format was used for versioning: YYYY.MM.DD.HH .

Create and start a new container based on the downloaded image:3.

$ sudo docker run --name adcm -p 8000:8000 -v /opt/adcm:/adcm/data -e DB_HOST="<DATABASE_HOSTNAME_OR_IP_ADDRESS>" -e DB_PORT="
<DATABASE_TCP_PORT>" -e DB_USER="<DATABASE_USERNAME>" -e DB_NAME="<DATABASE_NAME>" -e DB_PASS="<DATABASE_USER_PASSWORD>" -e 
DB_OPTIONS="<DATABASE_OPTIONS>" hub․arenadata․io/adcm/adcm:<version>

NOTE

For more information on the environment variables ( DB_HOST , DB_PORT , DB_USER , DB_NAME , DB_PASS , and DB_OPTIONS ), see the Installation

article.
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Prepare hosts

To manage a cluster and its nodes via ADCM, it is necessary to prepare hosts for a cluster and link these hosts to ADCM. This is the function of ADCM hostproviders — special plugins

for ADCM, which encapsulate the complex mechanism of interaction between ADCM and the hosts controlled by it.

ADCM supports several types of hostproviders. For more information on how to configure hostproviders and use them to create hosts, refer to the following documentation:

SSH

Yandex Cloud

VCloud (VMware)

Cloud.ru Advanced

CROC Cloud

To Table of Contents

CAUTION

When creating ADM hosts via ADCM, you should specify their FQDNs.
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Create a cluster
Lisa Vaysman, Daria Barysheva
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To upload a bundle to ADCM, follow the steps:

The steps for cluster creation are given below:

To Table of Contents

Step 1. Download a cluster bundle

Step 2. Upload a cluster bundle to ADCM

Step 3. Create a cluster based on the uploaded bundle

In ADCM, a cluster means a set of services running on a set of hosts.

Clusters distributions for ADCM are made in the form of so-called bundles . Generally a bundle is a regular archive that includes a description and software logic of cluster

deployment and exploitation.

The steps for adding a cluster to ADCM are listed below.

Step 1. Download a cluster bundle

Go to https://network.arenadata.io/  and choose Arenadata Monitoring.

Switch to the bundle download page

1.

On the next page, download a bundle for the required version of ADM.2.

Step 2. Upload a cluster bundle to ADCM

Select the Bundles item in the left navigation menu and click Upload bundle.1.

Select a bundle in the Open File Dialog.

Upload a bundle

2.

As a result of the performed actions, a bundle is displayed on the Bundles page.

The result of successful uploading a bundle

3.

Step 3. Create a cluster based on the uploaded bundle

IMPORTANT

When creating a cluster via the ADCM web interface, you generate a new ADCM cluster instance. It means only adding the cluster to ADCM — at this stage no

services are deployed.

Select the Clusters item in the left navigation menu and click Create cluster.

Switch to cluster creation

1.

In the opened dialog, describe a new cluster instance:

Select an uploaded cluster bundle in the Product field.

Select a bundle version in the Product version field. Several versions become available in the case of different versions of the same bundle being uploaded.

Enter a cluster name in the Cluster name field.

Enter a cluster description in the Description field if necessary.

Set the I accept Terms of Agreement flag to sign the license agreement. This flag is displayed only for Enterprise bundles. To read the agreement text, refer to the Terms of

Agreement link. You can also sign the license agreement on the Bundles page by clicking the desired product bundle.

Click Create.

Create a cluster

2.

As a result, the created cluster instance is displayed on the Clusters page.

The result of successful cluster creation

3.
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Add services
Lisa Vaysman, Daria Barysheva

In ADCM, a service means a software that performs some function. Examples of services for ADM clusters: Grafana and VictoriaMetrics. The steps for adding services to a cluster are

listed below:

To Table of Contents

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Services tab on the cluster page and click Add services (Add service in first versions of ADCM).

Switch to adding services

2.

In the opened dialog, select services that should be added to the cluster and click Add.

Select services

The brief description of available services is listed below.

Services that can be added to the ADM cluster

Service Mandatory Purpose

VictoriaMetrics Yes A time series database (TSDB) that is designed to collect and analyze application and

infrastructure metrics

Grafana No A web service that allows you to create various sets of graphs and alerts for visualization of

monitoring metrics

3.

As a result, the added services are displayed on the Services tab.

The result of successful adding services to a cluster

4.

NOTE

You can also add services later. The process of adding new services to already running cluster does not differ from installing a service from scratch.
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Add hosts to a cluster
Lisa Vaysman, Daria Barysheva

The steps for adding hosts to a cluster are listed below:

To Table of Contents

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Hosts tab on the cluster page and click Add hosts.

Switch to adding hosts

2.

In the opened dialog, select hosts that should be added to the cluster and click Add.

Select hosts

3.

As a result, the added hosts are displayed on the Hosts tab.

The result of successful adding hosts to a cluster

4.
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Add components
Lisa Vaysman, Daria Barysheva

In ADCM, a component means a part of a service that should be deployed on one or several cluster hosts. For example, the VictoriaMetrics service consists of such components as

VictoriaMetrics Insert, VictoriaMetrics Select, and VictoriaMetrics Storage.

The steps for adding components to hosts are listed below:

Starting with ADCM 2.2.0 , you can use another mapping mode — by hosts. To do this, switch on the Hosts mode toggle and map components to hosts by clicking Add components

for each host sequentially.

Use mapping by hosts

To Table of Contents

IMPORTANT

Initially, there are no components on any of cluster hosts. You should map components to hosts manually.

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Mapping tab on the cluster page.

Switch to mapping service components

2.

In the window that opens, map components to hosts. To assign hosts for each component, click Add hosts and select hosts in the pop-up window.

Select hosts for a component

Mandatory components

Each service can have mandatory and optional components. Mandatory components are highlighted in red. The ADCM UI also displays how many mandatory components

should be installed.

Mandatory components

When distributing components, it is important to consider the following:

Component co-location on a host. You can either install all components of an ADM cluster on a single host or distribute them among several hosts depending on your

requirements. In particular, the VictoriaMetrics Insert, VictoriaMetrics Storage, and VictoriaMetrics Select components can be installed on the same host. Distributing them

across several hosts provides minimal performance advantage, which is offset by higher operational complexity and resource overhead.

Changes to host number. Once the VictoriaMetrics Storage component has been installed, if you subsequently change the number of hosts for this component, you must

restart the VictoriaMetrics Insert component via the Restart .

Replication factor calculations. To ensure fault tolerance in case of a host loss, calculate the minimum number of hosts with the VictoriaMetrics Storage component installed

using the following formula: 2 * N - 1  (where N  is the replication factor value). For example, a replication factor of 2 requires a minimum of 3 hosts with the

VictoriaMetrics Storage component.

If the number of such hosts is lower than required to maintain the target replication factor, ADCM still allows cluster creation. In this case, the VictoriaMetrics Insert

component writes metrics only to the available hosts running the VictoriaMetrics Storage component.

Monitoring VictoriaMetrics Storage availability

To monitor and identify VictoriaMetrics Storage host losses, check the following indicators on the VictoriaMetrics Insert side:

Internal metrics. Connection failures cause an increase in the vm_rpc_dial_errors_total , vm_rpc_connection_errors_total , or

vm_rpc_handshake_errors_total  counters. You can view them in a browser at http://<vminsert-host>:8480/metrics . Alternatively, connect to

the VictoriaMetrics Insert host via SSH and run:

Example output indicating a failed host with the VictoriaMetrics Storage component ( gau-ub3 ):

VictoriaMetrics Insert logs ( docker logs ). Look for the cannot dial storageNode …  connection refused  error messages. To view the service

logs, connect to the VictoriaMetrics Insert host via SSH and run:

Example log entry indicating a failed host with the VictoriaMetrics Storage component:

Network utilities. You can also connect to the VictoriaMetrics Insert hosts via SSH and use standard Linux tools (such as ss  or netstat ) to verify

connectivity to the VictoriaMetrics Storage hosts.

3.

CAUTION

Without assigning a necessary number of hosts to mandatory components, the component mapping cannot be saved.

action

$ curl -s httр://localhost:8480/metrics | grep -E 
"vm_rpc_dial_errors|vm_rpc_connection_errors|vm_rpc_handshake_errors"

vm_rpc_connection_errors_total{name="vminsert", addr="gau-ub3․develop․yc․adsw․io:8400", rpc_call="metric_rows"} 1
vm_rpc_dial_errors_total{name="vminsert", addr="gau-ub3․develop․yc․adsw․io:8400", rpc_call="metric_rows"} 7718
vm_rpc_handshake_errors_total{name="vminsert", addr="gau-ub3․develop․yc․adsw․io:8400", rpc_call="metric_rows"} 1

$ sudo docker logs vminsert

2026-06-19T13:45:12․123Z  error  VictoriaMetrics/app/vminsert/main․go:142  cannot dial storageNode "gau-ub3․
develop․yc․adsw․io:8400": dial tcp 192․168․1․10:8400: connect: connection refused

After component distribution is completed, click Save.

Save mapping of components

4.
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Configure services
Lisa Vaysman, Daria Barysheva

After adding all necessary services, you can configure its parameters. The steps for configuring cluster services are listed below:

To Table of Contents

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Services tab on the cluster page, find the row that contains the desired service, and click its name in the Name column.

Switch to configuring a service

2.

In the window that opens:

Open the Primary Configuration tab.

Switch on the Show advanced toggle.

Fill in configuration parameters of the selected service. The fields highlighted in red are mandatory.

Click Save.

Configure a service

3.
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Configure a cluster
Lisa Vaysman, Daria Barysheva
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The Configuration → Primary configuration tab allows you to configure the general cluster settings.

Available configuration parameters are listed below:

The Reliability control section. It is displayed if the Show advanced switch is activated. The section contains the following parameters:

retries — the number of retries for cluster operations ( 20  by default);

delay — the delay between retries in seconds ( 10  by default);

timeout — timeout for checks of network ports in seconds ( 60  by default).

The SSL Configuration section. It is displayed if the Show advanced switch is activated. The section contains the following parameters:

Parameter Description Default value

SSL enabled Indicates whether SSL is enabled or not false

Certificate file An absolute file path to the Privacy-Enhanced Mail (PEM) certificate on

the cluster hosts. The file must contain Subject Alternative Name (SAN):

FQDN

short hostname

localhost

primary IP address

127.0.0.1

/opt/adm/tls/server.crt

Private key file An absolute file path to the private key on the cluster hosts /opt/adm/tls/server.key

The cluster configuration window

The Configuration → Configuration groups tab is designed to set cluster configuration groups. For details, please see Set up configuration groups .

The Configuration → Ansible settings tab allows you to set Ansible configuration options at the cluster level. The tab is available starting with ADCM 2.2.0 .

Ansible settings

Name Description Default

forks The number of parallel processes to spawn when communicating with

remote hosts

5

To Table of Contents

Primary configuration

Configuration groups

Ansible settings

After creation a new cluster, you can configure it by performing the following steps:

IMPORTANT

There is usually no need to change cluster configuration parameters. You can leave all parameters at the default values.

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Configuration tab on the cluster page. The Configuration tab includes the following sections: Primary configuration, Configuration groups, Ansible settings.2.

Fill in all necessary parameters on the selected tab and click Save.3.

Primary configuration

Configuration groups

Ansible settings
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There are two ways to install cluster services:

In both cases each service starts automatically after installation.

To install all cluster services within a single action, follow the steps:

To install one or several cluster services manually, add these services to the cluster and then perform the actions described below.

ADCM starts a single job for installation process, as well as for any other task. You can find out about the status of jobs more specifically on the Jobs page.

The Jobs page

The successful completion of the service installation is determined by the transition of the job from the running  status to the success  status on the Jobs page. If the job fails, it

switches to the failed  status. In this case, it is possible to see more detailed information about the errors that occurred by clicking the failed job on the Jobs page. The window with

the job’s inner steps is opened. Click the subjob’s name for additional information on the current step.

Switch to subjob details

A job page contains two sections: ansible [ stdout] and ansible [ stderr ]. These are technical logs of the job that include information from standard I/O streams stdout/stderr. These

logs can help to understand what caused the problems.

There can also be the optional third section ansible [ check ]. These are the logs of the most frequent errors checks. The description of these errors is more simple and specific, than in

two previous technical logs.

The contents of all three sections should be studied if errors occur.

Job details

As a result of successful installation, the cluster and its services change their state according to the following rules:

The cluster state, displayed in the State field on the Clusters page, is being changed from created  to installed .

The cluster state after successful installation

The state of cluster services, displayed on the Services tab of the cluster page, is being changed from created  to installed .

The state of cluster services after successful installation

In the address bar of your browser, enter an address of the host on which Grafana is deployed and add a port number — the value of the Grafana port parameter is located in the

Configuration section of the  (the default value is 3000 ). For example, http://10.92.40.107:3000.

To log in, use admin  as a username, and the Admin password parameter value (also found in the Configuration section of the Grafana service) as a password.

VictoriaMetrics has three separate web interfaces:

VictoriaMetrics Insert

VictoriaMetrics Select

VictoriaMetrics Storage

To access VictoriaMetrics web interfaces, enter an address of the host where VictoriaMetrics is deployed with its respective port number into the browser address bar. Find specific

port numbers on the Configuration → Ports Configuration tab (see ):

VictoriaMetrics Insert: the vminsert HTTP port parameter (the default value is 8480 ). Example: http://10.92.40.169:8480.

VictoriaMetrics Select: the vmselect HTTP port parameter (the default value is 8481 ). Example: http://10.92.40.169:8481.

VictoriaMetrics Storage: the vmstorage HTTP port parameter (the default value is 8482 ). Example: http://10.92.40.169:8482.

To Table of Contents

Step 1. Installation

Whole cluster

Single services

Step 2. View installation results

Step 3. Check the cluster state after the installation

Step 4. View metrics

Grafana web interface

VictoriaMetrics web interfaces

Step 1. Installation

Whole cluster. In this method all services are installed automatically one by one after applying the Install action to a cluster.1.

Single services. In this method each service is installed manually after applying one or more actions to it. This way is also suitable for installing new services in the already

deployed cluster.

2.

IMPORTANT

The installation must be performed on a clean host without prior installation of related or similar software.

Whole cluster

Apply the Install action to the cluster selected on the Clusters page by clicking the icon in the Actions column.

Switch to the whole cluster installation

1.

Verify the requested action in the opened window.

Verify the action

2.

Wait until the job is completed.3.

Single services

CAUTION

Notice that services are installed one by one. Do not install another service until the installation of the previous one is completed.

Open the Services tab on the cluster page. For each service that should be installed, click the icon in the Actions column and select the Install action.

Switch to installation of single services

1.

Verify the action in the opened window.

Verify the action

2.

Wait until the job is completed. Then check that the service state has changed from created  to installed .3.

Repeat the previous actions for other services that should be installed.4.

Step 2. View installation results

Step 3. Check the cluster state after the installation

Step 4. View metrics

Grafana web interface

Grafana service

VictoriaMetrics web interfaces

Configure services

NOTE

Links to the Grafana and VictoriaMetrics web interfaces are also available on the Info tab of the corresponding services. To access them, go to your cluster page,

select the required service on the Services tab, and open the Info tab.
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Offline installation

To Table of Contents

This topic describes offline installation of ADM. It can be applied to the hosts without access to the Internet.

For offline installation, you need to install and configure Arenadata Enterprise Tools (ET). ET is a solution that provides the necessary infrastructure for Arenadata product deployment in

environments with limited internet access. The solution is a part of the Arenadata data platform. It provides the repositories necessary for installing and updating the platform

components.

The process of offline installation via ADCM includes the following steps.

Install ADCM

Step 1.

Prepare hosts

Step 2.

Install ET cluster

Step 3.

Install ADM cluster

Step 4.
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Install ADCM
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ADCM is a software that is distributed in the form of a Docker image. To install it, you need:

One of the following operating systems:

Ubuntu

Ubuntu 22.04 LTS

CentOS

CentOS 7.9

RHEL

RHEL 7.9

RHEL 9

ALT Linux

ALT Linux 8.4 SP

ALT Linux 10.2 SP

Astra Linux SE

Astra Linux SE 1.7.6 Orel

Astra Linux SE 1.8.4 Orel

Astra Linux SE 1.7.6 Voronezh

Astra Linux SE 1.8.4 Voronezh

RED OS

RED OS 7.3 Certified edition

RED OS 8.0 Certified edition

A user account with sudo  privileges.

Access to the official repositories of CentOS Extras and CentOS Base. These repositories are available in the operating system by default. However, if they were disabled, you need

to enable them before proceeding (for example, by editing the repository configuration file in the /etc/yum.repos.d/ directory).

The software package installer YUM/APT.

The hardware that meets the following conditions:

CPU: 4 CPU cores;

RAM: 16 GB;

HDD: 50 GB.

To grant the user the necessary rights to install ADCM, perform the steps described below.

Grant the root  privileges for the user:

CentOS 7.9/RHEL 7.9/RED OS 7.3/ALT Linux 8.4 SP

where <user>  is a username.

Ubuntu 22.04 LTS/Astra Linux SE 1.7.6 Orel

where <user>  is a username.

Make sure that the /etc/sudoers file contains the record specified below depending on the operating system with the following command:

To return to the command line, press Esc , type :q! , and press Enter .

CentOS 7.9/RHEL 7.9/RED OS 7.3

Ubuntu 22.04 LTS/Astra Linux SE 1.7.6 Orel

ALT Linux 8.4 SP

Below are the step-by-step procedures of Docker installation on the examples of several operating systems supported by ADCM. These steps may differ for operating system versions

other than those specified on tabs.

CentOS 7.9/RHEL 7.9

Ubuntu 22.04 LTS

ALT Linux 8.4 SP

Astra Linux SE 1.7.6 Orel

RED OS 7.3

To disable SELinux permanently, set SELINUX=disabled  in the /etc/selinux/config file, and reboot your system.

You can edit the file via the vi  or vim  command:

The content of the changed file should look like this:

You can also disable SELinux temporarily via the following command:

Still, it is strongly recommended to disable SELinux permanently, so that it does not restart on each system reboot.

If you use the firewalld service, stop it before installing ADCM.

Before stopping firewalld, make sure that it is installed, started, and enabled:

The example of the command execution result:

Stop firewalld:

As an alternative, you can disable the firewalld service, so that it will not apply rules to network packets:

If in the future you want to access the Docker CLI without using root  privileges, you should create a docker  user group (if it does not exist) and add the current user to this group

with the certain rights:

After running these commands, you should re-login under the current user.

Offline ADCM installation includes the following steps:

ADCM is just a container operated by Docker. So you are able to use simple Docker commands to start and stop ADCM:

To stop ADCM, use the following command.

To start ADCM, use the following command.

In order to provide the automatic start of the Docker container after unexpected errors, use the following command.

To make sure that the Docker container adcm  is successfully deployed, run the following command:

The example of the command execution result is listed below. Make sure that the STATUS  value is equal to Up .

After ADCM is installed and started, its web interface should become available on the 8000  port of the deployed container.

For Ubuntu 22.04, first install the packages required for executing the netstat  command:

You can check the 8000 port availability using these commands:

The netstat  command — to display information about port listening.

The example of the command execution result:

The curl  command — to check the URL connection.

The example of the command execution result:

To log in to ADCM, use the user with administrator rights that is created by default:

User: admin

Password: admin

Log in to ADCM

Later you can change the password if necessary. To do this:

For successful communication between ADCM and product clusters deployed via ADCM, it is important to correctly define the external ADCM address. This address is used by cluster

components for sending information about their state to ADCM. To specify the ADCM URL, use the environment variable DEFAULT_ADCM_URL  when creating the ADCM container. If

you did not specify that variable, you should manually install the URL in the ADCM web interface. To do this, follow the steps:

The ADCM update process depends on the installation method of ADCM.

You can also try offline ADCM update in situations without Internet access.

To upgrade ADCM that was installed without using ADCM Installer  offline, follow these steps:
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Step 5. Update ADCM

ADCM requires a separate host. Before installing ADCM, we recommend to read its documentation .

The installation steps are listed below.

Step 1. Check prerequisites

Software and hardware requirements

IMPORTANT

The following system requirements are minimal. The target sizing should be calculated based on the customer requirements.

IMPORTANT

Starting with ADCM 2.7.0 , any Container Registry Client with downloaded images of ADPG, ADCM, and ADCM Installer will be required to install ADPG without

the Internet connection and use it as the ADCM database. The installation is done via the ADCM Installer  by specifying the URL of the local storage of the

ADCM and ADPG images.

$ sudo usermod -aG wheel <user>

$ sudo usermod -aG sudo <user>

$ sudo vi /etc/sudoers

## Allows people in group wheel to run all commands
%wheel  ALL=(ALL)       ALL

# Allow members of group sudo to execute any command
%sudo   ALL=(ALL:ALL) ALL

## Uncomment to allow members of group wheel to execute any command
WHEEL_USERS ALL=(ALL:ALL) ALL

Install Docker

CAUTION

Do not install Docker from the official Docker site . Instead, use the official repositories of your Linux distribution. The repositories provided by operating system

developers tend to be more stable and secure.

Using root  privileges, update all packages that are currently installed in your system:1.

$ sudo yum update -y

Install the packages required for Docker installation and usage:

where:

yum-utils  is the package that provides the yum-config-manager  utility;

device-mapper-persistent-data  and lvm2  are packages required by the devicemapper storage driver.

2.

$ sudo yum install -y yum-utils docker device-mapper-persistent-data lvm2

Start Docker:3.

$ sudo systemctl start docker

Enable Docker as a system service:4.

$ sudo systemctl enable docker

Using root  privileges, update all packages that are currently installed in your system:1.

$ sudo apt-get update

Install the packages required for Docker installation and usage:

where:

ca-certificates  is the package of Root CA certificates;

curl  is the package for working with web resources.

Confirm the use of additional disk space during the execution of the command.

2.

$ sudo apt-get install ca-certificates curl

Add the official GPG key for the Docker repository:3.

$ sudo install -m 0755 -d /etc/apt/keyrings
$ sudo curl -fsSL httрs://download․docker․com/linux/ubuntu/gpg -o /etc/apt/keyrings/docker․asc
$ sudo chmod a+r /etc/apt/keyrings/docker․asc

Add the Docker repository:4.

$ echo \
"deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker․asc] httрs://download․docker․com/linux/ubuntu \
$(․ /etc/os-release && echo "jammy") stable" | \
sudo tee /etc/apt/sources․list․d/docker․list > /dev/null

Update all packages, including packages for the Docker repository:5.

$ sudo apt-get update

Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

6.

$ sudo apt-get install docker-ce docker-ce-cli containerd․io docker-buildx-plugin docker-compose-plugin

Start Docker:7.

$ sudo systemctl start docker

Enable Docker as a system service:8.

$ sudo systemctl enable docker

Using root  privileges, update all packages that are currently installed in your system:1.

$ sudo apt-get update

Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

2.

$ sudo apt-get install docker-engine

Start and enable Docker as a system service:3.

$ sudo systemctl enable --now docker

Using root  privileges, update all packages that are currently installed in your system:1.

$ sudo apt-get update

Install the packages required for Docker installation and usage:

where:

ca-certificates  is the package of Root CA certificates;

curl  is the package for working with web resources;

net-tools  is the package for controlling the network subsystem of the Linux kernel, in particular for executing the netstat  command.

Confirm the use of additional disk space during the execution of the command.

2.

$ sudo apt-get install ca-certificates curl net-tools

Add the official GPG key for the Docker repository:3.

$ curl -fsSL httрs://download․docker․com/linux/debian/gpg | sudo apt-key add -

Add the Docker repository:4.

$ echo "deb [arch=amd64] httрs://download․docker․com/linux/debian stretch stable" | sudo tee -a /etc/apt/sources․list

Update all packages, including packages for the Docker repository:5.

$ sudo apt-get update

Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

6.

$ sudo apt install docker-ce docker-ce-cli containerd․io

Start Docker:7.

$ sudo systemctl start docker

Enable Docker as a system service:8.

$ sudo systemctl enable docker

Install Docker Engine:

Confirm the use of additional disk space during the execution of the command.

1.

$ sudo dnf install docker-ce docker-ce-cli

Start and enable Docker as a system service:2.

$ sudo systemctl enable docker --now

Disable SELinux

NOTE

It is recommended to disable SELinux only if CentOS 7.9 or RHEL 7.9 is used.

$ sudo vi /etc/selinux/config

# This file controls the state of SELinux on the system․
# SELINUX= can take one of these three values:
#       enforcing - SELinux security policy is enforced․
#       permissive - SELinux prints warnings instead of enforcing․
#       disabled - SELinux is fully disabled․
SELINUX=disabled
# SELINUXTYPE= type of policy in use․ Possible values are:
#       targeted - Only targeted network daemons are protected․
#       strict - Full SELinux protection․
SELINUXTYPE=targeted

$ sudo setenforce 0

CAUTION

Do not forget to reboot your host after SELinux is disabled.

Stop firewalld

$ sudo systemctl status firewalld

● firewalld․service - firewalld - dynamic firewall daemon
   Loaded: loaded (/usr/lib/systemd/system/firewalld․service; enabled; vendor preset: enabled)
   Active: active (running) since Mon 2024-12-02 10:02:57 UTC; 3min 25s ago
     Docs: man:firewalld(1)
 Main PID: 3023 (firewalld)
    Tasks: 2
   Memory: 22․8M
   CGroup: /system․slice/firewalld․service
           └─3023 /usr/bin/python2 -Es /usr/sbin/firewalld --nofork --nopid

$ sudo systemctl stop firewalld

$ sudo systemctl disable firewalld

Allow access to the Docker CLI without root privileges

$ sudo groupadd docker
$ sudo usermod -a -G docker $USER

Step 2. Install ADCM

Get an archive with the sh.xz extension that contains a special installation shell script from the Arenadata support team.1.

Make a directory on the host where ADCM should be deployed, and put the received archive into it.2.

Unpack the archive into the created directory using any of the available methods.3.

NOTE

Running the command can take some time. Please wait until it is completed.

Load the Docker image to the local storage using the received script:

where <script_name>  is the full script name with the extension (for example, adcm_2.5.0.sh).

The example of a successful command execution result:

4.

$ sudo bash <script_name> unpack_adcm

Loaded image: hub․arenadata․io/adcm/adcm:2․5․0

Create and start a new container based on the downloaded image:5.

$ sudo docker run --name adcm -p 8000:8000 -v /opt/adcm:/adcm/data -e DB_HOST="<DATABASE_HOSTNAME_OR_IP_ADDRESS>" -e DB_PORT="
<DATABASE_TCP_PORT>" -e DB_USER="<DATABASE_USERNAME>" -e DB_NAME="<DATABASE_NAME>" -e DB_PASS="<DATABASE_USER_PASSWORD>" -e 
DB_OPTIONS="<DATABASE_OPTIONS>" hub․arenadata․io/adcm/adcm:<version>

Step 3. Start ADCM

$ sudo docker stop adcm

$ sudo docker start adcm

$ sudo docker update --restart=on-failure adcm

NOTE

For more information about Docker restart policies, refer to the Docker documentation .

If you allowed your user to access the Docker CLI without root  privileges, then you can omit the sudo  keyword from the commands listed above.

Step 4. Check installation

Check the Docker container status

$ sudo docker container ls

CONTAINER ID        IMAGE                               COMMAND             CREATED             STATUS              PORTS                
NAMES
74b5628146e5        hub․arenadata․io/adcm/adcm:2․0   "/etc/startup․sh"   4 days ago          Up 21 minutes       0․0․0․0:8000-
>8000/tcp   adcm

Check the 8000 port availability

$ sudo apt-get install net-tools

$ sudo netstat -ntpl | grep 8000

tcp6       0      0 :::8000                 :::*                    LISTEN                                             
1514/docker-proxy-c

$ curl httр://localhost:8000

<!doctype html>
<html lang="en">
<head>
  <meta charset="utf-8">
  <title>Arenadata Cluster Manager</title>
  <base href="/">
  <meta name="viewport" content="width=device-width, initial-scale=1">
  <link rel="icon" type="image/x-icon" href="assets/favicon․ico">
<link rel="stylesheet" href="styles․10db6328264e0907c52f․css"></head>
<body>
  <app-root></app-root>
<script src="runtime-es2015․7eb406ed18bf0258cd35․js" type="module"></script><script src="runtime-es5․7eb406ed18bf0258cd35․js" 
nomodule defer></script><script src="polyfills-es5․2e224d70daec4412d3c2․js" nomodule defer></script><script src="polyfills-
es2015․37e0553ac06970d6a5b5․js" type="module"></script><script src="main-es2015․39851da0ebf9ed6fec45․js" type="module">
</script><script src="main-es5․39851da0ebf9ed6fec45․js" nomodule defer></script></body>
</html>

Check the ADCM web-interface

Open the user profile in the left navigation menu.1.

Enter the current password in the Current password field.2.

Fill in the New password field.3.

Confirm a new password in the Confirm password field.4.

Click Save.

Change the admin password

5.

Set the ADCM URL

Select the Settings item in the left navigation menu.1.

Expand the Global Options node in the tree of configuration settings.2.

Click the ADCM’s URL field value.

The Settings page

3.

In the window that opens, edit the ADCM’s URL field value and click Apply.

Change the ADCM URL

4.

Click Save to apply changes.

Save the ADCM URL

5.

Step 5. Update ADCM

CAUTION

General recommendations and limitations

Before upgrading, it is strongly recommended to back up ADCM data. For more information, see Backup and restore .

Downgrade of the ADCM version is not supported.

It is not recommended to update ADCM more than 5 minor versions ahead (see <minor>  in the versioning format below).

Before upgrading ADCM to version 2.7 , migrate  data from SQLite to PostgreSQL. Migration can be performed in any ADCM version up to and including

2.6 .

Version restrictions during upgrade

Version 2.10  is mandatory for installation and cannot be skipped. Direct upgrade from versions lower than 2.10  to 2.11  and later is not supported.

If installed clusters contain products with an outdated contract version , a warning about unsupported contract versions is displayed in the Docker

container logs.

If installed clusters contain products with an unsupported contract version, the Docker container startup is stopped. Such products should be updated to a

supported version.

Stop and remove the adcm  container:1.

$ sudo docker rm -f adcm

NOTE

For customers who use Enterprise editions of products, it is possible to contact the Arenadata support team to get an archive with the sh.xz extension that

contains a special installation shell script. After stopping the adcm  container, the ADCM update process includes the installation according to the instruction

.

Download the required Docker image from the Arenadata Docker Registry on a host that has Internet access:

where <version>  is a desired ADCM image version in one of the following formats:

<major>.<minor>.<patch>  — if you need a specific ADCM patch. For example, 2.0.0 .

<major>.<minor>  — if you need the last patch within the selected ADCM version. For example, 2.0 .

2.

$ sudo docker pull hub․arenadata․io/adcm/adcm:<version>

IMPORTANT

latest  was used for earlier versions of ADCM and is no longer supported starting from version 2.0.0 .

Before ADCM 2.0.0 , the following format was used for versioning: YYYY.MM.DD.HH .

Save the Docker image to a .tar file:

where <file_name>  is the full name of the created file with the extension (for example, adcm_2.5.0_arenadata.tar).

3.

$ sudo docker save -o <file_name> hub․arenadata․io/adcm/adcm:<version>

NOTE

Running the command can take some time. Please wait until it is completed.

Copy the saved file from the current host to a host without Internet connection using any available methods.4.

IMPORTANT

Make sure you have configured access to hosts and necessary file permissions.

Load the Docker image from the .tar file:

where <file_path>  is the absolute path to the .tar file with the Docker image.

The example of a successful command execution result:

5.

$ sudo docker load -i <file_path>

Loaded image: hub․arenadata․io/adcm/adcm:2․5․0

Create and start a new container based on the downloaded image:6.

$ sudo docker run --name adcm -p 8000:8000 -v /opt/adcm:/adcm/data -e DB_HOST="<DATABASE_HOSTNAME_OR_IP_ADDRESS>" -e DB_PORT="
<DATABASE_TCP_PORT>" -e DB_USER="<DATABASE_USERNAME>" -e DB_NAME="<DATABASE_NAME>" -e DB_PASS="<DATABASE_USER_PASSWORD>" -e 
DB_OPTIONS="<DATABASE_OPTIONS>" hub․arenadata․io/adcm/adcm:<version>

NOTE

For more information on the environment variables ( DB_HOST , DB_PORT , DB_USER , DB_NAME , DB_PASS , and DB_OPTIONS ), see the Installation

article.
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Prepare hosts

To manage a cluster and its nodes via ADCM, it is necessary to prepare hosts for a cluster and link these hosts to ADCM. This is the function of ADCM hostproviders — special plugins

for ADCM, which encapsulate the complex mechanism of interaction between ADCM and the hosts controlled by it.

ADCM supports several types of hostproviders. For more information on how to configure hostproviders and use them to create hosts, refer to the following documentation:

SSH

Yandex Cloud

VCloud (VMware)

Cloud.ru Advanced

CROC Cloud

For offline installation, the SSH hostprovider is recommended.

To Table of Contents

CAUTION

When creating ADM hosts via ADCM, you should specify their FQDNs.
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Create a cluster
Lisa Vaysman

Contents

Please get a cluster bundle from the Arenadata support team.

To upload a bundle to ADCM, follow the steps:

The steps for cluster creation are given below:

To Table of Contents

Step 1. Get the Enterprise version of a cluster bundle

Step 2. Upload a cluster bundle to ADCM

Step 3. Create a cluster based on the uploaded bundle

In ADCM, a cluster means a set of services running on a set of hosts.

Clusters distributions for ADCM are made in the form of so-called bundles . Generally a bundle is a regular archive that includes a description and software logic of cluster

deployment and exploitation.

The steps for adding a cluster to ADCM are listed below.

Step 1. Get the Enterprise version of a cluster bundle

Step 2. Upload a cluster bundle to ADCM

Select the Bundles item in the left navigation menu and click Upload bundle.1.

Select a bundle in the Open File Dialog.

Upload a bundle

2.

As a result of the performed actions, a bundle is displayed on the Bundles page.

The result of successful uploading a bundle

3.

Step 3. Create a cluster based on the uploaded bundle

IMPORTANT

When creating a cluster via the ADCM web interface, you generate a new ADCM cluster instance. It means only adding the cluster to ADCM — at this stage no

services are deployed.

Select the Clusters item in the left navigation menu and click Create cluster.

Switch to cluster creation

1.

In the opened dialog, describe a new cluster instance:

Select an uploaded cluster bundle in the Product field.

Select a bundle version in the Product version field. Several versions become available in the case of different versions of the same bundle being uploaded.

Enter a cluster name in the Cluster name field.

Enter a cluster description in the Description field if necessary.

Set the I accept Terms of Agreement flag to sign the license agreement. This flag is displayed only for Enterprise bundles. To read the agreement text, refer to the Terms of

Agreement link. You can also sign the license agreement on the Bundles page by clicking the desired product bundle.

Click Create.

Create a cluster

2.

As a result, the created cluster instance is displayed on the Clusters page.

The result of successful cluster creation

3.
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Add services
Lisa Vaysman, Daria Barysheva

In ADCM, a service means a software that performs some function. The steps for adding services to a cluster are listed below:

To Table of Contents

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Services tab on the cluster page and click Add services (Add service in first versions of ADCM).

Switch to adding services

2.

In the opened dialog, select services that should be added to the cluster and click Add.

Select services

The brief description of available services is listed below.

Services that should be added to the Enterprise Tools cluster

Service Purpose

HTTP Mirror A service used for hosting packages of the repositories that are needed for offline installation of products

Docker Registry A service used to store Docker Images that are needed for offline installation of products

3.

NOTE

The CoreDNS service is deprecated — do not select it. The Diamond, Graphite, and Grafana services are used for building monitoring — they will be described

separately.

As a result, the added services are displayed on the Services tab.

The result of successful adding services to a cluster

4.
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Add hosts to a cluster
Lisa Vaysman, Daria Barysheva

The steps for adding hosts to a cluster are listed below:

To Table of Contents

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Hosts tab on the cluster page and click Add hosts.

Switch to adding hosts

2.

In the opened dialog, select hosts that should be added to the cluster and click Add.

Select hosts

3.

As a result, the added hosts are displayed on the Hosts tab.

The result of successful adding hosts to a cluster

4.
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Add components
Lisa Vaysman, Daria Barysheva

In ADCM, a component means a part of a service that should be deployed on one or several cluster hosts.

The steps for adding components to hosts are listed below:
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IMPORTANT

Initially, there are no components on any of cluster hosts. You should map components to hosts manually.

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Mapping tab on the cluster page.

Switch to mapping service components

2.

In the window that opens, map components to hosts. To assign hosts for each component, click Add hosts and select hosts in the pop-up window.

Select hosts for a component

3.

After component distribution is completed, click Save.

Save mapping of components

4.
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Install a cluster
Lisa Vaysman, Daria Barysheva
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The last step of adding a new Enterprise Tools cluster is to install its services. To do this:

In addition to installing the ET services, it is required to upload all installation files and images to an initialized HTTP repository and Docker Registry on the host where the ET cluster is

deployed. It is necessary for future offline deployment of Arenadata products.

Disk space consumption specifics

During the execution of the Upload Pack action in ADCM, disk space is actively used due to the specifics of data processing:

As a result, total disk space consumption can significantly exceed the size of the original packages (two times or more). If there is not enough space at any stage (extraction,

temporary file creation, or Docker image loading), an error of the following type can occur: ApplyLayer exit status 1 …  no space left on device .

Check the amount of available disk space for the following directories:

Docker data storage directory (path specified in the Docker Root Dir  parameter);

ET installation directory (/opt/arenadata/etools/);

temporary directories (/tmp).

Before uploading packages, it is recommended to match their size with the available disk space. Ensure that the /opt/arenadata/etools/ directory (or any other selected

directory) has sufficient free space for .tar.gz archives based on the disk space check results performed using the commands below.

In case of insufficient disk space errors, perform the following steps on the host:

To upload the packages, perform the following steps:

The steps for checking the installation results are listed below:

To Table of Contents

Step 1. Run installation

Step 2. Upload packages for offline installation

Step 3. Verify results

Step 1. Run installation

Apply the Install action to the cluster selected on the Clusters page by clicking the icon in the Actions column.

Switch to cluster installation

1.

In the opened dialog box, on the Configuration tab:

Enable the Offline Install toggle.

In the Packfile field, enter a full path to the shell script that is received from the Arenadata support team.

Click Next.

Configure installation parameters

2.

On the Raising concerns tab:

If necessary, enable the Raise non-blocking concern toggle to run the action without blocking  the cluster during action execution.

Click Next.

3.

On the Confirmation tab:

Add a comment with a brief description of the changes .

Select the Verbose checkbox to display additional information about the action execution on the Jobs page.

Click Run.

4.

Wait until the installation process is completed.

Cluster installation is completed

5.

NOTE

In case of errors, you can find logs on the Jobs page.

Step 2. Upload packages for offline installation

Archive extraction: packages are extracted into the installation directory (/opt/arenadata/etools/ by default or another selected directory).1.

Temporary files: files are created in system directories (for example, /tmp).2.

Docker images: temporary layers are created by Docker in the data storage directory (the directory specified in the Docker Root Dir  parameter — for example,

/var/lib/docker).

3.

Determine the Docker data storage directory:

The result should look like this:

1.

$ sudo docker info | grep 'Docker Root Dir'

Docker Root Dir: /var/lib/docker

Check available disk space:2.

$ sudo df -h /var/lib/docker
$ sudo df -h /opt/arenadata/etools
$ sudo df -h /tmp

NOTE

If the command output for the specified directories shows the same mount point (the Mounted on  column), it means that the directories are located in the

same filesystem and use a common disk space. In this case, refer to the value in the Avail  column for that filesystem rather than for each directory

separately.

Check actual disk space usage:3.

$ sudo du -sh /var/lib/docker
$ sudo du -sh /opt/arenadata/etools
$ sudo docker image ls

If necessary, remove unused Docker objects:4.

IMPORTANT

The command removes unused Docker images, containers, networks, and temporary data used by various services and applications on the server, not

only ET components.

Before running the command, ensure that the resources being removed are not used by other services or applications.

$ sudo docker system prune -a

Apply the Upload Pack action to the cluster selected on the Clusters page by clicking the icon in the Actions column.

Switch to uploading packages

1.

In the opened dialog box, on the Configuration tab:

In the Packfile field, enter a full path to the shell script received from the Arenadata support team.

Click Next.

Configure package upload parameters

2.

On the Raising concerns tab:

If necessary, enable the Raise non-blocking concern toggle to run the action without blocking  the cluster during action execution.

Click Next.

3.

On the Confirmation tab:

Add a comment with a brief description of the changes .

Select the Verbose checkbox to display additional information about the action execution on the Jobs page.

Click Run.

4.

Wait until the upload process is completed.5.

NOTE

In case of errors, you can find logs on the Jobs page.

Step 3. Verify results

Check that ports 443  and 81  are listened at the host where cluster is installed. The first port is used by the Docker Registry service, the second one — by the HTTP Mirror

service.

The result should look like this:

1.

$ sudo netstat -ntlp|grep L|grep -E "81|443"

tcp        0      0 0․0․0․0:443             0․0․0․0:*               LISTEN      30124/docker-proxy
tcp        0      0 0․0․0․0:81              0․0․0․0:*               LISTEN      68462/docker-proxy

Check that the /opt/arenadata/etools/httprepo/packages/arenadata-repo folder exists at the host where the cluster is installed. This folder should contain the data necessary for

offline installation of the products that you have chosen before getting a shell script from the Arenadata support team.

2.

$ ls -la /opt/arenadata/etools/httрrepo/packages/arenadata-repo
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Create a cluster
Lisa Vaysman, Daria Barysheva

Contents

Please get a cluster bundle from the Arenadata support team.

To upload a bundle to ADCM, follow the steps:

The steps for cluster creation are given below:

To Table of Contents

Step 1. Get the Enterprise version of a cluster bundle

Step 2. Upload a cluster bundle to ADCM

Step 3. Create a cluster based on the uploaded bundle

In ADCM, a cluster means a set of services running on a set of hosts.

Clusters distributions for ADCM are made in the form of so-called bundles . Generally a bundle is a regular archive that includes a description and software logic of cluster

deployment and exploitation.

The steps for adding a cluster to ADCM are listed below.

Step 1. Get the Enterprise version of a cluster bundle

Step 2. Upload a cluster bundle to ADCM

Select the Bundles item in the left navigation menu and click Upload bundle.1.

Select a bundle in the Open File Dialog.

Upload a bundle

2.

As a result of the performed actions, a bundle is displayed on the Bundles page.

The result of successful uploading a bundle

3.

Step 3. Create a cluster based on the uploaded bundle

IMPORTANT

When creating a cluster via the ADCM web interface, you generate a new ADCM cluster instance. It means only adding the cluster to ADCM — at this stage no

services are deployed.

Select the Clusters item in the left navigation menu and click Create cluster.

Switch to cluster creation

1.

In the opened dialog, describe a new cluster instance:

Select an uploaded cluster bundle in the Product field.

Select a bundle version in the Product version field. Several versions become available in the case of different versions of the same bundle being uploaded.

Enter a cluster name in the Cluster name field.

Enter a cluster description in the Description field if necessary.

Set the I accept Terms of Agreement flag to sign the license agreement. This flag is displayed only for Enterprise bundles. To read the agreement text, refer to the Terms of

Agreement link. You can also sign the license agreement on the Bundles page by clicking the desired product bundle.

Click Create.

Create a cluster

2.

As a result, the created cluster instance is displayed on the Clusters page.

The result of successful cluster creation

3.
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Add services
Lisa Vaysman, Daria Barysheva

In ADCM, a service means a software that performs some function. Examples of services for ADM clusters: Grafana and VictoriaMetrics. The steps for adding services to a cluster are

listed below:

To Table of Contents

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Services tab on the cluster page and click Add services (Add service in first versions of ADCM).

Switch to adding services

2.

In the opened dialog, select services that should be added to the cluster and click Add.

Select services

The brief description of available services is listed below.

Services that can be added to the ADM cluster

Service Mandatory Purpose

VictoriaMetrics Yes A time series database (TSDB) that is designed to collect and analyze application and

infrastructure metrics

Grafana No A web service that allows you to create various sets of graphs and alerts for visualization of

monitoring metrics

3.

As a result, the added services are displayed on the Services tab.

The result of successful adding services to a cluster

4.

NOTE

You can also add services later. The process of adding new services to already running cluster does not differ from installing a service from scratch.
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Add hosts to a cluster
Lisa Vaysman, Daria Barysheva

The steps for adding hosts to a cluster are listed below:

To Table of Contents

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Hosts tab on the cluster page and click Add hosts.

Switch to adding hosts

2.

In the opened dialog, select hosts that should be added to the cluster and click Add.

Select hosts

3.

As a result, the added hosts are displayed on the Hosts tab.

The result of successful adding hosts to a cluster

4.
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Add components
Lisa Vaysman, Daria Barysheva

In ADCM, a component means a part of a service that should be deployed on one or several cluster hosts. For example, the VictoriaMetrics service consists of such components as

VictoriaMetrics Insert, VictoriaMetrics Select, and VictoriaMetrics Storage.

The steps for adding components to hosts are listed below:

Starting with ADCM 2.2.0 , you can use another mapping mode — by hosts. To do this, switch on the Hosts mode toggle and map components to hosts by clicking Add components

for each host sequentially.

Use mapping by hosts

To Table of Contents

IMPORTANT

Initially, there are no components on any of cluster hosts. You should map components to hosts manually.

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Mapping tab on the cluster page.

Switch to mapping service components

2.

In the window that opens, map components to hosts. To assign hosts for each component, click Add hosts and select hosts in the pop-up window.

Select hosts for a component

Mandatory components

Each service can have mandatory and optional components. Mandatory components are highlighted in red. The ADCM UI also displays how many mandatory components

should be installed.

Mandatory components

When distributing components, it is important to consider the following:

Component co-location on a host. You can either install all components of an ADM cluster on a single host or distribute them among several hosts depending on your

requirements. In particular, the VictoriaMetrics Insert, VictoriaMetrics Storage, and VictoriaMetrics Select components can be installed on the same host. Distributing them

across several hosts provides minimal performance advantage, which is offset by higher operational complexity and resource overhead.

Changes to host number. Once the VictoriaMetrics Storage component has been installed, if you subsequently change the number of hosts for this component, you must

restart the VictoriaMetrics Insert component via the Restart .

Replication factor calculations. To ensure fault tolerance in case of a host loss, calculate the minimum number of hosts with the VictoriaMetrics Storage component installed

using the following formula: 2 * N - 1  (where N  is the replication factor value). For example, a replication factor of 2 requires a minimum of 3 hosts with the

VictoriaMetrics Storage component.

If the number of such hosts is lower than required to maintain the target replication factor, ADCM still allows cluster creation. In this case, the VictoriaMetrics Insert

component writes metrics only to the available hosts running the VictoriaMetrics Storage component.

Monitoring VictoriaMetrics Storage availability

To monitor and identify VictoriaMetrics Storage host losses, check the following indicators on the VictoriaMetrics Insert side:

Internal metrics. Connection failures cause an increase in the vm_rpc_dial_errors_total , vm_rpc_connection_errors_total , or

vm_rpc_handshake_errors_total  counters. You can view them in a browser at http://<vminsert-host>:8480/metrics . Alternatively, connect to

the VictoriaMetrics Insert host via SSH and run:

Example output indicating a failed host with the VictoriaMetrics Storage component ( gau-ub3 ):

VictoriaMetrics Insert logs ( docker logs ). Look for the cannot dial storageNode …  connection refused  error messages. To view the service

logs, connect to the VictoriaMetrics Insert host via SSH and run:

Example log entry indicating a failed host with the VictoriaMetrics Storage component:

Network utilities. You can also connect to the VictoriaMetrics Insert hosts via SSH and use standard Linux tools (such as ss  or netstat ) to verify

connectivity to the VictoriaMetrics Storage hosts.

3.

CAUTION

Without assigning a necessary number of hosts to mandatory components, the component mapping cannot be saved.

action

$ curl -s httр://localhost:8480/metrics | grep -E 
"vm_rpc_dial_errors|vm_rpc_connection_errors|vm_rpc_handshake_errors"

vm_rpc_connection_errors_total{name="vminsert", addr="gau-ub3․develop․yc․adsw․io:8400", rpc_call="metric_rows"} 1
vm_rpc_dial_errors_total{name="vminsert", addr="gau-ub3․develop․yc․adsw․io:8400", rpc_call="metric_rows"} 7718
vm_rpc_handshake_errors_total{name="vminsert", addr="gau-ub3․develop․yc․adsw․io:8400", rpc_call="metric_rows"} 1

$ sudo docker logs vminsert

2026-06-19T13:45:12․123Z  error  VictoriaMetrics/app/vminsert/main․go:142  cannot dial storageNode "gau-ub3․
develop․yc․adsw․io:8400": dial tcp 192․168․1․10:8400: connect: connection refused

After component distribution is completed, click Save.

Save mapping of components

4.
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Configure services
Lisa Vaysman, Daria Barysheva

After adding all necessary services, you can configure its parameters. The steps for configuring cluster services are listed below:

To Table of Contents

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Services tab on the cluster page, find the row that contains the desired service, and click its name in the Name column.

Switch to configuring a service

2.

In the window that opens:

Open the Primary Configuration tab.

Switch on the Show advanced toggle.

Fill in configuration parameters of the selected service. The fields highlighted in red are mandatory.

Click Save.

Configure a service

3.
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Configure a cluster
Lisa Vaysman, Daria Barysheva

Contents

The Configuration → Primary configuration tab allows you to configure the general cluster settings.

Available configuration parameters are listed below:

The Reliability control section. It is displayed if the Show advanced switch is activated. The section contains the following parameters:

retries — the number of retries for cluster operations ( 20  by default);

delay — the delay between retries in seconds ( 10  by default);

timeout — timeout for checks of network ports in seconds ( 60  by default).

The SSL Configuration section. It is displayed if the Show advanced switch is activated. The section contains the following parameters:

Parameter Description Default value

SSL enabled Indicates whether SSL is enabled or not false

Certificate file An absolute file path to the Privacy-Enhanced Mail (PEM) certificate on

the cluster hosts. The file must contain Subject Alternative Name (SAN):

FQDN

short hostname

localhost

primary IP address

127.0.0.1

/opt/adm/tls/server.crt

Private key file An absolute file path to the private key on the cluster hosts /opt/adm/tls/server.key

The cluster configuration window

The Configuration → Configuration groups tab is designed to set cluster configuration groups. For details, please see Set up configuration groups .

The Configuration → Ansible settings tab allows you to set Ansible configuration options at the cluster level. The tab is available starting with ADCM 2.2.0 .

Ansible settings

Name Description Default

forks The number of parallel processes to spawn when communicating with

remote hosts

5

To Table of Contents

Primary configuration

Configuration groups

Ansible settings

After creation a new cluster, you can configure it by performing the following steps:

IMPORTANT

There is usually no need to change cluster configuration parameters. You can leave all parameters at the default values.

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Configuration tab on the cluster page. The Configuration tab includes the following sections: Primary configuration, Configuration groups, Ansible settings.2.

Fill in all necessary parameters on the selected tab and click Save.3.

Primary configuration

Configuration groups

Ansible settings
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Import ET settings
Lisa Vaysman, Daria Barysheva

In order to determine that a new cluster should be installed offline, it is necessary to integrate it with the previously created Enterprise Tools (ET) cluster. Follow the steps:

To Table of Contents

IMPORTANT

This step should be performed only in the case of offline installation.

Select a cluster on the Clusters page. To do this, click a cluster name in the Name column.

Select a cluster

1.

Open the Import tab in the cluster menu.2.

Select Docker Registry and HTTP Mirror services of the previously created ET cluster.3.

Click Import.

Integration with a ET cluster

4.

NOTE

After successful import, the data stored locally in the Enterprise Tools cluster can be used at the cluster installation stage. So there is no need to extract this data

via Internet.
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Install a cluster
Lisa Vaysman, Daria Barysheva

Contents

There are two ways to install cluster services:

In both cases each service starts automatically after installation.

To install all cluster services within a single action, follow the steps:

To install one or several cluster services manually, add these services to the cluster and then perform the actions described below.

ADCM starts a single job for installation process, as well as for any other task. You can find out about the status of jobs more specifically on the Jobs page.

The Jobs page

The successful completion of the service installation is determined by the transition of the job from the running  status to the success  status on the Jobs page. If the job fails, it

switches to the failed  status. In this case, it is possible to see more detailed information about the errors that occurred by clicking the failed job on the Jobs page. The window with

the job’s inner steps is opened. Click the subjob’s name for additional information on the current step.

Switch to subjob details

A job page contains two sections: ansible [ stdout] and ansible [ stderr ]. These are technical logs of the job that include information from standard I/O streams stdout/stderr. These

logs can help to understand what caused the problems.

There can also be the optional third section ansible [ check ]. These are the logs of the most frequent errors checks. The description of these errors is more simple and specific, than in

two previous technical logs.

The contents of all three sections should be studied if errors occur.

Job details

As a result of successful installation, the cluster and its services change their state according to the following rules:

The cluster state, displayed in the State field on the Clusters page, is being changed from created  to installed .

The cluster state after successful installation

The state of cluster services, displayed on the Services tab of the cluster page, is being changed from created  to installed .

The state of cluster services after successful installation

In the address bar of your browser, enter an address of the host on which Grafana is deployed and add a port number — the value of the Grafana port parameter is located in the

Configuration section of the  (the default value is 3000 ). For example, http://10.92.40.107:3000.

To log in, use admin  as a username, and the Admin password parameter value (also found in the Configuration section of the Grafana service) as a password.

VictoriaMetrics has three separate web interfaces:

VictoriaMetrics Insert

VictoriaMetrics Select

VictoriaMetrics Storage

To access VictoriaMetrics web interfaces, enter an address of the host where VictoriaMetrics is deployed with its respective port number into the browser address bar. Find specific

port numbers on the Configuration → Ports Configuration tab (see ):

VictoriaMetrics Insert: the vminsert HTTP port parameter (the default value is 8480 ). Example: http://10.92.40.169:8480.

VictoriaMetrics Select: the vmselect HTTP port parameter (the default value is 8481 ). Example: http://10.92.40.169:8481.

VictoriaMetrics Storage: the vmstorage HTTP port parameter (the default value is 8482 ). Example: http://10.92.40.169:8482.

To Table of Contents

Step 1. Installation

Whole cluster

Single services

Step 2. View installation results

Step 3. Check the cluster state after the installation

Step 4. View metrics

Grafana web interface

VictoriaMetrics web interfaces

Step 1. Installation

Whole cluster. In this method all services are installed automatically one by one after applying the Install action to a cluster.1.

Single services. In this method each service is installed manually after applying one or more actions to it. This way is also suitable for installing new services in the already

deployed cluster.

2.

IMPORTANT

The installation must be performed on a clean host without prior installation of related or similar software.

Whole cluster

Apply the Install action to the cluster selected on the Clusters page by clicking the icon in the Actions column.

Switch to the whole cluster installation

1.

Verify the requested action in the opened window.

Verify the action

2.

Wait until the job is completed.3.

Single services

CAUTION

Notice that services are installed one by one. Do not install another service until the installation of the previous one is completed.

Open the Services tab on the cluster page. For each service that should be installed, click the icon in the Actions column and select the Install action.

Switch to installation of single services

1.

Verify the action in the opened window.

Verify the action

2.

Wait until the job is completed. Then check that the service state has changed from created  to installed .3.

Repeat the previous actions for other services that should be installed.4.

Step 2. View installation results

Step 3. Check the cluster state after the installation

Step 4. View metrics

Grafana web interface

Grafana service

VictoriaMetrics web interfaces

Configure services

NOTE

Links to the Grafana and VictoriaMetrics web interfaces are also available on the Info tab of the corresponding services. To access them, go to your cluster page,

select the required service on the Services tab, and open the Info tab.
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Grafana service management via ADCM
Lisa Vaysman

The ADCM  UI provides actions to manage the Grafana service and its components. For information on how to run service actions, refer to .

The actions available for the Grafana service are listed in the table below.

Grafana service actions

Action Description

Check Runs service-specific tests to check the health of the service and its components

Restart Restarts the service. When you run this action, the option Apply configs from ADCM is available. If it is set to

true , all service configurations defined in ADCM settings will be applied during the service restart.

Otherwise, the service restarts without applying configurations from ADCM

Start Starts the Grafana service. When you run this action, the option Apply configs from ADCM is available. If it is

set to true , all service configurations defined in ADCM settings will be applied at service startup. Otherwise,

the service starts without applying configurations from ADCM

Stop Stops the Grafana service

Uninstall Uninstalls the Grafana service. However, Grafana data and provisioning files are not deleted from the host

where they were stored (see section Grafana of )

Grafana component actions

Action Description

Restart Restarts the component on all cluster hosts

Start Starts the component on all cluster hosts

Stop Stops the component on all cluster hosts

To Table of Contents

Service actions

Configuration parameters
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VictoriaMetrics service management via ADCM
Lisa Vaysman

Contents

The following actions are supported for all VictoriaMetrics components.

Action Description

Restart Restarts the component on all cluster hosts

Start Starts the component on all cluster hosts

Stop Stops the component on all cluster hosts

If you need to restart VictoriaMetrics components individually via component actions, trigger their Restart actions in the following order:

To Table of Contents

VictoriaMetrics components actions

Restart VictoriaMetrics components

The ADCM  UI provides actions to manage the VictoriaMetrics service and its components. For information on how to run service actions, refer to .

The actions available for the VictoriaMetrics service are listed in the table below.

Action Description

Check Runs service-specific tests to check the health of the service and its components

Restart Restarts the service. When you run this action, the option Apply configs from ADCM is available. If it is set to

true , all service configurations defined in ADCM settings will be applied during the service restart.

Otherwise, the service restarts without applying configurations from ADCM

Start Starts the VictoriaMetrics service. When you run this action, the option Apply configs from ADCM is available.

If it is set to true , all service configurations defined in ADCM settings will be applied at service startup.

Otherwise, the service starts without applying configurations from ADCM

Stop Stops the VictoriaMetrics service

Uninstall Uninstalls the VictoriaMetrics service. VictoriaMetrics Storage data is not deleted from the host where it was

stored (see section VictoriaMetrics → Storage Settings of )

Service actions

Configuration parameters

VictoriaMetrics components actions

Restart VictoriaMetrics components

Restart the VictoriaMetrics Storage component.1.

NOTE

On large data volumes, the VictoriaMetrics Storage component may take a significant amount of time to restart (see the VictoriaMetrics documentation ).

Data ingestion and querying are completely unavailable during the restart. Although the VictoriaMetrics Insert and VictoriaMetrics Select components remain

running, they cannot process data until the VictoriaMetrics Storage component is up and running.

Restart the VictoriaMetrics Insert component. The restart finishes almost instantly because the component is stateless, so data ingestion stops only for a brief moment.2.

Restart the VictoriaMetrics Select component. The restart completes almost instantly, so metrics visualization in Grafana is interrupted only for a brief moment.3.
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Cluster actions
Lisa Vaysman

You can manage an ADM cluster on the Clusters page in the ADCM  UI.

The Clusters page

Refer to ADCM documentation  for an overview of the Clusters page and common actions.

The following actions are available for the ADM cluster:

To Table of Contents

Check

Manage SSL

Restart

Start

Stop
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Check
Lisa Vaysman

The Check action verifies whether the ADM services work correctly. It sequentially runs service-specific tests for each service to check the health of the service and its components.

To run an action, go to 

Clusters

 page, click in the 

Actions

 column, and select the action from the drop-down list that appears.

Execute the "Check" action

When you choose an action, ADCM displays a dialog window to confirm the choice. In this dialog window, you can select the Verbose checkbox to see additional execution details.

The "Run an action" window

You can find execution process and result of the action on the Jobs page. On this page, you can view action execution details, including verbose Ansible STDOUT/STDERR outputs.

To Table of Contents
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Manage SSL
Lisa Vaysman

The Manage SSL action allows you to control the SSL encryption of all services in the ADM cluster. For additional information on SSL settings, see Requirements for SSL certificates

.

To run an action, go to Clusters page, click  in the Actions column, and select the action from the drop-down list that appears.

Execute the "Manage SSL" action

When you choose an action, ADCM displays a dialog window where you can specify SSL settings listed in the table below.

SSL settings

Parameter Description Default value

Certificate file An absolute file path to the Privacy-Enhanced Mail (PEM) certificate on
the cluster hosts. The file must contain Subject Alternative Name (SAN):

FQDN

short hostname

localhost

primary IP address

127.0.0.1

/opt/adm/tls/server.crt

Private key file An absolute file path to the private key on the cluster hosts /opt/adm/tls/server.key

To enable SSL, run the action with the Enable SSL parameter group active and the parameters filled in.

Enable SSL with the "Manage SSL" action

After you specify the parameters, click Run. In the action confirmation window that appears, you can select the Verbose checkbox to see additional execution details.

To disable SSL, run the Manage SSL action with the Enable SSL parameter group inactive.

Disable SSL with the "Manage SSL" action

During the execution of the Manage SSL action, ADCM stops all services one by one, reconfigures them to enable or disable SSL encryption, then starts the services and checks

them.

You can find execution process and result of the action on the Jobs page. On this page, you can view action execution details, including verbose Ansible STDOUT/STDERR outputs.

To Table of Contents
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Restart
Lisa Vaysman

The Restart action stops and then starts all services of the cluster.

To run an action, go to 

Clusters

 page, click in the 

Actions

 column, and select the action from the drop-down list that appears.

Execute the "Restart" action

The dialog window of the Restart action contains the Apply configs from ADCM setting. If the value true  is selected, then the services are launched taking into account all the

parameters specified in the settings of these services in ADCM. Otherwise, the settings of these services in ADCM are ignored. Next, confirm the action by clicking Next and Run.

The "Run an action" window

You can find execution process and result of the action on the Jobs page. On this page, you can view action execution details, including verbose Ansible STDOUT/STDERR outputs.

The Restart cluster action automatically restarts all cluster services and their components in the optimal logical order.

During restart, the cluster services are unavailable. If the VictoriaMetrics Storage component contains a large volume of data, the cluster restart process may take long time to

complete (see the VictoriaMetrics documentation ).

Alternatively, you can use the Restart  of a particular service or its component to manually restart only required services or components one after another.

To Table of Contents

action

NOTE

Grafana can be restarted at any moment independently of VictoriaMetrics. Once the VictoriaMetrics Select component is up and running, Grafana

automatically connects to it to fetch metrics for display. The VictoriaMetrics Select component, subsequently, retrieves data from the VictoriaMetrics Storage

component as soon as this component becomes operational.

If both Grafana and VictoriaMetrics have been running and then VictoriaMetrics is restarted, then it is not necessary to restart Grafana (Grafana reconnects to

VictoriaMetrics automatically).
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Start
Lisa Vaysman

The Start action starts all the services installed in the ADM cluster.

To run an action, go to Clusters page, click in the Actions column, and select the action from the drop-down list that appears.

Execute the "Start" action

The dialog window of the Start action contains the Apply configs from ADCM setting. If the value true  is selected, then the services are launched taking into account all the

parameters specified in the settings of these services in ADCM. Otherwise, the settings of these services in ADCM are ignored. Next, confirm the action by clicking Next and Run.

The "Run an action" window

You can find execution process and result of the action on the Jobs page. On this page, you can view action execution details, including verbose Ansible STDOUT/STDERR outputs.

Alternatively, you can use the Start  of a particular service or its component to manually start only required services or components one after another.

To Table of Contents

action

3c3 e a8



Stop
Lisa Vaysman

The Stop action stops all the services installed in the ADM cluster.

To run an action, go to Clusters page, click in the Actions column, and select the action from the drop-down list that appears.

Execute the "Stop" action

When you choose an action, ADCM displays a dialog window to confirm the choice. In this dialog window, you can select the Verbose checkbox to see additional execution details.

The "Run an action" window

You can find execution process and result of the action on the Jobs page. On this page, you can view action execution details, including verbose Ansible STDOUT/STDERR outputs.

Alternatively, you can use the Stop  of a particular service or its component to manually stop only required services or components one after another.

To Table of Contents

IMPORTANT

Stopping the ADM cluster completely stops data ingestion via the VictoriaMetrics Insert component and query processing via the VictoriaMetrics Select

component. The ADM cluster services will not work until you start the cluster again.

action
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Service actions
Lisa Vaysman

ADCM  UI provides a convenient way to interact with ADM services via actions. To perform an action on a service, do the following:

Running service actions

Refer to ADCM documentation  for an overview of the Services tab and common actions. For more information on actions for each ADM service, refer to the following links:

To Table of Contents

On the Clusters page, select the ADM cluster you want to work with.1.

On the cluster page that opens, go to Services.2.

Click Actions for the service you need. The list of actions available for the given service is displayed in the drop-down.

3.

Grafana

VictoriaMetrics
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Configuration parameters
Lisa Vaysman

Contents

Replication Settings

Parameter Description Default value

Replication Factor Number of the hosts with the VictoriaMetrics Storage component used for replicating

each metric.

For details on replication factor calculations depending on the hosts number, see 

 or 

2

Deduplication Interval The deduplication interval that, when configured correctly, prevents the overlapping of

duplicate metric points, which can result in a sawtooth pattern on your Grafana

dashboards.

It is recommended to keep the default value ( 1ms ) to ensure stable cluster replication

out of the box. You can change this value to match the scrape interval of your metrics

source, if necessary.

Large deduplication intervals (e.g. 1m  or higher) increase memory consumption on hosts

with the VictoriaMetrics Storage and VictoriaMetrics Select components installed, as the

system must buffer more data to compare and deduplicate incoming metrics.

Format value using ms  (milliseconds), s  (seconds), m  (minutes), or h  (hours).

Example: 1ms . Combined values are not supported (e.g. 1s500ms  is invalid). Entering

an invalid value will result in the VictoriaMetrics service failing to run

1ms

Security settings

Parameter Description Default value

pprof_authkey The authentication key used to restrict access to the built-in Go profiler

( /debug/pprof/ ) endpoints on the VictoriaMetrics Insert, VictoriaMetrics Select, and

VictoriaMetrics Storage components.

ADCM always stores this key encrypted with Ansible Vault, so the ADCM UI displays it as a

string starting with $ANSIBLE_VAULT;1.1;AES256 . You can manage the key as

follows:

Authentication. To authenticate requests to the profiler, pass the decrypted key as an

HTTP Authorization  header or as an authKey  query parameter. The query

parameter takes priority.

URL template:

http://<host>:<port>/debug/pprof/?authKey=<decrypted_key>

Example: http://10.92.40.169:8482/debug/pprof/?
authKey=xLUPib7YKNQuz0l6X9TrbncF

Where:

<host>  is the host address where the corresponding VictoriaMetrics component

is deployed.

<port>  is a port number of the corresponding VictoriaMetrics component (see

).

<decrypted_key>  is the plaintext value of the key. To find it, log in to the host via

SSH and run ps aux | grep pprofAuthKey .

Changing the key. Enter any plaintext string to use as the new authentication key. It will

be encrypted by ADCM automatically.

Leaving the key value empty disables authentication, making the profiling endpoints

publicly accessible without a password.

 — 

To Table of Contents

Grafana

VictoriaMetrics

This article describes the parameters that can be configured for ADM services via ADCM. To read about the configuring process, refer to the relevant articles for  and 

installation.

online offline

NOTE

Some of the parameters become visible in the ADCM UI after the Show advanced flag being set.

Grafana

Parameter Description Default value

Grafana data path Path to the Grafana data storage on the host where Grafana is deployed. If changed, the

changes apply only after performing the  and then Install service actions

/opt/adm/grafana/data

Grafana provisioning path Path to the Grafana provisioning files on the host where Grafana is deployed. If changed, the

changes apply only after performing the  and then Install service actions

/opt/adm/grafana/provisi

oning

Grafana port HTTP port for the Grafana web interface 3000

Admin username Grafana administrator username used to log in to the Grafana web interface admin

Admin password Password for the Grafana administrator. ADCM uses it to automatically create credentials (a

system user and its API token) for dashboard synchronization

 — 

Uninstall

Uninstall

VictoriaMetrics

Add

components (online installation) Add components (offline installation)

Storage Settings

Parameter Description Default value

Retention Period Metrics retention period. Metrics older than this value are automatically deleted from the

storage.

The minimum retention period supported by VictoriaMetrics is 1 day ( 1d ) or 24 hours

( 24h ).

Indefinite retention is not supported by VictoriaMetrics. To retain data long-term, specify

an arbitrarily high duration, such as 100 years ( 100y ).

Format value using d  (days), w  (weeks), M  (months), or y  (years). Combined values

are also supported. Examples: 7d , 2w , 1M , 1y , 1M2w .

If you reduce the retention period, data older than the new limit is not deleted instantly

upon service restart. VictoriaMetrics removes expired metrics gradually in the background

1M

Storage Data Path Path to the VictoriaMetrics Storage data on the host where the VictoriaMetrics Storage

component is deployed.

If changed, the changes apply only after restarting the VictoriaMetrics Storage

component. See 

To change the storage location without losing metrics history, stop the VictoriaMetrics

Storage component and copy the data directory to the new location (e.g. using rsync ).

Then, update this parameter in ADCM and start the VictoriaMetrics Storage component.

VictoriaMetrics will automatically recognize and load the historical data from the new path

/opt/adm/vmstorage/da

ta

the VictoriaMetrics service actions

Ports Configuration

Parameter Description Default value

vminsert HTTP Port HTTP port used by the VictoriaMetrics Insert component to accept incoming metrics from

agents like vmagent or Prometheus via the Prometheus-compatible remote_write protocol

8480

vmselect HTTP Port HTTP port used by the VictoriaMetrics Select component to accept PromQL queries from

visualization tools like Grafana

8481

vmstorage HTTP Port HTTP port used by the VictoriaMetrics Storage component to handle health checks and

self-monitoring metrics requests

8482

vmstorage vminsert RPC

Port

TCP port used by the VictoriaMetrics Storage component to receive incoming metrics

data from the VictoriaMetrics Insert component via an internal RPC protocol

8400

vmstorage vmselect

RPC Port

TCP port used by the VictoriaMetrics Storage component to accept data read requests

from the VictoriaMetrics Select component via an internal RPC protocol

8401

Ports Configuration
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ADM releases
Lisa Vaysman
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Date: 26.06.2026

New features

Initial release of Arenadata Monitoring (ADM) 5.0.0

 based on VictoriaMetrics

Support for centralized long-term metrics storage using VictoriaMetrics Cluster

Support for metrics collection via vmagent

Integration with Grafana  for metrics visualization and dashboards

Support for delivery of product-specific Grafana dashboards

Support for collecting metrics from Prometheus-based monitoring systems via the remote_write protocol

Support for fault-tolerant metrics storage through VictoriaMetrics replication mechanisms

ADM bundle is available only in Enterprise Edition

Misc/Internal

ADM 5.0.0 is a new monitoring platform built on a completely new technology stack based on VictoriaMetrics

Upgrade from legacy ADM 4.x releases (up to the final version 4.4) to ADM 5.0.0 is not supported

Migration of historical data from ADM 4.x to ADM 5.0.0 is not supported

The new ADM 5.0.0 cluster must be deployed and operated completely independently of any existing ADM 4.x installations

To Table of Contents

5.0.0

5.0.0

Introduction of a centralized monitoring platform
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Version compatibility matrix
Lisa Vaysman

ADM version ADCM min version

5.0.0 2.10

To Table of Contents
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Arenadata Monitoring

Arenadata Monitoring (ADM) is a set of services that provide collection, storage, and visualization of monitoring metrics for Arenadata products. The core ADM services are:

VictoriaMetrics  — a time series database (TSDB) that is designed to collect and analyze application and infrastructure metrics.

Grafana  — a web service that allows you to create various sets of graphs and alerts for visualization of monitoring metrics.

To Table of Contents

IMPORTANT

ADM 5.0.0 brings a new stack of components different from earlier versions of the product. Consequently, you cannot upgrade ADM to version 5.0.0, you have to

use clean installation.
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