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Arenadata Cluster Manager (ADCM) provides an efficient way to
deploy and manage all data services of a company regardless of the
infrastructure used — in the cloud, on-premises or as PaaS-services.
By dividing the data platform into two logically untied layers — the
infrastructure layer and the applications layer — the operation of the
entire platform becomes predictable, flexible, and repeatable.
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ADCM possibilities

Arenadata Cluster Manager (ADCM) is a data platform as a service solution (DPaaS) that simplifies deployment and management of data services on-premises, in private or public
clouds. By splitting data landscape into two independent management layers — infrastructure layer and application layer — your platform becomes flexible, predictable and
repeatable.

ADCM allows installing, configuring, and upgrading clusters via pressing a button in the graphical interface or via API request. All setup for an operating system, services, network,
as well as disks mounting, is made automatically. ADCM assets manifest themselves to the fullest extent while working with heterogeneous infrastructure: you have the ability to
place data services at various infrastructure objects — clouds, on-premises, or PaaS services.
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ADCM interaction with heterogeneous infrastructure

ADCM possibilities

Service possibilities:

B |nstalling and configuring.

® Upgrading.

® Managing.

®  Monitoring.

E Configuring access rights.

® |ntegration with other services.

E  Containerization.

Infrastructure possibilities:

= Creating and removing virtual machines.

Configuring an operating system.

Monitoring.

User management.

Configuring access rights.

Additional possibilities:
®  Configuring security rules in ADCM.
E Open ADCM API.

= Open format for creating new bundles — add your own services and infrastructure.
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ADCM main idea is to provide a simple user interface that produces enough data to run Ansible scripts on a number of hosts.
ADCM architecture is based on the following components:

= Nginx. Ensures ADCM availability (for example, in case of many users present) by distributing the load in front of WebUI. Nginx starts on the 8000 port. Nginx's main purpose for
ADCM is to act as a proxy that redirects user queries to WebUI.

= WebUI. Receives user queries redirected by Nginx.

m Status Server. Receives heartbeats from hosts, services, and their components, as well as WebUI events. Sends web sockets to WebUI. Status Server is implemented in Go
programming language.

= Backend Server. Contacts Status Server via the REST API and receives host, service, and component heartbeats. Backend Server is able to read and write data to the database and
to invoke job runners to run Ansible commands.

m Database. Stores various data encrypted via Ansible Vault in the form of Ansible secrets.

= Background job. Works on various background tasks (for example, removing some data from the database according to the time period specified in ADCM). Background jobs use a
database to receive information on how often they should run.

= Ad hoc job runner. Prepares environment to run Ansible via creating an inventory file, then runs Ansible command. For cluster and hostprovider, a job runner starts the set of some
commands at host to affect the whole cluster performance (for example, starting a service, configuring files, or installing packages). Job runner works asynchronously: the browser
running ADCM does not get locked, and after the process is completed, the result gets written into the database to be accessed by the Backend Server. Job runner prepares the
environment from an inventory file every time an Ansible command is run, which is implied by the Ad hoc prefix (meaning "created for a particular purpose"). Each job runner is not a
thread, but a separate process (in UNIX terms).
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ADCM architecture


https://docs.ansible.com/
https://go.dev/doc/
https://restfulapi.net/
https://docs.ansible.com/ansible/latest/user_guide/vault.html
https://docs.ansible.com/ansible/latest/user_guide/vault.html#creating-encrypted-variables
https://docs.ansible.com/ansible/2.3/intro_inventory.html
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Supported services

Supported cloud providers

Supported services

ADCM supports deployment and management of product services.

Currently supported services are listed below according to their products.

ADB

= Greenplum

ADH

= Airflow
= Flink

= HBase
= HDFS
= Hive

= Phoenix
= Solr

= Spark
= Sgoop
m Tez

= YARN
= Zeppelin

= ZooKeeper

ADPG

m PostgreSQL

ADPS

m Ranger

m Solr

ADQM

m Clickhouse

JADN

= KSQL

= Kafka

= Kafka REST Proxy
= Kafka-Manager
= MiNiFi

m Nifi

= Nifi-Registry

= Schema-Registry

m ZooKeeper

Supported cloud providers

ADCM supports working with virtual machines for certain cloud providers. Supported virtual machines actions are creation, deletion, switching on and off, and changing settings.

Currently supported cloud providers are:
m Yandex

m VK Cloud

m VCloud

m Cloud.ru Advanced

m CROC


https://cloud.yandex.ru/
https://cloud.vk.com/
https://vcloud-linx.it-grad.ru/
https://cloud.ru/ru/advanced
https://console.cloud.croc.ru/
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A reverse proxy server is a type of proxy server that sits behind the firewall in a private network and directs client requests to the appropriate backend server. A reverse proxy provides
additional level of abstraction and control to ensure smooth flow of network traffic between clients and servers.

You may want to use reverse proxy for TLS termination, caching and compressing content, or some other purpose.

Here is an example of Nginx configuration file:

server {
listen 443 ss1;
server_name <your_adcm_domain>;

ssl_certificate example.crt;
ssl_certificate_key example.key;
ssl_protocols TLSv1l TLSv1l.1 TLSv1.2;
ssl_ciphers HIGH:!'aNULL: !'MD5;

access_log /var/log/nginx/adcm.access.log;
client_max_body_size 60M;

location / {
proxy_pass http://<ip_adcm>:<port_adcm>;
proxy_read_timeout 90;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header Host $host;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto https;

location /ws {
proxy_pass http://<ip_adcm>:<port_adcm>;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header Host $host;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
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When a new bundle is loaded into ADCM, information about the prototypes is added based on the description specified in the bundle when it was developed. The following sections

describe the process of integrating ADCM and the new bundle.

Load the bundle

When the bundle is loaded into ADCM, the backend receives a request that triggers the process described below.

All bundle files are unpacked and put into the file system (<adcm container mount point>/bundle/<bundle hash>). Each bundle is unpacked to its corresponding directory and has a

unigue hash. This allows playbooks and roles of different products not to be mixed up — each playbook is stored inside its corresponding bundle.

After unpacking the bundle, ADCM parses a special file called config.yaml or config.yml. This file can be located in any directory of the bundle. There may be multiple config.yaml files —

in which case ADCM finds all files with that name the bundle contains.

After searching for the config.yaml files, each of these files undergoes processing. This processing involves creating prototype entities in ADCM based on their descriptions in the

config.yaml files. This is how metainformation about ADCM objects is created. The backend interacts with the database: all the described prototypes, their actions, configurations, and

other related information are written into the database.

[ ADCM (Web) ]

bundle archive

upload the product

AN

bundle is
, uploaded

7

[ ADCM (Backend) ]

W

extract the bundle archive contents to
<adcm container mount point>/bundle/<bundle hash>

on file sytem \
7

get config.y(a)ml

content \
7

parse config.y(a)ml

y4
N\

add bundle entity

@ ADCM DB

N
7
loop: Save prototype definition
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| 7
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Start an action
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When starting an action on an ADCM object, metainformation about that action is requested from the database (for example, whether it contains the config or config_jinja

configuration that should be requested from the user before running the action, or whether the components need to be placed on the hc_acl host). The backend returns this

metainformation, and the Ul uses it to generate appropriate forms to interact with the user.

The metainformation from the backend is also used to generate a task that is sent to the task runner for processing, which generates a chain of jobs, each of which is then run by the

job runner. In essence, the job runner starts the Ansible playbooks that are specified in the script section of the action or subaction. When running, these Ansible playbooks can call

Ansible modules and plugins added during the bundle development.

@ User

[ ADCM (Web) ]

[ ADCM (Backend) ]
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NV
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N
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@ ADCM DB
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N\
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\/

form action task and chain pf jobs

y
N\

loop: launch job execution

prepare enviroment for ansible-playbooks:

inventory, tags, etc

launch ansible-
playbook

opt:

return ansible-
playbook execution

4

ADCM ansible
plugins usage

result
€

save job result

save task result
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Sequence diagram for action launch
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The hierarchy model for internal ADCM objects is presented in the schema below.

Cluster

Cluster

e bundle

Service 1 Service 2
p
Host 1 Host 2 Host 3 Host 4
Component Component Component Component Infrastructure
- bundle
Hostprovider
ADCM object model

You can find more information on the ADCM objects on the following pages:

m Bundle

m Hostprovider
m Host

m Cluster

m Service

m Component

EapcM
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Bundle is a delivery unit in ADCM. New extensions and parts come in bundles. Essentially, a bundle is a tarball that contains information on cluster content, services and components,
configuration files, and actions that can be performed on bundle objects.

Bundles come in two types:
m cluster bundle;
® infrastructure bundle.

The cluster bundle allows you to create and manage a cluster, while infrastructure bundle allows you to add support of various hostproviders (for example, Google Cloud, Yandex Cloud,
or a SSH hostprovider).

You can see the list of bundles on the Bundles page.

=“ARENADATA 08 Oct 2025 11:19:35 UTC [ 2o >
Enpenapa Bundles 210
Bundles
ggg Clusters Product | All > O [1] Upload bundle
Hostproviders
sh [ v Product 4 Version Edition Date uploaded License Signature Actions
g Hosts D ADB 6.27.1_arenadata57_b1-1 enterprise 07/10/2025 14:47:01 unaccepted absent o
Jobs D Hadoop 3.3.6_arenadata2_b2-ADH_5952 community 07/10/2025 14:47:06 unaccepted absent U
D Hadoop 4.0.0_b1-dev enterprise 07/10/2025 14:47:09 unaccepted absent Tj
5(% Access manager
D Monitoring 3.9.01 community 07/10/2025 14:46:59 unaccepted absent E
@ Audit _
— [[]  ssHcommon 2141 community 07/10/2025 14:45:58 absent absent i
£ Bundles
Show | 10 perpage > 1 | < || >
® admin
483 Settings
[ Logout
The Bundles page

For detailed information about work with bundles in the ADCM Ul, see Overview of the Bundles tab in the ADCM Ul.
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Hostprovider is anything that is able to produce a host.

For example, you can create a GCE hostprovider using a Google Cloud account. After you place credentials to the created GCE hostprovider, it allows you to create a host in GCE. You
also can create several hosts having the same hostprovider and, consequently, the same credentials.

You can see the list of hostproviders on the Hostproviders page.

&g Cluster g 9 Oct 2023 05:23:41 UT e (7)) 1%
&% Manager Hostproviders o i ¢ 0@ H@
Hostproviders
E{’S Clusters Search provide Type | All > D Create provider
2 s
Hostproviders
&5 oSk Name | Type Version State Description Concems Actions
£ Hosts @ =
= Hosts yee Yandex Compute VM Provider 341 created 6] Q@ W
£ Job
how | 10perpage > | <

The Hostproviders page

For detailed information about work with hostproviders in the ADCM Ul, see Overview of the Hostproviders tab in the ADCM Ul.
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Host is a representation of an actual hardware or virtual host. It does not matter whether the host is a hardware or virtual (cloud) one, yet the host should be accessible via SSH.
Each host can be added only to a cluster that is already created. The way the host is added into ADCM depends on the type of the selected hostprovider.

You can see the list of hosts on the Hosts page.

EAReNADATA Hoste 165ep2025 085736 UTc [\ () £+ (D
CLUSTER MANAGER :

Hosts
Egg Clusters Search hostname (@) Hostprovider | All > Cluster | All > 5 Create host
{i—é Hostproviders

Name | State Hostprovider Cluster Concerns Actions
g Hosts zar-adbhl « created SSH Test ADB cluster Q &
@ Jobs zar-adbh2 created SSH Test ADB cluster Q@ &
00 Access manad - =
Gy Access manager zar-adbm created SSH Test ADB cluster Q hY
D Aud

CB Alldit zar-adbs * created SSH Test ADB cluster @ hy
@ Bundles

Show | 10 perpage > 1 < >
® admin
5:9} Settings
B Log out

The Hosts page

For detailed information about work with hosts in the ADCM Ul, see Overview of the Hosts tab in the ADCM Ul.

Starting with ADCM 2.8.0, it is possible to enable host sharing between multiple clusters that you have created. This can be useful when installing components on the same hosts, if the
components are created using different bundles. This operation is performed by creating a subhost — a representation of the host in the cluster.

There is a limitation that you need to consider before enabling host sharing. It is forbidden to run actions available to manage the hostprovider.
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Cluster is a set of services running on the set of hosts. ADCM allows you to create a lot of clusters with different configurations and different service distributions.

A single cluster allows only a certain set of services. For example, if you create a Hadoop cluster using a Hadoop bundle, there will be no way to install services from an ADB cluster

created using an ADB bundle.

You can see the list of clusters on the Clusters page.

EARENADATA

CLUSTER MANACER

Clusters

Clusters

Search cluster name

@ Clusters

SZ‘A Hostproviders
Name |

Hosts Test ADB cluster »

Jobs

(& 00

o}
o

Access manager

Qg
0O

Show | 10 per page >
Audit

@

Bundles

®

admin
Settings

Log out

[

Status

Test monnitoring cluster «

Al > | Product | All > O
State Product Version
running ADB 6.27.1_arenadata57_b1-1
running Monitoring 3.9.011

The Clusters page

You can see the detailed information about a cluster on the Overview tab of the cluster page.

EARENADATA Clusters

Clusters / Test ADB Cluster / Overviey

Test ADB Cluster
4B Clusters

Hostproviders Reschptions

o

Hosts

00

Jobs

(&b

Info v

8o
Ao
(8

Access manager

)

5 Audit ADB bundle is an

Bundles

Services v

Log aut

For detailed information about work with clusters in the ADCM Ul, see Overview of the Clusters tab in the ADCM Ul.

ud or bare metal hosts (depending on

W

easy and fast instal

All Up Down

ADB e

0/3 compenents

Monitoring Clients s

0/1 companents

show | 10 perpage >

nd managing of Arenada
ndles you choose). Afterins

Overview

Manager. ADB bund|

ADB to ADB »

0/0 components

ADB ClickHouse C... « ADB to Kafkae

0/0 components 0/0 components

PXFe

0/1 components

The Overview tab

anag sts of ADB, i
will be available for psgl connect on port 5432

04 Dec 2024 12:02:52 UTC {:} 9D

o®
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Description Concerns Actions
Q@ i}
@ m
1 < >
20 Aug2025 140348 UTC [} (D) X [9
Services Hosts Mapping Configuration Import
“

synchronization and the moritoring client services, These services can be installed
the master host address

Chrony e Kafka to ADB

0/3 components 0/0 components
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Service is a software that functions on hosts. Service can be a single entity or a logical entity that consists of several components (such as HDFS).

Examples of services:
= HDFS
= Hive

m Postgres

The set of services depends on the bundle that is used to deploy a cluster. After the cluster is created, you can choose services on the Services tab of the cluster page.

(g Cluster 300t 2023 2314:31 UTC o (7} -
5"}5”‘ Manager Clusters 180c12023 231431 UTE (3 (@) 3¢ (D
Clusters / my adb cluster / Services
my adb cluster & Overview Services Hosts Mapping Configuration Import

4B Clusters

9
$, Hostproviders
= te
& Hosts

Name Version State Concerns Actions
£=9 Jobs =

ADB » 6.20.1_arenadata33_b1-1 initialized (0] Q@ ]
89 rager

ADB to Kafka = 6.20.1_arenadata33_b1-1 created (6] Q@ |
@& Audit

ADCC « 6.20.1_arenadata33_b1-1 created ® @ W
£ Bunde

show | 10perpage > o | < || >

® Admir

[5 Logout

The Services tab

For detailed information about work with services in the ADCM Ul, see Overview of the Clusters tab in the ADCM Ul.
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Component is a part of a service. For example, the HDFS service consists of the following components: Client, DataNode, JournalNode, HttpFS server, NameNode, and ZKFC. Breaking
a service down into components makes it easier to work with the complicated cluster software. You can see the components of a service on the Components tab of the <Cluster name>

— Services page.

@@ Cluster

s> Manager

#B clsters

Clusters
Clusters / test-cluster / Services / Zookeeper / Components

test-cluster ©

Zookeeper +

Primary Configuration  Configuration groups | Components  Info

Name |

Zookeeper Server =

Overview Services Hosts
mponents
Hosts Concerns
1 host @

The Components tab

Mapping Configuration Import

@ Actions i Delete
=

The set of components depends on the bundle that is used to deploy a cluster. After the cluster is created and necessary services are added, you can choose components on the

Mapping tab of the cluster page.

_}Qg Cluster
s~ Manager

Clusters

test-cluster @ Overview Services Hosts
Components  Hosts view
ch hosts ® Hide empty components
Zookeeper
Zookeeper Server Add hosts +

testhost x

The Mapping tab

For detailed information about work with components in the ADCM Ul, see Overview of the Clusters tab in the ADCM Ul.

Configuration Import

Mapping

Reset

| zookeeper
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A maintenance mode for services, hosts, and components is implemented in ADCM.

IMPORTANT @
Maintenance mode functionality is available only when maintenance mode is supported by the product in use.

In case of hosts, maintenance mode stops the implementation of any cluster- or service-related operations and restricts addition of any components. Maintenance mode is useful if the
host is not ready to participate in ADCM actions for some reason (for example, the host is turned off or has malfunctioned).

In case of services and components, maintenance mode prevents their participation in composite actions for clusters and services. If a service is in maintenance mode, then it does
not participate in cluster actions — the steps that require this service are omitted. If a component is in maintenance mode, then this component and any linked actions are excluded
from the service operations.

Consider using maintenance mode when you perform hardware or software maintenance, change configuration settings, perform troubleshooting, decommissioning, or removing
cluster nodes.

)
IMPORTANT
Not every cluster, service, or component action is possible if one of the cluster hosts is in maintenance mode. This depends on whether the action affects all @
cluster hosts, as well as on action’s logic. At the same time, depending on the product implementation, the event of switching an object to maintenance mode may
cause application of additional actions to its host. The result of those actions can be seen on the Jobs page.
N
To switch a host to maintenance mode, perform the following steps:
1. Locate the host you wish to switch to maintenance mode in the ADCM interface. You can use the Hosts tab of the Clusters page or the Hosts page.
€ Clusters 6Sep2025 143531 UTC (3 (D) %t (D
sters / ADH / Hosts
5 ADH e« Overview Services Hosts Mapping Configuration Import
@ Clusters
:’?’,‘. Hostproviders Search hostname ( Hostprovider | All > | Component | Choose component >
:‘ Name | State Hostprovider Components Concerns Actions
E; Jobs zar-adb-segment2 created SSH 0 components o QL
1anager zar-adb-standby » created SSH 0 components (@B
’ Show | 10 per page > 1 < >
E: L
Choosing a host
2. Click the icon. The color of the icon will be changed to red — . The host is now in maintenance mode.
Clusters L t @
> ADH » Overview Services Hosts Mapping Configuration Import
&§3 Clusters
I,%\ h b Hostp | > Comp: )
: Hostprovider Components Concerns Actions
l:i‘ Jobs zar-adb-segment2 created SSH 0 components Ij.';‘ = XK
ager zar-adb-standby « created SSH 0 components :'::; r’ hy
C]
Show | 10 perpage > 1 <
: - [ Q l’::br‘r:‘ijintenance mode has been ot }
Switch to the maintenance mode
3. To switch off the maintenance mode, click the icon again.
Components and services are put into maintenance mode in the same way.
)
IMPORTANT
An object cannot be switched to maintenance mode if a running action is present at that object. For such object, the maintenance mode becomes available after @
the action is completed.
N

While you cannot perform any operations with components on a host that is in maintenance mode, you can still remove a component from this host on the logical level. Generally
speaking, the maintenance mode prevents bulk operations being performed on a host, yet you may explicitly start and stop a component on a host while in maintenance mode (for
example, by connecting via SSH). The statuses of objects in maintenance mode do not affect the statuses of the higher level objects associated with them. For example, if a
component is put into maintenance mode and component status is Failed , then it does not affect the status of the service that is associated with that component.
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Types of concerns

Concern owners

Concern prioritization and inheritance

Run actions using the non-blocking mode

Remove non-blocking concerns

In ADCM, some of the user notifications are implemented in the form of concerns. Such concern naotifications occur, for example, in cases of incorrect configuration, when mandatory
parameter fields are not filled in configurations of services, components, or other objects. Another example where ADCM creates a concern is when, after modifying the configuration of
an object, the user forgets to apply it to the cluster hosts and continues to work with the outdated configuration.

The causes for concerns, as well as their types and properties, are described in detail below.

Types of concerns

ADCM has three types of concerns:
m Flag
= Lock
= Issue

Concerns of all types are displayed in the Ul.

Concerns can be either blocking or non-blocking. If a concern is blocking, any actions and updates are unavailable for the associated ADCM object. In the Ul, blocking concerns are
marked in red, while non-blocking concerns are marked in yellow.

Clusters 2
4B clust
= created ADB 6.9.1_arenadata6_b1-1
; created Hadaop 2.1.10.b7-1 & w
created Hadoop 3.2.4_arenadatal_b2-2 6)
created ADS 2.8.1_arenadatal_b1-1
= created Monitoring 3.5.0-1
w | 10perpage > 1
Blocking and non-blocking concerns in the ADCM interface
Let's consider each type separately.
Flag
IMPORTANT @
Flag concern functionality is available only when it is supported by the product in use.

Flag is a non-blocking concern that indicates some event.

There are two types of flags:
= embedded

m custom

Custom flags are raised via the adecm_change_flag Ansible plugin. Embedded flags are raised every time when the corresponding events occur.

One of the events that might raise a flag is outdated configuration on hosts after changing object parameters in ADCM without subsequent application. To resolve such a problem, it is
necessary to apply changes on the cluster hosts by performing the corresponding actions.

The cause of a flag concern is displayed in the Ul. In case of the event mentioned above, the following message is displayed: <0Object> has a flag: outdated
configuration .

The purpose of raising a flag concern for the event mentioned is to exclude interaction with objects whose configuration is outdated on the hosts and to provide the flexibility to set the
order of actions for interconnected services. For example, changing the configuration of an already installed service may require its restart. In this case, ADCM creates a flag concern,
reminding the user of the need for a restart.

Lock

Lock is a blocking concern that occurs each time an action is started on an object. At this point, Ul and API elements related to the object become inaccessible.
The cause of a lock concern is displayed in the Ul as the following message: Object was locked by running job <job> .

The purpose of lock concerns is to prevent simultaneous execution of multiple actions by the user.

Issue

Issue is a blocking concern that can be caused by several reasons:

m The object has unfilled or invalid fields in its configuration. This cause is displayed in the Ul as the following message: <Concern owner> has an issue with its
config .

m The object contains a service with mandatory import. This cause is displayed in the Ul as the following message: <Concern owner> has an issue with required
import .

m Arequired service needs to be installed for the cluster to work. This cause is displayed in the Ul as the following message: <Concern owner> has an issue with
required service .

= The object contains a service that requires another service to be installed for it to work. This cause is displayed in the Ul as the following message: <Concern owner> has an
issue with requirement. Need to be installed: <target service> .

m There is no mapping between hosts and components in the object. This cause is displayed in the Ul as the following message: <Concern owner> has an issue with
host-component mapping .

The purpose of issues is to prevent incorrect interaction and operation of objects.

Concern owners

Concerns have an owner. For flag and issue concerns, the owner is an ADCM object affected by this problem.

In the Ul, the concern owner is demonstrated in a pop-up message about the cause next to the concern icon.

Clusters

i

created ADB 6.9.1_arenadatab_bi-1 ) i}
7 ADH created Hadoop 2.1.10.b1-1

created Hadoop 3.2.4 arenadatal b2-2 0)

created ADS 2.8.1_arenadatal_b1-1

created Monitoring 3504
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Concern owner (ADS-prod cluster) in the ADCM interface

For lock concerns, the owner is the corresponding job.

Concern prioritization and inheritance

If an ADCM object has several concerns, one of which is blocking, the blocking concern takes precedence. The icon of the concern is always colored with the color of the higher-priority
concern.

Concerns can also be inherited by objects from other objects. For example, if a hostprovider has a concern, it can be inherited by a host created using that hostprovider.

Concerns are inherited in both directions between parent and child objects. Objects are in parent-child relationships if there is an explicit hierarchical link between them. If a service has
a concern, that concern is inherited both by the cluster containing that service and by the component contained within that service. However, a service concern is not inherited by hosts
if the service’'s components are not added to the host. Similarly, if a concern arises on a cluster containing a host without components, that cluster concern will not be inherited by the
host until at least one component is added to that host. If a concern arises on a host without components, it will not be passed to the cluster containing that host.

Flag concerns for a service do not spread to other services in the cluster. Lock and issue concerns spread from a host to components located on that host, even if the concern owner is
another parent object: cluster, service, component, or hostprovider.

If the concern owner object is deleted, the concerns of all related objects (both parent and child) will also be deleted. For example, if services with concerns are removed from a cluster,
those concerns will also disappear from the cluster. However, concerns whose owner is the cluster itself will not disappear.

Run actions using the non-blocking mode

Starting with ADCM 2.5.0, there is a possibility to run actions for ADCM objects without blocking objects. As a result of launching an action, non-blocking concerns might be raised
which do not prevent parallel running other actions for this object as well as parent and child objects.

Consider running an action in the non-blocking mode using the example of the Install statuschecker action:
1. Onthe Hosts tab, find the host in the table and click the (G icon.

2. Select the Install statuschecker action from the drop-down list.

3. In the dialog box, activate the Raise non-blocking concern switch.

Run an action: Install statuschecker

1 Raising concerns

Please note that the Disable object blocking after action runs feature allows users to run parallel processes on an object and its
children and parents. This feature is intended for experienced users who are familiar with the potential risks and implications
associated with the managed environments.

Cancel

Run an action in the non-blocking mode

4. Carefully read the alert message text and click Next.

5. Check the Verbose checkbox to see additional execution details on the Jobs page and click Run.
As an indicator of successfully executed actions, a non-blocking concern such as flag is raised. In the Concerns column, the @ icon is displayed. A pop-up window with the

following error message appears when hovering over the icon: <0bject> has a flag: running job <job> K where <0bject> — object name, <job> — action name.

Hosts 6Sep 2025 14:19:50 UTC (3 (D) <t (O

— Hosts zar-adb-master * created SSH ADB

Jobs zar-adb-segment-1 » created SSH ADB
zar-adb-segment2 created SSH ADB g & Y

zar-adb-standby « created SSH ADB
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The Hosts page when running an action in the non-blocking mode

Remove non-blocking concerns

ADCM allows users with the Cluster Administrator , Service Administrator , Provider Administrator ,and ADCM Administrator rolestoremove non-
blocking concerns on the following tabs:

u Clusters
= Services
= Components
® Hostproviders
m Hosts
The description of these tabs is given in the following articles:
m Overview of the Clusters tab in the ADCM Ul
m Overview of the Hostproviders tab in the ADCM Ul
m QOverview of the Hosts tab in the ADCM Ul
To remove an existing non-blocking concern, follow these steps:

1. Select the desired tab.
2. Hover over the @ icon in the list next to the object for which you want to remove the non-blocking concern.
3. Inthe pop-up window with the error message, click the X icon.

As aresult, the @ icon is no longer displayed next to the corresponding object and the following message appears: The concern has been deleted .

( )

Implementation specifics

When removing a non-blocking concern, pay attention to the following:

m |f a parent object has a non-blocking concern, the same concern will be removed from a child object. This rule also works in the opposite direction.

= |f a component has a non-blocking concern, the same concern will be removed from hosts to which the corresponding component has been added.
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Software and hardware requirements

ADCM is a software that is distributed in the form of a Docker image. To install it, you need:

= One of the following operating systems:

Ubuntu 22.04

= CentOS7

= RHEL7

= Alt Linux SP 8

= AltLinux SP 10.2

= Astra Linux SE 1.7 Orel

= Astra Linux 1.7.6 Voronezh

RED OS 7.3 Certified edition

m A useraccount with sudo privileges.

® An access to the official repository of CentOS Extras and CentOS Base. This repository is enabled by default, but if you have disabled it — you need to re-enable it (e.g. via editing the
repository configuration file in the /etc/yum.repos.d/ directory).

= The software package installer YUM/APT.

m The hardware that meets the following conditions:

IMPORTANT

The following system requirements are minimal. The target sizing should be calculated based on the customer requirements. @

= CPU: 4 CPU cores;
= RAM: 16 GB;

= HDD: 50 GB.

IMPORTANT

Starting with ADCM 2.7.0, any Container Registry Client with downloaded images of ADPG, ADCM, and ADCM Installer will be required to install ADPG without the @
Internet connection and use it as the ADCM database. The installation is done via the ADCM Installer by specifying the URL of the local storage of the ADCM and
ADPG images.

To grant the user the necessary rights to install ADCM, do the following:

1. Grantthe root privileges for the user:

CentOS 7/RHEL 7/RED OS 7.3/Alt Linux SP 8

$ sudo usermod -aG wheel <user>

where <user> is ausername.

Ubuntu 22.04/Astra Linux SE 1.7 Orel

$ sudo usermod -aG sudo <user>

where <user> is ausername.

2. Make sure that the /etc/sudoers file contains the record specified below depending on the operating system with the following command:

$ sudo vi /etc/sudoers

To return to the command line, press Esc ,type :q! ,and press Enter .

CentOS 7/RHEL 7/RED 0S 7.3

%wheel ALL=(ALL) ALL

Ubuntu 22.04/Astra Linux SE 1.7 Orel

%sudo ALL=(CALL:ALL) ALL

Alt Linux SP 8

WHEEL_USERS ALL=(ALL:ALL) ALL

Install Docker

CAUTION

Do not install Docker from the official Docker site. Instead, use the official repositories of your Linux distribution. The repositories provided by operating system A
developers tend to be more stable and secure.

R

Below are the step-by-step procedures of Docker installation on the examples of several operating systems supported by ADCM. These steps may differ for operating system versions
other than those specified on tabs.

CentOS 7/RHEL 7
1. Using root privileges, update all packages that are currently installed in your system:

$ sudo yum update -y

2. Install the packages required for Docker installation and usage:
$ sudo yum install -y yum-utils docker device-mapper-persistent-data lvm2

where:
= yum-utils isthe package that provides the yum-config-manager utility;

= device-mapper-persistent-data and lvm2 are packages required by the devicemapper storage driver.

3. Start Docker:

$ sudo systemctl start docker

4. Enable Docker as a system service:

$ sudo systemctl enable docker

Ubuntu 22.04

1. Using root privileges, update all packages that are currently installed in your system:

$ sudo apt-get update

2. Install the packages required for Docker installation and usage:

$ sudo apt-get install ca-certificates curl

where:
m ca-certificates is the package of Root CA certificates;

m curl isthe package for working with web resources.

Confirm the use of additional disk space during the execution of the command.

3. Add the official GPG key for the Docker repository:

$ sudo install -m 0755 -d /etc/apt/keyrings
$ sudo curl -fsSL https://download.docker.com/linux/ubuntu/gpg -o /etc/apt/keyrings/docker.asc
$ sudo chmod a+r /etc/apt/keyrings/docker.asc

4. Add the Docker repository:

$ echo \

"deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.asc] https://download.docker.com/linux/ubuntu \
$(. /etc/os-release && echo "jammy") stable" | \

sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

5. Update all packages, including packages for the Docker repository:

$ sudo apt-get update

6. Install Docker Engine:
$ sudo apt-get install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

Confirm the use of additional disk space during the execution of the command.

7. Start Docker:

$ sudo systemctl start docker

8. Enable Docker as a system service:

$ sudo systemctl enable docker

Alt Linux SP 8
1. Using root privileges, update all packages that are currently installed in your system:

$ sudo apt-get update

2. Install Docker Engine:

$ sudo apt-get install docker-engine

Confirm the use of additional disk space during the execution of the command.

3. Start and enable Docker as a system service:

$ sudo systemctl enable --now docker

Astra Linux SE 1.7 Orel
1. Using root privileges, update all packages that are currently installed in your system:

$ sudo apt-get update

2. Install the packages required for Docker installation and usage:

$ sudo apt-get install ca-certificates curl net-tools

where:

= ca-certificates is the package of Root CA certificates;

= curl isthe package for working with web resources;

= net-tools is the package for controlling the network subsystem of the Linux kernel, in particular for executing the netstat command.
Confirm the use of additional disk space during the execution of the command.

3. Add the official GPG key for the Docker repository:

$ curl -fsSL https://download.docker.com/linux/debian/gpg | sudo apt-key add -

4. Add the Docker repository:

$ echo "deb [arch=amdé64] https://download.docker.com/linux/debian stretch stable" | sudo tee -a /etc/apt/sources.list

5. Update all packages, including packages for the Docker repository:

$ sudo apt-get update

6. Install Docker Engine:

$ sudo apt install docker-ce docker-ce-cli containerd.io

Confirm the use of additional disk space during the execution of the command.

7. Start Docker:

$ sudo systemctl start docker

8. Enable Docker as a system service:

$ sudo systemctl enable docker

RED 0S 7.3

1. Install Docker Engine:

$ sudo dnf install docker-ce docker-ce-cli

Confirm the use of additional disk space during the execution of the command.

2. Start and enable Docker as a system service:

$ sudo systemctl enable docker --now

Disable SELinux

NOTE

It is recommended to disable SELinux only if CentOS 7 or RHEL 7 is used.

To disable SELinux permanently, set SELINUX=disabled in the /etc/selinux/config file, and reboot your system.

You can edit the file via the vi or vim command:

$ sudo vi /etc/selinux/config

The content of the changed file should look like this:

SELINUX=disabled

SELINUXTYPE=targeted
You can also disable SELinux temporarily via the following command:
$ sudo setenforce 0

Still, it is strongly recommended to disable SELinux permanently, so that it does not restart on each system reboot.

CAUTION

Do not forget to reboot your host after SELinux is disabled.

Stop firewalld

If you use the firewalld service, stop it before installing ADCM.

Before stopping firewalld, make sure that it is installed, started, and enabled:

$ sudo systemctl status firewalld

The example of the command execution result:

® firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded (/usr/lib/systemd/system/firewalld.service; enabled; vendor preset: enabled)
Active: active (running) since Mon 2024-12-02 10:02:57 UTC; 3min 25s ago
Docs: man:firewalld(1)
Main PID: 3023 (firewalld)
Tasks: 2
Memory: 22.8M
CGroup: /system.slice/firewalld.service
L3023 /usr/bin/python2 -Es /usr/sbin/firewalld --nofork --nopid

Stop firewalld:
$ sudo systemctl stop firewalld
As an alternative, you can disable the firewalld service, so that it will not apply rules to network packets:

$ sudo systemctl disable firewalld

Allow access to the Docker CLI without root privileges

If in the future you want to access the Docker CLI without using root privileges, you should create a docker user group (if it does not exist) and add the current user to this group
with the certain rights:

$ sudo groupadd docker
$ sudo usermod 